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I ntroduction

This document describes certificates in regards to Mobile Remote Access (MRA) deployments.
Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Public vs. Private Certificate Authority (CA)

There are anumber of optionsto sign certificates on the Expressway-C and E servers. Y ou can opt to have
the Certificate Signing Request (CSR) signed by a public CA such as GoDaddy, Verisign, or others, or you
can sign it internally if you use your own Certificate Authority (can either be self-signed with OpenSSL or
an internal enterprise CA such as a Microsoft Windows server). For more information on how to create and
sign the CSRs used by any of these methods please see the Video Communication Server (VCS) Certificate
Creation Guide.

The only server that isreally required to be signed by a public CA isthe Expressway-E. Thisisthe only
server where the clients see the certificate when they sign in viaMRA, therefore, use a public CA to ensure
that users do not have to manually accept the certificate. The Expressway-E can work with an internal CA-
signed certificate, but first-time users would be prompted to accept the untrusted certificate. MRA
registration of 7800 and 8800 series phones would not work with internal certificates because their
certificate trust list cannot be modified. For simplicity, it is suggested that your Expressway-C and
Expressway-E certificates both be signed by the same CA; however, thisis not arequirement as long as you
properly configured the trusted CA lists on both servers.

How Certificate ChainsWork

Certificates are linked together in a chain of two or more used to verify the source that signed the certificate
of the server. There are three types of certificates in a chain; the client/server certificate, intermediate
certificate (in some cases), and the root certificate (also referred to as the root CA asthisisthe highest level
authority that signed the certificate).

Certificates contain two primary fields that build the chain; the subject, and the issuer.

The subject is the name of the server or authority that this certificate represents. In the case of an
Expressway-C or Expressway-E (or other Unified Communications (UC) devices), thisis built from the
Fully Qualified Domain Name (FQDN).

The issuer is the authority that validated that specific certificate. Since anyone can sign a certificate (which
includes the server that created the certificate, to begin with, also known as self-signed certificates), servers
and clients have alist of issuers or CAsthat they trust as authentic.

A certificate chain always ends with a self-signed top-level or root certificate. Asyou move through the
certificate hierarchy, each certificate has a different issuer in relation to the subject. Eventually, you would
encounter the root CA where the subject and issuer match. Thisindicatesthat it isthe top-level certificate
and thus, the one that needs to be trusted by aclient or server'strusted CA list.

SSL Handshake Summary

In the case of the traversal zone, the Expressway-C always acts as the client while the Expressway-E aways
isthe server. The simplified exchange works as shown:

Expressway-C Expressway-E


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-11-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-11-1.pdf

The key hereisin the exchange since the Expressway-C aways initiates the connection, and thusis always
the client. The Expressway-E isthefirst one to send its certificate. If the Expressway-C cannot validate this
certificate, it tears down the handshake and cannot send its own to the Expressway-E.

Another important thing to note is the Transport Layer Security (TLS) web client authentication and TLS
web server authentication attributes on certificates. These attributes are determined on the CA that signed
the CSR (if aWindows CA is used, thisis determined by the template selected), and indicate if the
certificate isvalid in the role of the client or the server (or both). Because for aVCS or Expressway, it can
be based on the situation (it is always the same for atraversal zone), and the certificate must have both client
and server authentication attributes.

The Expressway-C and Expressway-E give an error when uploaded to a new server certificate, if both are
not applied.

If you are unsure if a certificate has these attributes, you can open the certificate detailsin abrowser, or in
your OS, and check the Extended Key Usage section (see theimage). The format can vary and depends on
how you look at the certificate.

Example:



General | Details

Certificate Hierarchy
4 |ACTIVEDIRECTORY-CA

Certificate Fields

Extended Key Usage

Certificate Subject Alt Mame
Certificate Subject Key ID

Certificate Authority Key Identifier
CEL Distribution Points

Authority Information Access
Object Identifier 13614131121 7)
Object Identifier (1 36141 311 21 10) -

Field Value

Hot Critical
TLS Wek Client Authenticaticn (l1.3.6.
TLS Wek Server Ruthenticaticon (l1.3.6.1.5.

m

Configure

Expressway-C and Expressway-E Traversal Zone/ Trust
Generateand Sign CSRs

As described earlier, the Expressway-C and Expressway-E certificates must be signed either by an internal
or external CA or by OpenSSL to self-sign.

Note: You cannot use the temporary certificate that comes on the Expressway server, asit is not
supported. If you use wildcard certificates where you have a CA sign certificate and the subject lineis
not specifically defined, it is not supported.

Thefirst step isto generate the CSR and have it signed by the preferred CA type. The process for thisis
given specifically in the Certificate Creation Guide. While you create the CSR, it isimportant to keep in
mind the necessary Subject Alternative Names (SANS) that need to be included in the certificates. Thisis
also listed in the certificates guide and the Mobile Remote Access Deployment Guide. Check the most
recent versions of the guide as more can be added as new features arrive. List of common SANSs that need to
be included, based on the features used:



https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-11-1.pdf

Expressway-C

* Any domains (internal or external) added to the domains list.
* Any persistent chat node aliases if XMPP federation is used.
* Secure device profile names on CUCM if secure device profiles are used.

Expressway-E

* Any domains configured on the Expressway-C.
* Any persistent chat node aliases if XMPP federation is used.
* Any domains advertised for XM PP federations.

Note: If the base domain used for external Service record (SRV) lookupsis not included asa SAN in

the Expressway-E certificate (either xxx.com or collab-edge.xxx.com), the Jabber clients still require

the end-user to accept the certificate on the first connection and TC endpoints would fail to connect at
all.

Configurethe Expressway-C and Expressway-E to Trust Each Other

In order for the Unified Communications traversal zone to establish a connection, Expressway-C and
Expressway-E must trust each other's certificates. For this example assume the Expressway-E certificate was
signed by apublic CA that use this hierarchy.

Certificate 3

Issuer: GoDaddy Root CA

Subject: GoDaddy Root CA

Certificate 2

Issuer: GoDaddy Root CA

Subject: GoDaddy Intermediate Authority
Certificate 1

Issuer: GoDaddy I ntermediate Authority
Subject: Expressway-E.lab

The Expressway-C needs to be configured with trust certificate 1. In most cases, based on the trusted
certificates applied to the server, it only sendsits lowest level server certificate. That means that for the
Expressway-C to trust certificate 1, you must upload both certificates 2 and 3 to the Expressway-C's trusted
CA list (Maintenance> Security > Trusted CA List). If you leave out the intermediate certificate 2 when
the Expressway-C receives the Expressway-E certificate, it cannot have away to tieit to the trusted
GoDaddy Root CA, therefore it would be rejected.

Certificate 3
Issuer: GoDaddy Root CA
Subject: GoDaddy Root CA



Certificate 1
Issuer: GoDaddy Intermediate Authority - Not Trusted!
Subject: Expressway-E.lab

Additionally, if you only upload the intermediate certificate without the root to the trusted CA list of the
Expressway-C, it would see that the GoDaddy Intermediate Authority is trusted, but it is signed by a higher
authority, in this case, GoDaddy Root CA which is not trusted, therefore it would fail.

Certificate 2
Issuer: GoDaddy Root CA - Not Trusted!

Subject: GoDaddy Intermediate Authority

Certificate 1

Issuer: GoDaddy Intermediate Authority

Subject: Expressway-E.lab

With all intermediates and the root added to the trusted CA list, the certificate can be verified...
Certificate 3

Issuer: GoDaddy Root CA - Self-signed top-level certificate is trusted and chain complete!

Subject: GoDaddy Root CA

Certificate 2

Issuer: GoDaddy Root CA

Subject: GoDaddy Intermediate Authority
Certificate 1

Issuer: GoDaddy Intermediate Authority
Subject: Expressway-E.lab

If you are unsure what the certificate chain is, you can check your browser when logged into the web
interface of the specific Expressway. The process varies slightly based on your browser, but in Firefox, you
can click the lock icon on the far left of the address bar. Then in the pop-up, click More Information >
View Certificate > Details. If your browser can piece together the full chain, you can see the chain from
top to bottom. If the top-level certificate does not have a subject and issuer that match, that means the chain
isnot completed. You can also export each certificate in the chain by themselves, if you click export with
the desired certificate highlighted. Thisisuseful if you are not 100% certain you have uploaded the correct
certificates to the CA trust list.
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General  Media  Permissions  Security

Website Identity
Website:
Owner: This website does not supply ownership information.

Verified by:  DigiCert Inc

Privacy & History
Have I visited this website prior to today? Yes, 622 times
I= this website storing information (cookies) on my

Yes View Cookies
computer?

Have I saved any passwords for this website? No | View Saved Passwords |

Technical Details
Connection Encrypted (TLS_RSA_WITH_AES_128 CBC_SHA, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unautheorized pecple to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.




Certificate Viewer u

General | Details

This certificate has been verified for the following uses:
55L Client Certificate

SSL Server Certificate]

Issued To

Comman Mame (CM)
Organization (O]
Organizational Unit (OL)

Serial Murmber

Issued By

Common Mame (CM)  DigiCert SHA2 High Assurance Server CA
Organization (0] DigiCert Inc

Organizational Unit (OL)

Period of Validity

Begins On 372572015

Expires On 4/12/2017

Fingerprints

SHA-256 Fingerprint 3B:37:23:04:BE:82:0C:FF:2D:48:0B:52:07:5C:D5:08:
F3:75:F6:0D:43:98:8B:73:22:R4 ED: A8 EG: DT 28023

SHAL Fingerprint CETE:T79:41:04:0E:07:48:F3: A4:B4:07:03:76: 03:52:1 2:50:A0:4 2

Close




Certificate Wiewer

General | Details

Certificate Hierarchy
4DigiCert High Assurance EV Root CA
4DigiCert 5HAZ2 High Assurance Server CA

Certificate Fields
4 Builtin Object Token:DigiCert High Assurance EV Root CA
I Certificate

Certificate Signature Algorithm
Certificate Signature Value

Field Value

Close

Now that the Expressway-C trusts the certificate from the Expressway-E, ensure it works in the opposite
direction. If the Expressway-C certificate is signed by the same CA that signed the Expressway-E, the
process is simple. Upload the same certificates to the Trusted CA list on the Expressway-E as you already
didtothe C. If the Cissigned by adifferent CA, you need to use the same process as shown in the image,
but use the chain the signed the Expressway-C certificate instead.

Secure Communication Between Cisco Unified Communications Manager (CUCM)
and Expressway-C

Overview

Unlike the traversal zone between Expressway-C and Expressway-E, secure signalling is NOT required
between Expressway-C and CUCM. Unlessit is not allowed by internal security policies, you must aways
configure MRA to work with non-secure device profileson CUCM first to confirm the rest of the
deployment is correct before you continue with this step.

There are two main security features that can be enabled between CUCM and Expressway-C; TLS Verify



and Secure Device Registrations. There is an important distinction between these two because they use two
different certificates from the CUCM side in the SSL handshake.

TLS Verify - tomcat certificate

Secure SIP Registrations - CallManager certificate
Configure Trust Between CUCM and Expressway-C

The concept, in this case, is exactly the same as between Expressway-C and Expressway-E. The CUCM
must first trust the server certificate of the Expressway-C. That means that on the CUCM, the intermediates
and root certificates of the Expressway-C need to be uploaded as atomcat-trust certificate for the TLS verify
feature and a CallManager-trust for secure device registrations. To achieve this, navigate to Cisco Unified
OS Administration in the upper right of the CUCM web GUI, then Security> Certificate Management.
Here you can click Upload Certificate/Certificate Chain and select the correct trust format or click Find
to see the list of currently uploaded certificates.

@ Upload Certificate/Certificate chain - Mozilla Firefox ==] =) |

(| i ht'tp::_-_--lcmpl.at'fu:rm_-|:E|'tifi|:atE'._|pI|:a|:I.|:I|:

Upload Certificatef Certificate chain

[ Bﬁ Upload Iﬂ Close

rStatus

@ Warning: Uplaading a cluster-wide certificate will distribute it ta all servers in this cluster

—Upload Certificate/ Certificate chain
Certificate Purpose® CallManager-trust -

Description{friendly name) Expressway Root Cert

Upload File Mo file selected.

[ Upload ] [ Close ]

® *_ indicates reguired item.

4 L 2

Y ou need to ensure that the Expressway-C trusts the CA that signed the CUCM certificates. This can be
achieved if you add them to the trusted CA list. Inamost al cases, if you signed the CUCM certificates
with aCA, thetomcat and CallManager certificates must be signed by the same CA. If they are different,
you need to trust both if you use TLS Verify and Secure Registrations.

For secure SIP registrations, you also must ensure that the secure device profile name on the CUCM that is
applied to the device is listed as a SAN on the Expressway-C certificate. If this does not contain the secure
register messages, it would fail with a 403 from the CUCM, which indicatesa TLS failure.



Note: When the SSL handshake takes place between the CUCM and Expressway-C for a secure SIP
registration, two handshakes take place. First, the Expressway-C acts as the client and initiates the
connection with the CUCM. Once that has been completed successfully, the CUCM initiates another
handshake as the client to reply. This meansthat just like the Expressway-C, the CallManager
certificate on CUCM must have both TLS Web Client and TLS Web Server authentication attributes
applied. The differenceisthat the CUCM alows these certificates to be uploaded without both, and
the internal secure registrations would work fineif the CUCM only has the server authentication
attribute. Y ou can confirm thison CUCM if you look for the CallManager certificate on the list

and select it. There, you can look at the usage oids under the Extension section. Y ou can see
1.3.6.1.5.5.7.3.2 for THE Client Authentication and 1.3.6.1.5.5.7.3.1 for THE Server Authentication.
Y ou can aso download the certificate from this window.

',- Certificate Details(CA-signed) - Mozilla Firefox = - — . =Bl 25|

B https:/ ‘cmplatform/certificatebdit.do?cert=/usr/local/cm/ . security/CallManager/certs/CallManager.per

Certificate Details for cucm10-lab-pub.tkratzke.local, CallManager

Lii-]g Regenerate [ﬂ:% Generate CSR _E-'k Download .PEM File _i?-'k Download .DER File

— Certificate Settings

Locally Uploaded 01/04/15

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description{friendly name) Certificate Signed by tkratzke-ACTIVEDIRECTORY-CA

— Certificate File Data

m

Key: RSA (1.2.540.113549.1.1.1) i
Key value: N
3082010a0282010100c3f0061dafbffad7cd?781c89627134664cae0f55d5d92871b60cel1 7ddf 78072096304 .E| '
1db705c43c07046df 73897 748e2a2459c96f7cd3ce849c71055b27ffd30dced4ebe?27beb7a96e98ab78 —
01d25eb0e3540862318df242d4039004f2c5693080875697ecdf2b0040d4aa22dasb7as2feR7abbd2342
Ofed20dd157a648eed4c611cabnl2oef49f35ddae01677bl8edca?Blctaaif20das79edadadb7ed4ci76e
elc9az8d9eaf90addcalfaf7S7a7050ecifc3353ecchb227d0947e32657 537 640e7dbdd280e4776589ba395
f0ata3gdbil0fadbdezdalSbeeascadf47357726d90e5601415c49%e8d0%ab36357c1223f1baes2baad2
32ba70435bd745407b354bd09d0203010001
Extensions: 9 present |
[
Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false '
Usage oids: 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.1, |

[ Regenerate ] [ Generate CSR ] [ Crownload .FEM File ] [ Download .DER File b




Note: The trust certificates applied to the publisher in a cluster must replicate over to the subscribers.
It is good to confirm by logging into them separately on a new configuration.

Note: In order for the Expressway-C to properly validate the certificate from CUCM, the CUCM
servers MUST be added in the Expressway-C with the FQDN, not the IP address. The only way the
| P address can work isif the IP of each CUCM node is added as a SAN in the certificate, which is
amost never done.

CUCM ServersWith Self Signed Certificates

By default, a CUCM server comes with self-signed certificates. If these are in place, it is not possible to use
both TLS Verify and Secure Device Registrations at the sametime. Either feature can be used on its own,
but because the certificates are self-signed, it means both the self-signed Tomcat and self-signed
CallManager certificates need to be uploaded to the trusted CA list on the Expressway-C. When
Expressway-C searchesitstrust list to validate a certificate, it stops once it finds one with a subject that
matches. Because of this, whichever is higher on the trust list, tomcat or CallManager, that feature would
work. The lower onewould fail just asif it was not present. The solution to thisisto sign your CUCM
certificates with a CA (public or private) and trust that CA alone.

Expressway-C and Expressway-E Cluster Considerations
Cluster Certificates

It is strongly recommended that if you have a cluster of Expressway-C or Expressway-E servers for
redundancy that you generate a separate CSR for each server and have it signed by a CA. In the previous
scenario, the Common Name (CN) of each peers certificate would be the same cluster Fully Qualified
Domain Name (FQDN) and the SANs would be the cluster FQDN and the respective peers FQDN as shown
in the image:



Expressway Cluster Certificate
MRA

CN: FODN of CLUSTER
SAN: FODN C1 AND CLUSTER FODN Cl
SAN: PHONE SECURITY PROFILE

(FQDM FORMAT)(If Configured on CUCM)

El

CN: FQDN of CLUSTER
SAN: FQDN C2 AND CLUSTER FQDN ) £
SAN: PHONE SECURITY PROFILE

(FQDN FORMAT)(If Configured an CLICM)

It is possible for you to use the cluster FQDN as the CN and each peers FQDN and the cluster FQDN in the
SAN to use the same certificate for all nodes in the cluster, and therefore avoid the cost of multiple
certificates signed by a public CA.



Expressway Cluster Certificate:
MRA

CN: FQDN of CLUSTER CN

SAN: FQDN C1, FQDN €2 AND CLUSTER FQDN c1 SA

SAN: PHONE SECURITY PROFILE El SA
(FQDN FORMAT)(If Configured on CUCM)

CN: FQDN of CLUSTER cN

SAN: FQDN C2, FQDN C1 AND CLUSTER FQDN 2 E2 SA

SAN: PHONE SECURITY PROFILE SA
(FQDN FORMAT)(If Configured on CUCM)

Note: The Phone Security Profile names on the Cs certificate are only required if you use Secure
Phone Security Profiles on the UCM. The external domain or collab-edge.example.com (where
example.com is your domain) is arequirement only for IP Phone and TC endpoint registration over
MRA. Thisis optional for Jabber registration over MRA. If not present, then jabber would prompt to
accept the certificate when jabber logsin over MRA.

If absolutely necessary, this can be done with the next process or you can use OpenSSL to generate both the
private key and CSR manually:

Step 1. Generate a CSR on the primary of the cluster and configure it to list the cluster-alias as the CN.
Add all peersin the cluster as alternative names, along with all other required SANSs.

Step 2. Sign this CSR and upload it to the primary peer.
Step 3. Log into the primary as root and download the private key located in /Tandberg/persistent/certs.

Step 4. Upload both the signed certificate and the matched private key to each other peer in the cluster.

Note: Thisis not recommended for these reasons.
1. Itisasecurity risk because all peers use the same private key. If oneis somehow compromised, an

attacker can decrypt traffic from any of the servers.
2. If achange needs to be made to the certificate, this entire process must be followed again rather

than asimple CSR generation and signing.



Trusted CA Lists

Unlike CUCM subscribersin a cluster, the trusted CA list isNOT replicated from one peer to another in an
Expressway or VCS cluster. That means that if you have a cluster, you need to manually upload trusted
certificates to the CA list on each peer.

Verify

Use this section to confirm that your configuration works properly.

Check the Current Certificate Information

There are anumber of ways you can check the information on an existing certificate. Thefirst optionisvia
the web browser. Use the method depicted in the previous section which can also be used to export a
specific certificate in the chain. If you need to verify SANS, or other attributes added to the Expressway

server certificate, you can do this directly through the web Graphical User Interface (GUI), navigate
to Maintenance > Security Certificates> Server Certificate, then click Show Decoded.



Show (decoded) | Show (PEM file) |

@ Moxzilla Firefox

@ hitps/[  |viewcert?cert=SERVER_CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial ﬁumbex: |
Signature Algorithm: shalWithRSAEncryption
Issuer: DC=local, DCH | o= FRCTIVEDIRECTORY-CR
Validity
Hot Before: May 11 15:40:03 2015 GMT
Hot After : Mawy 10 15:40:03 2017 GMT

Subject: C=US, ST=NC, L=RTP, O=Cisco, OU=TAC, CN-]

Subject Public Key Info:
Public Eey Algorithm: rsaEncryption
Public-Eey: (2048 bit)
= Modulus:
00:95:2d:09:0£:99:T72:f9:82:41:e8:23:09:15:20:
Od:7b:B84:bc:97:52:35:19:e6:5f:81l:be:62:bo:ieb:
Bb:ad:9f:ea:e3:13:a0:6l:ca:db:bo:Toidar31:Te:
fE8:49:1d:75:2f:75:45:74:f0:5b:87:3c:5b:5f:12:
Og:do:c3iabiZe:ds:02:24:b4:01:2c:f8:594:d0:05:
. 27:1f:b7:4c:Tdi3ciaZ2iaT7:897:ae:fcibatbdi93ice:
To:60:Toib3iZ2a:06:e7:72:97:2e:0d:99:cf:dE: 1e:
Ob:ceiafieBibdifcie7T:i24:62:65:92:12::5a:le:kbb:
Ef:3e:ca:90:b3:ed:50:ba:6l:1e:64:92:43:T70:£1:
T7:bf:14:b7:31:af:6£:93:9%:a6:6c:a3:2e:60:bb:
e7:45:4e:f6:02:30:40:00:35:2a:6b:b9:2d:T73:93:
0l:74:f4:b3:1cdiZe:bd:Baaf:cd::da:ch:58:: 36 00!
1B:8B:3c:9f:21:e6:65:83:14:Bc:b3:Te:73:b0:ce:
31l:74:b2:c0:f6:19:45:bb6:ec:Ze:f4:eb:af:6c: 56!
frf:74:23:00:80:45:f1:f7:a9:3e:TetBa:t9c:T71l:Te:
T2:d4:efiadib9:fd:bociefie5:5T7:45:14e:06:c9:£7:
ac:f0:98:28:42:91:66:7b:db:9f:ef:91:df:11:59:
Bf:8f
Exponent: 65537 (0x10001)
X509v3 extensions:
X5058v3 EKey Usage: critical
Digital Signature, EKewv Encipherment, Data Encipherment

X50059v3 Extended Eey Usage:
'l 1

Here you can see all the specific details of the certificate without the need to download it. Y ou can also do
the same for an active CSR if the associated signed certificate has not yet been uploaded.

Read/Export a Certificate In Wireshark

If you have a Wireshark capture of the SSL handshake that includes the certificate exchange, Wireshark can
actually decode the certificate for you, and you can actually export any certificates in the chain (if the full
chain is exchanged) from within. Filter your packet capture for the specific port of the certificate exchange
(generaly 7001 in the case of the traversal zone). Next, if you do not see the client and server hello packets
along with the SSL handshake, right-click on one of the packets in the TCP stream and select decode as.
Here, select SSL and click apply. Now, if you have captured the correct traffic, you must see the certificate



exchange. Find the packet from the correct server that contains the certificate in the payload. Expand the
SSL section in the lower pane until you seethe list of certificates as shown in the image:

Filter: | tcp.stream eq 19 IEI Expression.. Clear Apply Save  Filter

Mo, Time Source Destination Proto
1803 2015-06-03 18:01:07.522714 TCP
1806 2015-06-03 18:01:07.522835 TCP
1807 2015-06-03 18:01:07.522855 TCP
1808 2015-06-03 18:01:07.523594 TLS
1809 2015-06-03 18:01:07.523846 TCP
1811 2015-06-03 18:01:07.538935 TLS
1812 2015-06-03 18:01:07. 538970 TCP
1813 2015-06-03 18:01:07.539008 TLS

+# Frame 1813: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

+ Ethernet II, Src: vmware_al:14:46 ( J, Dst: Wmware_al:le:el (

+ Internet Protocol version 4, Src:

+# Transmission Control Protocol, Src Port: 7001 (7001),

# [2 Reassembled TCP Segments (2541 bytes): #1B811(1390), #1813(1151)]

Secure Sockets Layer
=) TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 2536
-] Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2532
Certificates Length: 2529
- Certificates (2529 bytes)
Certificate Length: 1612

+ Certificate (id-at-commonName= ,dd-at-organizationalunitn
Certificate Length: 911
¥ Certificate (id-at-commonName= ' " -ACTIVEDIRECTORY-CA,dc= B [ )]

Here you can expand any of the certificates to see all of the details. If you want to export the certificate,
right-click on the desired certificate in the chain (if there are multiple) and select Export Selected Packet
Bytes. Enter aname for the certificate and click Save. Now, you must be able to open the certificate in
Windows Certificate Viewer (if you giveit a.cer extension), or upload it to any other tools for analysis.

Troubleshoot

This section provides the information you can use to troubleshoot your configuration.
Test toKnow If A CertificateIs Trusted On The Expressway

While the best method is to manually check the certificate chain and ensure all members are included in the
Expressway trusted CA list, you can quickly check to ensure that the Expressway trusts a specific

client's certificate with the help of the Client Certificate Testing under M aintenance >

Security Certificatesin the web GUI. Keep al the default settings the same. Select Upload Test File (pem
format) from the dropdown and select the client certificate you wish to verify. If the certificate is not
trusted, you would get an error, as shown in the image, that explains the reason it was rejected. The error
you see is the decoded information of the uploaded certificate for reference.



Client certificate testing

_| Client certificate

Certificate source

Select the file yvou want to test

Currenthy uploaded test file

This tests whether a client cer

Uploaded test file (PEM forma

No file selected

pm-vwcscll.cer

4 Certificate-based authentication pattern

Regex to match against certificate

Username format

This section applies only if vou
username format combinations

ISubject *CH=(?<captureCom

#captureCommonMame#

Make these settings permans

Check cerificate

ertificate test results

“alid certificate:

Invalid: The client certificate is not signed by a CA in the trusted CA list.

If you get an error that claims the Expressway is unable to get the certificate CRL, but the Expressway does
not use the CRL checking, this means the certificate would be trusted and has passed all other verification

checks.



Client certificate testing

Client certificate

Certificate source
Select the file yvou want to test

Currentty uploaded test file

Certificate-based authentication pattern

Regex to match against certificate

Username format

Check certificate

Valid certificate:

This testz whether a client cer

Uploaded test file (PEM forma

Browse_ | Mo file selects

WS . CEer

This section applies only if you
uzername format combinations

ISubject. *CN=(?=captureCom

#captureCommonMame#

Inwalid: unable to get certificate CRL, please ensure that you have uploaded a CRL

Synergy Light Endpoints (7800/8800 Series Phones)

These new devices come with a pre-populated certificate trust list, which includes alarge number of well-
known public CAs. Thistrust list cannot be modified, which means your Expressway-E certificate MUST
be signed by one of these matched public CAsin order to work with these devices. If it issigned by an
internal CA or adifferent public CA, the connection would fail. Thereisno option for the user to manually

accept the certificate as there is with Jabber clients.

Note: It has been found for some deployments that the use of a device such as a Citrix NetScaler with
a CA from thelist included on the 7800/8800 Series Phones can register over MRA even if the
Expressway-E uses an internal CA. The NetScalers root CA needs to be uploaded to the Expressway-
E, and the Internal root CA needs to be uploaded to the Netscaler in order for SSL authentication to
work. This has been demonstrated to work, and is best-effort support.

Note: If the trusted CA list appearsto have al the correct certificatesin, but it still gets rejected,
ensure there is not another certificate higher on the list with the same subject that could conflict with
the correct one. When all elsefails, you can aways export the chain directly from the browser or
Wireshark, and upload all certificates to the opposite servers CA list. Thiswould guaranteeit to be

the trusted certificate.



Note: When you troubleshoot atraversal zone issue, sometimes the problem can appear to be a
certificate related, but it is actually something on the software side. Ensure that the account username
and password used for the traversal is correct.

Note: The VCS or Expressway does not support greater than 999 charactersin the SAN field of a
certificate. Any SANs that are past thislimit (which requires alot of alternative names) would be
ignored asif they were not there.

Video Resources

This section provides information in the video that can guide you through all the Certificate configuration
processes.

Generatea CSR for MRA or Clustered Expressways

Install Server Certificate to Expressway

How to Configure Certificate Trust Between Expr essways



https://video.cisco.com/video/5809964179001
https://video.cisco.com/video/5819742564001
https://video.cisco.com/video/6120786941001

