Jabber SIP URI calls over MRA
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Introduction

This document describes the configuration involved on Cisco Unified Communications Manager
(CUCM) and Expressway C and E so that jabber can call the Session Initiation Protocol (SIP)
Uniform Resource Identifier (URI) of an another user from a different organization when connected
over Mobile Remote Access (MRA). The same in Expressway's context is also called B2B call
flow.

Scenario

Assume a scenario wherein Organization 1 deploys MRA and Organization 2 does not. For
organization 2, the perimeter ends with an Adaptive Security Appliance (ASA), beyond which there
is CUBE which is integrated with CUCM cluster of Organization 2.

As shown in the image, Jabber A can be connected over MRA or internally, but the configuration
remains the same on CUCM, Expressway C and E, for Organization 1.
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Assumptions Made

You can assume that Jabber A user and Jabber B user are able to exchange IM and presence



over Extensible Messaging and Presence Protocol (XMPP) federation, and their IM addresses are
also their Work SIP URISs.

Also, Jabber A and Jabber B are able to dial via SIP URI internally, inside their respective
organizations, successfully.

In the above scenario, you assume that Organization 2 has CUCM as a call control server.
However, it can be a call control server from a different vendor as well.

Awareness of the version is needed while integrating CUCM, Jabber, VCS for MRA.

Configuration on Organization 1 when Jabber A calls Jabber
B

Step 1. Create a New SIP Trunk Security profile, which has a listening port of 5065, as shown in
the image:

SIP Trunk Security Profile Configuration

k) Sove P veete [ copy Ryreset 2 Appivconfia g Add New

@Status: Ready

—SIP Trunk Security Profile Information

Name* VCS SIP Trunk Profile

Description VCS SIP Trunk Profile non-secure

Device Security Mode Mon Secure bk

Incoming Transport Type* TCP+UDP "

Outgoing Transport Type TCP bl
Enable Digest Authentication

Nonce Validity Time (mins)* 600

¥.509 Subject Name

Incoming port* 5065

Enable Application level authorization
Accept presence subscription
Accept out-of-dialog refer**
¥ Accept unsolicited notification
¥ Accept replaces header
Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering® Use Default Filter -

Step 2. Create a SIP Trunk pointing to ExpressWay-C and assign the SIP Trunk Security profile,



as shown in the image:

SIP Information

- Destination
Destination Address is an SRV
Destination Address Destination Address TPws Destination Port
1* 10.106.82.114 S0&D
MTP Preferred Originating Codec® 71 iulaw -
BLF Presence Group ™ Standard Presence group -
SIP Trunk Security Profile® WCS SIP Trunk Profile -
Rerouting Calling Search Space < None > -
Out-0f-Chalog Refer Calling Search Space < None > -
SUBSCRIBE Calling Search Space < Mome > -
SIP Profile® Standard SIP Profile For Clsco VCS + View Detalls
DTME Signaling Method * RFC 2833 -
—Blarmalivntisas Saring

Note: A new Trunk Security profile is created which listens on 5065 port. It is assigned to this
new SIP trunk pointing to Expressway-C because Expressway-C is already configured to
send Jabber Un-secure registrations on 5060 to CUCM when Jabber user logs in via MRA. If
you use the default Trunk Security profile, then jabber logged in via MRA fails to register on
port 5060 of CUCM.

Step 3. Create SIP Route Pattern for the URI of Organization 2 and assign that to SIP Trunk point
to Expressway-C, as shown in the image:

SIP Route Pattern Configuration
BS&W x[)mate Copy %Aﬂdl@aw
—Status

Status: Ready

~ Pattern Definition

Pattern Usage Domain Routing

IPv4 Pattern® starlabs.com

IPv6 Pattern

Description VCS MRA calls

Route Partition < None > -

SIP Trunk/Route List* vCS-MRA-TRNK v (E

.. Block Pattern




Step 4. Create a Neighbor Zone on Expressway-C pointing to CUCM, as shown in the image:

Configuration

Mame & CUCM-ORG1 1
Type Meighbor

Hop count & 15 [
H.323

KMaode off = L

sIP

Mode Cn = |

Port # SIS 1
Transpor TCP = i

Accepl proxed reqgesirabons Deny - I

Media encryplion mode At - 1
ICE support off - 1

Step 5. Create a Traversal Client Zone on the Expressway-C (Not a UC Traversal), as shown in
the image:



Sl LW

Typa Traversal client

Hop coum & 19 |

Connection credentials

Usemame & CISCO I
Fassword i BERREREE i
H.323

Mode Off - i

SIP

Mode On - 1

Porl & 7003 i

Iranspar TCP - |

Accept proxied registrations Alow = |

Madia ancryplon modde At b i

ICE suppor o = |

1P noisan mnda O « |

Step 6. Create a Traversal Server Zone on the Expressway-E (Not a UC Traversal), as shown in
the image:



Edit zone
ypa Treversal serer

Hop oL a 13 i

Connection credentials

Lisprmarms & CiISCO

Passward ALt e guthantscabon databas
H.323

Mt U‘If -, I

SiP

Mo On - I

Poa « T003 i

Transport TCR - I

Accopl prooed regsirabons Alow - L
Madia encrypleon mdo ALto - I
ICE support of = |

oY -

Step 7. Create a DNS Zone on Expressway-C, which would be used to do a DNS SRV lookup for
Organization 2's URI, as shown in the image:



Configuration

Mame « VCS-MRA-DNS i
Type DNS

0 CI it % 15

H.323

Moda ot - I

SiP

Mode On = |4

LS verily moda off - I

Faliback transport protocol UDP = 1

Media encryption mode Aulo + | L1
ICE supp« Off = |

Once all the zones are made, you need to define Search Rules on Expressway C and E so that
the routing can take place.

Step 8. Search Rule on Expressway-C is to forward the SIP Invite meant for URI starlabs.com to
Expressway-E , on the new traversal zone that you have made, as shown in the image:

Configuration

Ruda namy o Inssde-lo-Outssde-MHEA-LCLULEMORESE
& 09
5 =
I Aavy -
Hi Hp = I

AERS palarn malch I
Regax = |
* @ starkets coms
L -
sl imalc! Continug = i
& b2 -

Enablad =~

Step 9. Search Rule on Expressway-E , to forward the SIP Invite meant for URI starlabs.com to



DNS ZONE , once the call reaches Expressway-Evia the traversal zone, that you have made, as
shown in the image:

CLUCK 1o VCSe 1o DNS

WVCS MEA calls
s 130
SIF =
Marmid -
B2h - I

Ho -

Alias paflern malch I
Rageax

“i@stariabs. com$

Laane ¥

Lonlinea «
VEE-MRA-DNS  + I

Enabled -

Step 10. Once the Call hits the DNS Zone , Expressway-C does a DNS SRV Lookup for
_sips.tcp.starlabs.com, _sip._tcp.starlabs.com and _sip._udp.starlabs.com against the
Public DNS Server.

In the Exp-E logs , you can see this as:

2016- 03- 09T09: 48: 35+05: 30 VCSECOL tvcs: UTCTi me="2016-03-09 04: 18: 35, 399" Mdul e="net wor k. dns"
Level ="DEBUG': Detail ="Sendi ng DNS query" Name="_sip._tcp.starl abs.com Type="SRV (| Pv4 and
I PvB) "

2016- 03- 09T09: 48: 35+05: 30 VCSECOL tvcs: UTCTi me="2016-03-09 04:18: 35, 400" Modul e="net wor k. dns"
Level ="DEBUG': Detail ="Resol ved hostnane to: ['IPv4'"'TCP' ' 14.160.103. 10:5060'] (A AAAA) Number
of relevant records retrieved: 1"

From the DNS SRV lookup , Exp-E get the IP and port for the next hop, for reaching the
Organization 2. In this scenario the DNS SRV _sip._tcp.starlabs.com resolves to the public
FQDN/IP & port 5060 ,of the ASA for Organization 2.

Overall Oubound Call flow becomes

1. Jabber A dials userB@starlabs.com as SIP URI.

2. SIP Invite reaches CUCM (via Exp-E --> Exp-C).

3. CUCM does digit Analysis which matches SIP Route Pattern.

4. CUCM route the call to Exp-C via SIP Trunk.

5. Exp-C receives the call on the 'CUCM Neighbor zone', and the 'search rule' forwards the call



to the traversal zone we made.

6. Call now reaches the Exp-E via the 'traversal zone' and the search rule here forwards the call
to 'DNS Zone'.

7. Once reaching the DNS Zone, DNS SRV lookup for _sip._tcp.starlabs.com against the Public
DNS Server happens, which resolves to the next hop for reaching Organization 2.

Configuration on Organization 1 when Jabber B calls Jabber
A

Now assume, Organization 2 has its own dial plan configured to route a SIP URI call to
Organization 1, when jabber B calls Jabber A. Lets see what changes you need, to get the
incoming SIP INVITE , routed to CUCM of Organization 1.

Step 1. Inbound Search Rule on Expressway-E, for sending an Incoming SIP Invite from
Organization 2 to Exp-C, for fed.sollabl.com SIP URI domain, as shown in the image:

Configuration

Rule name « VC5e to VC3c to CUCM
Jescription VCS MREA calis from oulside
x 120 i
SIP -+
Colree Any - | ]
Fequest must be authenlicated Mo - i
Mode Ahas pattern maich |
attarn type Regex + |
string *@fed.sollab1 com$
Pattern behavior LE-a'u'E - [
ful match Continue - L
Targel « b2h . L
Enabled + |

Step 2. Inbound Search Rule on Expressway-C, for sending an Incoming SIP invite from Exp-E to
CUCM, for fed.sollabl.com SIP URI domain, as shown in the image:



Configuration

Rule name & Dutside-to-Inside-MRA
Description VCS MRA calls from outside
Priority & OB 1

Frotocol S5IF = |

Source Mamed - I
Source name & b2b . L
Request must be authenticated No = 1

Mode Alas pattern match I
Faltern type Regex - i

Pattern siring « .“{@fed sollabl com$
Pattern behawvior Leave v i

On successiul malch Continug ]

arget « CUCM-ORG1 =+ 1
State Enabled + |

Overall Inbound Call flow becomes

1. Inbound SIP INVITE from Jabber B for userA@fed.sollabl.com hits Exp-E.

2. Search Rule on Exp-E forwards the call to Exp-C,via the 'traversal zone'.

3. Search Rule on Exp-C , forwards the Call to CUCM Cluster via the 'CUCM Neighbor Zone'.
4. CUCM sends the SIP Invite to Jabber A registered over MRA (via Exp-C --> Exp-E).

Note: Rich Media Licenses are needed on both Expresssway-C and Expresssway-E for B2B
calls to work.

Note: Ensure that the customer had the correct ports opened up on the firewall.
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