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| ntroduction

This document describes how to configure and troubleshoot DHCP in a VXLAN Fabric with Nexus 9000
switches.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* Nexus NX-OS Software.
Virtual Port Channel (vPC).
VXLAN BGP L2VPN EVPN
BGP address-family 1Pv4
OSPF

Multicast PIM (sparse-mode)
DHCP

Components Used

The information in this document is based on these software and hardware versions:

» Cisco Nexus 9000 with Cisco NX-OS.
- N9K-C93180Y C-EX
- N9K-C93180Y C-FX
- NX-0S10.3(4a)

* Windows Server 2022 Data Center

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Note: Any questions about the configuration and integrability of third-party software or hardware
are outside of Cisco support. The use of third-party toolsis a best effort to demonstrate your
configuration and operation with Cisco equipment to customer.

Background Information

Underlay and Overlay Configuration for VXLAN in Laboratory
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* SPINE:

- This Nexus switch sends DHCP (Discover, Offer, Request, Ack) packets without being
decapsul ated in this scenario. Only the outer header is used.

- Acts asthe central routing pointsin the network fabric.

- Responsible for interconnecting all the LEAF switches and facilitating the flow of data between
them.

- Participatesin BGP to distribute EVPN routes to the LEAF switches.

- Performs IP routing and can route traffic between different subnets or VXLAN segments by
looking at the outer 1P headers.

- Separates the overlay network (VXLAN) from the underlay physical network.

- Manages the underlay with traditional 1P routing protocols, while the overlay is managed by
VXLAN with BGP EVPN, providing a scalable and flexible network architecture.

e LEAF-1:

- LEAF switches provide physical connectivity for endpoints like servers, storage devices, and
other network appliances.

- LEAF switches act as V TEPs, which means they encapsul ate and de-encapsulate the VXLAN
packets.

- Inthis scenario HOST#1 makes the | P address request.

- LEAF-1isresponsible for encapsulating the DCHP packets within VXLAN header.

- HOST#1 receives DCHP packets transparently as classic Ethernet.

e LEAF-1-vPC and LEAF-2-vPC:

LEAF switches participate in the EVPN control plane by running BGP and exchanging route
information. This allows for the distribution of MAC and I P address information, ensuring that
traffic can be efficiently routed across the VXLAN fabric.

- Inthis scenario, the DHCP server is associated with VLAN 10 with VNI 101010 asis HOST#1.
Thismeansitisonly VXLAN bridging.

- If the DHCP Server was associated with a VNI other than HOST#1, then an L3VNI would be
strictly necessary for routing. The source and destination VNI must be created.

- DCHP server receives DCHP packets transparently as classic Ethernet.



The BUM traffic isreceived by both Nexus switches in vPC, but only the operationally primary
Nexus switch in vPC sends the traffic. The secondary Nexus switch drop the traffic. In this
scenario LEAF-1-vPC is operationally primary.

The use of infra-vlans is mandatory because if the interface on LEAF-2-vPC to SPINE goes
down, DCHP packets could not be sent. To send VXLAN-encapsulated traffic to LEAF-1-vPC,
this backup VLAN isrequired. In thisway LEAF-1-vPC could send DCHP packets to SPINE.

* N9K-ACCESS:
This Nexus switch only provides connectivity to both Leafs using avPC port-channel for
redundancy purposes towards HOST#2

SPINE

nv overlay evpn
feature ospf
feature bgp
feature pim
feature netconf
feature nv overlay

ip pim rp-address 192.168.11.11 group-list 224.10.10.0/24
ip pim ssm range 232.0.0.0/8
ip pim anycast-rp 192.168.11.11 192.168.0.11

ip prefix-1list direct_routes seq 5 permit 10.104.11.0/30 le 32
route-map redistribution permit 10
match ip address prefix-Tist direct_routes

interface Ethernetl/1
speed 1000
ip address 10.104.11.1/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/2
ip address 10.102.11.1/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/3
speed 1000
ip address 10.103.11.1/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface loopback0
description ANYCAST-RP
ip address 192.168.0.11/32
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface loopbackl



description ANYCAST-RP-CANDIDATE
ip address 192.168.11.11/32

ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

router ospf 1

router bgp 65000
neighbor 192.168.3.3
remote-as 65000
update-source loopback0
address-family 12vpn evpn
send-community
send-community extended
route-reflector-client
neighbor 192.168.4.4
remote-as 65000
update-source loopback0
address-family 12vpn evpn
send-community
send-community extended
route-reflector-client
neighbor 192.168.5.5
remote-as 65000
update-source loopback0
address-family 12vpn evpn
send-community
send-community extended
route-reflector-client

LEAF-1

nv overlay evpn

feature ospf

feature bgp

feature pim

feature interface-vlan
feature vn-segment-vlan-based
feature dhcp

feature nv overlay

fabric forwarding anycast-gateway-mac 0000.0a0a.0a0a

ip pim rp-address 192.168.11.11 group-Tist 224.10.10.0/24
ip pim ssm range 232.0.0.0/8

vlan 1,10,20,300
vlan 10

vn-segment 101010
vlan 20

vn-segment 202020
vlan 300

vn-segment 303030

spanning-tree vlan 10 priority 4096

ip prefix-1ist host_subnets seq 5 permit 10.10.10.0/24 le 32
ip prefix-1ist host_subnets seq 10 permit 192.168.20.0/24 le 32



ip prefix-1ist host_subnets seq 15 permit 172.16.10.8/32
route-map direct_routes_tenant-a permit 10
match ip address prefix-Tist host_subnets

vrf context tenant-a
vni 303030
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn

interface Vl1anl0
no shutdown
vrf member tenant-a
no ip redirects
ip address 10.10.10.1/24
no ipv6 redirects
fabric forwarding mode anycast-gateway
ip dhcp relay address 10.10.10.150
ip dhcp relay source-interface Toopbackl00

interface V1an20
no shutdown
vrf member tenant-a
no ip redirects
ip address 192.168.20.1/24
no ipv6 redirects
fabric forwarding mode anycast-gateway

interface V1an300
no shutdown
vrf member tenant-a
no ip redirects
ip forward
no ipv6 redirects

interface nvel

no shutdown
host-reachability protocol bgp
source-interface loopback0
member vni 101010

suppress-arp

mcast-group 224.10.10.10
member vni 202020

suppress-arp

mcast-group 224.10.10.10
member vni 303030 associate-vrf

interface Ethernetl/1
ip address 10.104.11.2/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface loopback0
description UNDERLAY-VERIFICATION
ip address 192.168.5.5/32
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface loopbackl00



vrf member tenant-a
ip address 172.16.10.8/32

router ospf 1

router bgp 65000
address-family ipv4 unicast
neighbor 192.168.0.11
remote-as 65000
update-source loopback0
address-family 12vpn evpn
send-community
send-community extended
vrf tenant-a
address-family ipv4 unicast
redistribute direct route-map direct_routes_tenant-a
evpn
vni 101010 12
rd auto
route-target import auto
route-target export auto
vni 202020 12
rd auto
route-target import auto
route-target export auto

LEAF-1-vPC

nv overlay evpn

feature ospf

feature bgp

feature pim

feature interface-vlan
feature vn-segment-vlan-based
feature lacp

feature dhcp

feature vpc

feature nv overlay

fabric forwarding anycast-gateway-mac 0000.0a0a.0a0a

ip pim rp-address 192.168.11.11 group-list 224.10.10.0/24
ip pim ssm range 232.0.0.0/8

vlan 1,10,300,777
vlan 10
vn-segment 101010
vlan 300
vn-segment 303030
vlan 777
name BACKUP_VLAN_ROUTING_NVE_INFRA
spanning-tree vlan 1,10,300 hello-time 4

ip prefix-1ist host_subnets seq 5 permit 10.10.10.0/24 le 32
ip prefix-1ist host_subnets seq 15 permit 172.16.10.9/32
route-map direct_routes_tenant-a permit 10

match ip address prefix-1list host_subnets



vrf context tenant-a
vni 303030
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn
system nve infra-vlans 777

vpc domain 1
peer-switch
peer-keepalive destination 10.88.238.195
peer-gateway
layer3 peer-router
ip arp synchronize

interface Ethernetl/3
switchport
switchport mode trunk
switchport trunk allowed vlan 1,10,20
channel-group 10 mode active
no shutdown

interface Ethernetl/19
switchport
switchport mode trunk
channel-group 1 mode active
no shutdown

interface port-channell
switchport
switchport mode trunk
spanning-tree port type network
vpc peer-Tink

interface port-channell0
switchport
switchport mode trunk
switchport trunk allowed vlan 1,10
vpc 10

interface mgmt0
vrf member management
ip address 10.88.238.194/29

interface loopback0
description UNDERLAY-VERIFICATION
ip address 192.168.3.3/32
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface loopbackl
description OVERLAY-NVE
ip address 192.168.13.1/32
ip address 192.168.13.254/32 secondary
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface loopbacklO
vrf member tenant-a

ip address 172.16.10.1/32

interface loopbackl00



vrf member tenant-a
ip address 172.16.10.9/32

interface Vl1anl0
no shutdown
vrf member tenant-a
no ip redirects
ip address 10.10.10.1/24
no ipv6 redirects
fabric forwarding mode anycast-gateway
ip dhcp relay address 10.10.10.150
ip dhcp relay source-interface Toopbackl00

interface V1an300
no shutdown
vrf member tenant-a
no ip redirects
ip forward
no ipv6 redirects

interface Vlan777
description BACKUP_UNDERLAY_INFRA-VLAN
no shutdown
no ip redirects
ip address 10.255.77.1/30
no ipv6 redirects
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface Ethernetl/2
ip address 10.102.11.2/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface nvel

no shutdown
host-reachability protocol bgp
advertise virtual-rmac
source-interface loopbackl
member vni 101010

suppress-arp

mcast-group 224.10.10.10
member vni 303030 associate-vrf

router ospf 1

router bgp 65000
address-family ipv4 unicast
address-family 12vpn evpn

advertise-pip
neighbor 192.168.0.11
remote-as 65000
update-source loopback0
address-family 12vpn evpn
send-community
send-community extended
neighbor 192.168.88.2
remote-as 65000
description OVERLAY_BACKUP



update-source V1an888
address-family 12vpn evpn
send-community
send-community extended
vrf tenant-a
address-family ipv4 unicast
redistribute direct route-map direct_routes_tenant-a
evpn
vhi 101010 12
rd auto
route-target import auto
route-target export auto
vhi 202020 12
rd auto
route-target import auto
route-target export auto

LEAF-2-vPC

nv overlay evpn

feature ospf

feature bgp

feature pim

feature interface-vlan
feature vn-segment-vlan-based
feature lacp

feature dhcp

feature vpc

feature nv overlay

fabric forwarding anycast-gateway-mac 0000.0a0a.0a0a

ip pim rp-address 192.168.11.11 group-list 224.10.10.0/24
ip pim ssm range 232.0.0.0/8

vlan 1,10,20,300,777
vlan 10
vn-segment 101010
vlan 20
vn-segment 202020
vlan 300
vn-segment 303030
vlan 777
name BACKUP_VLAN_ROUTING_NVE_INFRA

spanning-tree vlan 1,10,20,300 hello-time 4

ip prefix-1ist host_subnets seq 5 permit 10.10.10.0/24 le 32
ip prefix-1ist host_subnets seq 10 permit 192.168.20.0/24 le 32
ip prefix-1ist host_subnets seq 15 permit 172.16.10.10/32
route-map direct_routes_tenant-a permit 10

match ip address prefix-1list host_subnets

vrf context tenant-a
vni 303030
rd auto
address-family ipv4 unicast
route-target both auto



route-target both auto evpn
system nve infra-vlans 777

vpc domain 1
peer-switch
peer-keepalive destination 10.88.238.194
peer-gateway
layer3 peer-router
ip arp synchronize

interface Ethernetl/1
ip address 10.103.11.2/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/19
switchport
switchport mode trunk
channel-group 1 mode active
no shutdown

interface port-channell
switchport
switchport mode trunk
spanning-tree port type network
vpc peer-Tink

interface port-channell0
switchport
switchport mode trunk
switchport trunk allowed vlan 1,10,20
vpc 10

interface mgmt0
vrf member management
ip address 10.88.238.195/29

interface loopback0
description UNDERLAY-VERIFICATION
ip address 192.168.4.4/32
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface loopbackl
description OVERLAY-NVE
ip address 192.168.13.2/32
ip address 192.168.13.254/32 secondary
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface loopbackl0
vrf member tenant-a
ip address 172.16.10.2/32

interface Tloopbackl00
vrf member tenant-a
ip address 172.16.10.10/32

interface VlanlO
no shutdown



vrf member tenant-a

no ip redirects

ip address 10.10.10.1/24

no ipv6 redirects

fabric forwarding mode anycast-gateway

ip dhcp relay address 10.10.10.150

ip dhcp relay source-interface Toopbackl00

interface V1an20
no shutdown
vrf member tenant-a
no ip redirects
ip address 192.168.20.1/24
no ipv6 redirects
fabric forwarding mode anycast-gateway

interface V1an300
no shutdown
vrf member tenant-a
no ip redirects
ip forward
no ipv6 redirects

interface Vlan777
description BACKUP_UNDERLAY_INFRA-VLAN
no shutdown
no ip redirects
ip address 10.255.77.2/30
no ipv6 redirects
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pim sparse-mode

interface nvel

no shutdown
host-reachability protocol bgp
advertise virtual-rmac
source-interface loopbackl
member vni 101010

suppress-arp

mcast-group 224.10.10.10
member vni 202020

suppress-arp

mcast-group 224.10.10.10
member vni 303030 associate-vrf

router ospf 1

router bgp 65000
address-family ipv4 unicast
address-family 12vpn evpn

advertise-pip
neighbor 192.168.0.11
remote-as 65000
update-source loopback0
address-family 12vpn evpn
send-community
send-community extended
neighbor 192.168.88.1
remote-as 65000
description OVERLAY_BACKUP
update-source V1an888



address-family 12vpn evpn
send-community
send-community extended
vrf tenant-a
address-family ipv4 unicast
redistribute direct route-map direct_routes_tenant-a
evpn
vhi 101010 12
rd auto
route-target import auto
route-target export auto
vhi 202020 12
rd auto
route-target import auto
route-target export auto

N9K-ACCESS

feature lacp
vlan 1,10

interface port-channell0
switchport
switchport mode trunk

interface Ethernetl/11
switchport
switchport access vlan 10
no shutdown

interface Ethernetl/45
switchport
switchport mode trunk
channel-group 10 mode active
no shutdown

interface Ethernetl/46
switchport
switchport mode trunk
channel-group 10 mode active
no shutdown

DHCP Configuration on Nexus switches

LEAF-1

Step 1. Enable the feature DCHP.

LEAF-1(config)# feature dhcp



Note: The DHCP server and the relay agent command service dhcp, ip dhcp relay, and ipv6 dhcp
relay are enabled by default since NX-OS 7.x.

Step 2. Apply the command ip dhcp relay information option.

LEAF-1(config)# ip dhcp relay information option



Note: This command enables the DHCP relay agent to insert and remove Option 82 information on
the packets that are forwarded.

Step 3. Apply the command ip dhcp relay information option vpn.

LEAF-1(config)# ip dhcp relay information option vpn



Note: This command enables the DHCP relay requests that arrives on different VRF where the
DHCP server belongs.

Step 4. Apply the command "ip dhcp relay address [ip address of DCHP server]”.



Note: In this example the I P address for DCHP server is 10.10.10.150.

LEAF-1(config)# interface vlan 10
LEAF-1(config-if)# ip dhcp relay address 10.10.10.150

Step 5. Apply the command "ip dhcp relay source-interface [ unique loopback] ™.



Note: This command configures the source IP address for DHCP relay agent to handle Discover,
Offer, Request, and ACK, for unicast communication which the DHCP relay agent uses the IP
address of SV as source IP address for DHCP relay agent. Thisis not desired because this IP
address is shared by multiples VTEPs and black-holing of DHCP packets can happen. To avoid
this, aunique IP address (using a loopback interface) is necessary to differentiate each VTEP.

LEAF-1(config)# interface vlan 10
LEAF-1(config-if)# ip dhcp relay source-interface Toopbackl00

Step 6. In the VRF corresponding tenant within BGP, direct route redistribution with a prefix-list and route-
map that includes the | P address of the loopback interface.



Note: Thisloopback interface belongs to the tenant of SVI.

LEAF-1(config)# show running-config interface Toopback 100
interface loopbackl00

vrf member tenant-a

ip address 172.16.10.8/32

LEAF-1(config)# ip prefix-1ist host_subnets seq 15 permit 172.16.10.8/32
LEAF-1(config)# route-map direct_routes_tenant-a permit 10
LEAF-1(config-route-map)# match ip address prefix-Tist host_subnets
LEAF-1(config-route-map)# router bgp 65000

LEAF-1(config-router)# vrf tenant-a

LEAF-1(config-router-vrf)# address-family ipv4 unicast
LEAF-1(config-router-vrf-af)# redistribute direct route-map direct_routes_tenant-a

Step 7. Verify that the | P address of the loopback interface is advertised in BGP L2VPN EVPN to the
Spines with the command: show bgp 12vpn evpn [loopback | P] vrf [tenant vrf].



LEAF-1(config)# show bgp 12vpn evpn 172.16.10.8 vrf tenant-a

BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 192.168.5.5:4 (L3VNI 303030)

BGP routing table entry for [5]:[0]:[0]:[32]:[172.16.10.8]/224, version 421
Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-1list, is not in 12rib/evpn

Advertised path-id 1
Path type: Tlocal, path is valid, is best path, no Tabeled nexthop
Gateway IP: 0.0.0.0
AS-Path: NONE, path locally originated
192.168.5.5 (metric 0) from 0.0.0.0 (192.168.5.5)

Origin incomplete, MED 0, Tocalpref 100, weight 32768

Received Tabel 303030

Extcommunity: RT:65000:303030 ENCAP:8 Router MAC:707d.b9b8.4daf

Path-id 1 advertised to peers:
192.168.0.11 <<<< Spine

Step 8. Verify that the IP address of the loopback interface isinjected in BGP L2VPN EVPN where DHCP
server islocated.




Note: If there are Nexus switchesin vPC, verify that they both learn the | P address of the loopback
interfacein BGP L2VPN EVPN.

LEAF-1# show bgp 12vpn evpn 172.16.10.8

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 192.168.5.5:4

BGP routing table entry for [5]:[0]:[0]:[32]:[172.16.10.8]/224, version 754

Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-Tist, is not in 12rib/evpn, is not in HW

Advertised path-id 1
Path type: internal, path 1is valid, is best path, no labeled nexthop
Imported to 2 destination(s)
Imported paths 1list: tenant-a L3-303030
Gateway IP: 0.0.0.0
AS-Path: NONE, path sourced internal to AS
192.168.5.5 (metric 45) from 192.168.0.11 (192.168.0.11)
Origin incomplete, MED 0, Tocalpref 100, weight 0
Received Tabel 303030
Extcommunity: RT:65000:303030 ENCAP:8 Router MAC:707d.b9b8.4daf
Originator: 192.168.5.5 Cluster list: 192.168.0.11

Path-id 1 not advertised to any peer

Route Distinguisher: 192.168.3.3:4 (L3VNI 303030)

BGP routing table entry for [5]:[0]:[0]:[32]:[172.16.10.8]/224, version 761

Paths: (1 available, best #1)

Flags: (0x000002) Chigh32 00000000) on xmit-Tist, is not in 12rib/evpn, is not in HW

Advertised path-id 1
Path type: internal, path 1is valid, is best path, no labeled nexthop
Imported from 192.168.5.5:4:[5]:[0]:[0]:[32]:[172.16.10.8]/224
Gateway IP: 0.0.0.0
AS-Path: NONE, path sourced internal to AS
192.168.5.5 (metric 45) from 192.168.0.11 (192.168.0.11)
Origin incomplete, MED 0, Tocalpref 100, weight 0
Received Tabel 303030
Extcommunity: RT:65000:303030 ENCAP:8 Router MAC:707d.b9b8.4daf
Originator: 192.168.5.5 Cluster Tlist: 192.168.0.11

Path-id 1 not advertised to any peer

Step 9. Verify that there is aroute for the DHCP server on the source tenant with command show ip route
[DHCP server | P] vrf [tenant vrf].



Note: The route entry to use must be from VXLAN to default VRF. If thereis no route available,
check if the VTEP locally knows the DCHP server |P address.

LEAF-1# show running-config interface vlan 10
interface Vlanl0

no shutdown

vrf member tenant-a <<<< source tenant

no ip redirects

ip address 10.10.10.1/24

no ipv6 redirects

fabric forwarding mode anycast-gateway

ip dhcp relay address 10.10.10.150 <<<< DHCP server

ip dhcp relay source-interface Toopbackl00

LEAF-1# show 1ip route 10.10.10.150 vrf tenant-a

10.10.10.150/32, ubest/mbest: 1/0
*via 192.168.13.254%default, [200/0], 2wOd, bgp-65000, internal, tag 65000, segid: 303030 tunnelid:

Step 10. Verify that the DCHP server IP is reachable using the loopback interface and the corresponding



VRF as a VRF source with command ping [DHCP server | P] sour ce-interface loopback [x] vrf [tenant
vrf].

LEAF-1# ping 10.10.10.150 source-interface loopback 100 vrf tenant-a
PING 10.10.10.150 (10.10.10.150): 56 data bytes

64 bytes from 10.10.10.150: icmp_seq=0 tt1=126 time=1.262 ms

64 bytes from 10.10.10.150: icmp_seq=1 tt1=126 time=0.833 ms

64 bytes from 10.10.10.150: icmp_seq=2 tt1=126 time=0.808 ms

64 bytes from 10.10.10.150: icmp_seq=3 tt1=126 time=0.795 ms

64 bytes from 10.10.10.150: icmp_seq=4 tt1=126 time=0.78 ms

--- 10.10.10.150 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss

Step 11. Verify the status of the DHCP relay agent.

LEAF-1# show 1ip dhcp status

Current CLI Operation: show ip dhcp status

Last CLI Operation: DME: ip dhcp relay information option enable
Last CLI Operation Status: SUCCESS

Step 12. Verify the option82, such as vpn option and the correct relay 1P address under the relay agent.

LEAF-1# show 1ip dhcp relay

DHCP relay service is enabled <<<<<<

Insertion of option 82 is enabled <<<<<<

Insertion of option 82 customize circuitid is disabled
TLV format in CircuitId and RemoteIld suboptions is enabled
Insertion of VPN suboptions is enabled <<<<<<<
Insertion of cisco suboptions is disabled

Global smart-relay is disabled

Relay Trusted functionality is disabled

Relay Trusted Port is Globally disabled

V4 Relay Source Address HSRP 1is Globally disabled
Server-ID-override-disable is disabled

Smart-relay is enabled on the following interfaces:

Helper addresses are configured on the following interfaces:



VRF Name

Interface

V1anl0

ReTay Address

10.10.10.150 <<<<<<<L<<

Step 13. Verify the statistics of packets processed and forwarded.

LEAF-1# show 1ip dhcp global statistics

Packets processed 1297177

Packets received through cfsoe 0

Packets forwarded 1297175

Packets forwarded on cfsoe 0

Total packets dropped 0

Packets dropped from untrusted ports 0

Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0

Packets dropped which were unknown 0

Packets dropped due to no trusted ports 0O

Packets dropped due to dhcp relay not enabled 0O
Packets dropped due to no binding entry 0O

Packets dropped due to interface error/no interface 0
Packets dropped due to max hops exceeded 0

Packets dropped due to Queue full 0

Step 14. Verify the statistics of relay packets.

LEAF-1# show 1ip dhcp relay statistics

Message Type Rx Tx Drops
Discover 260521 260520 0
Offer 289330 289330 0
Request (*) 267162 267161 0
Ack 8322 8322 0
Release(*) 181121 181121 0
Decline 1 1 0
Inform(*) 0 0 0
Nack 289280 289280 0
Total 1295737 1295735 0
DHCP L3 FWD:

Total Packets Received 0
Total Packets Forwarded 0
Total Packets Dropped 0
Non DHCP:

Total Packets Received 0
Total Packets Forwarded 0
Total Packets Dropped 0
DROP:

DHCP Relay not enabled 0
Invalid DHCP message type 0
Interface error 0



Tx failure towards server

Tx failure towards client

Unknown output interface

Unknown vrf or interface for server

Max hops exceeded

Option 82 validation failed

Packet Malformed

DHCP Request dropped on MCT

Relay Trusted port not configured :

* - These counters will show correct value when switch
receives DHCP request packet with destination ip as broadcast
address. If request is unicast it will be HW switched

[eNeNeNoNoNeNoNoNe]

LEAF-1-vPC DHCP

Step 1. Enable the feature DCHP.

LEAF-1-VPC(config)#feature dhcp



Note: The DHCP server and the relay agent command service dhcp, ip dhcp relay, and ipv6 dhcp
relay are enabled by default since NX-OS 7.x.

Step 2. Apply the command ip dhcp relay information option.

LEAF-1-VPC(config)#ip dhcp relay information option



Note: This command enables the DHCP relay agent to insert and remove Option 82 information on
the packets that are forwarded.

Step 3. Apply the command “ip dhcp relay information option vpn".

LEAF-1-VPC(config)# ip dhcp relay information option vpn



Note: This command enables the DHCP relay requests that arrives on different VRF where the
DHCP server belongs.

Step 4. Apply the command ip dhcp relay address [ip address of DCHP server].



Note: In this example the I P address for DCHP server is 10.10.10.150.

LEAF-1-VPC(config)#interface vlan 10
LEAF-1-VPC(config-if)#ip dhcp relay address 10.10.10.150

Step 5. Apply the command "ip dhcp relay source-interface [ unique loopback] .



Note: This command configures the source IP address for DHCP relay agent to handle Discover,
Offer, Request, and ACK, for unicast communication which the DHCP relay agent uses the IP
address of SV as source IP address for DHCP relay agent. Thisis not desired because this IP
address is shared by multiples VTEPs and black-holing of DHCP packets can happen. To avoid
this, aunique IP address (using a loopback interface) is necessary to differentiate each VTEP.

LEAF-1-VPC(config)#interface vlan 10
LEAF-1-VPC(config-if)# ip dhcp relay source-interface Toopbackl00

Step 6. In the VRF corresponding tenant within BGP, direct route redistribution with a prefix-list and route-
map that includes the IP address of the loopback interface.



Note: Thisloopback interface belongs to the tenant of SVI.

LEAF-1-VPC(config)# show running-config interface Toopback 100
interface loopbackl00

vrf member tenant-a

ip address 172.16.10.9/32

LEAF-1-VPC(config)# ip prefix-1ist host_subnets seq 15 permit 172.16.10.9/32
LEAF-1-VPC(config)# route-map direct_routes_tenant-a permit 10
LEAF-1-VPC(config-route-map)# match ip address prefix-Tist host_subnets
LEAF-1-VPC(config-route-map)# router bgp 65000

LEAF-1-VPC(config-router)# vrf tenant-a

LEAF-1-VPC(config-router-vrf)# address-family ipv4 unicast
LEAF-1-VPC(config-router-vrf-af)# redistribute direct route-map direct_routes_tenant-a

Step 7. Verify that the | P address of the loopback interface is advertised in BGP L2VPN EVPN to the
Spines with the command: show bgp 12vpn evpn [loopback | P] vrf [tenant vrf].



LEAF-1-VPC# show bgp 12vpn evpn 172.16.10.9 vrf tenant-a

BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 192.168.3.3:4 (L3VNI 303030)

BGP routing table entry for [5]:[0]:[0]:[32]:[172.16.10.9]1/224, version 637
Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-1list, is not in 12rib/evpn

Advertised path-id 1
Path type: Tlocal, path is valid, is best path, no Tabeled nexthop
Gateway IP: 0.0.0.0
AS-Path: NONE, path locally originated
192.168.13.1 (metric 0) from 0.0.0.0 (192.168.3.3)

Origin incomplete, MED 0, Tocalpref 100, weight 32768

Received Tabel 303030

Extcommunity: RT:65000:303030 ENCAP:8 Router MAC:6026.aa85.9887

Path-id 1 advertised to peers:
192.168.0.11

Step 8. Verify that the IP address of the loopback interface isinjected in BGP L2VPN EVPN where DHCP
server islocated.




Note: If there are Nexus switchesin vPC, verify that they both learn the | P address of the loopback
interfacein BGP L2VPN EVPN.

LEAF-1-VPC# show bgp 12vpn evpn 172.16.10.9

BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 192.168.3.3:4 (L3VNI 303030)

BGP routing table entry for [5]:[0]:[0]:[32]:[172.16.10.9]/224, version 637
Paths: (1 available, best #1)

Flags: (0x000002) Chigh32 00000000) on xmit-Tist, is not in 12rib/evpn

Advertised path-id 1
Path type: local, path is valid, is best path, no Tabeled nexthop
Gateway IP: 0.0.0.0
AS-Path: NONE, path Tocally originated
192.168.13.1 (metric 0) from 0.0.0.0 (192.168.3.3)

Origin incomplete, MED 0, Tocalpref 100, weight 32768

Received Tabel 303030

Extcommunity: RT:65000:303030 ENCAP:8 Router MAC:6026.aa85.9887

Path-id 1 advertised to peers:
192.168.0.11

Step 9. Verify that there is aroute for the DHCP server on the source tenant with command show ip route
[DHCP server 1P] vrf[tenant vrf].



Note: The route entry to use must be from VXLAN to default VRF. If thereis no route available,
check if the VTEP locally knows the DCHP server |P address.

LEAF-1-VPC# show running-config interface vlan 10
interface Vlanl0

no shutdown

vrf member tenant-a <<<< source tenant

no ip redirects

ip address 10.10.10.1/24

no ipv6 redirects

fabric forwarding mode anycast-gateway

ip dhcp relay address 10.10.10.150

ip dhcp relay source-interface Toopbackl00

LEAF-1-VPC# show ip route 10.10.10.150 vrf tenant-a

10.10.10.150/32, ubest/mbest: 1/0, attached
*via 10.10.10.150, Vlanl0, [190/0], 6d07h, hmm

Step 10. Verify that the DCHP server IP is reachable using the loopback interface and the corresponding



VRF as a VRF source with command ping [ DHCP server |P] source-interface loopback [X] vrf [tenvrf].

LEAF-1-VPC# ping 10.10.10.150 source-interface loopback 100 vrf tenant-a
PING 10.10.10.150 (10.10.10.150): 56 data bytes

64 bytes from 10.10.10.150: icmp_seq=0 tt1=126 time=0.965 ms

64 bytes from 10.10.10.150: icmp_seq=1 tt1=126 time=0.57 ms

64 bytes from 10.10.10.150: icmp_seq=2 tt1=126 time=0.488 ms

64 bytes from 10.10.10.150: icmp_seq=3 tt1=126 time=0.524 ms

64 bytes from 10.10.10.150: icmp_seq=4 tt1=126 time=0.502 ms

--- 10.10.10.150 ping statistics ---

Step 11. Verify the status of the DHCP relay agent.

LEAF-1-VPC# show ip dhcp status

Current CLI Operation: show ip dhcp status

Last CLI Operation: DME: ip dhcp relay information option vpn enable
Last CLI Operation Status: SUCCESS

Step 12. Verify the option82, such as vpn option and the correct relay |P address under the relay agent.

LEAF-1-VPC# show ip dhcp relay

DHCP relay service is enabled <<<<<<

Insertion of option 82 is enabled <<<<<<<

Insertion of option 82 customize circuitid is disabled
TLV format in CircuitId and Remoteld suboptions is enabled
Insertion of VPN suboptions is enabled <<<<<<<
Insertion of cisco suboptions is disabled

Global smart-relay is disabled

Relay Trusted functionality is disabled

Relay Trusted Port is Globally disabled

V4 Relay Source Address HSRP is Globally disabled
Server-ID-override-disable is disabled

Smart-relay is enabled on the following interfaces:

Helper addresses are configured on the following interfaces:
Interface ReTay Address VRF Name



V1anl0 10.10.10.150 <<<<<<<<<

Step 13. Verify the statistics of packets processed and forwaded.

LEAF-1-VPC# show ip dhcp global statistics

Packets processed 263162

Packets received through cfsoe 0

Packets forwarded 263161

Packets forwarded on cfsoe 0

Total packets dropped 0

Packets dropped from untrusted ports 0

Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0

Packets dropped which were unknown 0

Packets dropped due to no trusted ports 0O

Packets dropped due to dhcp relay not enabled 0O
Packets dropped due to no binding entry 0O

Packets dropped due to interface error/no interface 0
Packets dropped due to max hops exceeded 0

Packets dropped due to Queue full 0

Step 14. Verify the statistics of relay packets.

LEAF-1-VPC# show ip dhcp relay statistics

Discover 8 7

Offer
Request (*)
Ack
Release(*)
Decline
Inform(*)
Nack

DHCP L3 FWD:
Total Packets
Total Packets
Total Packets
Non DHCP:
Total Packets
Total Packets
Total Packets
DROP:

29304
5029
6535

191482

Received
Forwarded
Dropped

Received
Forwarded
Dropped

29304
5029
6535

191482

o O o

DHCP Relay not enabled
Invalid DHCP message type
Interface error

Tx failure towards server
Tx failure towards client

[N elNeNoNe)



Unknown output interface
Unknown vrf or interface for server
Max hops exceeded
Option 82 validation failed
Packet Malformed
DHCP Request dropped on MCT
Relay Trusted port not configured :
- These counters will show correct value when switch
receives DHCP request packet with destination ip as broadcast
address. If request is unicast it will be HW switched

[eNeNoNolNolNoNe]

LEAF-2-vPC DHCP

Step 1. Enable the feature DCHP.

LEAF-2-VPC(config)# feature dhcp




Note: The DHCP server and the relay agent command service dhcep, ip dhcp relay and ipv6 dhep
relay are enabled by default since NX-OS 7.x.

Step 2. Apply the command “ip dhcp relay information option”.

LEAF-2-VPC(config)# ip dhcp relay information option

Note: This command enables the DHCP relay agent to insert and remove Option 82 information on
the packets that are forwarded.

Step 3. Apply the command “ip dhcp relay information option vpn".

LEAF-2-VPC(config)# ip dhcp relay information option vpn



Note: This command enables the DHCP relay requests that arrives on different VRF where the
DHCP server belongs.

Step 4. Apply the command "ip dhcp relay address [ip address of DCHP server]”.



Note: In this example the I P address for DCHP server is 10.10.10.150.

LEAF-2-VPC(config)# interface vlan 10
LEAF-2-VPC(config-if)# ip dhcp relay address 10.10.10.150

Step 5. Apply the command "ip dhcp relay source-interface [ unique loopback] .



Note: This command configures the source IP address for DHCP relay agent to handle Discover,
Offer, Request, and ACK, for unicast communication which the DHCP relay agent uses the IP
address of SV as source IP address for DHCP relay agent. Thisis not desired because this IP
address is shared by multiples VTEPs and black-holing of DHCP packets can happen. To avoid
this, aunique IP address (using a loopback interface) is necessary to differentiate each VTEP.

LEAF-2-VPC(config)# interface vlan 10
LEAF-2-VPC(config-if)# ip dhcp relay source-interface Toopback 100

Step 6. In the VRF corresponding tenant within BGP, direct route redistribution with a prefix-list and route-
map that includes the IP address of the loopback interface.



Note: Thisloopback interface belongs to the tenant of SVI.

LEAF-2-VPC(config-if)# show running-config interface Toopback 100
interface loopbackl00

vrf member tenant-a

ip address 172.16.10.10/32

LEAF-2-VPC(config)# ip prefix-1ist host_subnets seq 15 permit 172.16.10.10/32
LEAF-2-VPC(config)# route-map direct_routes_tenant-a permit 10
LEAF-2-VPC(config-route-map)# match ip address prefix-Tist host_subnets
LEAF-2-VPC(config-route-map)# router bgp 65000

LEAF-2-VPC(config-router)# vrf tenant-a

LEAF-2-VPC(config-router-vrf)# address-family ipv4 unicast
LEAF-2-VPC(config-router-vrf-af)# redistribute direct route-map direct_routes_tenant-a

Step 7. Verify that the | P address of the loopback interface is advertised in BGP L2VPN EVPN to the
Spines with the command: show bgp 12vpn evpn [loopback | P] vrf [tenant vrf].



LEAF-2-VPC(config-if)# show bgp 12vpn evpn 172.16.10.10 vrf tenant-a

BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 192.168.4.4:4 (L3VNI 303030)

BGP routing table entry for [5]:[0]:[0]:[32]:[172.16.10.10]/224, version 49
5

Paths: (1 available, best #1)

Flags: (0x000002) Chigh32 00000000) on xmit-Tist, is not in 12rib/evpn

Advertised path-id 1
Path type: Tlocal, path is valid, is best path, no Tabeled nexthop
Gateway IP: 0.0.0.0
AS-Path: NONE, path locally originated
192.168.13.2 (metric 0) from 0.0.0.0 (192.168.4.4)

Origin incomplete, MED 0, Tocalpref 100, weight 32768

Received Tabel 303030

Extcommunity: RT:65000:303030 ENCAP:8 Router MAC:6026.aa85.9587

Path-id 1 advertised to peers:
192.168.0.11 <<<<< Spine

Step 8. Verify that the IP address of the loopback interface isinjected in BGP L2VPN EVPN where DHCP
server islocated.



Note: If there are Nexus switchesin vPC, verify that they both learn the | P address of the loopback
interfacein BGP L2VPN EVPN.

LEAF-2-VPC(config-if)# show bgp 12vpn evpn 172.16.10.10

BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 192.168.4.4:4 (L3VNI 303030)

BGP routing table entry for [5]:[0]:[0]:[32]:[172.16.10.10]/224, version 49
5

Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-Tlist, is not in 12rib/evpn

Advertised path-id 1
Path type: Tlocal, path is valid, is best path, no Tabeled nexthop
Gateway IP: 0.0.0.0
AS-Path: NONE, path locally originated
192.168.13.2 (metric 0) from 0.0.0.0 (192.168.4.4)

Origin incomplete, MED 0, Tocalpref 100, weight 32768

Received label 303030

Extcommunity: RT:65000:303030 ENCAP:8 Router MAC:6026.aa85.9587

Path-id 1 advertised to peers:



192.168.0.11

Step 9. Verify that there isaroute for the DHCP server on the source tenant with command show ip route
[DHCP server | P] vrf[tenvrf].

Note: The route entry to use must be from VXLAN to default VRF. If thereis no route available,
check if the VTEP locally knows the DCHP server | P address.

LEAF-2-VPC(config-if)# show running-config interface vlan 10
interface Vlanl0

no shutdown

vrf member tenant-a

no ip redirects

ip address 10.10.10.1/24

no ipv6 redirects

fabric forwarding mode anycast-gateway

ip dhcp relay address 10.10.10.150

ip dhcp relay source-interface Toopbackl00



LEAF-2-VPC(config-if)# show ip route 10.10.10.150 vrf tenant-a
10.10.10.150/32, ubest/mbest: 1/0, attached
*via 10.10.10.150, V1anl0, [190/0], 01:01:28, hmm

Step 10. Verify that the DCHP server IP is reachable using the loopback interface and the corresponding
VRF as a VRF source with command ping [DHCP server | P] sour ce-interface loopback [x] vrf [tenant
vrf].

LEAF-2-VPC(config-if)# ping 10.10.10.150 source-interface loopback 100 vrf tenant-a
PING 10.10.10.150 (10.10.10.150): 56 data bytes

64 bytes from 10.10.10.150: icmp_seq=0 tt1=127 time=0.928 ms

64 bytes from 10.10.10.150: icmp_seq=1 tt1=127 time=0.475 ms

64 bytes from 10.10.10.150: icmp_seq=2 tt1=127 time=0.455 ms

64 bytes from 10.10.10.150: icmp_seq=3 tt1=127 time=0.409 ms

64 bytes from 10.10.10.150: icmp_seq=4 tt1=127 time=0.465 ms

---10.10.10.150 ping statistics ---

Step 11. Verify the status of the DHCP relay agent.

LEAF-2-VPC(config)# show ip dhcp status

Current CLI Operation: show ip dhcp status

Last CLI Operation: DME: ip dhcp relay information option vpn enable
Last CLI Operation Status: SUCCESS

Step 12. Verify the option82, such as vpn option and the correct relay |1P address under the relay agent.

LEAF-2-VPC(config)# show ip dhcp relay

DHCP relay service is enabled <<<<<<<

Insertion of option 82 is enabled <<<<<<<<<
Insertion of option 82 customize circuitid is disabled
TLV format in CircuitId and RemoteIld suboptions is enabled
Insertion of VPN suboptions is enabled <<<<<<<
Insertion of cisco suboptions is disabled

Global smart-relay is disabled

Relay Trusted functionality is disabled

Relay Trusted Port is Globally disabled

V4 Relay Source Address HSRP 1is Globally disabled
Server-ID-override-disable is disabled

Smart-relay is enabled on the following interfaces:



Relay Source Address HSRP is enabled on the following interfaces:

Helper addresses are configured on the following interfaces:
Interface ReTay Address VRF Name

V1anl0 10.10.10.150 <<<x<

Step 13. Verify the statistics of packets processed and forwaded.

LEAF-2-VPC(config)# show ip dhcp global statistics
Packets processed 103030

Packets received through cfsoe 0

Packets forwarded 103030

Packets forwarded on cfsoe 0

Total packets dropped 0

Packets dropped from untrusted ports 0

Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0

Packets dropped which were unknown 0

Packets dropped due to no trusted ports 0O

Packets dropped due to dhcp relay not enabled 0O
Packets dropped due to no binding entry 0O

Packets dropped due to interface error/no interface 0
Packets dropped due to max hops exceeded 0

Packets dropped due to Queue full 0

Step 14. Verify the statistics of relay packets.

LEAF-2-VPC# show ip dhcp relay statistics

Message Type Rx Tx Drops

Discover 29312 29311 0

Offer 300001 300001 0

Request (*) 29324 29324 0

Ack 1574 1574 0

ReTease(*) 191493 191493 0

Decline 0 0 0

Inform(*) 1540 1540 0

Nack 472890 472890 0

Total 1026134 1026133 0

DHCP L3 FWD:

Total Packets Received : 0
Total Packets Forwarded : 0
Total Packets Dropped : 0
Non DHCP:

Total Packets Received : 0



Total Packets Forwarded : 0
Total Packets Dropped :

DROP:

DHCP Relay not enabled

Invalid DHCP message type

Interface error

Tx failure towards server

Tx failure towards client

Unknown output interface

Unknown vrf or interface for server

Max hops exceeded

Option 82 validation failed

Packet Malformed

DHCP Request dropped on MCT

Relay Trusted port not configured :

* - These counters will show correct value when switch
receives DHCP request packet with destination ip as broadcast
address. If request is unicast it will be HW switched

o

[eNeNeNoNeoNeNeNoNe oo Ne]

DHCP server configuration on Windows Server 2022

| P addressing scope configuration for hosts.

Step 1. Open Server Manager and validate that there are no alarms on DCHP Server in the Dashboard.

[ Serves Manages - a ®

f\(‘_—) ~  Server Manager * Dashboard

ROLES AND SERVER GROUPS
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Events

B e
Performance

BPA results

Dashboard from Server Manager on Windows Server 2022



Tip: The image enlarges when double-clicking.

Step 2. Open DHCP Server application.
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DHCP Server on Windows Server 2022
Step 3. Right-click on IPv4 and click New Scope.
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Step 4. Click Next.

Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distibuting 1P
eddresses to compuiers on VoL IOl

To contirwe_ chicl MNeat

Mexd > Canced

Step 5. Write aName and Description. In this example, the name is the subnet which belongsto VLAN 10
and the description isthe L2VNI as L2V NI listed to VLAN 10.



Mew Scope Wizard

Scope MName

Tou have 1o provide an identiyng scope name. Tou aiss have the opbon of providng
& desonpbon

Type 8 name and description for this scope. This information helps you quickly identify
how the SCOpe i 1o beé used on your stwordk .

Name: [10.10.10.0:24

Descrighion:  |L2VNI 101070

< Back Mt Cancel

Step 6. Configure the IP address range. Thisis the pool for hosts.



MNew Scope Wizard

IF Address Range
You define the scope addness rangs by dentifying a sef of consecutrve 1P addresses

Corfiguration settings for DHCP Server
Erter the rangs of addresses that the scope distrbutes

Start IP address: . 1w0.10. 1

End IP address: 10 .10 . 10 . 254

Configuration seftings that propagate to DHCP Clent

Length: [ o

Subnet mask 255 255 .255. 0

< Back Mot > Cancel

Step 6. Exclude the shared IP address from the SVI configuration in the VTEPS. In this example Interface
VLAN 10 has address |P.10.10.1/24.



Warning: Failure to exclude the I P address from the SV1 (or default-gateway) can cause
duplication of IP addresses and impact traffic delivery.

LEAF-1# show running-config interface vlan 10
<snip>
interface VlanlO

no shutdown

vrf member tenant-a

no ip redirects

ip address 10.10.10.1/24

no ipv6 redirects

fabric forwarding mode anycast-gateway

ip dhcp relay address 10.10.10.150

ip dhcp relay source-interface Toopbackl00



MNew Scope Wizard

Add Exclusions and Delay
Exchumons are addresses or & rande of addresses that are not detrbited by the
server, A delay is the tme durabion by which the server will delay the transmession of 2
DHCPOFFER message

Type the IP address range that you want 10 exciude. F you wart 10 exclude & sngle
sddress_ type an sddress in San 1P address only,

Sart I[P address: End IF address:
L |

Exchaded address range.

Address 10.10.10.1

< Back Meat > Cancel

Step 7. Configure lease duration of IP address. This refers to the amount of time a host can use the assigned
I P address before renewing it.



Mew Scope Wizard

Lease Duration
The lease duration species how long a chent can use an (P address from this scope

Leass durations should typically be agual to the average time the computer s
connected 1o the same physical network, For mobile networks that consist manly of
portable computers or disl-up chents, shoder lease durations can be usefiul.

Likewise, for & stable network that conssts manly of deskiop computers A fooed
kcatbons, longer lease durations are mare appropnate

St the duration for scope keases when distributed by th server
Limited ta:

Darys: Hours: M tes
| 15 | o | P

< Back Nead > Cancsl

Step 8. Select Yes, | want to configure these options now.



Mew Scope Wizard

Configure DHCP Oplions
You have to configure the most common DHCP options before cherts can use the
Salatulall

Yhen chents obtan an address. they are grven DHCP opbons such as the P
addresses of routers (default gatewsays), DNS servers, and WINS settings for that

BCOPE.

The seftings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

(v [Yes. | want to configure these options now|
™ Mo, | will configure these optiona later

< Back Mot > Cancel

Step 9. Configure the default-gateway |P address.



MNew Scope Wizard

Rowter (Default Gateway)
You can specify the routers, or defauk gateways. to be distrbuted by this scope

To add an IF address for & router used by chents, enfer the address below,

IP address:
| .

10.10.10.1

< Back Meod > Cancel

Step 10. Configure domain name and DNS server.



MNew Scope Wizard

Domain Mame and DNS Servers
Thie Doman Mame System (DNS) maps and transaies doman names used by cherts
O YOur Metwidk

Tou can speclly the parent domain you wanl the clent computens on your network 1o use for
DNS name resohution

Parert domain: |00 corm|

To configune soope chents to use DNS servers on your network, enter the (P addresses for those
SarYers

SErver name: IP address:
|sm-nhw“ 142 . 250 . 114, 102 Add
Regolve
< Back Mt > _ Cancel

Step 11. Configure WINS server if applicable. This can be skipped if the information is not known.



MNew Scope Wizard

WINS Servers
Computers unming Windows can use WINS servers to convert NetBIOS computer
names to | addresses.

Entenng server IP addresses here enables YWindows chents to querny WINS before they use
broadcasts to neguter and resalve NetBIOS names

Server name:’ IP addeesa:

To change this behavior for Windows DHCP cients modify option (46, WINS/NET Node
Type. n Scope Options

< Back Meod > Cancel

Step 12. Select Yes, | want to activate this scope now.



Mew Scope Wizard

Activate Scope
Cherts can oblan address leases only  a scope is activated

Do you want 1o activate thes scope now 7

T Mo | will activale this scope later

< Back Mg > Cancad

Configuring scope for unique | P addresses from loopbacksin SVI asDCHP relay
agent.

Step 1. Right-click on IPv4 and select |Pv4Scope.
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Step 2. Write a Name and Description. In this example, name is the subnet used for subnet with loopbacks
address.



| Pte: A loopback is used loopbackunique I P address throughout the VXLAN fabric for VXLAN
tenant. This must be advertised in BGP L2VPN EVPN route redistribution in BGP within the VRF
of the corresponding tenant in the |Pv4 address-famlPv4

LEAF-1# show running-config interface Tloopback 100
<snip>
interface loopbackl00

vrf member tenant-a

ip address 172.16.10.8/32



MNew Scope Wizard

Scope Name
You have to provide an identifing scope name. You also have the option of providing
a deacription.

Tvpe a name and descnpton for thes scope This rdormation helps you queckly sdentfy
how the scopes 1o be ued on your network

Hare 17216.10.07°24

Diescrighion Unique IP Galeway Address (SVT]

< Back Head > Canced

Step 3. Configure the IP address rangel P. Thisis the pool for loopbacks.



Mew Scope Wizard

IP Address Range
You define the scope address range by idertifiyng a set of consecutive P addresses

Configuration settings for DHCP Server
Erder the range of sddresses that the scope dstibules.

Sat IPaddess: |172. 16 10 . 1

End IF addmess: 172. 16 . 10 . 54
Corfiguration settings that propagate to DHCP Chert

Length: e

Subnet mask 255.255.25%. 0

< Back Maat > Cancel

Step 4. Configure exclusions (optional because the DHCP server does lease | P addresses that belong to this
subnet).



Mew Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or 3 range of addresses that are not detribited by the
server, A delay is the time duration by whech the server will delay the transmssion of 8
DHCPOFFER message.

Type the IP address range that you want 1o exclude. F you want 1o exclude a sngle
sddress. type an sddress in et 1P address anly,

Start |F address: End |F address:
| l

Exchaded address range:

Subnet delay in mill second:
)
| 0
< Back Meat >

Step 5. Skip the lease duration and click Next.



Mew Scope Wizard

Lease Duration
The: lease duration species how long a chent can use an IP address from this scope

Lease durations should typically be agual to the average tme the computer s
connected 1o the same phrysical network, For mobile networks that consist marly of
portable computers or disl-up chents, shoder lease durations can be usefiul.
Likerwiss for & stable network that consssts manly of desklop computers ot foosd
cations, longer lease durations are mane apEropnale

Set the duration for scope lases when distibuted by this server
Lirnited to:

Diarys: Hours:  Minutes:
EAEENLE

< Back Meag > Canced

Step 6. Select No, | will configurethese options later.



Mew Scope Wizard

Condigure DHCP Opticns
You have to configure the most common DHCP options before chents can use the
f e i

When clents cbiain an address, they are given DHCP options such as the IP
addresses of routen default gateways), DNS servers, and WINS seftings for that
SCOpE.

The settings you select hene are for this scope and ovemde settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP optiona for this scope now ?
(™ Yea, | want to configure thess optiona now
+ Bo. | wall configure these cptions later

< Back e Cancel

Step 7. Click Finish.



MNew Scope Wizard

Completing the New Scope
L Wizard
You have successhully completed the MNew Scope wizand

Before cherts can receive addresses you need to do the
folowing

1. Add any scope specihc options loptional

2. Activate the scope

To provide high avalsbilty for this scope, configure Tallover for
e riewhy Bdded scope by aght chiakrg on the s2ope and
chicking on configure falover

To closa thes wizard, click Finish

« Back Frish Canced

Step 8. Right-click on the created scope and select activate.



¥ DHCP

File Action View Help
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Configuring super scope for VXL AN fabric.

Step 1. Right-click in 1Pv4 and select New Super scope.

Contents of Scope

_L; Address Pool
_Address Leases

scope Options

» Tolicies
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Step 2. Click Next.

Mew Superscope Wizard

Welcome to the New Superscope
Wizard

This wizard helps you create a superscope  whech expands
the number of |P network sddresses that you canusein a
I'!-|:",'|'\|l.'_!-l"-.

A superscope allows several dstingt scopes 10 be logcally
SFOUDE UMder & S Mame

To continye, chol MNext

I MNeod > Cancel




Step 3. Write the superscope name.

Mew Superscope Wizard

Superscope Name
You have 1o provide an identifying superscope name

Mame: |Scopes for ViLAN Fabac fwith Opt 82]

< Back Bt > Cancel

Step 4. Select all the scopes that belongsto VXLAN Fabric.



MNew Superscope Wizard

Select Scopes
You craste & suparscope by buldng a oollecton of scopes

Select one o more scopes from the kst 1o add 1o the supemscope.
Ayalable scopes:

[10.10.10.08 10.10. 100724

[17216.100) 1721610 0724

< Bmek Tdaot > Cancel

Step 5. Select all the scopes that belongsto VXLAN Fabric.



MNew Superscope Wizard

Select Scopes
You craste & suparscope by buldng a oollecton of scopes

Select one o more scopes from the kst 1o add 1o the supemscope.
Ayalable scopes:

[10.10.10.08 10.10. 100724

[17216.100) 1721610 0724

< Bmek Tdaot > Cancel

Step 6. Verify that all VXLAN fabric superscope in place and click Finish.



MNew Superscope Wizard

Completing the New Superscope
Wizard

You have successfuly completed the New Superscope
witard

The following superscope will be created
Mame:  >copesfor VklLAN Fabrc (with Opt 82

Scopes ncluded in ths superscope
10 10.10.00 10,10, 10,0524
[172.16.10.0§ 172.16.10.0°24

To closs this wizard, click Fnish

< Back Firesh Carced

Configure Option 82 in host scopes.

Step 1. Right-click on Policies (last option) within the scope for host and click New Policy.

Step 2. Write a name and description and click Next.



Note: In this example, the policy is created to select | P addressing pal Picularly for hostsin Leaf-1
for VNI 101010 basedV NI Remote-1D (parameter of Option 82).



DHCP Policy Configuration Wizard

Policy based IP Address and Option Assignment

This feature allows you b0 distrbute corfigurable settings (IP address, DHCP options) to
cherts based on certain conditions (e.g. vendor class, user class, MAC address, elc.)

This wizard will guide you setting up a new pobicy. Provide a name (2.9, VolP Phone
Configuration Policy) and description fe.g. NTP Server oplion for VolP Phones) for your
peokiCy.

Policy Name

Description: Policy to select scope for Leaf-1 using Remote-1D

< Back Mot Cancel

Step 3. Click Add. In Criteria, select Relay Agent Information. In Operator, select Equals. Then select
Agent Remote I D and type the value. Click OK and then Next.



Note: The Remote ID is obtained from the MAC address of the SVI to which the SVI1 is
associated.



Tip: A policy can be applied to multiple Remote-IDs (or VTEPS) by adding more conditions and
selecting OR instead of AND.

LEAF-1# show interface vlan 10

V1anlO 1is up, line protocol is up, autostate enabled
Hardware 1is EtherSVI, address is 707d.b9b8.4daf <<<<
Internet Address is 10.10.10.1/24

<snip>



|
Add/Edit Condition ? b

Specy a condtion for the polcy being configured. Select a ctena, operator
and values for the condition.

Crtea: | FRelay Agent Information |
Operator: | Equals _1]

Value §n hex)

™ Relay Agent Information:
" Agent Circut ID:
 Agent Remote ID; |707db% B4da|

" Subscriber ID:

[~ Prefix wildcard(")
[~ Append widcard(")

Ok Cancel

< Back Mead > Cancel

Step 4. Configure the | P addressing that existing IP can use on the VTEP(s) selected by the ID and then
click Next.



Note: In this example there is only one virtual machine connected to Leaf-1, so only one | P address
isrequire IPd. Here a second | P address is added| Pn case another host connects.



DHCP Policy Configuration Wizard

Configure settings for the policy
¥ the conditions specified in the policy maich a clent request, the settings will be
apphed.

A scope can be subdnaded indo multiple IF address ranges. Cherts that match the condiions
defined in & policy will be isswed an IP Address from the speched rangs.

Configure the slat and end P address for the range. The start and end |P addresses for the
range must be within the start and end |P addresses of the scope.

The curent scope IP address range is  10.10.10.1 - 10.10.10.234

F an |P address range is not configured for the pobcy, pobcy clents will be ssued an IP
address from the scope range.

Do you want to configure an [P address range for the policy- * Yes Mo

Stawt IP ackdress: | 10 .10 .10 . 2
End P addess: | 10.10.10. 3

Percertage of IF address range: 0.8

<Back | Nesd> Cancel

Step 5. Select the box to the left of 003 Router under DCHP Standard Option. Then write the I P address of
the default-gateway for the hosts that belong to this policy and press Add. Click Next.



Caution: You can select more than one option but if you are not sure which value to enter, do not
do so. Inconsistent or erroneous configuration can cause unexpected behavior.



DHCP Policy Configuration Wizard

Configure scttings for the policy
¥ the condtions specified in the policy match a cent request, the settings will be
apphed.

Vendor class: | DHCP Standard Options )

Awvalable Options | Description A
L] 002 Time Offset UTC cffsst n seconds

B 003 Router Aray of muter addresses order

[ 004 Time Server Aoy of bme server addresses VY
£ »

Server name:

IF address:

<Back | Met> | Cancel

Step 6. Check the policy conditions and click Finish.
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DCHP packet-walk from beginningto end in VXLAN Fabric.

Discovery send by HOST -1



Ethernet II, Src: 0@:50:56:a5:fd:dd, Dst: fr:ff:ffiffaff:ff
Internet Protocol Version 4, Src: 0.9.0.8, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x@1)
Hardware address length: 6
Hops: @
Transaction ID: @xe9e35087
Seconds elapsed: @
Bootp flags: @x8000, Broadcast flag (Broadcast)
Tios anns susn wus Broadcast flag: Broadcast
.000 9000 Dbed ooab Reserved flags: @x@0ee
Client IP address: 0.0.8.80
Your (client) IP address: 9.0.0.0
Next server IP address: 9.0.0.0
Relay agent IP address: ©.0.8.0
Client MAC address: @8:5@:56:a5:Td:dd
Client hardware address padding: 00000000000200000000
server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
<Value: 91>
DHCP: Discover (1)
Option: (61) Client identifier
Length: 7
<Value: 91005056a5Tddd=
Hardware type: Ethernet (@x@1)
Client MAC address: 0©:50:56:a5:fd:dd
Option: (12) Host Name
Length: 1@
<VValue: 43584c6162732d573130>
Host Name: CXLabs-W1@
Option: (6@8) Vendor class identifier
Length: 8
<Value: 4d53465420352e30>
Vendor class identifier: MSFT 5.@
Option: (55) Parameter Request List
Length: 14
<Value: 9103068T17212b2c2e2 7779797 C>
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Mame Server
Parameter Request List Item: (15) Domain MName
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
Option: (255) End
Option End: 255
Padding: @0@0eeoodop0000000




Discovery on LEAF-1

Discovery received on LEAF-1

Discovery send by LEAF-1

Ethernet II, Src: @B:58:56:a5:fd:dd, Dst: ffeffaffoffiffofs
Internet Protocol Version 4, Src: 8.8.9.8, Dst: 255.255.255.255
User Datagram Protocol, 5rc Port: 6B, Dst Port: &7
Dynamic Host Configuration Protecol (Discover)

Hessage type: Boot Request (1)

Hardware type: Ethermet (Bx@1)

Hardware address length: &

Hops: @

Transaction ID: @xede35SaE7

Seconds elapsed: @

Bootp flags: @x8@8d, Broadcast flag (Broadcast)

Liss sasr sovs oves = Broadcast flag: Broadcast
.00 Q000 2000 B98d = Reserved flags: Ox@0@d

Client IP address: 9.8.9.9

Your [client) IP address: 9.9.0.9

Next server IP address: @.9.9.98

Relay agent IP address: @.0.0.8

Client MAC address: @0:59:56:a5:7d:dd

Client hardware address padding: 90220020082090004000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1
<value: 81>
DHCP: Discover (1)

Option: (61) Client identifier
Length: 7
<Value: 01205956a5fdda>
Hardware type: Ethernet (@xol)
Client MAC address: @@:50:56:85:7d:dd
Option: {12) Host Wame
Length: 1@
<Value: 433B4CB162732d573130>
Host Name: CXLabs-W1e
Option: (60) Vendor class identifier
Length: 8
<Value: 4d53465420352e30>
Vendor class identifier: MSFT 5.8
Option: (55) Parameter Request List
Length: 14
=Value: B103068111212b2c2e2f777910fc>
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Mame Server
Parameter Request List Item: (15) Domain Mame
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor=Specific Information
Paraneter Request List Item: (44) NetBIOS over TCPR/IF Name Server
Parameter Request List Item: (46) MetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route

Parameter Request List Item: (249) PrivatesClassless Static Route (Microsoft)

Parameter Request List Item: (252) Private/Proxy autodiscavery
Option: {255) End
Padding: 20@@dlagpoodpaaend

Ethernet II, Src: 78:7d:b9:b8:dd:af, Dst: 10:b3:d6:ad:85:97
Internet Protocol Version 4, Src: 5.5.5.5, Dst: 13.13.13.254
User Datagram Protocol, Src Port: 65233, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: 0x0809, VXLAN Network ID (WNI)
Group Policy ID: ®
VALAN Metwork Identifier (WNI): 383030
Reserved: @
Ethernet II, Src: 7@:7d:b9:bB:d4d:af, Dst: 02:09:@d:0d:0d:fe
Internet Protocol Version 4, Srci 172.16.10.8, DST: 10.18.10.150
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: &
Haps: 1
Transaction ID: Bxe9e35887
Seconds elapsed: @
Bootp flags: @xER09, Broadecast flag (Broadcast)
Client IP address: 9.98.0.9
Your (client) IP address: 8.8.9.8
Next server IP address: 0.9.0.0
Relay agent IF address: 1
Client MAC adgress: @9:50:56:a5:7d:dd
Client hardware address padding: 22000e@deedeeeRanese
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
Value: 81>
DHCP: Discover (1)
Option: (61) Client identifier
Length: 7
<Value: @1925056a5Tddd>
Hardware type: Ethernet (9x@l)
Client MAC address: ©0:50:56:a5:fd:dd
Option: (12) Host Name
Length: 1@
<Value: 43584c61627320573138>
Host Name: CXLabs-Wl@
Option: (6@) Vendor class identifier
Length: &
=Value: 4d53465420352¢30=
Vendor class identifier: MSFT 5.8
Option: (55) Parameter Request List
Length: 14
<Value: B103060f1f212b2c2e2{7770f9fc>
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Wame Server
Parameter Request List Item: (15) Domain Nome
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Reguest List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
Option: (82) Agent Information Option
Length: 47

<value: 4
Option 82 Suboptien: (1) Agent Circuit ID
Length: 14
<Value: @10BR0D6RRR1E292002000000000=
Agent Circuit ID: 9108000620018292002000000000
Option 82 Suboptien: (2) Agent Remote ID
Length: 6
<Value: 787dbdb8ddaf=
Agent Remote ID: 787db9uBddaf
Option 82 Suboption: (151) VRF name/VPN ID
Length: &
<Value: @B74656¢616e742d61>
VRF name:
[Expert Info (Warning/Undecoded): Trailing stray characters]
Option 82 Suboption: (11) Server ID Override (10.10.18.1)
Length: 4
<value: Padagadl>
Server ID Override: 10.108.10.1
Option 82 Suboptien: (5) Link selection (10.10.19.9)
Length: 4
<Value: Badadadd=
Link selection: 18.10.18.9
Option: (255) End
Padding: 000002000000800000




Tip: The image enlarges when double-clicking.

Discovery on SPINE

Discovery received on SPINE

Discovery send by SPINE




Ethernet II, Src: 7@: 4d:af, Dst: 84:85:97
Internet Protocol Version 4, Srci 5.5.5.5, Dst: 13.13.13.254
User Datagram Protocol, Src Port: 65233, Dst Port: 4789
virtual eXtensible Local Area Network
Flags: @xBE@8, VXLAN Network ID (WNI)
Group Policy ID: @
VHELAN Network Identifier (WNI): 303030
Reserved: @
Ethernet II, Src: 7@: d:af, Dst: 1d:ed: fe
Internet Protocol Version 4, Src: 172.16.19.8, Dst: 19.18.10.150
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Hessage type: Boot Request (1)
Hardware type: Ethernet (@x@l)
Hardware address length: &
Haps: 1
Transaction ID: BxeSe35087
Seconds elapsed: @
Bootp flags: 0xE00Q, Broadcast flag (Broadcast)
Client IP address: 9.9.8.8
Your (client) IP address: 8.9.8.9
Next server IP address: 9.0.9.9
Relay agent IP address: 172.16.10.8
Client MAC address: 00:50:56:a5:fd:dd
Client hardware address padding: @2e@2epoeaddedcessss
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
<value: 1=
DHCP: Discover (1)
Option: (61} Client identifier
Length: 7
<Value: 218085056a5fddd>
Hardware type: Ethernet (@x@l)
Client MAC address: 9@:58:56:a5:7d:dd
Option: (12} Host Mame
Length: 18
<value: 435B4C61627320573130>
Host Name: CXLabs-W1@
Option: (68} Vendor class identifier
Length: &
<Value: 4d53465420352e30
Vendor class identifier: MSFT 5.8
Option: (55) Parameter Request List
Length: 14
<Value: B1R3060T1I21202¢2e217T79797C>
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Reute
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP Mame Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Regquest List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: [119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route [Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
Option: (B2) Agent Information Option
Length: 47

<value: Bloed 16e742d
Option B2 Suboptien: (1) Agent Circuit ID

Length: 14

<Value: D198099600018a92002000000000>

Agent Circuit ID: @108000620018292002000000000
Option B2 Suboption: (2) Agent Remote ID

Length: &

<Value: 787dbabdddats>

Agent Remote ID: 707dbSbBddar
Option B2 Suboptien: (151) VRF name/VPN 1D

9

00746560616e742061>
VRF name:
[Expert Info (Warning/Undecoded): Trailing stray characters]
Option B2 Suboption: (11} Server ID Override (10.19.10.1)
Length: 4
<Value: Badadagl>
server ID Override: 10.10.10.1
Option B2 Suboption: (5] Link selection (19.10.10.8)
Length: 4
<Value: Badadadi=
Link selection: 18.10.10.8
Option: (255) End
Option End: 255
Padaing: GORRRRRIRRON00A0RD

Ethernet II, Src: 10:b3:d6:24:85:97, Dst: 60:26:8a:85:98:87
Internet Protocol Version 4, Src: 5.5.5.5, Dst: 13.13.13.254
User Datagram Protocal, Src Port: 65233, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: 0x0808, VXLAN Network ID (VNI)
Group Policy ID: @
VELAN Network Identifier (WVNI}: 383038
Reserved: @
Ethernet II, Src: 7@:7d:b9:b8:4d:af, Dst: 02:89:0d:0d:8d:fe
Internet Protocol Version 4, Src: 172.16.10.8, Dst: 10.10.10.150
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Regquest (1}
Hardware type: Ethernet (@xal}
Hardware address length: 6
Hops: 1
Transaction ID: Oxe3e35087
Seconds elapsed: @
Bootp flags: @xE0@@, Broadcast flag (Broadcast)
Client IP address: 8.8.8.8
Your ([client) IP address: 9.9.8.2
Next server IP address: 8.9.9.8
Relay agent IP address: 172.16.10.8
Client MAC address: @@:5@:56:a5:fd:dd
Client hardware address padding: 0000@08RQ0@RRRR000R
Server host name not given
Boot file name not given
Hagic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
<Value: 81>
DHCP: Discover (1}
Option: (61) Client identifier
Length: 7
<Value: @1005056a5fddd>
Hardware type: Ethernet (8x@l)
Client MAC address: 0@:50:56:a5:fd:dd
Option: (12) Host Name
Length: 18
<Value: 43584c6162732d573130>
Host Hame: CiLabs-Wie
Option: (68) Vendor class identifier
Length: &
<value: 4053465420352e30>
Vendar ¢lass identifier: MSFT 5.9
Option: (55) Parameter Request List
Length: 14
<Value: #103060111212b2c2e217779191c>
Paraneter Request List Item: (1) Subnet Mask
Paraneter Request List (3) Router
Parameter Request List (6) Domain Name Server
Paraneter Request List (15) Domain Name
Paraneter Request List (31) Perform Router Discover
Parameter Request List [33] Static Route
Paraneter Request List (43) Vendor-Specific Information
Parameter Reguest List (44) NetBIOS over TCP/IP Name Server
Paraneter Request List (46) NetBIOS over TCP/IP Node Type
Paraneter Request List (47) NetBIOS over TCP/IP Scope
Paraneter Request List (119) Domain Search
Paraneter Request List (121) Classless Static Route
Paraneter Request List (249) Private/Classless Static Route (Microsoft)
Paraneter Request List Item: (252) Private/Proxy autodiscovery
Opticn: (82) Agent Inforsation Option
Length: 47

<Value: @10ed 20678 97 74656e616874206100840a0a0a0105040a0aa0>

Option 82 Suboption: (1) Agent Circuit ID
Length: 14
<Value: D108090GRRO182920RA000000000>
Agent Circuit ID: 0103020602018a92002000000000
Option 82 Suboptien: (2) Agent Remote ID
Length: &
<Walue: Te7dbdbBddat>
Agent Remote 10: 707dpdbBddaf
Option 82 Suboption: (151) VRF name/VPN ID
Length: 9
<Value: PRTAG56e6168742061>
VRF name
[Expert Info (Warning/Undecoded): Trailing stray characters]
Option 82 Suboption: (11) Server ID Override (19.10.19.1)
Length: 4
<value: Padaga@l>
Server ID Override: 10.10.10.1
Option 82 Suboption: (5) Link selection (10.10.19.9)
Length: 4
<Value: Badadade:
Link selection: 19.10.10.8
Option: (255) End
Padding: 290202000002020000

Discovery on LEAF-1-vPC

Discovery received on LEAF-1-vPC

Discovery send by LEAF-1-vPC




Ethernet II, Src: 10:b3:d6:a4:85:97, Dst: 60:26:9a:85:98:87
Internet Protocol Version 4, Src: 5.5.5.5, Dst: 13.13.13.254
User Datagram Protocol, Src Port: 65233, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: @x0800, VALAN Network ID (VNI)
Group Policy ID: @
VHELAN Metwork Identifier (VNI): 303@39
Reserved: @
Ethernet II, Src: 78:7d:b9:b8:4d:af, Dst: 82:80:8d:0d:8d:fe
Internet Protocol Version 4, Sre: 172.16.19.8, Dst: 10.10.10.158
User Datagram Protocol, Src Port: 67, Dst Port: €7
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Reguest (1)
Hardware type: Ethernet (8x@1)
Hardware address length: 6
Hops: 1
Transaction ID: Oxe3e35087
Seconds elapsed: @
Bootp flags: Bx88@@, Broadcast flag (Broadcast)
Client IP address: @.9.0.9
Your ([client] IP address: 9.9.0.8
Next server 1P address: 8.9.9.8
Relay agent IP address: 172.16.10.8
Client MAC address: @B:58:56:a5:fd:dd
Client hardware address padding: BO@920RRRORRROREIED
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type [Discover)
Length: 1
<Value: 81>
DHCP: Discover (1)
Option: (61) Client igentifier
Length: 7
<Value: #1005056a5fddd>
Hardware type: Ethernet (8x@l)
Client MAC address: B8:50:56:a5:fd:dd
Option: (12) Host Name
Length: 1@
<Walue: 43584c6162732d573130=
Host Name: CALabs-Wip
Option: (60) Vendor class identifier
Length: &
<Value: 4d53465420352e30>
Vendor class identifier: MSFT 5.0
Option: (55) Parameter Request List
Length: 14
<Value: #103060111212b2c2e217779101c>
Parameter Request List Item: (1) Subnet Hask
Paraneter Request List (3) Roeuter
Paraneter Request List (6) Domain Wame Server
Paraneter Request List (15) Domain Name
Parameter Request List (31) Perform Router Discover
Parameter Request List (33) static Route
Paraneter Request List (43) Vendor-Specific Information
Parameter Request List (44) NetBIOS owver TCP/IF Name Server
Parameter Request List (46) NetBIOS over TCP/IP Node Type
Paraneter Request List (47) NetBIOS over TCP/IP Scope
Parameter Request List (119) Demain Search
Paraneter Request List (121) Classless Static Route
Paraneter Request List (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
Option: (82) Agent Inforsation Option
Length: 47
<Value: dlded 28678 74656e616074206100840a0a0a0 105040200085
Option 82 Suboption: (1) Agent Circuit ID
Length: 14
<Value: 0103090G0RO130920RA0000RERRR>
Agent Circuit ID: 0108000600015a92002000000009
oOption 82 Suboption: (2) Agent Remote ID
Length: 6
<Value: TO7db9bBddaf>
Agent Remote 10: 787dudbgddaf
Option 82 Suboption: (151) VRF name/VPN ID
Length: §
<Value: B074656e616e742d61>
VRF name:
[Expert Info (Warning/Undecoded): Trailing stray characters]
Option 82 Suboptien: (11) Server ID Override (19,19.18,1)
Length:
<Value: Badaga@l»
Server ID Override: 18.10.10.1
Option 82 Suboptien: (5) Link selection (18.18.18.8)
Length: 4
<Nalue: Dadadade>
Link selection: 10.10.19.8
Option: (255) End
Padding: e9@eppRReodvRRRRRR

-

Ethernet II, Src: B@:26:23:85:93:87, Dst: @0:50:56:a5:dcica
Internet Protocel Version 4, Src: 172.16.10.8, Dst: 10.19.18,159
User Datagram Protocol, Src Port: 67, Dst Port: &7
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@xQ1)
Hardware address length: 6

Hops: 1

Transaction ID: @xeS9e35887

Seconds elapsed: @

Bootp flags: @x8080, Broadcast flag (Broadcast)

l...

020 Da0e RARR B0 =
Client IP address: 8.0.9.@

Your {client} IF address:

Next server IF address:
Relay agent IP address: 172.16.10.8
Client MAC address: B@:58:56:a5:fd:dd

Client hardware address padding: 29900000020000000009
Server host name not given
Boot Tile name not given

Magic cookie: DHEP

a.9.0.8

Broadcast flag: Broadcast
Reserved flags: dx@nee

Option: (53] DHCP Message Type (Discever)

Length: 1
<Value: 81>

DHCP: Discover (1)
Option: (61} Client identifier

Length:

<Value: @1805@56a5fddd=

Hardware type: Ethernet (Qx@1)
Client MAC address: @9:50:56:a5:fd:dd
Option: (12} Host Name

Length: 18

<Value: 43584c61627320573130>

Host Name: CXLabs-W1@

Option: (6@] Vendor class identifier

Length: &

<Value: 4d53465420352¢30>

Vendor class identifier:

MSFT 5.0

Option: (55) Parameter Request List

Length: 14

<Value: B1030607T1721202c2e21777919fc>

(1) Subnet Mask

(3) Router

(6) Domain Mame Server

Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request
Parameter Request

Lengtn: 47
<Value: B

List
List
List
List
List
List
List
List
List
List
List
List
List
List

Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

a9

(15)
(31)
(33)
(43)
(44)
(48)
(47)

Domain Name

Perform Router Discover

Static Route

Vendor-Specific Information
NetBIOS over T(P/IP Name Server
NetBIOS over TCP/IP Node Type
NetBIOS over TCP/IP Scope

(119} Domain Search

(121} Classless Static Route

(249) Private/Classless Static Route (Microsoft)
(252) Private/Proxy autodiscovery

Option: (8Z) Agent Information Option

709007 4656e6160742d610084Badadad 105040a0a0a00>

Option 82 Suboption: (1) Agent Circuit ID

Length: 14

<value: @lRE009GRRR18a9200a000000000>
Agent Circuit ID: 010ER0Q600018292002000008000
Option B2 Suboption: (2) Agent Remote ID

Ll

Length:

<value: 7@7dbIbBddaf>

Agent Remote ID: T07dbobaddaf
Option 82 Suboption: (151) VRF name/VPN ID

Length: 9

<Value: @074656e616e742d61>

VRF name:

[Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
<Hessage: Trailing stray characters>
[severity level: warning]
[Group: Undecoded]

Option B2 Suboption: (11} Server ID Override {(10.19.18.1)

Length: 4

<value: @adadagl>
Server ID Override:
Option B2 Suboption: (5) Link selection (10.18.10.8)

Length: 4

<Value: daBadadd>
Link selection: 10.10.10.9

Option: (255) End
Option End: 255

Fadding: 90009R0R0AGERERAAY

10.10.10.1




Note: LEAF-2-vPC receives the Discovert packet but thisis only switched. Destination MAC
address belongs to DHCP server.

Disccovery received on DCHP Server



Ethernet II, Src: 68:26:22:85:98:87, Dst: @B:58:56:a5:dc:ca
Internet Protocol Version 4, Src: 172.16.10.8, Dst: 18.10.18.158
User Datagram Protocol, Src Port: 67, Dst Port: &7
Dynamic Host Configuration Protecol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x@1)
Hardware address length: B
Hops: 1
Transaction ID: @xede35eE7
Seconds elapsed: @
Bootp flags: Bx@@@e, Broadcast flag (Broadcast)
laes ceas wews wew. = Broadcast flag: Broadcast
@90 0088 BOAd POAd = Reserved flags: BuB@Bd
Client IP address: 9.98.8.@
Your (client) IF address: @.9.8.8
Mext server IP address: @.08.9.8
Relay agent IP address: 172.16.18.8
Client MAC address: @0:50:56:a5:fd:dd
Client hardware address padding: 08é820@@d0ad8npoadnn
Server host mame not glwen
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type [(Discowver)
Length: 1
<Value: @1=
DHCP: Discover (1)
Option: (61) Client identifier
Length: 7
<Walue: B1005856a5fddd=
Hardware type: Ethernet (8x@l)
Client MAC address: @@:50:56:a%5:{d:dd
Option: (12) Host Name
Length: 1@
<Walue: 43584C61627320573130-
Host Name! CXLabs-Wl@
Optign: (6@) Vendor class identifier
Length: &
<value: 4053465420352e30>
Vendor class identifier: MSFT 5.0
Optign: (55) Parameter Reguest List
Length: 14
<Value: 8103868711212b2c2e2f 7779 101>
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain MName Server
Parameter Request List Item: (15) Domain Name
Farameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP MName Server
Parameter Request List Item: (46) MetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) PrivatesClassless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
Option: (82) Agent Information Option
Length: 47
<Value: 210e@lRER00GRRR1809200000000000RRZRETATILODEAdATITOIRRTAR6e616eT42d610D0400RA0AR1R5040a0ARD0=
Option 82 Subaptiom: (1) Agent Circuit ID
Length: 14
<Value: @1080026020818292002000020088=
Agent Circult ID: @12328R60001Ea%280aR00000000
Option 82 Subaptiom: [2) Agent Remote ID
Length: &
<Value: 7@7dbSbiddat=
Agent Remote ID: T@T7db9bBddaf
Option 82 Suboption: (151) VRF names/VPM ID
Length: 9
<Value: B074656e616e742d61=
VRF name:
[Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
Message: Trailing stray characterss
[severity level: Warning)
[Group: Undecoded)
Option 82 Suboptiom: (11) Server ID Override (19.18.18.1)
Length: 4
<Value: BadaBadl>
server ID Override: 10.10.18.1
Option 82 Subaption: [(5) Link selection (16.18.18.8)
Length: 4
<Value: Badadadd=
Link selection: 19.108.18.8
Option: (255) End
Option End: 255
Padding: @efsogdoeesddopand




DCHP Offer send by DCHP Server



Ethernet II, Src: G0:26:aa:85:98:87, Dst: @B:50:56:aS5:dc:ca
Internet Protocol Version 4, 5rc: 172.16.10.8, Dst: 18.10.19.158
User Datagram Protocol, Src Port: 67, Dst Port: &7
Dynamic Host Configuration Protocol (Discover)
Hessage type: Boot Reguest (1)
Hardware type: Ethermet (8x@l)
Hardware address length: &
Hops: 1
Transaction ID: @xeSe3Sasy
Seconds elapsed: @
Bootp flags: ©@xB08@, Broadcast flag (Broadcast)
Lico sses saws aase = Broadcast flag: Broadcast
000 2000 20PA Q0BR = Reserved flags: @xoodd
Client IP address: @.0.8.@
Your (client) IP address: #.9.8.8
Hext server IP address: @.8.0.8
Relay agent IP address: 172.16.18.8
Client MAC address: @8:5@:56:a5:7d:dd
Client hardware address padding: @08@d4822ddpodabpoadan
Server host name not given
Boot file name not given
Hagic cookie: DHCP
Option: (53) DHCF Message Type [Discower)
Length: 1
<Nalue: @l1=
DHCP: Discover (1)
Option: (61) Client identifier
Length: 7
=Value: @1885856a51ddd=
Hardware type: Ethernet (@x@l)
Client MAC address: 8@:58:56:a5:fd:dd
Option: (12) Host Name
Length: 1@
=Value: 43584c6162732d573130=
Host Mame: CXLabs-W1@
Option: (6@) Vendor class identifier
Length: 8
=Value: 4d533465420352e30=
Vendor class identifier: MSFT 5.9
Option: (55) Parameter Request List
Length: 14
<Value: B10386811f212b2c2e2f777919 >
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3} Router
Parameter Request List Item: (&) Domain Mame Server
Parameter Request List Item: (15) Domain Mame
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Ivem: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Doemain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/PFroxy autodiscovery
Option: (82) Agent Information Option
Length: 47
=Value: 910edloE0odcRRlEas200a000000R0000200670 TdbIbE4dareTRI08T4056e616eT42d0 100040000000 10504000 2000
Option 82 Suboption: (1) Agent Circuit ID
Length: 14
=Value: B@105000600014a0200a000000000>
Agent Circuit ID: @l@8emd6odBlEadzofaddinoannn
Option 82 Suboption: (2) Agent Remote ID
Length: &
=Value: 7@7dbIbdadaf=
Agent Remote ID: TA7dbSbEddaf
Option 82 Suboption: (151} VRF name/VPH ID
Length: 9
=Value: B@74656e616e742d61>
WRF name:
[Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters)
<Message: Trailing stray characters>
[Severity level: Warning)
[Group: Undecoded]
Option 82 Suboption: (11) Server ID Override (19.18.10.1)
Length: 4
<Value: @adadadl=
Server ID Override: 18.18.18.1
Option 82 Suboption: (5) Link selectionm (19.19.10.8)
Length: 4
Value: Sadadadi=
Link selection: 18.18.10.8
Option: (255) End
Option End: 255
Fadding: @ebbogddppaodanond




DCHP Offer on LEAF-2-vPC

Offer received on LEAF-2-vPC

Offer send by LEAF-2-vPC

Ethernet II, Sre: @9:50:56:a5:dcica, DSt: 09:00:8a:02:02:0a
Internet Protocol Version 4, Src: 10.10.10.158, Dst: 172.16.19.8
User Datagram Protocol, Src Port: 67, Dst Port: 67

Dynamic Host Configuration Protocol (0ffer)

Message type: Boot Reply (2)

Hardware type: Ethernet (@x@1)

Hardware address length: 6

Hops: @

Transaction I0: BxeSe3S5887

Seconds elapsed: @

Bootp flags: @x800@, Broadcast flag (Broadcast)

Tias = Broadeast flag: Broadcast
.000 2000 2000 0000 = Reserved flag

Client IP address: .9.08.8

Your (client) IP address: 10.10.10.3

Next server IP address: 10.10.18.150

Relay agent IP address: 172.16.108.8

Client MAC address: 89:58:56:a5:fd:dd

Client hardware address padding: 2002000000000900000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Optien: (53) DHCP Message Type (Dffer)

Length: 1
<value: 82>
DHCP: Offer (2)

Option: (1) Subnet Mask (255.255.255.8)
Length: 4
<value: frffffae-

Subnet Mask: 255,255.255.0

Option: (58) Renewal Time Value
Length: 4
<Value: g@epaBco=
Renewal Time Value: 12 hours (43208)

Option: (59) Rebinding Time Value
Length: 4
<Value: 20812758~
Rebinding Time Value: 21 hours (75680)

Option: (51) IP Address Lease Time
Length: 4
<value: 00915180>
IP Aggress Lease Time: 1 day (8648@)

Option: (54) DHCP Server Identifier (10.10.18.1)
Length:
<Value: 2a@adadl=
DHCP Server Identifier: 19.10.18.1

Option: (3) Router
Length: 4
<Value: @agada@l=
Router: 18.18.18.1

Option: (15) Domain Name
Length: 18
<Value: 63697363672e63676d08>
Damain Name: cisco,com

Option: (82) Agent Information Option

&

Length: 47
<Value: 1829, ZRGTY 197098074656¢616074206100040a08a020105040200a00>
oOption 82 Suboption: (1) Agent Circuit ID

Length: 14

<Value: 912EGRAGAAR182092002008008008>
Agent Circuit ID: @108009609018292092000000000
Option 82 Suboption: (2) Agent Remote ID
Length: &
<Value: 787dbdbaddaf>
Agent Remote ID: 7@7dbdb&ddaf
Option 82 Suboption: (151) VRF name/VPN ID
Length: 9
<Value: QB74656e6166742061>
VRF name:
[Expert Info (Warning/Undeceded): Trailing stray characters
[Trailing stray characters
<Message: Trailing stray characters>
[Severity level: Warning]
[Group: Undecoded)
Option 82 Suboption: (11) Server ID Override
Length: 4
<Value: Badagadl>
Server 1D Override: 10.10.10.1
Option 82 Suboption: (5) Link selection (10.19.10.8)
Length: 4
<Value: Bagadadd=
Link selection: 10.19.18.9
option: (255) End
Option End: 255

(1e.10.10.1)

Ethernet II, Src: 6@:26:3a:85:95:87, Dst: 1@:b3:d B5:97
Internet Protocol Version 4, Src: 13.13.13.254, Dst: 5.5.5.5
User Datagram Protocol, Src Port: 65518, Dst Port: 4789
Virtual extensible Local Ared Network
Flags: @x@8088, VELAN Network ID (WNI)
Group Palicy 1ID: @
VELAM Network Identifier (VNIJ: 3@3e3@
Reserved: @
Ethernet II, Src: 02:00:0d:8d:@d:fe, Dst: 70:7d:b9:b8:4d:af
Internet Protocol Version 4, Sre: 10.10.10.150, Dst: 172.16.10.8
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Offer)
Message type: Boot Reply (2)
Hardware type: Ethernet (8x@l)
Hardware address length: &
Hops: @
Transaction ID: @xede3SaET
seconds elapsed: @
Bootp flags: @x80@@, Broadcast flag (Broadcast)
Lius sese anes »ea. = Broadcast flag: Broadcast
000 D000 BO00 PRRR = Reserved flags: @xdeoR
Client IP address: 0.9.0.90
Your {client) IP address: 19.18.10.3
Next server IP address: 10.18.10.158
Relay agent IP address: 172.16.10.8
Client HAC address: 00:50:56:a5:fd:dd
Client hardware address padding: 2eed002RRRRREROGR0RR
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer)
Length: 1
<Value: B2=
DHCP: Offer (2)
Option: (1) Subnet Mask (255.255.255.8)
Length: 4
<Value: frifffaes
Subnet Mask: 255.255.255.8
Option: (58] Renewal Time Value
Length: 4
<Value: 2B@@adco>
Fenewal Time Value: 12 hours (43288)
Option: (59) Rebinding Time Value
Length: 4
<Value: BRR12750=
Rebinding Time Value: 21 hours (7568@)
Option: (51) IP Address Lease Time
Length: 4
<Value: BRO15180=
IP Address Lease Time: 1 day (86409)
Option: (54} OHCP Server Identifier (10.10.10.1)
Length: 4
<Value: Radadadl>
DHCP Server Identifier:
Option: (3) Router
Length: 4
<Value: 2aBodadl=
Router: 18.18.18.1
Option: (15) Domain Name
Length: 18
<Value: B3697363612e63616d00=
Domain Hame: cisco.com

18.18.10.1

Option: (82) Agent Information Option
Length: 47
<Value: @
Option 82
Length:

670
Suboption: (1) Agent Circuit ID
14

97090074656e6166742d610bR4Ba0A0aR 1050400000000

d105eea600018a9200a000000000>
Agent Circuit ID: 2188000622018292002000000000
Option 82 Suboption: (2] Agent Remote ID
Length: 6
<Value: 787db3ba8ddar>
Agent Remote ID: 7@7dbavdddaf
Opticn 82 Suboption: (151) VRF name/VFN ID
Length: 9
<Value: @0T4656e616eT42d61>
VRF name:
[Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
<Message: Trailing stray characters»
[Severity level: Warning)
[Group: Undecaded]
Option 82 Suboption: (11) Server ID Override (18.18.18.1)
Length: 4
<Value: dalaadl>
Server ID Override: 19.19.10.1
Option 82 Suboption: (5] Link selection (19.10.19.9)
Length: 4
<Value: dalaadd>
Link selection: 10.18.18.8
option: (255) End
Option End: 255

DHCP Offer vPC SPINE

|Offer received on SPINE

|Offer send by SPINE




Ethernet II, Src: 6@:26 B5:95:87, Dst: B5:97
Internet Protocol Version 4, Src: 13.13.13.254, Dst: 5.5.5.5
User Datagram Protocol, Src Port: 65518, Dst Port: 4789
Virtual extensible Local Ared Network
Flags: @xPERR, VELAN Network ID (WNI]
Group Palicy ID: @
VALAN Network Identifier (VNI): 3@383@
Reserved: @
Ethernet II, Src: 02 fe, Dst: 70: f
Internet Protocol Version 4, Src: 10.10.10.150, Dst: 172.16.10.8
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Offer)
Message type: HBoot Reply (2}
Hardware type: Ethernet (@x@l1)
Hardware address length: &
Hops: @
Transaction ID: @xede3SQET
seconds elapsed: @
Bootp flags: @xB0@@, Broadcast flag (Broadcast)
Lise wuse anes »ea. = Broadcast flag: Broadcast
000 000D 0000 PORD = Reserved flag
Client IP address: 0.9.0.0
Your {client) IP address: 10.108.18.3
Hext server IP address: 18.18.10.158
Relay agent IP address: 172.16.10.8
Client MAC address: ©@:50:56:a5:fd:dd
Client hardware address padding: @0000000R0RRR0R0A0R0
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer)
Length: 1
<Value: B2=
DHCP: Offer (2)
Option: (1) Subnet Mask (255.255.255.8)
Length: 4
<Value: ffffffoe=
Subnet Mask: 255.255.255.8
Option: (58] Renewal Time Value
Length: 4
<Value: @BBdadcas
Renewal Time Value: 12 hours (43208)
Option: (59) Rebinding Time Value
Length: 4
<Value: 00012750
Rebinding Time Value: 21 hours (7560@)
Option: (51) IP Address Lease Time
Length: 4
<Value: BRO15180=
IP Address Lease Time: 1 day (86409)
Option: (54} OHCP Server Identifier (10.10.10.1)
Length: 4
<Value: Rada@adl>
DHCP Server Identifier: 18.198.10.1
Optien: (3) Router
Length: 4
<Value: Badadadl=
Router: 18.18.18.1
Option: (15) Domain Name
Length: 18
<Value: B36973636f2e63676d00=
Domain Name: cisco.com

Option: (82) Agent Information Option
Length: 47

<Value: @ A6TR S7090074656e616eT42d6
Option 82 Suboption: (1) Agent Circuit ID
Length: 14
<Walue: D10E00060001E8a9200a000000000
Agent Circuit ID: P10600060R018a9200a000000000
Option 82 Suboption: (2] Agent Remote ID
Length: 6
<Walue: 707db9b34daf>
Agent Remote ID: 7@7db9b3ddat
Opticn 82 Suboption: (151) VRF name/VPN ID
9
o
WRF name:
[Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
<Message: Trailing stray characterss
[Severity level: Warning)
[Group: Undecaded]
Option 82 Suboption: (11) Server ID Override (10.198.10.1)
Length: 4
<Walue: daBa@adl>
Server ID Override: 19.10.18.1
Opticn 82 Suboption: (5) Link selection (19.10.18.8)
Length: 4
<Walue: Badadadd>
Link selection: 10.18.18.9
option: (255) End
Option End: 255

BT4656e616eT42d61=

Ethernet II, Src: 10:b3:d6:a4:85:97, Dst: 70:7d:b9:bB:4d:af
Internet Protocol Version 4, Src: 13.13.13.254, Dst: 5.5.5.5
User Datagram Protecal, Sre Port: 65518, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: 0x0800, VXLAN Network ID {WNI)
Group Policy ID: @
VXLAN Network Identifier [WNI): 303830
Reserved: @
Ethernet II, Src: ©2:00:0d:@d:0d:fe, Dst: 78:7d:b9:bB:4d:af
Internet Protocol Version 4, Src: 10.10.18.159, Dst: 172.16.10.8
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Offer)
Message type: Baot Reply (2)
Hardware type: Ethernet (@x01)
Hargware address length: 6
Hops: @
Transaction ID: @xede3sea’
Seconds elapsed: @
Bootp flags: @x3009, Broadcast flag (Broadcast)
Client IP address: 8.9.8.8
Your (client) IP address: 10.19.10.3
Hext server IP address: 10.10.10.158
Relay agent IP address: 172.16.10.8
Client MAC address: B@:50:56:a5:fd:dd
Client hardware address padding: 9200@0@20020000RE0R0
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Dffer)
Length; 1
<Value: 82=
DHCP: Offer (2)
Option: (1) Submet Mask (255.255.255.0)
Length: 4
<Value: TTrrrfee-
Subnet Mask: 255.255.255.0
Option: (58) Renewal Time Value
Length: 4
<Value: 200@agcd>
Renewal Time Value: 12 hours (43200)
Option: (59) Rebinding Time Value
Length: 4
<Value: 80012750
Rebinding Time Value: 21 hours (75600)
option: (51} IP Address Lease Time
Length: 4
<Value: B@A15188>
IP Address Lease Time: 1 day (8640)
Option: (54) OHCP Server Identifier (10.18.10.1)
Length: 4
<Value: BadaBadl>
DHCP Server Identifier: 108.10.108.1
Option: (15) Domain Name
Length: 19
<Value: 63697363612e63676d00>
Domain Name: cisco.com
Option: (82) Agent Information Option

Length: 47
<Value: @1@ed. 9 i '97090074656e616e 7420610004 020a02018504020a0a00>
Option 82 Suboption: (1) Agent Circuit ID

Length: 14

<Value: §108080600018a92002000000000>

Agent Circuit ID: 919B0BRGOAS1E29200aRB0RR0B0R
Option 82 Suboption: (2) Agent Resote ID

Length: &

<Value: 797dbIbBddafs

Agent Remote ID: 7@7dbdbdddaf
Option 82 Suboption: (151) VAF name/VPN ID

Length: 9
<Value: B@74656e6160742d61>
VRF name:

Option 82 Suboption: (11) Server ID Override (18.19.18.1)
Length: 4

<Value: @adadadl>
server ID Override: 19.19.19.1

Option 82 Suboption: (5) Link selection (18.10.19.9)
Length: 4
<Value: dafadale>
Link selection: 10.19.10.8

Option: (255) End
Option End: 255

DHCP Offer on LEAF-1

Offer received on LEAF-1

Offer send on LEAF-1




Ethernet II, Src: 1@:b3:d6:a4:85:97, Dst: 7@:7d:b9:b8:4d:af
Internet Protocol Version 4, Src: 13.13,13.254, Dsti 5.5.5.5
User Datagram Protecol, Src Port: 65518, Dst Port: 4783
Virtual eXtensible Local Area Metwork
Flags: 0x080@, VXLAN Network ID {WNI)
Group Policy ID: @
VXLAN Network Identifier (WNI): 303038
Reserved: 8
Ethernet II, Src: 92:00:0d:@d:0d:fe, Dst: :b9:b8:4d:af
Internet Protocol Version 4, Src: 10.18.18.158, Dst: 172.16.10.8
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Offer)
Message type: Boot Reply (2)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: @
Transaction ID: @xe9e3Sea?
Seconds elapsed: @
Bootp flags: 0xB00D, Broadeast flag (Broadeast)
Client IP address: 0.9.8.9
Your (client) IP address: 19.10.10.3
Next server IP address: 10.10.10.158
Relay agent IP address: 172.16.10.8
Client MAC agdress: @@:5@:56:a5:fd:dd
Client hardware address padding: B2808000000002828000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: {53) DMCP Message Type (Offer)
Length: 1
<Value: 02>
DHCP: Offer (2)
Option: (1) Submet Mask (255.255.255.0)
Length: 4
<Value: Tff{ffoas
Subnet Mask: 255.255.255.98
Option: {58) Renewal Time Value
Length: 4
<Value: Bo@Radcd>
Renewal Time Value: 12 hours (43200}
Option: (59) Rebinding Time Value
Length: 4
<Value: 2@912750=
Rebinding Time Value: 21 hours (75688}
Option: (51) IP Address Lease Time
Length: 4
<Value: 20815188
1P Address Lease Time: 1 day (86400)
Option: {(54) OHCP Server Identifier (10.10.19.1)
Length: 4
<Value: @aPadaBlx
DHCP Server Identifier: 10.10.10.1
Option: (15) Domain Name
Length: 18
<Value: 63697363612e63676d00>
Domain Name: cisco.com
Option: (82) Agent Information Option
Length: 47

<Value: @10ed; 9 (] T97290974656e616e742d6100040a02020105040a0a0a00>

Option 82 Suboption: (1) Agent Circuit ID
Length: 14
<Value: 9108000600018292002000000000>
Agent Circuit ID: P10E2e0ceR018a9200a200000000
Option 82 Suboption: (2) Agent Remote ID
Length: &
<Value: 787dbobB4dar>
Agent Remote ID: 787dbabdddaf
Option 82 Suboption: (151) VRF name/VPN ID

Length: 9
<Value: 8874656e616e742061>
VRF name:

Option 82 Suboption: (11) Server ID Override (18.19.18.1)
Length: 4

<Value: dadadadl-
Server ID Override: 10.19.10.1

Option 82 Suboption: (5) Link selection (18.10.18.8)
Length: 4
<Value: Dadadadds
Link selection: 19,10.18.98

Option: (255) End
Option End: 255

Ethernet II, Src: 70:7d:b9:bB8:4d:af, Dst: ff:ff:ff.ff:ff:ff
Internet Protocol Version 4, Src: 10.10.1@.1, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dynamic Host Configuration Protocol (0ffer)
Message type: Boot Reply (2)
Hardware type: Ethernet (0x@1)
Hardware address length: 6
Hops: @
Transaction ID: @xe9e35087
Seconds elapsed: @
Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.8.0
Your (client) IP address: 10.10.10.3
Next server IP address: 10.10.10.150
Relay agent IP address: 10.10.10.1
Client MAC address: @@:5@:56:a5:fd:dd
Client hardware address padding: @00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (O0ffer)
Length: 1
<Value: 02>
DHCP: Offer (2)
Option: (1) Subnet Mask (255.255.255.0)
Length: 4
<Value: ffffffoo-
Subnet Mask: 255.255.255.0
Option: (58) Renewal Time Value
Length: 4
<Value: @000ascod>
Renewal Time Value: 12 hours (43200)
Option: (59) Rebinding Time Value
Length: 4
<Value: ©0012750>
Rebinding Time Value: 21 hours (75600)
Option: (51) IP Address Lease Time
Length: 4
<Value: ©0015180>
IP Address Lease Time: 1 day (86400)
Option: (54) DHCP Server Identifier (10.10.108.1)
Length: 4
<Value: Dadadadl>
DHCP Server Identifier: 10.10.10.1
Option: (3) Router
Length: 4
<Value: Qadadadl-
Router: 10.10.10.1
Option: (15) Domain Name
Length: 18
<Value: 63697363672e636T6000>
Domain Name: cisco.com
Option: (255) End
Option End: 255

DHCP Offer received on HOST -1




Ethernet II, Src: 70:7d:b9:b8:4d:af, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol Version 4, Src: 10.10.10.1, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dynamic Host Configuration Protocol (Offer)
Message type: Boot Reply (2)
Hardware type: Ethernet (@x@1)
Hardware address length: 6
Hops: ©
Transaction ID: @xe9e35087
Seconds elapsed: @
Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.90.0.0
Your (client) IP address: 10.10.10.3
Next server IP address: 10.10.10.150
Relay agent IP address: 10.10.10.1
Client MAC address: @0:58:56:a5:fd:dd
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer)
Length: 1
<Value: 02>
DHCP: Offer (2)
Option: (1) Subnet Mask (255.255.255.0)
Length: 4
<Value: ffffffeo=
Subnet Mask: 255.255.255.@
Option: (58) Renewal Time Value
Length: 4
<Value: Q000a8co>
Renewal Time Value: 12 hours (43200)
Option: (59) Rebinding Time Value
Length: 4
<Value: @0012750>
Rebinding Time Value: 21 hours (75600)
Option: (51) IP Address Lease Time
Length: 4
<Value: 00015180>
IP Address Lease Time: 1 day (86400)
Option: (54) DHCP Server Identifier (10.10.10.1)
Length: 4
<Value: Qadafadl=>
DHCP Server Identifier: 10.10.18.1
Option: (3) Router
Length: 4
<Value: 0adada@l>
Router: 10.10.10.1
Option: (15) Domain Name
Length: 1@
<Value: 63697363672e636T6d00>
Domain Name: cisco.com
Option: (255) End
Option End: 255




Request send by HOST-1



Ethernet II, Src: @9:58:56:a5:fd:dd, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol Versiom 4, Src: @.8.98.9, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Request)

Message type: Boot Request (1)

Hardware type: Ethernet (@8x@1)

Hardware address lemgth: 6

Hops: @

Transaction ID: Bxe9e35887

Seconds elapsed: @

Bootp flags: @x8089, Broadcast flag (Broadcast)
I... vevs wees ... = Broadcast flag: Broadcast
.B00 9820 200R BERR = Reserved flags: Bx29ee

Client IP address: @.8.8.9

Your {client) IP address: 0.8.8.9

MNext server IP address: @.9.9.8

Relay agent IP address: ©.0.9.8

Client MAC address: @0:5@:56:a5:Td:dd

Client hardware address padding: @@002@20002080020809

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (533) DHCP Message Type [Request)

Length: 1
<Value: @3>
DHCP: Request (3)

Option: (61) Client identifier
Length: 7
=Value: A1005856a5fddd=-

Hardware type: Ethernet (8x@1)
Client MAC address: @0:50:56:a5:Td:dd

Option: (5@) Reguested IP Address (10.18.10.3)
Length: 4
=Value: dadadadi=
Requested IP Address: 10.10.10.3

Option: (54) DHCP Server Identifier (18.18.19.1)
Length: 4
<Value: dadafagdl=
DHCP Server Identifier: 18.18.19.1

Option: (12) Host Name
Length: 19
=Value: 43584c6162732d573130>
Host Name: CilLabs=W1@

Option: {81) Client Fully Qualified Domain Name
Length: 13
=Value: B0QBB043584cH162732d5731308>
Flags: @x@@

eeed ... = Reserved flags: @x@

+ Bev. = Server DDNS: Some server updates
.B.. = Encoding: ASCII encoding
..B. = Server overrides: No override
....... @ = Server: Client

A-RR result: @
PTR-RR result: @
Client name: CXLabs-Wl@
Option: (68) Vendor class identifier
Length: 8
<Value: 4d53465428352e38>
Vendor class identifier: MSFT 5.8
Option: (55) Parameter Reguest List
Length: 14
<Value: B1@30868T11212b2c2e2 7770919 C>
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Mame Server
Farameter Request List Item: (15) Domain MName
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameéter Request List Item: (44) NetBIOS over TCP/IP Mame Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Regquest List Item: (47) WNetBIOS over TCP/IP Scope
Farameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Paraméter Reguest List Item: (249) PrivatesClassless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
Option: (255) End
Option End: 255




Request on LEAF-1

Request received on LEAF-1

Request send by LEAF-1

Ethernet II, Src: 98:58:56:a5:fd:dd, Dst: ff:ff:ff:ff:ff:ff

Internet Protocol Version 4, Src: @.0.9.8, Ds

255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: &7

Dynamic Host Configuration Protocol (Reguest)
Message type: Boot Request (1)
Hardware type: Ethernet (8x@1)
Hardware address length: &

Hops: @

Transaction ID: @xe9e35087

Seconds elapsed: @

Bootp flags: @x&@@@, Broadcast flag (Broadcast)

1 = Broadcast flag: Broadcast
.0008 2000 2002 2902 = Reserved flags: @x000@
Client IF address: 9.9.9.8
Your (client) IP address: 9.8.8.0

Next server IP address: ©.0.0.9

Relay agent IP address: @.8.8.9

Client MAC address: @8:58:56:a5:fd:dd

Client hardware address padding: @200009008002000020002

Server host name not given
Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Request)

Length: 1
<Value: 83>
DHCP: Request (3)

Option: (61) Client identifier

Length: 7

<Value: 8108585625 ddd>
Hardware type: Ethernet (@xel)
Client MAC address:

Length: 4
<Value: Dadadads>

@0:508:56:a5: Td:dd
Option: (58) Requested IP Address (198.18.18.3)

Requested IP Address: 10.18.10.3
Option: (54) DHCP Server Identifier (10.19.18.1)

Length: 4
<Value: Ba@aga@l>

DHCP Server Identifier:

Option: (12) Host Mame

Length: 19

=Value: 43584c6162732d573130>

Host Name: CXLabs-W1@
Option: (81) Client Fully Qualified Domain Name

Length: 13

18.10.18.1

<Value: BB@BAB43584c6162732d573130>

Flags: @x0@

0eRd .... = Reserved flags: @x@

= Server

seaa = Server:

A-RR result: @
PTR-RR result: @

Client name: CXLabs-W10

Server DONS: Some server updates
Encoding: ASCII encoding
overrides: No override
Client

Option: (6@) Vendor class identifier

Length:

<Value: 4d53465420352e30>
Vendor class identifier: MSFT 5.9
Option: (55) Parameter Reguest List

Length: 14

<Value: B103060T17212b2c2e2f777919 C>

Parameter Request
Parameter Request
Parameter Request
Parameter Reguest
Parameter Request
Parameter Request
Paramseter Request
Parameter Request
Parameter Reguest
Parameter Request
Parameter Reguest
Parameter Request
Parameter Reguest
Parameter Request
Option: {255) End
Option End: 255

List
List
List
List
List
List
List
List
List
List
List
List
List
List

Ttem:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

{1) Subnet Mask

{3) Router

(6) Domain Name Server

{15} Domain Name

{31) Perform Router Discover

{33) Static Route

(43) vendor-Specific Information
{44) NetBIOS over TCP/IP MName Server
{46) NetBIOS over TCP/IP Node Type
(47) NetBIOS over TCP/IP Scope

{119) Domain Search

{121} Classless 5tatic Route

(249) Private/Classless Static Route (Microsoft)
(252) Private/Proxy autodiscovery

Ethernet 11, Src: T@:T7d:b9:b8:dd:af, Dst: 10:b3:d6:ad:85:97
Internet Protocol Wersion 4, Src: 5.5.5.5, Dst: 13.13.13.254
User Datagram Pratocol, Src Port: 51738, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: Bx@300, VELAN Hetwork ID [(VNI)
Group Policy 10: @
VHLAN Metwork Identifier {WNI): 393e3p
Reserved: &
Ethernet II, Src: 78:7d:b9:b8:4d:af, Dst: 02:900:8d:8d:8d:Te
Internet Protocol Wersion 4, Sre: 172.16.10.8, Dit: 19.10.10.158
User Datagras Protecel, Sfc Port: 67, Dst Port: 67
Dynamic Hest Configuration Protocol (Request)
Mestage type: Boot Request (1)
Hardware type: Etherner (@x@1)
Hardware address lemgth: &
Hops: 1
Transaction ID: @xeSedSea?
Seconds elapsed: @
Bootp flags: @xB20@, Broadcast flag (Broadcast)
Client IP address: @.8.8.9
Your (client] IP address: @.9.9.8
Next server IF address: 9.9.9.9
Belay agent IP address: 172.16.18.8
Client MAC address: 08:5@:56:a5:7d:cd
Client hardware address padding: 20S000020a080000000
Server host nase not given
Boat file name not given
Haglc cookie: DHCP
Option: (53) DHCP Message Type (Request)
Length: 1
=Value: @3=
DHCP: Request (3)
Option: (61) Client identifier
Lengths 7
=¥olue: B1ORSE362STod0>
Hardware type: Ethernet (@xil)
Client MAC address: @0:50:56:a5: Td:dd
Qption; (58) Requesied IP Acdress (19,18.18.3)
Length: 4
<¥alue: Badadadis
Requested IP Address: 19,19.10.3
Option: (54) DHCP Server Identificr (19.19.10.158)
Length: 4
=Value: Badadagses
DHCP Server Identifier: 19.10.10.1%0
Gption: {12) Host Hame
Length: 19
=Value: 43584cB1BIT3203731300
Host Mame: CHLabi-Wid
Optiom: (81) Client Fully Qualified Domain Name
Length: 13
<value: DODODB4ISBcH 1627220573130
Flags: 0xo0
A-RR resuli: @
FTR-AR result: @
Client nase: CXLAbE-W10
Option: (60} Vendor class identifier
Length: &
<Value: 4053465420352030=
Vender ¢lass identifier: MSFT 5.9
Option: (55) Parameter Request List
Length: 14
=Value: GLOIRENTITZI2B2c2020TITOM0TCs
Parameter Request List Items (1) Subnet Mask
Parameter Request List Item: (3} Aouter
Parameter Request List Item: [6) Domain Hame Server
Paraseter Reguest List Item: [15) Domain Nase
Parameter Request List Item: (31) Perform Router Discowver
Parameter Request List Item: (33) Static Boute
Paraseter Request List Item: [43) Vendor-Specific Inforsation
Paramgter Request List Item: [(44) NetBIOS ocver TCP/IP Nase Server
Parameter Request List Item: [46) MetBIOS over TOP/IP Node Type
Paraseter Request List Item: (47) MetBIOS over TOP/IP Scope
Farameter Request List Item: (119) Domain Search
Parameter Request List Item: [121) Classless Static Houte
Parameter Request List Item: [249) Private/{lassless Static Route [Microsoftl
Farameter Request L1st Item: (252] Private/Froxy autodlscovery
Dption: (82) Agent Information Option
Length: 47

“Value: 8l 26787
Option 82 Suboptionm: (1) Agent Circuit ID
Length: 14
<Value: P1OZ0096E9018a5200a000000000=
Agent Circudt ID: 0108208508015090004000000000
Option B2 Suboption: (2} Agent Resote 1D
Length: &
=Value: T87dbIobddaf=
Agent Remote I0: Te7dbSbdsdaf
Option BZ Subcptiom: (151) WVAF nasesVPN 1D
Length: 9
<Value: BOT4656cE16eT42dE1>
WAF name:
[Expert Info (Warning/Undecoded): Trailing stray eharacters]
Option 2 Suboption: (11) Server ID Overrise (18.10.10.1)
Lengthz 4
<Value: Badadadl>
Server ID Overrice: 10.198.18.1
Option B2 Suboption: (5} Link selection (18.19.10.8)
Length: 4
«Value: 2adadadd>
Link selection: 19.19.10.9
Option: (255) End
Option End: 255

STRSHRT 4656
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Request on SPINE

Request received on SPINE

Request send by SPINE




Ethernet 1L, Src: TiTdibO:bB:dd:ar, Dst: 10:b3:d6:84:85:97
Internet Protocol Versien 4, Sre: 5.5.5.5, 05t 13.13.13.284
User Datagram Protocol, Src Port: 51738, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: S=d30d, VELAN Hetwork 1D IWNI)
Group Policy I0: @
VHLAN Network Identiffier {WNI): 39303
Raservad: B
Ethernet II, Src: T8:7d:bI:bB:4d:af, Dst: B2:00:0d:0d:0d: e
Internet Protocol Wersion 4, Src: 172.16.10.8, Dst: 19.10.19.158
User Datagram Protocel, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Request)
Message type: Boot Reguest (1)
Hardware type: Etherner (@x@1)
Hardware agdress lemgth: 6
Hops: 1
Transaction ID: @xe3e35087
Seconds elapsed: @
Bootp flags: @xB280, Broadcast flag (Broadcast)
Client IP address: 2.8.0.9
Your (client] IP address: @.9.8.8
Next server IF address: 2.8.0.9
Eelay agent IP address: 172.18.10.8
Client MAC address: D@:5@:56:a5:irdicd
Client hardware adoress padding: 00S0000020080000000
Server host nase not given
Boot file nase nat given
Haglc cookie: DHCP
Option: {53) DHCF Message Type (Request)
Length: 1
<Value: 83=
DHCP: Request (3)
Option: (61) Client identifier
Length: 7
<Valuz: R10QSES6ASTdI0>
Hardware type: Ethernet [Rx@l)
Client MAC address: @8:58:56:a5: fd:dd
Option: (58) Requested IF Acdress (19.19.198.3)
Length: 4
<Value: Badadadi=
Requested IP Acdress: 19.19.10.3
Option: (54) DHCP Server Identifier (10.10.18.150)
Length: 4
<Value: Balladadfr
DHCF Server Identifier: 10.19.10.158
Optism: (12) Host Mase
Length: 10
“¥alue: 43584cB1617320373130
Host Mame: CXLabs-W1@
optiom: (81) Clisnt Fully Qualified ODomaim Name
Lengih: 13
<Value: BOBBBR43SS4cE1627320573130
Flags: @xod
A-RR result: 8
PTR-RR result: @
Client nase: CXLabs-W10
Option: (69) Vendor class identifier
Lengt
<val 40534654 203520 30>
Vemdor class identifier: MSFT 5.9
Option: (35) Paraseter Request List
Length: 14
<Valwpe: D1O3R6OT1T212D2Ce2fTITIMOTC>
Farameter Request List (1} Subnet Mask
Parameter Request List 13} Houter
Parameter Request List (6] Domain Hame Server
Paraseter Request List (15) Domain Nase
Parameter Request List [31) Perform Router Discover
Paraseter Request List [33) Static Reute
Parameter Request List [43) Vendor-Specific Inforsation
Farameter Reguest List [43) MetBIOS over TCP/IP Name Server
Parameter Request List [46) MetBIOS over TCP/IP Node Type
Paraseter Request List 1470 HetBIOS over TOP/IP Scope
Farameter Request List (119) Domain Search
Parameter Request List [121) Classless Static Route
Paraseter Request List (243) Private/Classless Static Route (Microsafe)
Parameter Request List Ttems (252) Private/Proxy autodiscovery
Option: (&2) Agent Information Option
a7

74,

Il L 19709007
Opticn B2 Suboption: (1} Agent Circwit ID
Length: 14
=Value: 2105009609018a9200a000000000=
Agent Circuit I0: BI0SO0RSERA1ZA02002000000000
dption &2 Suboption: (2} Agent Resote ID
Length:
aValue: Ta7db9nB4dars
Agent Remote I0: 707dbSbBddat
dptisn B2 Suboption: [151) WAF nase VPN ID
Length:
<Value: BAT4G5ECE162TA2dE1>
WAF nase:
[Expert Info (Warning/Undecoded): Trailing stray characters]
Option B2 Suboption: (11) Server ID Override (18.18.18.1)
Length: 4
<Value: dadadadl=
Server ID Owerride: 10.198.18.1
Option B2 Suboption: (5} Link selection [18.10.19.9)
Length: 4
<Value: Baladadl>
Link selection:
Oprisn: (255) Emd
Option End: 255

-

18,188

Ethernet II, Src: 1d:b3idécad:B5:97, Dst: 60:26:02:85:95:87
Internet Protecol Version 4, Srci 5.5.5.5, D56 13.13.13.254
User Datagras Protocol, Src Port: 51739, Ost Port: 4789
Virtual extensible Local Arca Network

Flags: @x@B@@, VXLAN Network 10 (WNI)

Group Policy ID: @

VIOLAN Metwork Identifier (WNID: 323830

Reserved: @
Ethernet II, Src: 78:7d:b9:0b8:4d:af, Dst: @2:00 10d: fe
Internet Protocol Version 4, Src: 172.16.19.8, Dst: 18.18.19.138
User Datagras Protecol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Regquest)

Message type: Boot Reguest (1)

Mardware type: Ethernet (Bxdl)

Hardware sddress lesgth: 6

Heps: 1

Transaction ID: Bxede35esd

Seconds elopsed: @

Boatp flags: BxHAB, Broadcast flag (Broadcast]

Client IP address: @.8.08.0

Your {client) IP address: @.@.8.0

Next server IP address: 9.0.0.8

Relay agent IF address:

Client MAC address: 89:59:36

Client hardware sddress paddin

Server hOST name ot given

Boot tile name nat given

Hagic cookie: DHOP

Option: (33} OHCP Message Type (Request)

i

BA00I0INVV0VRV0Y

DHOP: Request (31
Option: (61} Client identifier
Length: 7
<Valus: B1905056a510dd>
Hardware type: Ethernst (0x91)
Client MAC agddress: @0:50:56ia5ifd:dd
Optign: (58) Requested IP Address (10.19.19.3)
Length: 4
<Value: dadadadd-
Feguested IP Address: 10.10.10.3
Option: (34) DHCF Server Identifier (18.10.18.150)
Length: 4
<Value: Badadadb
DHCP Server Ddentifier: 19.108.10.150
Optisn: (12} Host Mase
Lengih: 18
<Valur; 43584cB1GET320573138
Host Name: CXLabs-wild
Option: (&1} Client Fully Qualified Domain Name
Length: 13
<Valpe: DEDROD43584c6162732d573030=
Flags: exi@
A-RR result: @
PTR-RR. resule: @
Client mase: CHLabs-Wid
dption: {88} vendar class identifier
Length: B
<Valpe: 4053465420352e30>
verndor class identifier: MSFT 5.8
Option: (35) Parameter Request List
Length: 14
=Value: DI03IDERTLI212b2e20207779000 >
Paraseter Request List (1) Subnet Mask
Paraseter Request List 13} Rguter
Paramcter Request List (6} Domain Mame Server
Paramtter Bequest List (13) Domain Hase
Paraseter Request List (31) Perform Router Discover
Paraseter Request List (33) Static Route
Paraseter Request List (43) wendor=Specific Information
Parameter Request List (44) NetBI0S ower TCR/IF Mame Server
Parasster Request List [46) NetBIOS sver TCPSIP Mode Type
Paraseter REquest List (47) NetBIOS over TCP/IP Scope
Paraseter Request List (119} Domain Search
Parasgier Request List 1121} Classless Static Route
Paramcter Roquest List (249} Private/Classless Static Route (Microsoft)
Parameter Bequest List (232} Private/Proxy autodiscovery
Option: (&2} Agent Informaticm Optiom
Length: 47
Value: @ 1829, 28678 700I0B4daTATAI8T 465606 160TA206100040200020 1030420000000
Option 22 Suboption: (1) Agent Circuit 1D
Length: 14
<Valie: DIMBRIOSOBDLEAY2IDAB00D0S000>
Agent Circuit ID: QLOAMRGIH01E29200a000000000
Option 82 SubopRion: (2] Agent Resote ID
Length: &
<Value: TETdbIbSadars
Agent Resote ID: TOTdbabEddar
Option &2 Suboption: (151) VRF name/VPH ID
Length: 9
<Value: BOT4ESGeb16eTAZE1>
VAF nase:
optish 82 Subopuion: (11) Server ID Override (18.10.18.1)
Length: 4
“Value: dafa@agl»
Server 10 Override: 10.18.10.1
Option 82 Suboption: (5] Link selection (18.19.10.8)
Length: 4
«Value: daRadands
Link selection: 18.1@.19.9
Option: (285) End
Option End: 255




Request on LEAF-2-vPC

Request recevPCd on LEAF-2-vPC

Request send byvPCAF-2-vPC

Ethernet II, Src: 10:b: B4:85:97, DSt 60:26:Aa:85:95:87
Internet Protoecol Version 4, Srci 5.5.5.5, Dsu: 13.13.13.254
User Datagras Protocol, Src Port: 51738, Dst Port: 4789
Virtual extensible Local Area Network
Flags: 00808, VXLAN Metwork 10 (WNI)
Group Palicy I0: @
VALAN Betwork Identifier (VNID: 383230
Reserved: @
Ethernet II, Src: 78:7d:b9:b8:4d:af, Dst: 92:00:8d:8d:0d:fe
Internet Protocol Version 4, Sre: 172.16.10.8, Dst: 18.18.10.150
User Datagras Protocol, Src Port: 67, Dst Pore: 67
Dynamic Host Configuration Protocol (Request)
Message Type: Boot Request (1)
Mardware type: Ethernst (Bxd1)
Hardware sddress leagth: 6
Hops: 1
Transaction IB: @xeded5ed?
Seconds clopsed: @
Bootp flags: @x8eds, Broadcast flag (Broadcast)
Client IF address: 9.9.8.8
Your {client) IP addres:
Next server IP address:
Relay agent IF address:
Client MAC address: 00:50:36 ‘d:dd
Client hardwaré addresd padding: SOOOI000M0000200
Server host name not glven
Boot file nase not given
Hagic cookie: CHCP
Option: {33} OHCP Message Type (Request)
Length: 1
<Value: 03>
DHOP: Request (3
Opticn: (61F Client isentifier
Length: 7
<Valué: B1905056a518dd>
Hardware type: Ethernet [@adl)
Client HAC address: 0@:50:56:a5: dzdd
Optien: (58) Requested IF Address (19,10.10.3)
Length: 4
<value: dadadapi>
Requested IP Address: 10.10.10.3
Option: (54) DHCP Server Identifier (19.19.19.150)
Length: 4
<Value: adadasbs
DHOP Server Ddentifier: 10.18.108.158
Option: (12} Host Hase
Lengthi 18
cValug: 43584CB16IT320573130>
Host Name: CXLabs-Wid
Option: (&1) Client Fully Qualified Domain Name
Length: 13
<Value: DODROD4358406162732d573130=
Flags: Bxed
A-REL result: 8
PTR-RR result: @
Client name: CAlabs-Wid
Option: (68) wendar class identifier
thi 8
=Valpe: 4053465420352e30>
verndor class identifier: MSFT 5.8
Option: (55) Parameter Request List
Length: 14
<Value: D10306RTLI21262¢2e207779090C>
Paraseter Request List Item: (1) Subnet Mask
Paramgter Request List (3} Reuter
Paramcter Regquest List (6} Domain Name Server
Parameter Request List (15) Domain Hame
Paraseter Request List (31) Perfors Router Discover
Paraseter Request List (33) Static Route
Paraseter Roquest List (43) vendor-specific Information
Paraseter Request List (44) NEtBIOS over TCP/IP Name Server
Paraneter Request List [46) NetBIOS over TCP/IP Node Type
Paraseter Request List (47) NetBIOS over TCR/IP Scope
Paraseter Request List (119} Domain Search
Paraseter Roquest List (121} Classless Static Route
Paramcter Reguest List z (249) Private/Classless Static Route (Microsoft)
Paraneter Request List (252) Private/Proxy autodiscovery
Optien: (82) Agent Information Optiosm
Length: 47
“Valug: @ 1839, 20670 ATaIH0T- 2461

Option B2 Suboption: (1) Agent Circuit 10
14

<value: D1SEGREGORNLES:IHaRDRDEO0RD-

Agent Circuit ID: 0108000600015292002000000000
option 82 Suboption: (1) Agent Resote 1D

Length: &

<value: 787dbsbsadar>

Agent Resote ID: T07dbobE4dat
Option 82 Suboption: (151) WRF nase/VM ID

9

AN TAESEE616eTA2dE>
VRF name:
Option &2 Suboption: [11) Server ID Override (18.18.38.1)
Length; 4
“Value: dafadapl»
Server 10 Override: 10.10.10.1
Option 82 Suboption: (3] Link selection (18.19.19.8)
Length: 4
<Value: dalaladd-
Link selgction: 10.19.19.9
Option: (255) End
Option End: 255

Ethernet II, Src: 6@:26:aa:85:95:87, Dst: 9@:58:56:a5:dc:ca
Internet Protocol Version 4, Src: 172.16.10.8, Dst: 10.10.18.159
User Datagram Protacel, Srec Port: 67, Dst Port: &7
Dynamic Host Configuration Protocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet {@x@l)
Wardware address length: &
Hops: 1
Transaction ID: @xele35R87
Seconds elapsed: @
Bootp flags: @xB@dd, Broadcast flag [Broadcast)
Client IF address: 9.9.8.9
Your [client) IP address: 0.8.0.8
Mext server IP address: 8.2.8.9
Relay agent IP address: 172.16.10.8
Client MAC address: 9@:58:56:a5:fd:dd
Client hardware address padding: 242@2d32@20000004008
Server host name not given
Boat file name nat given
Magic cookie: DHCP
Optien: (53) DHCP Message Type (Request)
Length: 1
<Value: 83>
DOHCP: Request (3)
option: (61) Client identifier
Length: 7
<Valus: B18@5856a57ddd>
Hardware type: Ethernet (@xdl)
Client MAC address: 0:50:56:a5:fd:dd
Dption: (58) Requested IP Address (18.19.18.3)
Length: 4
“Value: Badadadis=
Reguested IP Address: 19.10.10.3
Option: (54) DMCP Server Identifier [19.10.10.150)
Length: 4
=Value: BadaBade=
DHCP Server Identifier: 10.10.18.150
Option: (12) Host Mame
Length:
<Value: 435B4c6162732d573138
Host Name: CXLabs=W18
Option: (E1) Client Fully Ouwalified Domain Mame
Length: 13
=<Value: BO0RBO43584C6162732d573130>
Flags: Bxge
A-FR result: @
PTR=AR result: @
Client mame: CXLabs-Wle
Dption: (68) Vendor class identifier
Length: &
<Value: 4d53465428357e30>
Vendor class idemtifier: MSFT 5.0
Option: (55) Parameter Request List
Length: 14
<Value: B103060717212b2c2e2 7779197
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6] Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Farameter Request List Item: (44) WetBIOS ower TCP/IP Name Server
Parameter Request List Item: (46) MetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS owver TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
Opticn: (B2) Agent Information Optiom
Length: 47
<Value: 709807 4656e616e742d6100840a020201050840a000200>
Option B2 Suboption: (1) Agent Circuit ID
Length: 14
<Value: Q1l0E002GE0816292002000000000>
Agent Circuit ID: @10802060001829200a000000000
Option B2 Suboption: (2) Agent Remote ID
Length: &
<Value; ToTdbSbBadaf>
Agent Remate ID: 7@7db9bBadaf
Option B2 Suboption: (151) VRF name/VPN ID

=

Length: 9
<Value: @OTI65G6e616e742061>
VRF name:
Option B2 Suboption: (11) Server ID Qverride (18.10.10.1]
Length: 4

<Value; GaBafadl>
Server ID Override: 19.18.18.1

Option B2 Suboption: [5) Link selection (12.10.19.8)
Length: 4
<Value: daBadadg>
Link selection: 10.10.10.90

option: (255) End
Option End: 255

Request received on DCHP Server




Ethernet II, Src: 6@:26:aa:85:95:687, Dst: @@:58:56:a5:dc:zca
Internet Protocol Wersionm 4, 5S5rc: 172.16.10.8, Dst: 19.10.18.15@
User Datagram Protecol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Frotocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet {(@x@l)
Hardware address Length: &
Hops: 1
Transaction ID: @w=ele3iSRET
Seconds elapsed: @
Bootp flags: BxB0@0, Broadcast flag (Broadcast)
Client IF address: @.0.8.9
four (client) IF address: @.0.9.8
Mext server IP address: @.9.8.9
Relay agent IP address: 172.16.18.8
Client MAC address: @@:58:56:85:7d:dd
Client hardware address padding: d@o2@ddeopedoodoonas
Server host name not given
Boot file name not given
Magic cookie: DHLP
Option: (53) DHCP Message Type (Request)
Length: 1
<alug: 83>
DHCP: Request (3)
Option: (61) Cliemt identifier
Length: 7
<VWalus: @la@5856a57ddd>
Hardware type: Ethernet (2w@l)
Client MAC address: @B:50:56:a5:fd:dd
Option: (58] Requested IP Address (18.19.18.3)
Length: 4
<Value: BaRabadlds=
Requested IF Address: 18.18.18.3
Option: (54) DHCP Server Identifier (18.10.18.158)
Length: 4
=Value: Badaladg=
DHCP Server Identifier: 18.18.18.158
Dption: (12) Host Mame
Length: 1@
<Value: 435B4c6162732d4573134=
Host Name: CXLabs-Wl@
Option: (81) Client Fully Qualified Domain Mame
Length: 13
=Nalue: G0@RRA43584CcE162732d573130>
Flags: Bxd@
A-FR result: @
PTR=AR result: @
Client name: CELADS-W1G
Option: (68) Vendor class identifier
Length: 8
<VWalue: 4d53465428352e30>
vendor class identifier: MSFT 5.9
bprion: (55) Parameter Request List
Length: 14
Value: B1A3860F11212b2c2e2 fTTHOfI
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Paramgter Request List Item: (6) Domain Mame Server
Parameter Reguest List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Paramgter Request List Item: (44) HetBIOS over TCP/IF Hame Server
Parameter Request List Item: (46) HetBIOS over TCP/IP Mode Type
Parameter Request List Item: (47) HetBIOS over TCP/IF Scope
Paramgter Request List Item: (119) Domain Search
Parameter Reguest List Item: (121) Classless Static Route
Parameter Request List Item: (249) PrivatesClassless Static Rowte (Microsoft)
Parameter Request List Item: (252) PrivatesProxy autodiscovery
Option: (B2) Agent Information Option
Length: 47
<Value: @loedlozpidcRReliatlodatadoddRa2eaTeldoybE4daraTesdaT4650e610eT42d6100A4000a0a0105840aRadalEs
Option B2 Suboption: (1) Agent Circuit ID
Length: 14
<Value: QleEd0dbioRliasZidadiagaedo
Agent Circuit ID: @ledeedsoeRldaslodaniddnonid
Option B2 Suboption: [2] Agent Remote ID
Length: &
<Value: TaTdb9bBadaf=
Agent Remote ID: 7TATdbabRddat
Option 62 Suboption: [151) VRF namesVPH ID
Length: 9
<Value: dAT4656e6160742d0]>
WRF name:
Option &2 Suboption: (11) Server ID Qverride [(19.18.18.1)
Length: 4
<Value: Qabadadl>
Server ID Override: 18.18.18.1
Option B2 Suboption: [5) Link selection (14.18.1da.8)
Length: 4
<Value: dadadabis
Link selection: 108.18.18.8
Dption: (235) End
Option End: 255




ACK send by DCHP Server



Ethernet II, Src: @@:5@:56:aS:dc:ca, Dst: @0:0@:0a:fa:da:da
Internet Protocol Version 4, S5rc: 18.18.18.158, Dst: 172.16.18.8
User Datagram Protocol, 5rc Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (ACK)
Hessage type: Boot Reply (2)
Hardware type: Ethernet (Bx@l)
Hardware address length: 6
Hops: @
Transaction ID: Bxe9e35BET
Seconds elapsed: @
Bootp flags: @x<BO8R, Broadcast flag (Broadcast)
loee ceee ceee eees = Broadcast Tlag: Broadcast
.00@ 9009 200 PeaR = Reserved flags: BuBBeR
Client IP address: 8.8.8.8
Your (client) IP address: 18.18.18.3
Hext server IF address: 8.8.8.8
Relay agent IP address: 172.16.18.8
Client MAC address: @@:58:56:a5:fd:dd
Client hardware address padding:
Server host name not given
Boot file mame mot given
Hagic cookie: DHCP
Option: (53) DHCP Message Type [ACK)
Leagth: 1
=Value: @5=
DHCP: ACK (5)
Option: (58) Renewal Time Value
Length: 4
<Value: @d@@agca>
Renewal Time Value: 12 hours (43288)
Option: (59) Rebinding Time Value
Length: 4
=Value: @aalzvse=
Rebinding Time Value: 21 hours (73688)
Qprion: (51) IP Address Lease Time
Length: 4
<Value: Q15180
IF Address Lease Time: 1 day (B64808)
Option: (54) DHCP Server Identifier (10.18.18.1)
Length: 4
<Value: Badadadl>
DHCP Server Identifier: 18.18.18.1
Option: (1) Subnet Mask [255.255.255.8)
Length: 4
<Value: ffifffon=
Subnet Mask: 255.255.235.8
Option: (81) Client Fully Qualified Domain Name
Length: 3
<Value: aarfifs
Flags: @xde
A-RR result: 255
PTR=-RR result: 255
Option: (3) Router
Length: 4
<Value: Badadadl>
Router: 18.18.18.1

Option: (15) Domain Name
Length: 18
<Value: 6369736367 2063676000
Domain Name: cisco.com
Option: (82) Agent Information Option
Length: 4%
<Value: @10edliddodtoodliadzonaddoooo0aedzoeardbdbdddafa7a90074656e616e742d610b040a0a0a0105040aRalat b=
Option 82 Suboption: (1) Agent Circuit ID
Length: 14
<Value: Bl1BEEEDGEEE1HA9200ad0d0aadaa=
Agent Circuit ID: 8leddd@cdadliadzodadoaondaad
Opticn 82 Suboption: (2] Agent Remote ID
Length: &
<Value: Te7db3bBd4dat=
Agent Remote ID: 787dbobiddar
Opticn 82 Suboption: (151) VRF name/VPN ID
Length: 9
<Value: BBT4656e616eT42d61>
VRF name:
[Expert Info [(Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
Message: Trailing stray characters=
[severity lewvel: wWarning]
|Group: Undecoded)
Option B2 Suboption: (11) Server ID Override (19.18.18.1)
Length: 4
<Value: BaBadadl=
server ID Override: 19.18.18.1
Option B2 Suboption: (5) Link selection (19.19.19.8)
Length: 4
<Value: St
Link selection: 18.10.18.8
Option: (255) End
Option End: 255




ACK on LEAF-2-vPC

ACK received on LEAF-2-vPC

ACK send by LEAF-2-vPC

Ethernet II, Src: B@:5@:56:a5:dc:ca, Dst: @0:00:a:Ra:da:da
Internet Protocol Version 4, Src: 18.18.19.158, Dst: 172.16.18.8
User Datagram Protocel, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (ACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (8xB1)
Hardware address Length: 6
Hops: @
Transaction ID: @xe9e350E7
Seconds elapsed: @
Bootp flags: OxE008, Broadcast flag (Broadcast)
Loas . Broadcast flag: Broadcast
-000 0000 0O0R P00 = Reserved flags: BxBRed
Client IP address: 2.9.0.8
Your (client) IP address: 18.10.18.3
Next server IF address: 2.0.0.9
Relay agent IP address: 172.16.18.8
Client MAC address: BP:58:56:a5:fd:dd
Client hardware address padding: BBEEBEBB0DRRRRRBRROR
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type [ACK)
Length: 1
=Value: 05>
OHCP: ACK (5)
Option: (58) Renewal Time Value
Length:
=Value: 0000a8cR=
Renewal Time Value: 12 hours [43zee}
Option: (59) Rebinding Time Value
Length: &
<Value: 200812750>
Rebinding Time Value: 21 hours (75688
Option: (51) IP Address Lease Time
Length: 4
=Value: Q0015180=
IP Address Lease Time: 1 day (E6400)
Option: (54) DHCP Server Identifier (10.10.10.1)
Length: 4
<Value: Badadadl=
DHCP Server Identifier: 18.10.18.1
Option: (1) Subnet Mask (255.255.255.8)
Length: &
<Value: THffffoms
Subnet Mask: 255.255.255.0
Option: (B1) Client Fully Qualified Domain Name
Length: 3
<Value: Q@rfff>
Flags: 0x0@
A-RR result: 255
PTR-RR result: 255
Option: (3) Router
Length: 4
<Value: Badadadl=
Router: 18.18.18.1

Option: (15] Domain Name
Length: 19
=Valee: 63697363612¢63676400>
Domain Mame: cisco.com
Option: (82) Agent Information Option
Length: 47
<value:
Opticn 82 Suboption: (1) Agent Circuit ID
Length: 14
<Value: B18E0EBEB0018292002000000000=
Agent Circuit ID: 81289926089818a9200a000000000
Option 82 Suboption: {2) Agent Remote ID
Length: &
<Value: 787db3bBadars
Agent Remote ID: 707dbIabdddar
Option 82 Suboption: (151) VRF name/VPN ID
Length: 9
<Value: BOT46560616e742d61>
VRF name:
[Expert Info (Warning/Undeceded): Trailing stray characters]
[Trailing stray characters]
<Message: Trailing stray characterss
[Severity level: Warning]
[Group: Undecoded]
Option 82 Suboption: (11) Server ID Overrige (19.19.19.1)
Length: 4
<Value: BaBadadl>
Server ID Override: 19.10.19.1
Option 82 Suboption: (5) Link selection (19.19.19.9)
Length: 4
<Value: RaBadadl=
Link selection: 18.18.18.8
Option: (255) End
Option End: 255

e

7R90074656e616e74206100040a0aRaR105040aRaRaRe>

Ethernet LI, Srci BOI261aaiE5195087, Dsti 19 1B41E5197
Internet Frotocol Versiom 4, Src: 13.13.13.354, DSt: 5.5.5.5
User Datagram Protocol, Sre Port: 65518, Dst Part: 4789
Virtual eXtensible Local Area Wetwork

Flags: DwBEed, VALAN Metwork ID (VNI

Group Policy ID: @

NXLAN Network Identifier (VHI): 305230

Feserveds @
Ethernet II, Src: B2:20:8d:9d:8d:fe, Dst: 79:7d:b3:b8:4d:af
Internet Protocel Versiom 4, Srci 10.10.19.15@, Dst: 172.16.10.8
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (ACK)

Hessage type: Boot Reply (2}

Hardware type: Ethernet (8x@1)

Hardware address lergth: &

Hops: @

Transaction ID: @xededses?

Seconds elapsed: @

Bootp flags: GxBR98, Broadcast flag (Broadcast)

L. . Broadcast flag: Broadcast
+802 DODD BR90 P00 = Reserved flags: Queaes

Client IF address: @.8.0.8
Your [client] IP address: 10.19.10.3
Next server IF address: 8.8.8.9
Relay agent IF address: 172.16.10.8
Client MAC address: 90:50:56:85:1d:dd
Client hardware adoress padoing: S0000000008000000004
Server host name not given
Boot file nase not given
Magic cockie: DHCP
Qption: (53) DHCP Message Type (ALK}

Length: 1

“Value: 85

DHCP: ACK (5]
Option: (S8) Renswal Tise Value

Length: 4

<value: BRARaBCR-

Renewal Time value: 12 hours (43289)
option: (59) Rebinding Time Value

Length: 4

<value: O901Z750>

Rebinding Tise Walue: 21 hours [T5608)
optlom: (51) IF Address Lease Tise

Length: 4

<Value: B0015189>

IP Address Lease Time: 1 day (86409)
Option: (54) ODMCP Server Identifier (18.108.18.1)

Length: 4

<Value: fadadadl-

DMCP Server Identifier: 18.18.18.1
Option: (1) Subnet Mbsik [255.25%.255.0)

Length: 4

valuer TrIfefees

Subnet Mask: 235.235.255.8
optiom: [81) Client Fully Qualified Dosain Hase

0000 .... = Reserved flags: @xd
Server DDNS: Some server updates

- = Encoding: ASCII encoding

Server gverrides: No override
....... @ = Server: Client
A-AR result: 255
FTR-RR result: 255
Option: (3} Router
Length: 4
=Value: fabadadl=
Router: 19.19.10.1
Option: (13 Dosain Nase
Length: 18
<Value: B3657363672083616000>
Dasain Mame: cisco.com
Option: (82) Agent Information Option
Length: a7
<Value: @10ed1 ra
Option 82 Suboption: (1) Agent Circuit ID
Length: 14
sWalue: 810H800600018492000000000000>
Agent Circult ID: GLRSDOO6RD018a9200a000000000
Dption 82 Suboptien: {2) Agent Resate ID
Length: &
<Walue: TOTdEObSLdars
Agent Resote ID: 797d09b84dat
Dption 82 Suboption: (151} VRF name/WPN 10
Length: 4
=Walue! BBTAESEe616T42061>
VRF mame:
[Expert Info (Warnimg/Undecoded): Trailing stray characters)
[Trailing stray characters]
<Message: Trailing stray characterss
ISeverity level: Warning]
lGroup: Undecoded)
Dption 82 Suboption: (11} Server ID Dwerride (10.19.18.1)
Length: 4
=Walue: dadadadl=
Server 10 Qverride: 18.18.14,1
Dption 82 Suboption: (%) Link selection (19.19.18.9])
Lengthi 4
<Walue: Dadadadie
Link selection: 18.18.10.8
Option: [255) End
Option End: 255

9709097 4658c816e T4 2461004 0alladal 10304 dalaBadl>




ACK on SPINE

ACK received on SPINE

ACK send by SPINE

Ethernet II, Src: 60:26:38:85:95:87, Dst: 10:b3:06:84:85:97
Internet Protocel Versiom 4, Sror 13.13.13.254, Dst: 5.5.5.5
User Datagram Protocol, Src Port: 63518, Dst Port: 4789
ViFtual eXtensible Local Area Network
Flags: BudBed, VOLAN Metwork ID (WNI)
Group Policy 10: @
WALAN Network Identifier (VHID: 383830
Reserved: §
Ethernet II, Src: 02:00:0d:9d:8d:fe, Dst: 79:7d:b9:b8:4d:af
Internet Protocol Versiom 4, Src: 10.10.19.15@, Det: 172.16.10.8
User Datagras Protecel, Src Pert: 67, Dst Port: &7
Dynamic Host Configuration Protocol (ACKH
Mesiage type: Boot Reply (20
Hardware type: Ethermet [@x@1]
Hardware address length: &
Hopi: @
Transaction ID: @xede3ssy
Seconds elapsed: @
Bootp flags: exH@@8, Broadcast flag (Broadcast)
Bewe avas sons waes = Broadeast flag: Broadeast
~002 De0D 0200 P00 = Reserved flags: 0x@@00
Client IP address: 0.8.0.9
Your [client] IF address: 18.18.18.3
Next server IF address: 0.9.0.9
Relay agent 1P address: 172.16.10.8
Client MAL address: @8:58:56:a: dd
Clignt hardware address padding: PORGDOSDROL0RR0DR009
Server host name not given
Boot file nase not given
Hagic cockie: DHCP
Option: (53] DHCP Message Type (ACK)
Length: 1
Value: 015>
DHCP: ACK (50
Optionm: (S8) Renewal Time Value
Length: 4
“¥alue: B00Rabcax
Renewal Time Value: 12 hours (43200)
Optiom: (59) Rebinding Time Walue
Length: 4
<value: 00012758>
Rebinding Time Value: 21 hours (T5688)
Qption: (51) IP Address Lease Tise
Length: 4
<value: BOO1S189=
IP Address Lease Time: 1 day (66400)
Optionz [54) DMCP Server Identifier (10.18.19.1)
Length: 4
<value: fadadanls
DHCP Server Identifier: 18.18.18.1
Optiom: (1) Subnet Mask [255.255.755.0)
Length: 4
<value: f111ffgan
Subnet Mask: 255.285.255.9
Option: (B1) Client Fully Qualified Dosain Hase

Length: 3
<Walue: Baffif=
Flags: 9xdd
B8R ... = Reserved Tlags: Owd

- = Server DONS: Some terver updates

Enceding: ASCII encoding
ares ool W SEFVEr overrides: No override
wiee oooB = Server: Client

A-AR result: 255
PTR=RR result: 255
Option: (3} Aouter
Length: 4
“Value: Badafdadl=
Router: 19.19.18.1
Option: (15) Domsain Nase
Length: 1
<Value: B369T7IEIGTI0636THI00>
Dosain Mase: cisco.com
Optiom: [82) Agent Information Optice
Length: 47

Option 82 Suboptisn: (1) Agent Circuit ID
Length: 14
<value: 01082205000 1E202002000000000>
Agent Circult ID: 910500868001 8a%200n0d000000
Option B Suboption: {2) Agent Resate ID
Length: &
<Walue: TeTdbobE4dar>
Agent Resgte ID: 7070n0bSddat
Dption 82 Suboption: (151} VRF name/veN ID
Length: 9
<Walue: DBTAGSGe616eT42061>
VRF mams:
|Expert Infa (Warnimg/Undecoded): Trailing stray characters]
(Trailing stray characters]
<Hessage: Trailing stray characterss
ISeverity level: Warning]
lGraup: Uadecoded)
Dption 82 Suboption: (11) Server ID Owerride (19.19.19.1)
Length: 4
<¥alue: dadadadl=
Server 1D Override: 19.19.19.1
Dption 82 Suboption: {5) Link selection {19.10.10.2)
Length: 4
<Nalue: Dadadadidr
Link selection: 18.18.18.8
Optien: (235) End
Dption End: Z55

<value: Bldedl 1 2a6Tard 9709007 465600160 T4 1610840202002 10504 BaRadadi>

Ethernet II, Src: 10:b3:06:84:85:87, Dst: 70:7d:b9:bs:4d:af
Internet Protocol Version 4, Src: 13.13.13.254, Dit: 5.5.5.5
User Datagras Protocal, Sre Port: 65518, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: Ox@889, VALAN MNetwork 10 [WNI)
Group Palicy ID: @
VELAN Betwork Identifier [(WHID: 303030
Reserved: @
Ethernet II, Src: 82:8@:8d:@d:@d:fe, Dst: 78:7d:b9:ba:dd:af
Internet Protocol Version 4, Sre: 10.10.19.158, Dst: 172.16.10.8
User Datagras Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol {ACK)
Message type: Boot Reply (2)
Hardware type: Ethermet (@x01)
Hardware address length: &
Hops: @
Transaction 10: Sxe9e3SesT
Seconds elapsed: @
Bootp flogs: GxB028, Broadcast flag (Broadcast)
losa sasn swsn ss Broadcast flsg: Broadcast
-020 2000 2009 P00 = Reserved flags: BwdddR
Client IP address: 8.9.9.9
Your {client) IF address: 18.10.10.3
Next server IP address: 8.0.9.9
Relay agemt IP address: 172.16.10.8
Client RAC address: @0:58:56:a%:7d:dd
Client hardware address padding: Pdddbédiondteansands
Server host mame not given
Baot file name not given
Magic cookic: DHCP
Gprion: (33} DHCP Message Type (ACK)
Lemgth: 1
“Valug: @5
DHEP: ACK (5)
Option: (58) Renewnl Tise Value
Length: 4
<Value: e8@Balcl
Renewal Tise Yalue: 12 hours (43zee)
Option: (59) Rebinding Time Value
Lemgth: 4
<Value: B8912758>
Bebinding Time Waluwe: 21 hours [T568@)
Option: (51} IP Address Lease Tise
Length: 4
<value: Q0915180
IP Address Lease Tise: 1 day (86404)
Option: (54} DHCP Server Idemtifier (1@.19.18.1)
Length: 4
<value: dadadadls
DHCP Server Identifier: 10.10.18.1
Option: (1) Subnet Mask (155.255,155.9)
Length: 4
<value: F10711d8=
Subnet Mask: 255.155.255.0
option: (81} Client Fully Qualified Domain Name
Length: 3
<Value: dITTi=
Flags: 2x@e
°oea ...

= Reserved flags: @wd
= Server DDNS: Some Server updates
« = Encoding: ASCII emcoding

Server gverrides: No override
Server: Client
A-FR result: 355
FTR=RR result: 2355
option: (3) Router
Leéngth: 4
<Value: dadadadl=
Router: 19.18.1@.1
Option: (18} Oomain Name
Leémgth: 18
“Value: 6I697363672e63676000=
Domain Name: Cisco.com
Option: (82) Agent Information Option

Lengths 47
«Value: Blied 1820288 1978909746560 616¢742d61 000400800001 05240a00@0 00
Option B2 Suboption: (1) Agent Circuit ID

Length: 14

<Naluei D10B000G000]EA0Z00AR00RD0000=
Agent Circuit ID; 018BRG0600813202002000020000
Option 82 Suboption: (2) Agent Remote 1D
Length: 6
<Nalue: TOTdvIbEAdaT>
Agent Resote ID: Ta7dbibaddaf
Option B2 Suboption: (151) VRF nase/VPN ID
?
87465606160 TATdRL-

[Expert Info (WarningfUndecoded): Trailing stray characters)
ITralling stray characters)
<Hessage: Trailing stray characters>
ISeverity level: Warning)
lGroup: Undecoded]
Dption B2 Suboption: (11} Server ID Qverrige (10.19.19.1)
Length: 4
<N¥alue: Badadadl>
Server ID Override: 18.10.18.1
Option B Suboption: (5] Link selection (18.18.18.28]
Length: 4
<Nalue: Oadagade>
Link selection 18,10.10.2
Option: {2551 End
Option End: 255

ACK on LEAF-1

| ACK received on LEAF-1

ACK send by LEAF-1




Ethernet II, Src: 10:b3:06:84:85:87, Dst: 70:7d:b9:bg:4d:af
Internet Protocol Version 4, Src: 13.13.13.254, Dit: 5.5.5.5
User Datagras Protacol, Sre Port: 65518, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: @xB8BD, VALAN MNetwork ID (WNI)
Graup Palicy ID: @
VELAN Betwork Identifier [(WHID: 303030
Reserved: @
Ethernet II, Src: 82:80:8d:@d:@d:fe, Dst: 78:7d:b9:be:dd:af
Internet Protocol Version 4, Sre: 10.10.19.158, Dst: 172.16.10.8
User Datagras Protocol, Src Port: 67, Dst Port: &7
Dynamic Host Configuration Protocol {AcK)
Meiisge type: Boot Reply (2)
Hardware type: Ethermet (0x01)
Hardware address length: &
Hops: @
Transaction 10: Bxed9eiSasy
Seconds alapsed: @
Boutp fhu;s Bx8000, Brondcast flag (Broadcast)
. = Brosdcast flag: Broadcast
900 OHDB 0090 0090 Reserved Tlags: @d@od
Client IP address: 8.9.9.9
Your {client) IP address: 18.10.10.3
Next server IP address: 8.0.9.9
Relay agemt IP address: 172.16.10.8
Client RAC address: @8:58:56:a%:7d:dd
Client hardware address padding: Sddddédidndddanednds
Server host mase not given
Bant file nase not given
Magic cookie: DHCP
Gprion: (53} DHCP Message Type (ALK)
Lemgth: 1
“Valug: 85>
OHEP: ACK (5)
Option: (58) Renewnl Time Value
Lemgth: 4
<Value: B8@BaBcee
Renewal Tise Yalue: 12 hours (43zed)
Option: (59) Redinding Time Value
Lemgtn: 4
<Value: B8912758>
Rebinding Time Waluwe: 21 hours (756883
Option: (51) IP Acdress Lease Tise
Length: 4
<Value: B0915188>
IP Address Lease Tise: 1 day (86404)
Option: (54} DHCP Server Idemtifier (18.19.18.1)
Length: 4
<value: dadadadls
DHCP Server Idemtifier: 18.18.18.1
Option: (1) Submet Mask (155.235,155.9)
Length: 4
svalue: TTI77 g8
Subnet Mask: 255.155.255.0
Option: ISII Client Fully Qualifisd Domain Name

Length:
<Value: eerfrl,
Flags: exge
0009 ... = Reserved flags: Ox@

oo Baooo o= Server DONS: Soe SErver updates
« @, = Encoding: ASCIT emcoding
-B, ® Server overrides: No override
. ... = Server: Client
A P.Il resn'lt 255
PTR=AR result: I55
Option: (3) Router
Leéngth: 4
<Value: dadaaldl
Router: 19.18.1@.1
Option: (1%} Oomain Name
Lemgth: 18
“Value: 6I697363672e63676000=
Domain Hame: cisco.com
Option: (82) Agent Infarmation Option
Lengehs 47

Option 82 Suboption: (1) Agent Circuit ID
Length: 14
<Nalugi Q10000060001 Ea0200aR00R00000=
Agent Circuit ID; 0108R60600813202002000020000
Dption 82 Suboption: (2) Agent Remote 1D
Length: 6
<Nalue: TOTdwIbEAdaT>
Agent Resote I0: 7@7dbdoBadart
Option B2 Suboption: [151) VRF nase/VPN ID
Length: 9
<Nalue: BR74656c616eT42d61=
VRF name:

ITrailing stray characters)
<Hessage: Trailing stray characters>
ISeverity level: Warning)
|Greup: Undecodad]
Gption 82 Suboption: (11} Server ID Qverrige (12.10.10.1)
Length: 4
<v¥alue: Badadadl>
Server ID Override: 18.10.18.1
Bption B2 Subepiion: (3] Link selection (12.18.18.2)
Length: 4
<value: 0a0a0a0d>
Link selection 18,10.10.8
Option: {2551 End
Option End: 255

<Value: @10ed 1840 STRINRT 465606 1667 42d610004baRalad L8504 0adada i

[Expert Info (WarningrfUndecoded): Trailing stray characters)

Ethernet II, Src: 78:7d:b9:bB:4d:af, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol Version 4, Src: 10.10.10.1, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dynamic Host Configuration Protocol (ACK)

Message type: Boot Reply (2)

Hardware type: Ethernet (8x@1)

Hardware address length: &

Hops: @

Transaction ID: @xe9e35087

Seconds elapsed: @

Bootp flags: @xB0@8, Broadcast flag (Broadcast)
1evs vues wess «aee = Broadcast flag: Broadcast
.00 eppR 000@ 000 = Reserved flags: Ox0000

Client IP address: 9.0.0.0

Your (client) IP address: 10.10.10.3

Next server IP address: ©.0.8.0

Relay agent IP address: 16.16.16.1

Client MAC address: @@:58:56:a5:fd:dd

Client hardware address padding: @0020000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (ACK)

Length: 1
<Value: 05>
DHCP: ACK (5)

Option: (58) Renewal Time Value
Length: 4
<Value: @000aBco>
Renewal Time value: 12 hours (4320@)

Option: (59) Rebinding Time Value
Length: 4
<Value: @0012758>
Rebinding Time Value: 21 hours (75608)

Option: (51) IP Address Lease Time
Length: 4
<Value: ©90015188>
IP Address Lease Time: 1 day (86488)

Option: (54) DHCP Server Identifier (10.10.10.1)
Length: 4
<Value: BGadadadl>
DHCP Server Identifier: 19.10.18.1

Option: (1) Subnet Mask (255.255.255.@)

Length: 4
<Value: TTffffee>
Subnet Mask: 255.255.255.8

Option: (B1) Client Fully Qualified Domain Name
Length: 3
<Value: @@ffff>
Flags: 0x0@

0099 .... = Reserved flags: @x@

eews B... = Server DDNS: Some server updates
+ves o0.. = Encoding: ASCII encoding

vee a8, = Server overrides: No override

«s «..@ = Server: Client
AuRH result: 255
PTR-RR result: 255
Option: (3) Router
Length: 4
<Value: 0adadaldl>
Router: 18.18.18.1
Option: (15) Domain Name
Length: 18
<Value: 636973636T2e636T6dO0>
Domain Name: cisco.com
Option: (255) End
Option End: 255

ACK on HOST-1




Ethernet II, Src: 78:7d:b9:b8:4d:af, Dst: ffiff:ffiffiffeifs
Internet Protocol Version 4, Src: 19.18.18.1, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 67, Dst Port: &8
Dynamic Host Configuration Protocol (ACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (8x@1)
Hardware address length: 6
Hops: @
Transaction ID: @xe9e35087
Seconds elapsed: ©
Bootp flags: @x8@@e, Broadcast flag (Broadcast)
lioo venr sues 22« = Broadcast flag: Broadcast
.009 2000 DOAD 90@0 = Reserved flags: @xe900Q
Client IF address: 9.0.0.8
Your (client) IP address: 19.10.10.3
Mext server IP address: ©.0.9.0
Relay agent IP address: 18.18.18.1
Client MAC address: @@:50:56:a5:fd:dd
Client hardware address padding: @8928208980280000009
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (ACK)
Length: 1
<Value: @85>
DHCP: ACK (5)
Option: (58) Renewal Time Value
Length: 4
=Value: @90RaBce-
Renewal Time Value: 12 hours (43208)
Option: (59) Rebinding Time Value
Length: 4
=Value: @9012758>
Rebinding Time Value: 21 hours (75608)
Option: (51) IP Address Lease Time
Length: 4
<Value: 00015186
IP Address Lease Time: 1 day (86408)
Option: (54) DHCP Server Identifier (10.10.18.1)
Length: 4
<Value: @adadadl=
DHCP Server Identifier: 10.19.18.1
Option: (1) Subnet Mask (255.255.255.8)
Length: 4
<Value: ffffffod-
Subnet Mask: 255.255.255.0
Option: (81) Client Fully Qualified Domain MName
Length: 3
<Value: @@ffff=
Flags: @xe8

Q899 .... = Reserved flags: @x@
sree B.,, = 5erver DDNS: Some server updates
«ees «@.. = Encoding: ASCII encoding
..B. = Server overrides: No override
.8 = Server: Client

A-RR result: 255

PTR=RR result: 255
Option: (3) Router

Length: 4

=Value: BaBadadl>

Router: 10.18.18.1
Option: (15) Domain Name

Length: 18

<Value: 636973636T2e636T6d00>

Domain Name: cisco.com
Option: (255) End

Option End: 255




Related information

Configuring VXLAN BGP EVPN

ConfiguringV XLAN

Troubleshoot DHCP Related |ssues on Nexus 9000

Cisco Nexus 9000 Series NX-OS VXLAN Configuration Guide, Release 10.4(x)



https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-104x/m_configuring_vxlan_bgp_evpn.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-104x/m-configuring-dhcp.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/220623-troubleshoot-dhcp-related-issues-on-nexu.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-104x/m_configuring_dhcp_relay.html

