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Introduction

In vPC topologies user traffic will be seen on peer-link only for orphan port traffic or flooded traffic
(unknown unicast, broadcast, multicast). For this flood traffic, there is a requirement that switches make surt
flood traffic received on one leg of the vPC is not sent back on the other vPC leg so that packets are not ser
back towards source or duplicated to other vPCs.

In Carmel based switches (Nexus 55xx), vPC loop avoidance implementation is different compared to Gatos
(Nexus 5010/5020) based implementation which uses a separate internal MCT VLAN for flooded traffic
across peer-link.

Because Carmel based switches support L2MP or fabricpath, engineering decided to use L2MP based
forwarding across the peer-link. With this model, vPC primary switch will have a switch—id of 2748(0xabc)
while the vPC secondary will have a switch—id of 2749(0xabd). The Emulated switch—id of 2750(0xabe) will
be used as source switch—id for frames which ingress a vPC but sent across the peer-link. All ports on the
vPC primary will be members of FTAG 256 while that on the vPC secondary will be members of FTAG 257.

In vPC primary switch, only orphan ports will be members of FTAG 257 while in the vPC secondary switch,
orphan ports will be members of FTAG 256.

Prerequisites

Requirements

There are no specific requirements for this document.
Components Used

This document is not restricted to specific software and hardware versions.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.



Loop avoidance

For broadcast/unknown unicast/multicast frames coming into vPC primary switch, they will be sent out with :
FTAG of 256 across the peer-link. When the vPC secondary switch gets this frame across the vPC peer-lir
it inspects the FTAG and since its 256, the vPC secondary switch will only send it out to FTAG 256 member
which will be orphan ports only. For flood traffic from vPC secondary, it will be sent with FTAG of 257 and
when the vPC primary switch gets this frame, it sends the received flood frame only to members of FTAG 2°
which will be orphan ports only. This is how Carmel based switches implement vPC loop avoidance.

In order to deep dive LZMP/FTAG based forwarding of flood frames across peer-link, this topology is used:

192.168.1.101
Host 1

Orphan Port

Orphan Port

emulated switch-id 2750(abe) Eth1/32

- 192.168.1.110
192.168.1.109 P [ roireerlink %
_ NSK-C5596UP-110

NSK-C5596UP-109 vPC Secondary
vPC primary switch-id 2749{abd)

switch-id 2748(abc)

‘ Po 200

Host 2
192.168.1.69

N5K-C5596UP-109 and N5K-C5596UP-100 are a vPC pair of Nexus 5596 switches running NX-OS
5.2(1)N1(2a). N5 K-C5596UP-109 is the vPC primary switch and N5K-C5596UP-110 is the vPC secondar



switch. Port—channel 1 is the vPC peer-link. The IP addresses shown belong to interface VLAN 1 of the
switches. Host 1 and Host 2 are Cisco switches connected via vPC in VLAN 1. These are called host 1 and
host 2 in this document. There is orphan port in VLAN 1 connected to Eth1/32 on both switches.

Here is some command output from the switches:

N5K-C5596UP-109# show vpc

Legend:
(*) - local vPC is down, forwarding via vPC peer-link
vPC domain id 12
Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive
Configuration consistency status : success
Per-vlan consistency status : success
Type-2 consistency status : success
vPC role : primary
Number of vPCs configured 12
Peer Gateway : Enabled

Peer gateway excluded VLANs D=
Dual-active excluded VLANs D=
Graceful Consistency Check : Enabled
Auto-recovery status : Disabled

vPC Peer-link status

id Port Status Active vlans

1 Pol up 1

VvPC status

id Port Status Consistency Reason Active vlans
111 Polll up success  success 1

200 Po0200 up success  success 1

N5K-C5596UP-109# show platform fwm info I2mp myswid

switch id

switch id manager

vpc role: 0

my primary switch id: 2748 (Oxabc)

emu switch id: 2750 (Oxabe)

peer switch id: 2749 (Oxabd)
N5K-C5596UP-109# show vpc orphan—ports

Note:

———————— ::Going through port database. Please be patient.;:————————
VLAN Orphan Ports

1 Eth1/32

N5K-C5596UP-110# show vpc

Legend:



(*) - local vPC is down, forwarding via vPC peer-link

vPC domain id 12

Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive
Configuration consistency status : success

Per-vlan consistency status : success

Type-2 consistency status : success

vPC role : secondary

Number of vPCs configured 12

Peer Gateway : Enabled

Peer gateway excluded VLANs .
Dual-active excluded VLANs D=
Graceful Consistency Check : Enabled
Auto-recovery status : Disabled
vPC Peer-link status

id Port Status Active vlans

1 Pol up 1

VvPC status

id Port Status Consistency Reason Active vlans
111 Polll up success  success 1

200 Po0200 up success  success 1

N5K-C5596UP-110# show platform fwm info I2mp myswid

switch id

switch id manager

vpc role: 1

my primary switch id: 2749 (Oxabd)

emu switch id: 2750 (Oxabe)

peer switch id: 2748 (Oxabc)
N5K-C5596UP-110# show vpc orphan—ports

Note:

———————— ::Going through port database. Please be patient.;:————————
VLAN Orphan Ports

1 Eth1/32

Now lets check on default FTAGs used and its members.

N5K-C5596UP-109# show platform fwm info I12mp ftag all
L2MP FTAG

ftag[0x9565b1c] id: 256 (0x100)
Topology ID: 0x111

Ftag flags: O (invalid ftag-flags)

Is stale: FALSE
ftag_mask[0x973ecad]

ifindex array:

0x160000c7 0x1600006e 0x1a01f000
0x15010000 0x15020000 0x1600007e
0x16000000

ifmap[0x88400fc]



ifmap idx 6: ref 1, lu_mcq_alloced 0, lu_mcq 15 (orig 15) 'not pruned'
ifmap idx 6: prune_ifmap 0, prune ref count O, prune_unvisited 0
ifmap_idx 6: oifls_macg_ref_cnt 0, num_oifls 0

ifmap idx 6: ifs — sup—ethl sup—eth2 Po200 Pol Pol1ll Eth1/32 Po127
rpf: (0x0)

alternate: 0

intf:

Po1l (0x16000000)

ftag_ucast_index: 1

ftag_flood_index: 1

ftag_mcast_index: 32

ftag_alt_mcast_index: 48

ftag[0x9565e3c] id: 257 (0x101)

Topology ID: 0x111

Ftag flags: O (invalid ftag-flags)

Is stale: FALSE

ftag_mask[0x95612b4]

ifindex array:

0x1a01f000 0x15010000 0x15020000
0x16000000

ifmap[0x883h81c]

ifmap idx 11: ref 1, lu_mcq_alloced 0, lu_mcq 14 (orig 14) 'not pruned'
ifmap idx 11: prune_ifmap O, prune ref count 0, prune_unvisited 0
ifmap_idx 11: oifls_macg_ref_cnt 0, num_oifls 0
ifmap idx 11: ifs — sup—ethl sup—eth2 Pol Eth1/32
rpf: (0x0)

alternate: 1

intf:

Po1l (0x16000000)

ftag_ucast_index: 0

ftag_flood_index: -1

ftag_mcast_index: 0

ftag_alt_mcast_index: 0

N5K-C5596UP-109#

N5K-C5596UP-110# show platform fwm info I12mp ftag all
L2MP FTAG

ftag[0x956a99c] id: 256 (0x100)

Topology ID: 0x111

Ftag flags: O (invalid ftag-flags)

Is stale: FALSE

ftag_mask[0x98b4764]

ifindex array:

0x16000066 0x1a01f000 0x15010000

0x15020000 0x16000000

ifmap[0x9635adc]

ifmap idx 4: ref 1, lu_mcq_alloced 0, lu_mcq 15 (orig 15) 'not pruned'
ifmap idx 4: prune_ifmap 0, prune ref count O, prune_unvisited 0
ifmap_idx 4: oifls_macg_ref_cnt 0, num_oifls 0

ifmap idx 4: ifs — sup—ethl sup—-eth2 P0103 Pol Eth1/32
rpf: (0x0)

alternate: 1

intf:

Po1l (0x16000000)

ftag_ucast_index: 1

ftag_flood_index: -1

ftag_mcast_index: 32

ftag_alt_mcast_index: 48

ftag[0Ox956acbc] id: 257 (0x101)
Topology ID: 0x111

Ftag flags: O (invalid ftag-flags)
Is stale: FALSE



ftag_mask[0x97359hc]

ifindex array:

0x160000c7 0x16000066 0x1600006€e

0x1a01f000 0x15010000 0x15020000

0x1600007e 0x16000000

ifmap[0x95c624c]

ifmap idx 7: ref 1, lu_mcq_alloced 0, lu_mcq 16 (orig 16) 'not pruned'
ifmap idx 7: prune_ifmap 0, prune ref count O, prune_unvisited 0
ifmap_idx 7: oifls_macg_ref_cnt 0, num_oifls 0

ifmap idx 7: ifs — sup—ethl sup—eth2 Po200 P0103 Pol Pol1ll Eth1/32 Po127
rpf: (0x0)

alternate: 0

intf:

Po1l (0x16000000)

ftag_ucast_index: 0

ftag_flood_index: 1

ftag_mcast_index: 32

ftag_alt_mcast_index: 48

Test 1: Broadcast ARP traffic coming into vPC secondary

A non-existent IP 192.168.1.199 is pinged from host 1(192.168.1.101). Due to this, host 1 keeps sending o1
a broadcast ARP request asking "who is 192.168.1.199". Host 1 happens to hash this broadcast traffic to vF
secondary switch N5SK-C5596UP-110, which in turn floods it to all ports in VLAN 1 including Pol which is
the vPC peer-link.

A TX SPAN of Port-channel 1 is captured to look at the fabric path headers of this ARP broadcast which is
multi—destination frame in FP terminology. Look at the fabric path header of this multi-destination frame.
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» Because the frame ingresses via a vPC(vPC 111), source switch—id is abe.00.0000.
« Destination is a broadcast MAC FF:FF.FF:FF:FF:FF
* FTAG is 257.

When this frame comes into the vPC primary switch, it will inspect the FTAG 257. Because only orphan port
are members of FTAG 257, this broadcast ARP frame will only be sent to Eth 1/32.



Test 2: Unknown unicast frame coming into vPC secondary

In order to introduce unknown unicast traffic, on host 1, | set up a static ARP for 192.168.1.99 with a static
MAC of 0001.0002.0003 and do a ping to 192.168.1.99. The ICMP echo request arrives at
N5K-C5596UP-110 and because it does not know where MAC 0001.0002.0003 is, it floods this frame in th
VLAN including peer-link.

A TX SPAN of Port-channel 1 is captured to look at the fabric path headers of this unknown unicast flood
frame, which is a multi-destination frame in FP terminology. Look at the fabric path header of this
multi-destination frame.

File Edit View Go Capture Analyze Statisics Telephony Tools Intemals Help

SEdee cEXeS e wTEEE QaQaf @®

Filﬁer:l _]Expressmn Clear Apply Sawve
NO. Time Source Destination Protocol |Le
1 2012-10-31 16:18:20.0000C0000 192.168.1.101 192.168.1.95
2 Z012-10-31 16:18:21.000358870 192.168.1.101 192.168.1.93 ICMP
3 2012-10-31 16:18:22,000768810 192.168.1.101 192.168.1.93 ICMP
4 2012-10-31 16:18:23. 001732900 192.1658.1.101 192.168.1.99 cee

[«

b Frame 1: 122 bytes on wire (976 bits), 122 bytes ca ed (576 bits)
- Cisco FabricPath, Src: abe.00. 00O 00, 0000 Dst. 01: bb cce dd 01:01 01:bb:cc:dd:01:01)
MC Destination: O1:bb:cc:@d:01:01 (01:bb:cczdazOTzOT

< Source: abe.00.0000

0000 03.. O0.. ... ..on ...

.......

b
e

End Node ID: O (OxCOOGO0D)
5 U/L bit: Locelly administered address (this is NOT the factory default)
....... . I/G bit: Individual address (unicast)
........... 0 ..cc veee .... = 0OOJCL Bit: Deliver in order (If DA) or Learn (If SA)
............ 1010 1011 1110 = switch-id: 2750 {0xCOOabe)
sub-switch-id: O (Ox00)
Source LID: D (0x0000)
0100 C00J O1.. ....
.......... 10 000 = TTL: 32
= Ethernet II, Src: Cisco 0f:b3:;01 (54:7f:ee:0f:b3:01), Dst: EquipTra_02:00:03 (00:01:00;02:00:03)
v Destination: EquipTra_02:00:02 [00:01:00:02:00:03)
Address: Bguiplra_02:00:03 (00:01:00:02:00:03)
o0u viee tees sees weee = LG Dit: Globelly unique address (factory default)
....... O .ivv tiee veee vew. = IG bit: Individual address (unicast)
= Source: Cisco Df:b3:01 (54:7f:ee:0f:b3:01)
Address: Cisco_0f:b3:01 {S54:7F:ee:0f:b3:01)
eeee W00 el il Liel s... = LG bit: Clobally unique address (factory default)
....... D . ive veee vees v = IG Dit: Individual address (unicast)
Type: 802.1Q Virtual LAN (0xB100)
= 802.1Q Virtual LaN, PRI: 0, C~1: 0, ID: 1
OO, vuvv wuvs «... = Priority; Sest £ffort (default) (0)
B = CFI: Canonical (D)
.... DOOD OO0 QOOL = I0: 1
Type: IP (Ox08C0)
Trailer: bl35eedb
= Internet Protocol Version 4, Src: 192.16B.1.101 (192.168.1.101), Dst: 192.163.1.99 (192.168.1.99)
Vare nn: 4
1 bb cc dd 01 01 62 Ba b 3 ()
0010 00 01 Q0 02 CO 03 54 7f ee OF 81 00 00 01
D020 08 0O 45 00 CO 54 93 71 Q0 02 ff 0 44 la cO 28 ..E..T.q .ccvnnee
30 01 65 cD a8 D1 63 08 ro ee 53 b3 1a 71 01 6d 87 .e...c.. .Z..q.m.
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* Since the frame ingresses via a vPC(vPC 111), source switch—id is abe.00.0000
* Destination is a multicast MAC 01:bb:cc:dd:01:01
* FTAG is 257.

When this frame comes into the vPC primary switch, it will inspect the FTAG 257. Because only orphan port
are members of FTAG 257, this vPC primary will flood this frame only to orphan port Eth 1/32.

Due to the above mechanism, the following is the flow for the flooded traffic coming into the vPC secondary



switch.

192.168.1.101
Host 1

Orphan Port

\ emulated switch-id 2750{abe) = Z

192.168.1.109 P (  roireerink %

Orphan Port

NSK-C5596UP-110
NSK-C5596UP-109 vPC Secondary
vPC primary

switch-id 2749{abd)
switch-id 2748(abc)

Po 200

Host 2
192.168.1.69

Test 3: Broadcast ARP traffic coming into vPC Primary

A non-existent IP 192.168.1.200 is pinged from host 2(192.168.1.69). Due to this, host 2 keeps sending ouf
broadcast ARP request asking "who is 192.168.1.200". Host 2 happens to hash this broadcast traffic to vPC
Primary switch N5K-C5596UP-109, which in turn floods it to all ports in VLAN 1 including Pol which is

the vPC peer-link.

A TX SPAN of Port-channel 1 is captured to look at the fabric path headers of this ARP broadcast which is
multi-destination frame in FP terminology. Look at the fabric path header of this multi-destination frame.



Elle Ect View Go Capture Anahze Statistics Telephony Tools Intemals Help

SEgea pEXS L A e wTF L EAEAQAQRAR @@

Fiter: | LlExpresslon..‘ Clezr Apply Save

No., Time Source Destination Protecol | L
1 2012-10-31 13:53:20. t4c: Broadcast ARP
2 2012-10-31 13:53:22.000140560 Cisco_48:4c:00 Broadcast ARP
3 2012-10-31 13:53:23,593355470 Cisco_48:4c:00 Broaccast ARP
4 2012-10-31 13:53:25. 999978340 Cisco_48:4c:00 Broadcast ARP
5 2012-10-31 13:53:28.000058450 Cisco_48:4c:00 Broaccast ARP
6 2012-10-31 13:53:29. 999967930 Cisco_48:4c:00 Broadcast ARP
7 2012-10-31 13:53:32.000172270 Cisco_48:4c:00 Broaccast ARP
8 2012-10-31 13:53:34, 000140460 Cisco_48:4c:00 Broadcast AP
9 2012-10-31 13:53:35.000116550 Cisco_48:4c:00 Broadcast ARP
10 2012-10-31 13:53:38.000081040 Cisco_48:4¢:00 Broadcast ARP
11 2012-10-31 13:53:40.000048330 Cisco_48:4c:00 Broadcast ARE

2]
b Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (&7
- Cisco FabricPath, Src: abe.00.0000. Dst: Broadcast (ff:ff:ff:ff:ff:ff)
MC Destination: Broadcast (ffzff:ff:ffzffff) e
= Sgurce: abe.CO.0C00

0000 00.. 00.s cevs a1ss sosne End Nede ID: O (OxQ00Q000)

SE00 ¢ U/ bit: Locally administered address (this is NOT the factory default)
I/G bit: Individual adcress (unicast)
000/0L Bit: Deliver in order (If DA) or Learn (If SA)
switch-id: 2750 (0Ox0COsbe)

......

"
o -
.

nowon

............ 1010 1011 1110
sub-switch-ig: O (Cx02)
Source LID: O (Ox0000)
0100 0000 00.. ....
.......... 10 QCoO = TTLT 32
< Ethernet II, Src: Cisco_48:4¢:00 (00:21:56:48:4c:00), Dst: Broedcast (Ff:ff:ff:ff:ff:ff)
v Destination: Broadcast (ff:ff:ff:ff:ff:7f)
Address: Brosdcast (Ff:ff:ff:ff:ff:ff)
veee woll ciis ciil siee woo. = LG bit: Locally administered address (this is NOT the factory default)
....... 1 veve wvve svee oeee = IG bit: Group address [multicast/broadcast)
v Sgurce: Cisco_£8:4¢:C0 (C0:21:55:48:4c:00)
Address: Cisco_48:4c:00 (00:21:56:48:4c:00)
veee 000 siit i wies wee. = LG DiT: Globally unique adéress (factory default)
....... O .... ..t «vee ... = 1G bit: Individual address (unicast)

,,,,,,,

) e 00 00 00 83
o100 ff ff ff ff ff ff 21 56483 4c 0081 GO COO1  ....... NHE
0020 OB OS5 CO 01 0B OO0 C6EQ4 QCOL 0O 215648 4C 00 ..uivvnnr wun s
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* Since the frame ingresses via a vVPC(vPC 200), source switch—id is abe.00.0000
* Destination is a broadcast MAC FF:FF:FF:FF:FF:FF
* FTAG is 256.

When this frame comes into the vPC secondary switch, it will inspect the FTAG 256. Because only orphan
ports are members of FTAG 256, this broadcast ARP frame will only be sent to Eth 1/32.

Test 4: Unknown unicast frame coming into vPC Primary

In order to introduce unknown unicast traffic, on host 2, a static ARP for 192.168.1.200 is set up with a static
MAC of 0003.0004.0005 and 192.168.1.200 is pinged. The ICMP echo request hashes to vPC primary
N5K-C5596UP-109 and because it does not know where MAC 0003.0004.0005 is, it floods this frame in th
VLAN including peer-link. A TX SPAN of Port-channel 1 is captured to look at the fabric path headers of
this unknown unicast flood frame which is a multi-destination frame in FP terminology. Look at the fabric
path header of this multi-destination frame.
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Badea cEXRE ves»aFrERE acaan @¥

Fitter: | LIE"DfeSS'Oﬂ--- Clear Apply Save
No. Time Source Destination Protocol |L

1 2012-11-01 11:52:09.494715320 192.168.1.69 192.168.1.200
22012-11-01 11:52:11.494739360 192.168.1.69 192.168.1.200 Lo, o

FTTYTTTY

aptured (1104 bits)
01:01 (0l:bb:cc:dd:01:01)

M DesthatLon 01: bb (344 0 .01 (01: bb cC:ouTorT

< Source: abe.00.0000

0000 00.. 00.. ccva scan sane = End Node ID: O (Ox000000)

vese sole sees wens aees eee. = U/L bit: Locally administered address (this is NOT the factory default)
....... O tivi cevr 2vve oee. = 1/G bit: Individual address (unicast)

........... O .... vves +».. = 000/0L Bit: Deliver in order (If DA) or Learn (If SA)

............ 1010 1011 1110 = switch-id: 2750 (0x000abe)

sub-switch-id: O (0x00)
Source LID: O (Ox0000

~ Ethernet II, Src: Cisco_48: 4c 00 (00:21:56:48:4c:00), Dst: Barracud_04:00:05 (00:03:00:04:00:05)
v Destination: Barracud_04:00:05 (00:03:00:04:00:05)
Address: Barracud_04:00:05 (00:03:00:04:00:05)
veee 2e00 tiet teve wuee o... = LG bit: Globally unique address (factory default)
....... O ciev veve wvee oea. = 16 bit: Individual address (unicast)
v Source: Cisco_48:4c:00 (00:21:56:48:4c:00)
Address: Cisco_48:4c:00 (00:21:56:48:4c¢:00)
ceee +a00 tiit iir wvee wue. = LG bit: Globally unique address (factory default)
....... 0 vevv weve 2vee +0e. = IG bit: Individual address (unicast)
Type: 802.1Q Virtual LAN (0x8100)
= 802.1Q Virtual LAN, PRI: 0, CFI: 0, 1D: 1
[ BEEA0 Ch00 Coo0 = Priority: Best Effort (default) (0)
s s eaa naenl dsns = CFI: Canonical (0)
.... DODO 0000 0001 = ID: 1
Type: 1P (0x0800)
Trailer: 42b8cboe
= Internet Protocol Version 4, Src: 152.168.1.69 (192.168.1.69), Dst: 152.168.1.200 (192.168.1.200)

Varsinn: 4
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© #1[Cisco FabricPath (cfp), 16 bytes ] Packets: ... J Profile: oefu

* Since the frame ingresses via a vVPC(vPC 200), source switch-id is abe.00.0000
» Destination is a multicast MAC 01:bb:cc:dd:01:01 which is used for unknown unicast flooding
* FTAG is 256.

When this frame comes into the vPC secondary switch, it will inspect the FTAG 257. Because only orphan
ports are members of FTAG 256, this vPC primary will flood this frame only to orphan port Eth 1/32.

Due to the above mechanism, the following is the flow for the flooded traffic coming into the vPC Primary
switch.



192.168.1.101
Host 1

Orphan Port

Orphan Port

emulated switch-id 2750{abe)
Eth 1/32

192.168.1.109

NSK-C5596UP-109
vPC primary
switch-id 2748(abc)

.’ 192.168.1.110

NSK-C5596UP-110
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switch-id 2749{abd)

Po 1 Peer-link

Host 2
192.168.1.69
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