Configure Simple Network Management
Protocol (SNMP) Groups on a Switch

Objective

Simple Network Management Protocol (SNMP) is a network management protocol which
helps to record, store, and share information about the devices in the network. This helps the
administrator address network issues. SNMP uses Management Information Bases (MIBs)
to store available information in a hierarchical manner. SNMP Groups are used to combine
the SNMP users based on access privileges and authorization to different SNMP views at
the MIBs. Each SNMP group is uniquely identified by a combination of group name and the
security levels.

This document explains how to create and configure an SNMP group on a switch. It
assumes that SNMP Views has already been configured for the device. For more
information, click here.

Applicable Devices

. Sx250 Series

- Sx300 Series

. Sx350 Series

- SG350X Series
- Sx500 Series

- Sx550X Series

Software Version

- 1.4.7.05 — Sx300, Sx500
- 2.2.8.04 — Sx250, Sx350, SG350X, Sx550X

Configure SNMP Groups on a Switch

Step 1. Log in to the web-based utility of the switch.
Step 2. Change the Display Mode to Advanced.

Note: This option is not available on the SG300 Series and SG500 Series switch. If you
have those models, skip to Step 3.

cisco Language: BahIIEY

Step 3. Choose SNMP > Groups.


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=2606

Step 4. Click Add to create a new SNMP group.

Step 5. Enter the name of the SNMP group in the Group Name field.

£ Group Name: ISNMP_Gmum I|{11f30 characters used)

Security Model: 0 SNMPv1
) SNMPv2
® SNMPV3

Note: In this example, the group name is SNMP_Groupl.

Step 6. Choose the radio button for the SNMP Version in the Security Model area. The



options are:

- SNMPv1 — This option means that there is no authentication and no privacy.

- SNMPv2 — This option includes most of the SNMPV1 features. It also provides
authentication to ensure the SNMP messages are exchanged between authorized
entities.

- SNMPv3 — This option incorporates the SNMPv2 features and offers authentication
together with privacy to ensure that only authorized entities can view the SNMP
messages.

& Group Mame:  |SNMP_Group1
Security Model: SMNMPv

SNMPv2
OSNMFVS
Note: In this example, SNMPv3 is chosen.

Step 7. Check the Enable check boxes that correspond to the desired security level for the
newly created SNMP group. The options are:

- No Authentication and No Privacy — This option means that no authentication and no
data encryption are assigned to the group.

- Authentication and No Privacy — This option authenticates SNMP messages and
ensures that their origin is authenticated.

- Authentication and Privacy — This option authenticates SNMP messages and encrypts
them.

& Group Name:  |SNMP_Group1

Security Model: SMMPv1
SHNMPw2
= SHMPv3

Enable = Security Level View

Mo Authentication and Mo Privacy
Authentication and Mo Privacy
O Authentication and Privacy | FRead Default v |  Write

\épply—|| Close |

Step 8. The SNMP views are the subset of MIB objects that can be assigned to an SNMP
group to control write, read, and notification privileges of SNMP users over MIB object
information. Check the desired access privileges such as Read, Write, and Notify check
boxes and choose the desired view from the drop-down list for the newly created SNMP
group. The drop-down list contains both default views and the user defined views.

- Read — The management access is read-only for the chosen view.
- Write — The management access is write for the chosen view.
- Notify — A notification message is sent to the SNMP users when an event occurs on the



chosen view. This is available only on SNMPv3.

Enable  Securty Lavel Vigw |
Mo Authenticatian and Na Privacy Read | Deiull L Write | Dafaull ull Malify | Dl |
Audbsaiclon a0 1lo Bl Beag (Demaw o ve (Demgiw) o nos (Degg e

L Authentication and Pl'i'i’al'."_' L Read Drafaull T o Wiile Deefaull L Ll Nl'.'lﬁf:i DefaultSuper =

Step 9. Click Apply to save the SNMP group to the running configuration file.

£ Group Mame: |SNMP_Gruup1 | (11/30 characters used)
Security Model: 0 SNMPv1
) SNMPv2
® SHNMPv3
Enable | Security Level View
] Mo Authentication and Mo Privacy Read | Default v | Write
] Authentication and No Privacy Read |Default v | Write
|| Authentication and Privacy |« Read Default v [« Write

e

Step 10. (Optional) If the security model or security level of the configured group needs to be
changed, check the corresponding check box and click Edit to implement the changes.

| Enable  Security Lavel View |
] Ho Authentication and No Privacy Read | Detaull L Wite | Daeaull ol MWolity | Defaull |
1 Aulhintication and Na Privacy Read Dekaull L Wiite Daefaull ] | M alify Diefaule v
+ Aulhentication and F"I'i'h’ﬂl:) L Read Dataull ¥ #f  Wiite Detault " L.al Nl'.'lﬁf:l DefaultSuper »

Step 11. (Optional) In order to delete the groups from the Group Table, check the
corresponding check box and then click Delete.

Groups

For group configuration to bacome affactive, you may have to configura the comesponding parameatars on the Views pagea.

Group Table
L= Gl'ﬂl.lp Mame Sﬂﬂ.ll'ﬂ',' Kodel Mo Authentication Wiews | Authentication Views F’I'WE.E]' Views

Read \Write Motify | Read | Wiite Nofify | Read  Write | Notify
| SNMP_Group  SNMPv3 Default Default DefaultSuper

Defau Default DefauliSupe)

%
n

Step 12. (Optional) Click Save to save the settings to the startup configuration file.

. Save cisco  Language: English T

Managed Switch

You should now have successfully configured SNMP Groups on your switch.



