Upgrade Firmware on a CBS 250 or 350
Series Switch

Objective

The firmware is the program that controls the operation and functionality of the switch.
It is the combination of software and hardware that has program code and data stored
in it in order for the device to function.

Upgrading the firmware improves the performance of the device, which could provide
enhanced security, new features, and bug fixes. This process is also necessary if you
encounter the following:

- Frequent network disconnection or intermittent connection using the switch
- Slow connection

The objective of this document is to show you how to upgrade the firmware on your
switch.

Applicable Devices | Software Version

- CBS250 (DataSheet) | 3.0.0.69 (Download latest)

- CBS350 (Data Sheet) | 3.0.0.69 (Download latest)
. CBS350-2X (Data Sheet) | 3.0.0.69 (Download latest)
- CBS350-4X (Data Sheet) | 3.0.0.69 (Download latest

Backup your configuration prior to upgrading the firmware. You can do this by navigating to
Administration > File Management > File Operations in the menu. Download a copy of

the running configuration to your PC. It is not recommended to do a firmware upgrade of
your device remotely.

Upgrade Firmware on the Switch

Upgrade the Firmware

Before you proceed, make sure to download first the latest firmware of your switch from the
appropriate link above. As an alternative, you can follow the steps in How to Download

and Upgrade Firmware on any Device. If you prefer to use the Command Line Interface
(CLI) to upgrade firmware, select the toggle button at the top.

Step 1



https://www.cisco.com/c/en/us/products/collateral/switches/business-250-series-smart-switches/nb-06-bus250-smart-switch-ds-cte-en.html
https://software.cisco.com/download/home/286325765
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/support/docs/smb/General/Beginner_How_to_Download_Upgrade_firmware.html
https://www.cisco.com/c/en/us/support/docs/smb/General/Beginner_How_to_Download_Upgrade_firmware.html

Log in to the web-based utility of the switch and choose Administration > File
Management > Firmware Operations.
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Console Settings
User Accounts

Idle Session Timeout

Time Settings

System Log

Step 2

On the File Operations page:

- Click the Update Firmware radio button as the Operation Type.

. Click the HTTP/HTTPS radio button as the Copy Method.

- For the File Name, click Choose File and locate the previously downloaded firmware file
from your computer.



Firmware Operations

Active Firmware File: image_cbs_ros_3.1.0.57_release_cisco_signed.bin
Active Firmware Version: 3.1.0.57

Operation Type: (®) Update Firmware

—

() Backup Firmware

—

() Swap Image

Copy Method: (® HTTP/HTTPS i
i BT -
() USB
* File Name: Browse... No file selected.

Choose USB if you would like to transfer firmware to the switch using a USB flash drive.

Step 3

Choose the file then click Open.
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Step 4

Click Apply.

Apply Cancel

Reboot the Switch



For the upgraded firmware version to be applied, the switch must be rebooted.

Step 1

Choose Administration > Reboot.
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Step 2
On this page, enter the following:

- Ensure the default of Immediate is selected.

- (Optional) Check the Restore to Factory Defaults or Clear Startup Configuration File
check boxes if desired. With either option chosen, the switch essentially performs a
factory default reset since both the running and startup configurations will be deleted

upon reboot.
- Click Reboot.

RebOOt e Cancel Reboot Cancel

To reboot the device, click the 'Reboot’ button.
Reboot: (¢) Immediate o

O Date Time HH:MM
O In Days Hours Minutes

(] Restore to Factory Defaults

() Clear Startup Configuration File

The switch will then reboot. This process may take a few minutes.
Verify the New Firmware

To verify if the new firmware has been successfully upgraded:
Step 1

Choose Administration > File Management > Firmware Operations.
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Step 2

Check the Active Firmware Version area to verify if the updated firmware has been
successfully uploaded to the switch.



Firmware Operations

Active Firmware File: image_cbs_ros_3.1.0.57_release_cisco_signed.bin
Active Firmware Version:( 3.1.0.57

Nice work! You should now have successfully upgraded the firmware of your switch.

Looking for more articles on your CBS250 or CBS350 switch? Check out any of the
links below for more information!

SNMP Settings SNMP Views SNMP Groups DHCP Image Upgrade Password Strength TCP
and UDP Settings Port Security Time Settings Smartport Best Practices Troubleshoot: No
IP Address Troubleshoot Smartports Troubleshoot Link Flapping Create VLANSs

Article Skeleton w/ Content

Objective

The firmware is the program that controls the operation and functionality of the Cisco
Business 250 or 350 Series Switch. It is the combination of software and hardware that
has program code and data stored in it in order for the device to function.

Upgrading the firmware improves the performance of the device, which could provide
enhanced security, new features, and bug fixes. This process is also necessary if you
encounter the following:

- Frequent network disconnection or intermittent connection using the switch
- Slow connection

You can upgrade the firmware of the Cisco Business 250 or 350 Series Switch through
its web-based utility or through the Command Line Interface (CLI).

This article aims to show you how to upgrade the firmware on your Cisco Business 350
Series Switch through the CLI. If you are a beginner, you may want to upgrade the
firmware using the Web User Interface (Ul). Click the toggle button at the top to
Upgrade Firmware on a Cisco Business 250 or 350 Series Switch using the Web UI.

Applicable Devices | Software Version

- CBS250 (DataSheet) | 3.0.0.69 (Download latest)

- CBS350 (Data Sheet) | 3.0.0.69 (Download latest)

. CBS350-2X (Data Sheet) | 3.0.0.69 (Download latest)
. CBS350-4X (Data Sheet) | 3.0.0.69 (Download latest)



https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2513-configure-snmp-views-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2514-configure-snmp-groups-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2512-configure-password-strength-and-complexity-settings-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2944-demonstration-port-security-default-changes.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/2525-2543-configure-system-time-settings-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
https://www.cisco.com/c/en/us/products/collateral/switches/business-250-series-smart-switches/nb-06-bus250-smart-switch-ds-cte-en.html
https://software.cisco.com/download/home/286325765
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769

Upgrade Firmware on a Cisco Business 250 or 350 Series
Switch through the CLI

Download the Latest Firmware
In preparation for the upgrade process, download first the latest firmware of the switch.
Select the link for the latest version of firmware using the appropriate link above.

If you need step-by-step guidance for downloading the latest firmware, check out New
to Cisco Business: How to Download and Upgrade Firmware on any Device.

Make sure to copy the file to your TFTP folder.

Upgrade the Firmware through the CLI
Step 1

Connect your computer to the Cisco Business 250 or 350 Series Switch using a
console cable and launch a terminal emulator application to access the switch CLI.

N

Computer Metwork .. Microsoft
Recordi... Office -...

® e

'|r'|-:|m'u

In this example, PUTTY is used as the terminal emulator application.

Step 2

In the PUTTY Configuration window, choose Serial as the Connection type and enter
the default speed for the serial line which is 115200. Then, click Open.


https://www.cisco.com/c/en/us/support/docs/smb/General/Beginner_How_to_Download_Upgrade_firmware.html
https://www.cisco.com/c/en/us/support/docs/smb/General/Beginner_How_to_Download_Upgrade_firmware.html
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Step 3

Log in to the switch CLI using your own User Name and Password.

The default username and password is cisco/cisco. In this example, the default User Name
cisco, and a personal password is used.

Step 4

Once you are on the CLI, enter the privileged exec mode and check the firmware
version your switch is currently using as well as the location where the image is
installed, and other information by entering the following:

OF:

- The switch is running firmware version 2.2.5.68

- The image is installed in the flash directory

- The MD5 hash string

.- The time and date the image is loaded to the switch



Step 5

Browse through your TFTP folder and run the TFTP server in the background in
preparation for the upgrade process.

& Tftpd64 by Ph. Jounin o[- 3]

Current Directany | j Erowse

Server interfaces |1E|2.1EE.1EIEI.1EIE= Intel[R] 825730k Eigabﬂ Showe Drir

Thp Server | Tftp Client ] Syslog server ] Log wiewer |
pEEr file: gtart time | progress bytes

[
4 ITr [ 2
About Settings Help
Step 6

Upload the latest firmware file from your TFTP folder to the switch by entering the
following:

Step 7

Wait until the page shows that the operation has been completed.

Step 8 (Optional)



To verify that the new image file has been successfully loaded, check your switch
firmware information again by entering the following:

Step 9

Check the firmware information. The page should show both the old and new image
files but should indicate that the old image file will be inactive after reboot and the new
image file will be active after reboot.

Step 10

Reboot the switch by entering the following:

2 OF: 0
Step 11

Enter Y in the message prompt to continue.

Step 12

Wait for a few minutes while the system is shutting down and rebooting.
Step 13

Once the system has rebooted, log in to the switch again.

Step 14

Verify the if the new image file is now active by entering the following:



Step 15

Check the image information displayed. It should now show that the active image is the
latest version.

You should now have successfully upgraded the firmware on your Cisco Business 250
or 350 Series Switch through the CLI.

Looking for more articles on your CBS250 or CBS350 switch? Check out any of the
links below for more information!

SNMP Settings SNMP Views SNMP Groups DHCP Image Upgrade Password Strength TCP
and UDP Settings Port Security Time Settings Smartport Best Practices Troubleshoot: No
IP Address Troubleshoot Smartports Troubleshoot Link Flapping Create VLANS



https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2513-configure-snmp-views-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2514-configure-snmp-groups-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2512-configure-password-strength-and-complexity-settings-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2944-demonstration-port-security-default-changes.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/2525-2543-configure-system-time-settings-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
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