OpenVPN on an RV160 and RV260 Router

Objective

The objective of this article is to guide you through setting up OpenVPN on your RV160 or RV260
router as well as the VPN client setup of OpenVPN on your computer.

Applicable Devices

- RV160
- RV260

Software Version

- 1.0.00.15
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Introduction

OpenVPN is a free, open-source application that can be set up and used for a Virtual Private
Network (VPN). It uses a client-server connection to provide secure communications between a
server and a remote client location over the internet.

OpenVPN uses OpenSSL for encryption of UDP and TCP for traffic transmission. A VPN provides
a secure tunnel of protection, which is less vulnerable to hackers since it encrypts data sent from
your computer through the VPN connection. For example, if you are using WiFi in a public place,
such as in an airport, it keeps your data, transactions, and queries from being seen by other users.
Much like HTTPS, it encrypts data sent between two end points.

One of the most important steps in setting up OpenVPN is obtaining a Certificate from a Certificate
Authority (CA). This is used for authentication. Certificates are purchased from any number of third
party sites. It is an official way to prove that your site is secure. Essentially, the CA is a trusted
source that verifies that you are a legitimate business and can be trusted. For OpenVPN you only
need a lower level certificate at a minimal cost. You get checked out by the CA, and once they
verify your information, they will issue the certificate to you. This certificate can be downloaded as
a file on your computer. You can then go into your router (or VPN server) and upload it there.
Please note, clients don’'t need a Certificate to use OpenVPN, it is just for verification through the
router.

Prerequisites



Install the OpenVPN application onto your system. Click here to go to the OpenVPN Website.
For more information on OpenVPN and answers to many questions you may have, click here.

Note: This setup is specific to Windows 10.

VPN’

Once you have OpenVPN installed, the application should appear on your desktop or as a small
icon on the right side of the task bar. OpenVPN clients will also need this installed.

Ensure you have the proper system time set up on all devices. The proper system time must be
completely synced at the router before the creation of a certificate. This is often done
automatically, but if you run into issues, this is a good place to check.

Setting up a Demo OpenVPN on an RV160/RV260 Router


https://openvpn.net
https://community.openvpn.net/openvpn/wiki/FAQ

If you want to try out OpenVPN before you pay money for a CA, you can create a self-signed
certificate. This is a no-cost way to see if OpenVPN is something you would like to deploy for your
business. If you already know you would like to purchase a CA, you can skip this section of the
article and go directly to Setting up OpenVPN on a RV160/RV260 Router.

Step 1. Log into the router using your credentials. The default user name and password are cisco.

Note: It is highly recommended that you change all passwords to something more complex.
Otherwise, it is like leaving the key to your locked door on the doorstep.

Illllllll
CISCO
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cisco |

Password
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Step 2. It is a requirement that you obtain a certificate on the router. Navigate to Administration >
Certificate > Generate CSR/Certificate... This is how to create the request for a certificate.
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Step 3. Make a request for a CA Certificate.

& Getting Started )
Generate CSR/Certificate Cancel
@ Status and Statistics
Type: /CA Certificate \
File Management
Certificate Name: Cert_Test_CA
Reboot
. : Subject Alternative Name: 192.168.1.50
Diagnostic
@ IP Address Q FOQDN O Email
Country Name (C): o United States v
State or Province Name (ST): South Dakota
System Configuration
Locality Name (L): Sioux Falls
WAN ity L
LAN Qrganization Name (0O) Cisco
Wireless Organization Unit Name (OU) Training
Routin:
2 Common Name (CN) Cert Test CA
Firewall
Email Address (E): arenli@cisco.com
VPN

N Key Encryption Length: 2048 v
Security o/ & \

- Select CA Certificate from the dropdown menu

- Enter a Certificate Name

- Enter the IP address, Fully Qualified Domain Name (FQDN), or Email. Entering the IP
address is the most common choice.

- Enter your Country

- Enter your State

- Enter your Locality Name, usually your city

- Enter your Organization Name

- Enter your Organization Unit Name

- Enter your email address

- Enter Key Encryption Length, 2048 is recommended

Click the top right Generate button.

Step 4. You also need a server certificate. This Certificate Signed by CA Certificate will be signed
by the CA certificate you just created.
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Getting Started
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File Management
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Step 5. Make a request for a Certificate Signed by CA Certificate.

& Getting Started

Generate CSR/Certificate Cancel
@ Status and Statistics

Type: Certificate Signed by CA Certificate |~
GlSlManagomant Autharize External CSR: a
Reboot

Certificate Name: CertTest_CA
Diagnostic

Subject Alternative Name: 192.168.1.50

@ IP Address O FQDN O Email
Configuration
Management Country Name (C): United States v
System Configuration
g < State or Province Name (ST) South Dakota

WAN

Locality Name (L): Sioux Falls
LAN

anizz E Cisco

Wireless Organization Name (O)
Routing Organization Unit Name (OU): Training
Firewall Common Name (CN) Cert Test CA|
VPN

Email Address (E): test@cisco.com
Security

Key Encryption Length: 2048 v
QoS

Valid Duration: 360 days (Range: 1-10950, Default 360)

Certificate Authority: 2

- Select Certificate Signing Request from the dropdown menu

- Enter a Certificate Name

- Enter the IP address, Fully Qualified Domain Name (FQDN), or Email. Entering the IP
address is the most common choice.

- Enter your Country

- Enter your State

- Enter your Locality Name, usually your city

- Enter your Organization Name

- Enter your Organization Unit Name

- Enter your email address

- Enter Key Encryption Length, 2048 is recommended

- Choose the proper Certificate Authority from the dropdown menu

Click the top right Generate button.

Step 6. Navigate to System Configuration > User Groups. Select the plus icon to add the new
group.



» Getting Started

User Groups Cancel
Status and Statistics
Administration 1
0@ s
Web Login

Initial Router Setup INETCONF Lobby S2SIPSec C2S IPSec Captive

O Group /RESTCONF Ambassa.. 802.1x VPN VPN OpenVPN  PPTP Portal
System
T O Ambassa.. Disable Enable Disable Disable Disable Disable Disable Enable
ime
Log O  admin Admin Enable Enable Enable Enable Enable Enable Enable
Email O guest Disable Disable Disable Disable Disable Disable Disable Disable

User Accounts

Step 7. Enter the name of the Group, click On for the radio button to turn on OpenVPN. Click
Apply.

User Groups e Cancel
st (o) @

Local User Membership List -~
+ W
O # User

* Should have at least one account in the ‘admin’ group.

Services

Web Legin/NETCONF/RESTCONF: @ Disable O Readenly O Admin
Site to Site VPN:

+ W

O # Connection Name

Client to Site VPN:

+ W
O

- 4

Group Name

OpenVPN: 9 n O off

PPTP VPN: O On @ Off
802.1x: O On @ Off
Lobby Ambassador: O On ® Off

Step 8. Navigate within the System Configuration menu and click on User Accounts. Under Local
Users, Click on the plus icon.



¢ Getting Started
User Accounts Cancel

Status and Statistics

- . Minimal Password Length: 8 (Range: 0-64, Default: 8)
Administration

Minimal Number of Character Classes: 3 (Range: 0-4, Default: 3)

Initial Router Setup The four classes are: uppercase (A,B,C...), lowercase (a,b,c...), numbers (1,2,3...) and special characters (|{@#S...).

Sachy _

The new password must be different from the current one.: O Enabled
Time

Password Aging Time: 180 days (Range: 0-365, 0 means never expires)
Log
Email

Local Users ~

User Groups EfgE 4 1

IP Address Groups 1 Username Group

SNMP O  Test_Admin Ambassador
Discovery-Bonjour 0O cisco admin

LLDP
0O  guest guest

Automatic Updates

* Should have at least one account in the "admin’ group

Schedules

Step 9. Fill out the information below. Make sure to select OpenVPN from the dropdown menu.
Click Apply.

Add user account

The current minimurm requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username: o /UF’N \

Mew Password: SR EDDRDEN

Confirm Password: | 00000000000000| |

Password Strength meter:

Group: OpenVPN |~ /
9 Apply Cancel

All of the dependencies are complete and the router can now be configured for OpenVPN.

Step 10. Navigate to VPN > OpenVPN. The OpenVPN page opens. Complete each box on the
page, making sure to select the previously created certificates from the dropdown menu.



Enable: 4

Interface: WAN ©

CA Cetrtificate: CertTest_CA -

Server Certificate: AnthonyRouterimport >

VPN Setup Wizard
i ication: Password Onk w
» IPSec VPN Client Authentication: ly
:) . Client Address Pool: 10.1.4.0 Netmask: 255.255.255.0
[P SR Protocol: ubP v| port: 1194

GRE Tunnel
Encryption: AES-128 v

VPN Passthrough

Tunnel Mode: O Full Tunnel, routing all client traffic through VPN
Resource Allocation

® Split Tunnel, routing client traffic destined to the following subnets through VPN

- Check the Enable box. Select the Interface that is going to allow in traffic. In this case a
Wide Area Network (WAN), and select a Certificate Authority (CA) Certificate.

. Select the CA Certificate from the dropdown menu

- Select the Server Certificate you downloaded from the dropdown menu

- Select Client Authentication. If you select Password they need to authenticate with a
password. If you select Password + Certificate, the client must also have a certificate.
This is more secure but adds to the cost of the VPN as they would need to purchase a
separate CA.

- Enter the Client Address Pool. Choose an IP address on a Network subnet that isn’t
used anywhere else in the company. You select out of the reserved ranges and choose
a range not used anywhere else.

- Choose the form of Encryption. Make sure the encryption is the same as the client. DES
and 3DES are not recommended and should only be used for backwards compatibility.

- Choose Split tunnel if you only want to specify which traffic goes through the VPN. For a
VPN, a split tunnel is necessary. Full Tunnel Mode is selected in other situations when
you want all client traffic to go through the VPN.

Step 11. Scroll down the page and fill out the the Domain Name and DNS1.

Domain Mame: Openvpn.net]

DNS1: 192.168.1.1

Note:The DNS1 IP address could be a dedicated internal DNS server, the same IP address of
your default gateway provided by your Internet Service Provider (ISP), on a virtual machine, or a
trusted DNS server out on the internet.

Step 12. Click Apply to save the configuration at the router.

Step 13. Stay on the same page and scroll further. Generate the configuration template that is to
be installed on the OpenVPN client. This file has an .ovpn extension and will be used by the
OpenVPN client. Check the box to Export client configuration template (.ovpn) and click Generate
. This downloads the file onto your computer.



Export setting:

O Include client certificate:

Please choose the method you want to export:

O Send Email Click here to configure Email settings.

Email client configuration template (.ovpn) to recipients
(rmultiple email addresses separated by comma):

Email Subject:

b
Generate

Step 14. Navigate to Status and Statistics > VPN Status. You have the ability to scroll down for
more detailed information.

Gating Started

System Summary

Pyl

WAN (Coppe | use
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|

VPN Status

Tyoe Active Conbgured Ma Supportes Coenected

Firewall Setting Status Log Setting Status

]

Evadl Log
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The next section of this article is important to review, as it explains how to log in with a self-signed
certificate.

Logging in With a Self-signed Certificate after setting up
Demo OpenVPN

When you log in with a self-signed certificate, you may see a warning popup when you attempt to
log in. You will need to click Advanced, Proceed, Trust, or another option depending on your web
browser in order to proceed.

At this point you may receive a warning that it is unsafe. You can choose to proceed, add
exception, or advanced. This will vary by web browser.

In this example, Chrome was used for a web browser. This message appears, click Advanced.



A

Your connection is not private

Attackers might be trying to steal your information from .net (for example, passwords,
messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

| Help improve Safe Browsing by sending some system information and page content to Google. Privacy policy

ADVANCED BACK TO SAFETY

A new screen will open and you need to click on Proceed to yourwebsite.net (unsafe)

This server could not prove that it is .net; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker intercepting your
connection.

[ Proceed to .net (unsafe) ]

Here is an example of accessing the device warning when using Firefox as a web browser. Click
on Advanced.

% Your connection is not secure

The owner of net has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Click Add Exception....

.net:50 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for .

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

[ Add Exception... ]

Finally, you will have to click on Confirm Security Exception.



You are about to override how Firefox identifies this site.

! Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: |https:// /login.html | |Qet Certificate

Certificate Status
This site attempts to identify itself with invalid information. i

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

Permanently store this exception

Confirm Security Exception Cancel

The router is now configured with all the parameters necessary to support an OpenVPN Client
connection. Since you have already downloaded the client configuration template to your device,
the one that ends in .ovpn, you can move on to the section OpenVPN Client Setup on Computer. If
you decide to deploy OpenVPN for your company, you can follow the steps in this next section.

Setting up OpenVPN on an RV160/RV260 Router

This is a more complicated process as it involves getting a CA from a third party, which costs
money. You also need to send the VPN client configuration template, ending in .ovpn, to all clients
so they can set up on their device. Clients need several settings the same as the router in order
for them to communicate. The best part is that for minimal cost, you and your employees can use
the internet and conduct business more securely.

Step 1. Log into the router using your credentials. The default user name and password are cisco.

Note: It is highly recommended that you change all passwords to something more complex.
Otherwise, it is like leaving the key to your locked door on the doorstep.
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Step 2. It is a requirement that you obtain a certificate. Navigate to Administration > Certificate >
Generate CSR/Certificate... This is how to create the request for a certificate.

00:00:00 To 2020-Sep-
17, 00:00:00

Certificate DC1-CA

@ ‘luih Rv2so-PopDemo @ Aert ciscoladmin) [Engish v| @ @
& Getting Started .
Certificate
Status and Statistics
1
Certificate Table ~
File Management
Reboot Index Certificate Used by Type Signed By Duration Details Action
. N From 2018-Sep-17, 4
Di t o 1 Default - Local B
o Certificate 00:00:00 To 2048-Sep- =
09, 00:00:00
— o 2 CertT cA Self-Signed oM 2018-Apr-04, = 2w
Configuration N 00:00:00 To 2023-Apr-
M. Certificate
lanagement 04, 00:00:00
) S Caime ® 3 Certimport NETCONF  Local CiscoTest-  Ffom 2018-Aug-03, =] 2
WebServer  Certificate ~ DO1-CA  00:00:00 To 2020-Aug-
Q@ wan RESTCONF 02, 00:00:00
& LAN O 4 AnthonyRouterlm... - Local CiscoTest-  [7om 2018-Sep-18, B 2 W
%

Routing

H Firewall

Import Certificate... Generate CSR/Certificate... Show built-in 3rd party CA Certificates... Select as Primary Certificate...
PO 2

Step 3. Make a request for a Certificate Signed by CA Certificate. This can be found by navigating
to Administration > Certificate.
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Generate CSR/Certificate o Geneppie |
Type /L‘.s'[iﬁta'e Sigring Request \

Certificate Name: AnthonyRouter

Subject Atemative Name: 192.168.1.40

e @ IP Address © FODN © Email

Cauntry Name (€] United States ‘V ‘
State or Province Mame [ST): South Dakota

Locality Name (L) Sioux Falls

Organization Name (O) Cisco

Organization Unit Name {OU): Training

Camman Name (CH) Anthany Router

Email Address (E) i@cisco.com|

Key Encryption Length: &Zés /

- Select Certificate Signing Request from the dropdown menu

- Enter a Certificate Name

- Enter the IP address, Fully Qualified Domain Name (FQDN), or Email. Entering the IP
address is the most common choice.

- Enter your Country

- Enter your State

- Enter your Locality Name, usually your city

- Enter your Organization Name

- Enter your Organization Unit Name

- Enter your email address

- Enter Key Encryption Length, 2048 is recommended

Click the top right Generate button

Step 4. Select to Export it by clicking the up arrow under Action.

Certificate

Certificate Table

lanagement
. Indle Certificats Used by Type Signad By Duration Details  Action
o 1 Defauit - Local Certificate From 2018-Sep-17, 00:00:00 gy X
02 9, 00:00:00
§ -y From 2018-Apr-04, 00:00:00
2 CertTest_CA - CA Certificate Self-Signed = I
. e To 2023-Apr-04, 00:00:00
018-Aug-03, 00:00:00
@ 3 Certimport NETCONF Local Certificate  CiscoTest-0C1- [ml_n 21 gt e 00,\ el L
o kil - o 2020-Aug-02, 00:00:00
RESTCONF 9
: T E—— oo From 2018-Sep- 16, 00:00:00
4 nthonyRoutermpoet Local Cenificate CiscoTest-DC - m
@ L £ ‘ C; . To 2020-Sep-17, 00:00-00 = @ﬁ

Import Cerificate... Generate CSR/Certificate. .. Show buili-in 3rd party CA Cerificates...

Firewall

Step 5. This screen will appear. Click Export.



Export Certificate

Expor as PEM format
Export ta

@®@PC Ouse ¥

Step 6. Select Open with and Notepad (default) from the dropdown menu. Click OK.
Cpening AnthonyRouter,pern k.

‘You have chosen to coen:

| AnthoryRouterpem
which iz PERA file (1.2 KB
from: blob:

What should Firefox do with this Tde!

®i0pen with;  Matepad (default) .

() Save File

Cka khiis automatically far fikes like this from nose on

(4] 4 Cancel

Step 7. An XML File will open.

7 AnthonyRauter e - Motepad

File Edit Format View Helg

-----BEGIN CERTIFICATE REQUEST----- |

MITOYTCCAKkCAQAwe Zox zATBgNVEAYTALVTMRLWEWYTVOQIDAXThIVBSLBEYWEvdGExFDASBENVBACMC LNpb IVALE Zh bGx MWD AYIVODK DAVD XN bz ERMABGALUE

e GhybnkgUnd1dGVyMABWHOY JKoZ IhveNAQkBFhBhcmyubGl wOBAQEFAADCAQEAMIIE
CgKCAQEAPTLPhuMow2TgSuM7bl gXo /BunpdBY nlHKMDkjnNL zFCroC dgeReEEed TXYEL sRILYLELFL I6ka00rRoLy27n11jRoL0BSZael 18/ BFDNOFF EX1 InDpelyks

az8503RgkToCyrghVUi IyEEDIThAvLOCEpd+BP jFpyEST ] Jak rBOLATnSrvAMMOdWL S WXPDS tVx L2 3 v Fat DhE2 it zgy 197 L Vb IAF Z42y 7 Ewe jWlin/N
+yEdS1BVHIPE Tyqk2bD0eE s 1xs 1+791F 1ac IGwSC FOVHEOICH] aBx] ggBasherwnlaycF+WBOLSs4 1URW I DA IGIMI GAB gkqhk i GIwaBL{Mxc zB:xMAk GAL UdEwdCMAMWHIYOVRBOBEYEFPT
+BrdzePCPHNbYSAHYDAPQrwzBMASGATdDWOEAWT FADANBENVHSUETDeBggrBgEF B DAQY TKWVBBQUHMWI GCC sGAQUFCATC

MASGAL UAEQ)TMARHEM 0ASguDQY 1KoZ ThycHADEL BOADGGERAT 2+aVF 4457y ONBIN TaWNABGAKChXMT 3 Ux¥YVs go@h 1Y SnlzaD)g 15 EL

+ 2BMBLIBYuth SLMMALb i c hzUZhPrlGyeml)z + R N/ RNGSHHSL 70sd8 jwadDZXXpaXpl +ak SpaEvAle@et 3md 1 /R4 rP 2800+ 1 i RViWrgqwh S F1swRS2HEoN
TZoTEHXEcMTWpCh1jPFyALeliE11Yod5a002WK2e+9wHOT SxgVae2wfompHBBsvc UNT AUz YNy sV X kREZ ToY IPFS TIWIK z AT oZWBa(bNLIgNTx 1qFBmd 1 F@LcMUY s 7 3g06M2M=
----- END CERTIFICATE REQUEST-----

Note: Make sure the BEGIN CERTIFICATE REQUEST and END CERTIFICATE REQUEST are
each on their own lines as shown above.

Step 8. At the top of the screen click Edit and select Copy from the dropdown menu.
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Step 9. Choose a reputable third party site to make the certificate request. You will need to paste
the copied XML file as part of the request.

Note: If you have an internal certificate server on your network you can use that instead, however
this is not common.



Submit a Cartificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
Saved Request box

saved Request:

TZeTEHEECMTWRCh]1 ) FFYALENHEL 1 YoSSaBOZWEZe A
Base-bd-ancodad)| cTHT T2 My sV T KRE2 ToY1PTSTZASE 2 2R IoZWEa
ceitiicale requesy 3glakaH=
(CMC ar

FECS #10 ar --——-ERD CERTIFICATE REQUEST-----
PKCS £7) |

£

Cerificate Template:
| web Server [ w

Sdditional Aftribotes:

Aitnbutes

Submit > |

Step 10. Once you have been verified, you can choose Download certificate.

Certificate |ssued

The certificate you requested was issued to you.

C'DER encoded or ® Base 64 encoded

m Download certihcate
Download certificate chain

Step 11. Click the radio button to Save File and Click OK.



Upening opervpn_chermt_tmpl.ovpn =

¥ou hawe chosen to openc

0 openvpn_clent tmplovpn
which 15 owpn File (5.3 KB)
fromi blok:

WWhist shiould Firefou do with this File?
'-:-l.ul-?'ﬂ“ with EI‘II:IIIA'.IE
@favefile

Do this autornatically for files like this from now on

Step 12. Once it has been saved, select the radio button for that certificate and click on the down
arrow icon.

Certificate
Certificate Table
Index Certificate Used by Type Signed By Duration Details  Action
. - From 2018-Sep-17, 00:00:00
Jiagnostic [+ Default - Local Certificate -
LeiKiche To 2048-Sep-09, 00:00:00 = x
-Apr- ):00: .
2 CertTest_CA R CA Certificate Self-Signed From. 2018-Apr-04, 000000 5 k]
o 2023-Apr-04, 00:00:00
18-Aug-03, 00:00:0
® 1 Cerimport NETCONE Local Certificale  CiscoTest-pC1-  'om 2018-Aug-03, 00:00:00 g kA
o iy - o 2020-Aug-02, 00:00:00
em Configuration RESTCONF 9
¥ I From 2018-Sep-18, 00:00:00 .
4 AnthonyRouterimport - Local Certificate  CiscoTest-DC1
@ G . . A Ta 2020-Sep-17, 00:00-00 = @@

Import Cerificate... Generate CSR/Certificate. .. Show built-in 3rd party CA Cerificates...

Step 13. This screen will open. Select Browse....



Import Signed-Certificate

Type: Local Cerificate

Cartifcate Marms:

Upload Certificate file

& Import from PC

Ma file s salacted

Browse..

~u
L4

N file is selectd

O Imgart from USE

Uplosd Canced

Step 14. Choose the file of the certificate and click Open.

& File Upload #
— L - + This P » Deskdop W Search Desktop B
Organize + Mew folder e W B
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» 38 0515 AT R48 A Shortout 1KB
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File name: | || Fites v

Step 15. Enter the Certificate Name to import and click Upload.



Import Signed-Certificate

T':,-pu: Lacal Cermihcale

Cartificate Mamea: | AnthonyRouterimpsort]

Upload Certificate file

& Impart from PG

Bronse. .. AnthormyRauter.cer

Import from USE 2%

Mo file is selectad

Step 16. You will receive a notification that the certificate successfully imported. Click OK.

Information

ﬁ Import certificate successiully!

Step 17. Navigate to Administration > Certificate. The certificate has been loaded.

Note: In this example, a local certificate server was used.

ﬁ :I.Ig.:lr:. - P e =t Ergiat e 0c
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Step 18. Navigate to VPN > OpenVPN. The OpenVPN page opens. Complete the following with
your information.



= Wireless Enable: 4

@) Routing Interface: WAN -

CA Certificate: CertTest_CA v
Server Certificate: AnthonyRouterimport N
VPN Setup Wizard
i ication: Password Onl; v
» IPSec VPN Client Authentication: Y
:) . Client Address Pool: 10.1.4.0 Netmask: 255.255.255.0
IRPULP SR Protocol: ubpP v | [Port: 1194
GRE Tunnel
Encryption: AES-128 ”
VPN Passthrough
Tunnel Mode: O Full Tunnel, routing all client traffic through VPN

Resource Allocation

® Split Tunnel, routing client traffic destined to the following subnets through VPN

- Check the Enable box. Select the Interface that is going to allow in traffic. In this case a
Wide Area Network (WAN), and select a Certificate Authority (CA) Certificate

. Select the CA Certificate from the dropdown menu

- Select the Server Certificate you downloaded from the dropdown menu

- Select Client Authentication. If you select Password they need to authenticate with a
password. If you select Password + Certificate, the client must also have a certificate.
This is more secure but adds to the cost of the VPN as they would need to purchase a
separate CA.

- Enter the Client Address Pool. Choose an IP address on a Network subnet that isn’t
used anywhere else in the company. You select out of the reserved ranges and choose
a range not used anywhere else.

- Choose the form of Encryption. Make sure the encryption is the same as the client. DES
and 3DES are not recommended and should only be used for backwards compatibility.

- Choose Full Tunnel Mode if you want all client traffic to go through the VPN or Split
tunnel if you only want to specify which traffic goes through the VPN

- The DNS1 IP address could be a dedicated internal DNS server, the same IP address of
your default gateway provided by your Internet Service Provider (ISP), on a virtual
machine, or a trusted DNS server out on the internet.

Click Apply to save the configuration.

Step 19 (Option 1). You can email this configuration to the client. Check the box Send Email. Enter
an email address. Add a Subiject title for the email. Click Generate.



Export setting:

“Include client certificate: AnthonyRouterimport

Please choose the method you want to export:
o O Export client configuration template (.ovpn)

& $Send Email Click here to configure Email settings. e

Email client configuration template (.ovpn) to recipients [ nick@cisco.com )
(multiple email addresses separated by comma):

Email Subject: [OpenVPN Client Config

o

Step 20. (Option 2). Select Export client configuration template (.ovpn) and click Generate.

Export setting:

O Include client certificate: e

Please choose the method you want to export:

o:-cpnrt client configuration template (.ovpn)

O Send Email Click here to configure Email settings.

Email client configuration template (.ovpn) to recipients
(multiple email addresses separated by cormmay:

Email Subject:

(2]

Generate

Step 21. You will receive confirmation that is was successful. Click OK.

Information

ﬂ Export Clent conhguration template downloaded successtully!

Step 22. Click Save.
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Step 23. At the bottom right of your desktop and click to open OpenVPN. Right click to open up
dropdown menu. Click Import File.

i pnnect

View Log

Edit Carfig

yuee] Fass nrcds

Import fl|[_::‘

ettings...
Exrt

Step 24. Select the OpenVPN file that ends in .ovpn.



= | 2600W

“ Home Share Wigw
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= O e B X = vl S
Faste

u=| Copy path {7 Easy access - Select none
Pm b Quick  Capy . Move Copy  Delete Rename  New Froperties
TR [#] Faste shartout = o= = falder =

& History linwert selection
Oipboard

O ganize Hlewvi Open Seleck

i » ThisPC » O5([C) » Users » arenli » Desktop » config » 260W
& Downloads # = Name

I Pickee & () cpenvpn_chient f>plovpn S11/2018 244 PM  OpenVPN Config .. 6 KB
ERES & RYZED i B/16/2018 R:08 AM

Ml Deskiop =] RV2EIW.xmI
marksting B rvzsow_systog_2015-08-21_09-59-23.I0g
Pole Position W] Thepd2-2 82 setup.exe

W TFipelfd-2 fi2-setup.exe BI85 PM Application 564 KB
ﬂ. On=Drive

Date madified Type Size

EML Document 11TER
&3/ 2018 %3k Ak AML Document 112 EE
Text Document KB

Application I KB

[ This PC

B Desktop
5| Daocurnems
* Downloads
B Music

& Pictures

B videcs

= 05{C)

Step 25. Click on the radio button Save File and click OK.
Qpering opermvpn_chent_tmplovpn >

¥ou hawe chosen to apen:

) openvpn _clent_tmplovpn

which 1s: cvpn File (3.3 KB)
fram: blok:

WWhiet shiould Firefox do werth this File?

i) Dpenwith  Browse.

i zve File '

Do this autarnatically for files like this from now an.

Step 26. Change the name of the file if you choose, but leave .ovpn at the end of the file name.
Click Save.
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& Downloads
J‘I Muzic

| Pictures
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File narme: | [ A R

Sawe astype:  owpn Fille [*.ovpn) -

 Hide Fobders " Save Cancel

Step 27. Navigate to Status and Statistics > VPN Status. You have the ability to scroll down for
more detailed information.

System Summary

(2]
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The router is now configured with all the parameters necessary to support an OpenVPN Client
connection for your personal trial.

OpenVPN Client Setup on Computer

Each OpenVPN client needs to perform the following tasks as a prerequisite:

- Download the OpenVPN application on your device.
- Open and save the configuration file that was sent in steps 19-22 in the previous
section. The configuration file ends in .ovpn.

Note: This setup is specifically for Windows 10.

Step 1. Navigate to the arrow icon on the bottom right of the desktop and click to open the
OpenVPN icon. Right click and select Import File.



View Log
Edit Config

=
woom e T I
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Import fl|[_::.

Settings...
Exert

Note: The icon is black and white, indicating that it is not currently running. Once it is running the
icon will show in color.

Step 2. Click on the up arrow. Click on the OpenVPN icon. Right click and select Connect from the
dropdown menu.
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Step 3. Enter the Username and Password.
=

Cumst State: Conneclng

F A 101 3:370:30 2018 CoanVPN 2.4 6 0 26_G8wbd-mingwdd [S5L L'Iln::e- S5LY [L20] [LZ4] [PRCSTT) [SEA
Fr Aaig 10 13:37:30 2018 Windorws wergion 6.2 (Windowa 3 or greater) B4b
Fu Aog 10 13:39: 30 3018 bbrary versions: ﬂp:rE_'-ul. 110h 27 Mar 2018, I.FI.'.I.- 0

i': openwpn_client_tmpl i
Ll s=miame s
Faaeword

[[] Sewe passwond

Carcel

OperPR GLI 11,1000 0v2 4.6

Dsconnedt Fecome=s Hid=

Step 4. The window will show the OpenVPN connecting along with some log data.
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Step 5. A system log should alert that there is a connection.

opervpn_client_tmpl is now

connected,

1:31 PM

102008

N aR T )

Step 6. The VPN client should safely be able to tunnel incoming and outgoing information through
OpenVPN. This can be set to automatically connect in the OpenVPN settings.

Step 7. The administrator can confirm the VPN Status by navigating to Status and Statistics >
VPN Status on the router.

System Summary

(2]

WAN [Coppe: | use

VPN Status
Tyne Actve Contguisd M3z Supported Cormectea
]
Firewall Setting Status Log Setting Status
tintetl Paciel Fagesction Sy Saver
o Emad Log:
« WA
™ Marager




Conclusion

You should now have successfully installed OpenVPN on your RV160 or RV260 router and at the
VPN client site.

For community discussions on OpenVPN, click here and do a search for OpenVPN.

View a video related to this article...

Click here to view other Tech Talks from Cisco



https://community.cisco.com/t5/small-business-support-community/ct-p/5541-small-business-support
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