Cisco AnyConnect Secure Mobility Client
Modules, Minimum Release Requirements,
License Requirements, and Supported
Operating Systems

Objective

The objective of this document is to show you the modules matrix of the Cisco AnyConnect
Secure Mobility Client and the minimum release requirements, license requirements, and
supported operating systems.

For additional information on AnyConnect licensing on the RV340 series routers, check out the
article AnyConnect Licensing for the RV340 Series Routers.

Software Version

. 4.4 (Release Notes)

Note: Always be sure to use the latest version, click here to go to the AnyConnect downloads
page.

Mobility Modules

Hostscan and Posture Assessment

ISE Posture

Web Security
AMP Enabler

Network Visibility Module

Umbrella Roaming Security Module

Reporting and Troubleshooting Modules

Customer Experience Feedback

Diagnostic and Report Tool (DART)

Hostscan and Posture Assessment

[Endpoint |[ASA 8.0 (4) |[Apex |lyes llyes |lyes |



https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect44/release/notes/b_Release_Notes_AnyConnect_4_4.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client-v4-x/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client-v4-x/model.html#~tab-downloads

|Assessment |IASDM 6.3 (1) I I |l |
E”dp"‘f‘t. Apex es es [lyes
Remediation P Y yes |y
|Quarantine I |Apex llyes llyes |yes |
gl::rrrarll?rtllgtzStatus ASA 83 (1) Apex yes yes |yes
ASDM 6.3 (1)
message
Hostscan Package [ASA 8.4 (1) Apex s es Ilves
Update ASDM 6.4 (1) P Y yes |y
Host E_mulation Apex ves no lino
Detection
OPSWAT v4 ﬁggl\j;(?lzl) Apex yes yes |lyes
ISE Posture

Change of g‘zpi
Authorization ||4.0 P 1.4 Plus yes yes |lyes
(CoA) ASDM

7.2.1

ASA
ISE _Postu_re 4.0 9.2.1 n/a Apex yes yes |lyes
Profile Editor ' ASDM

7.2.1
AC Identity
Extensions 4.0 n/a 1.4 Plus yes yes |lyes
(ACIDex)
:\?oEdILDJI(; sture 4.0 n/a 14 Apex yes yes ||no
Detection of
USB mass : 4.3 n/a 2.1 Apex yes no ([no
storage devices
(v4 only)
IOPSWAT v4  |4.3 In/a 2.1 |Apex lyes lyes |no
%tresgztﬁrgeem 4.4 n/a 2.2 Apex yes yes ||no
Continuous
endpoint 4.4 n/a 2.2 Apex yes yes ||no
monitoring
Next-generation|is 4 n/a 2.2 Apex yes yes [no




provisioning
and discovery

Application Kkill
and uninstall 4.4 n/a 2.2 Apex yes yes |[no
capabilities
Web Security
|Core
ASA 8.4 (1)
Cloud-Hosted |, gh\1 6.4 (1)
Configuration
Secure Trusted
Network N
Detection Plus Yes o
Dynamic ASA 8.4 (1)
Configuration ASDM 7.0
Elements
Fail Close / Fall
Open Policy
AMP Enabler
AMP ASDM 7.4.2
enabler IASA 9.4.1 ISE 1.4 Plus Yes Yes |[No
Network Visibility Module
Network ASDM o ISE
Visibility 7.5.1 dependencylAPEX Yes Yes |[No
Module ASA P y




051

Adjustment to |ASDM
the rate at 7.5.1 no ISE
which data is ||[ASA dependency Apex ves ves No
sent 951
ASDM
Customization||7.5.1 no ISE
of NVM timer [[ASA dependency Apex ves ves No
9.5.1
Broadcast ASDM
and multicast ||7.5.1 no ISE
option for data|[ASA dependency Apex ves Yes No
collection 9.5.1
Creation of ASDM
.. |7.5.1 no ISE
anonymization Apex Yes Yes [No
rofiles ASA dependency
P 9.5.1
Broader data ||ASDM
collection and ||7.7.1 no ISE
anonymization||{ASA dependency Apex ves ves No
with hashing |9.7.1
ASDM
Supportfor 224" o I1SE
Java as a Apex Yes Yes [No
) ASA dependency
container
9.7.1
. . ASDM
Configuration 771 o ISE
of cache to Apex Yes Yes |[No
. ASA dependency
customize
9.7.1
ASDM
Periodic flow |[7.7.1 no ISE
reporting ASA dependency Apex ves ves No
9.7.1
Umbrella Roaming Security Module
Umbrella iggir Plus or
Roaming||/ASDM 7.6.2
Security ||ASA 9.4.1 ISE 1.3 L_mer(_ella_ Yes Yes|[No
licensing is
Module
mandatory

Reporting and Troubleshooting Modules

Customer Experience Feedback




Customer Experience |[[ASA 8.4 (1) PlUS ves ves [Ino
Feedback ASDM 7.0
Diagnostic and Report Tool (DART)

ASA 8.0 (4 Plus
VPN ASDM 6.% 21) Apex yes Yes |ves
Network Access ASA 8.4 (1)
Manager ASDM 6.4 (1) yes no jno
Posture
Assessment yes Yes |ves
|Web Security I I llyes llyes |[no |
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