
        
            
                
            
        

    
  For a video showing installation tips on Quick VPN, visit http://youtu.be/hHu2z6A78N8
 
  
Objective
 
  Cisco QuickVPN is a free software designed for remote access to a network. It is easy to install on a PC and simple to manage. QuickVPN is compatible with Windows operating system (both the 32-bit and 64 bit editions). In order for QuickVPN to work properly, a set of requirements must be checked off to ensure the VPN connectivity with the network. 
 
  This article explains the requirements and tips to properly run QuickVPN, as well as an explanation of how QuickVPN gains access to your network.
 
  
Applicable Devices
 
  • RV215W
 • RV110W
 • RV180 / RV180W
 • RV120W
 • RV220W
 • RV016
 • RV042 / RV042G
 • RV082
 • RVS4000
 • SA520 / SA520W
 • SA540
 • WRV200
 • WRV210
 • WRVS4400N
 • Windows XP, Windows Vista, Windows 7
 
  
QuickVPN Process
 
  The following is an explanation of how QuickVPN acts in your computer and why it is important to meet the requirements before attempting to run QuickVPN.
 
  1. The client connects to the router using SSL (Secure Socket Layer). The connection uses port number 443 or 60443 (depending on your VPN configuration on the router) and looks for a certificate. For more information refer to the section Router Requirements.
 
  Note: If you use a certificate, make sure it is saved in your computer. Otherwise, click No to not use a certificate when the certificate warning message appears.
 
  2. The client username and password is authenticated by the router. Once the user is authenticated, the IPSec tunnel is then established.
 
  Note: If you are unable to log in to the VPN, you will receive an error message.
 
  3. The client sends an ICMP Echo Request packet to the internal IP address of the router. The router replies back with an ICMP Echo Reply packet. The purpose is to establish connectivity between both ends. This is why you need to make sure (depending on your Operating System) to set the proper requirements for ICMP. For more information refer to the section, Windows Vista / Windows 7 Operating System Requirements.
 
  Note: If connection fails, you will get a Remote Gateway Not Responding error message.
 
  
 
  
Router Requirements
 
  Below is a list of requirements your small business router must meet.
 
  • Remote Management must be enabled for ports 443 and 60443.
 
  • Users must create and enable the VPN tunnel.
 
  • Username and password are both case sensitive and must match in both ends of the connection.
 
  • Only one connection per user account is permitted.
 
  • Local network subnet must be different from the remote network subnet.
 
  • If you are using a certificate, the certificate file needs to be saved in your computer in the QuickVPN Client folder.
 
  
 
  
Windows Vista / Windows 7 Operating System Requirements
 
  Step 1. If your computer has Windows Vista, then you must have Service pack 2 or Vista Service Pack 2 compatibility for Windows 7 installed. To check this, choose Start > Computer System Properties. If your computer has Windows 7, then skip this step.
 
  Note: For Windows Vista, if you do not have the Service Pack installed, choose Start > All Programs > Windows Update to update your system.
 
  [image: ] 
 
  Step 2. Your Windows Firewall must be turned on. To check this, choose Start > Control Panel > System and Security > Windows Firewall.
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  Step 3. A rule must be created to allow ICMP (Internet Control Message Protocol) packets transmissions. To do this, choose Start > Control Panel > System and Security > Windows Firewall > Advanced Settings. The Windows Firewall with Advanced Security window opens:
 
  [image: ] 
 
  Step 4. Right-click on Inbound Rules and choose New Rule. The New Inbound Rule Wizard page opens:
 
  [image: ] 
 
  Step 5. Click Custom to create a custom rule.
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  Step 6. In the Protocol Type drop-down list, choose ICMPv4.
 
  Note: The other fields can remain as default configuration.
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  Step 7. In the Name field, enter a name that describes this rule.
 
  Step 8. Click Finish.
 
  Step 9. You must have IPSec service running. To check this, click Start and in the Search Programs and Files field, enter msconfig. The System Configuration window opens:
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  Step 10. Click Services tab to ensure the IPSec Policy Agent is enabled. If it is not enabled, check the IPSec Policy Agent check box to allow IPSec service.
 
 [image: ]
 
  Step 11. Click Apply to save the settings.
  
 2922_13_v1.png
a System Configuration
General [Boot_| Services | Startup | Tools

Startup selecton
O Normal startup
Load al device drivers and services

O Diagnostic startup
Load basic devices and services only

Selective startup

oad system services

oad startup items

[Juse original boot configuration

e

Apply

Heb





2922_15_v1.png
a System Configuration

General | Boot | Services | startup | Tooks

Service Menufacturer Stats  DateDisabled A
PNRP Machine Name Publcaton ... Microsoft Corporation Stopped
IPsec Polcy Agent Microsoft Corporation Running
T Poer Wicrosoft Corporaton Ronning
Printer Extensions and Notifica... Microsoft Corporation Stopped
Qualty Windows Audio Video Ex... Microsoft Corporation Stopped
Remote Access Auto Connection.... Microsoft Corporation Stopped
Remote Access Connecton Man... Microsoft Corporation Stopped
RPC Endpoint Mapper Microsoft Corporation Running
Remote Procedure Call ®PC) Lo.... Microsoft Corporation Stopped
Security Accounts Manager Microsoft Corporation Running
¥ Task Scheduer Migrosoft Corporation Rumning i

Note that some secure Micosoft services may not be dsabled. o A

[ride al Microsoft services

il [ e





2922_9_v1.png
Steps:
Rule Type
Program

Protocol and Ports
Scope

Acon

Profle

Name

Protocol and Ports

‘Specty the protocals and pors to which tis e apples.

To which ports and protocols does tis e apply?

= —

Protocol number: Any

Localpot

TcP

upp

IPYE

1PV Route
Remte por IPYEFrag

GRE
ICHPYE
1PVENotx
1PYEOpts
VRRP
PGM
LT

Intemet Corirol Message
(ICHIP)setings:

Leam more about protocol and ports





2922_11_v1.png
Name

‘Specty the name and descrition o this .

Steps:
® RueType

o Fogem

@ Proocal and Pots
® Scope

o Adion

o Fufie

o Name

Description (optional):





2922_5_v1.png
File Action View Help

=\

& Windows Frswallwith Advanc]

I8 Inbound Rues
&3 Outbound R
B Connection i
» %, Monitoring Fiterby Profile  » Upp-In)
FiterbyState . Jesktop Soft
FiterbyGroup . Jeskop Soft
esktop St
e » Desktop Soft
e esktop St
ecktop St
e e
Hlp o
ursenice

@ Boniour Service -

W@ NewRule
Filter by Profile

Fiter by State

444

Fite by Group
View

@ Refresh

5 Bponlist

Help






2922_1_v1.png
G e[ < sem -4 ][ seoren 2]

Tasks

View basic information about your com
@ Device Mansger

Windows edition
@ Remotesettings
by Windows Vists™ Uttimate
@ System protection

Copyright © 2007 Microsoft Corporation. Al g

G Advanced system settings

System
Rating; Windows Exp
Processor: Pentium(R) Dual-Cc
- Memory (RAM): 10068
Windbues Updat System type: 32-bit Operating Sy.
ity Center Computer name, domain, and workgroup settings
Performance Computer name: WIN-WYINBUCKRZ] =

e >





2922_7_v1.png
Selectthe type of rewall e to create

B

o e Type Wht type of e would you ke to create?

@ Progam

@ Protocol and Ports © Program

@ Scope Rl that corirls connectionsfora program

@ Adion © Port

@ Prfie Rule that corirls connections for  TCP or UDF port
@ Name ) Prdefined:

(Connectto a Network Projector
R that cortrls connections for a Windows experience.

Leam more about e fypes






2922_3_v1.png
@ee @@

Control Panel Home

Allow a program o feature:
through Windows Firewall

Change notification settings

“Turn Windows Firewall on or
off

Restore defaults
Advanced settings
Troubleshoot my network

Seealso
Action Center
Network and Sharing Center

®-
Help protect your computer with Windows
Firewall |

Windows Firewall can help prevent hackers or malicious
Software from gaining access to your computer
through the Internet or a network,

How does a firewall help protect my computer?

What are network locations? =

. @ Home or wo... Not Connected (v)

=
l @ Publicnetworks  Connected ()

Networks in public places such as airports or coffee
shops

Incoming connections:  Block all connections to
programs that are not on
thelist of allowed
programs e






cover.jpg
Nme
CISCO.

p— -

.

Cisco QuickVPN Installation Tips
for Windows Operating Systems

L






