Configure Virtual Local Area Network (VLAN)
Membership on an RV Series Router

Objective

A Virtual Local Area Network (VLAN) is a logically separate Internet Protocol (IP) subnetwork
whose endpoints are associated by function or other shared characteristics. This makes it
possible for different departments to have separate networks so that its members have
exclusive access to resources.

A VLAN also allows sharing of resources between VLANSs by enabling inter-VLAN routing.
This equates to security as only members of a VLAN have access to the resources passing
through that VLAN. It also means savings because deploying a VLAN means having
separate networks but buying only one device. By default, the RV Series routers have a
default VLAN, VLAN1, which cannot be deleted, edited, or changed. You can create up to 6
VLANS, depending on the model of your device. The VLANSs can be tagged, untagged, or
excluded to specific ports.

This article aims to show you how to configure VLAN membership on your RV Series Router.

Applicable Devices

- RV Series — RV110W, RV130, RV130W, RV132W, RV134W

Software Version

- 1.2.0.10 — RV110W
- 1.0.3.16 — RV130, RV130W
- 1.0.0.17 — RV132W
- 1.0.0.21 — RV134W

Configure VLAN Membership
Add a VLAN

Step 1. Log in to the web-based utility of the router and choose Networking > LAN >VLAN
Membership.

Note: The images on this article are taken from the RV132W router. Options and
terminologies may vary depending on the model of your device.
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Step 2. Click Add Row.

Create VLANS and assign the Outgoing Frame Type.
Up 1 fiva VLANS tatal can ba craatad. VLAN IDs must be in the range {2 - 4094 )

WVLAMID | Description Inter VLAN Routing Port 1 Port 2 Port 2

O 1 Default Dizabled Uintagged Uintagged Untagged
] 10 Accounting Disabled Tagged Tagged Tagged
O 20 Sales Disabled Tagged Tagged Tagged
] 30 Shipping Disabled Tagged Tagged Tagged

Step 3. Enter a VLAN number on the VLAN ID field. VLAN IDs must be in the range 2 to
4094. In this example, 40 is used as VLAN ID.



Crgabe VLANS and aasign e Quigoing Frame Type,
Lhp B0 e VLANS bodal can ba crdabad, VLAN 109 must be in Bk range | 2 - £094 |

You must save before you oan edit or delels.

Step 4. Enter a description for the VLAN in the Description field. In this example, AfterSales
is entered.

Craabe WVLANS and assign B Qulgoing Frame Type.
Uip to Pk WVLANS bolal can b craated. VLAN 105 must be s B range | 2 - 5094 |

Wous must save bafore you oan edit or deleie.

Salen VLANID | Dessiphion Inter VLAN Routing Pt 1 Pon 2 Porl 3
1 Default

Step 5. Click Save.

Craabe VLANS and ausign Bt Qulgoing Frame Type.
Up 80 B WVLANS 3l can be crgabad, WVLAN 109 must be in Bk range ( 2 - 2094 )

Yol MUSE save befare you oan edit or delee.

You should now have successfully added a VLAN to your RV Series Router. A confiirmation
massage that configuration settings have been saved successfully will appear at the top
portion of the VLAN Membership page.



Create VLANS and assign the Outgolng Frame Type.
Up to five YLANS fatal can be created. VLAN IDs must be in the range { 2 - 4094 )

You must save before you can edil or delete.

Selact VLAN IO | Deseription Intar VAN Rauting Part 1 Port 2 Pan 3
O 1 Default Disabled Untaggad Untagged Untagged
O 10 Accounting Disabled Tagged Tagged Tagged
] 20 Sales Disabled Tagged Tagged Tagged
=l 30 Shipping Disabled Tagged Tagged Tagged
O T |anersales O Tagged «  Tagged o«  Tagged w

Add a Member

Step 1. To add members to a VLAN, check the check box of the appropriate VLAN. In this
example, a member will be added to VLAN 40, AfterSales.

LT i

Create VLANs and assign the Oubgoing Frame Type.
Up to five VLAN= total can be created. VLAN IDs must be inthe range | 2 - 4084 )

You must save before you can edit or delete.

Select WLANID | Descripiion | Inter VLAN Routing Fort 1 | Fort 2 Fort3

] 1 Default Dizabled Untagped Untagged Untagged
@ 10 Accounting Disabled Tagged Tapged Taggad
] 20 Sales Disabled Tagged Tagged Tagged
[ Shipping Disabled Tagged Tagged Tagged

] Tagged ¥ Tagged  * [ Tagged |

Step 2. Click Edit.

Create VLANs and assign the Oubgoing Frame Type.
Up to five VLANS total can be created. VLAN IDs must ba inthe range | 2 - 4084 )

You must save before you can edit or delete.

Select WLANID | Descripion | Inter VLAN Routing Fort 1 | Port 2 Fort3

1 Default Dizabled Untagged Untagged Untagged
10 Accounting Disabled Tagged Tagged Tagged
20 Sakes Disabled Tagged Tagoed Tagged

Dizabled Tegged Tagged Tagged
] Tagged ¥ Tagged [ Tagged 7 |

Shipping




Step 3. (Optional) Check the check box to disable inter-VLAN routing. If inter-VLAN is
enabled, you will need to assign an IP address to the VLANS that will be included in the
routing capability.

Note: In this example, Inter VLAN Routing is left unchecked or disabled.

VILAN Membership

Create VLANs and assign the Oubgoing Frame Type.
Up to five VLANS total can be created. VLAN IDs must be inthe range | 2 - 4084 )

You must save before you can edit or delete.

| VLANS Sefting Table
Salect | WLAN ID | Deaszcription | InterVLAM Routing | Poirt 1 | Port 2 [ Part 3
1 Default Dizabled Untagged Untagped Untagged
10 Accounting Disabled Tagged Tagged Tagged
20 Sales Disabled Tagged Tagged Tagged
I Shipping Disabled Tagged Tagged Tagged

| Add Row | Edit | Delete

| Sava || Cancel |

Step 4. Choose a VLAN tag in your preferred port. Click the drop-down arrow and then
choose Untagged, Tagged, or Excluded.

- Untagged — The interface is an untagged member of the VLAN. Frames of the VLAN are sent
untagged to the port VLAN.

- Tagged — The interface is a tagged member of the VLAN. Frames of the VLAN are sent
tagged to the port VLAN.

- Excluded — The port is currently not a member of the VLAN. This is the default setting for all
ports when the VLAN is created.

Note: In this example, the AfterSales VLAN is tagged as a member of Port 1, Port 2, and
Port 3.

VLAN Membership

Craate VLANS and assign the Oulgeing Frame Type.
Up to five VLANS total can be created. WVLAN IDs must ba in the ranga ( 2 - 4094 )

WO muat save Defone wou can adit or dedebe,

VLANS Setting Table
. Sslect | VLAWID | Dascription Intar VLAN Routing For 1 | P2 | P3|

1  Default Disabled Uniagged Untagged Untagged

10 Accounting Dizablad Tagged Tagged Tagged

20 Sales Dizabled Tagoed Tagged Tagaed

30 Shipping Dizablad Tagged Tagged Tagged
:f-.l'hlﬁales | | Tagged  « Tapged v.Taqqad 1'.
| AddRow | [uEdit, ][ Delete E'd

| Excludad

| save || cancel |

Step 5. Click Save.



Create VLANS and assign the Oubgoing Frame Type.
Up to five VLANS total can be created. VLAN IDs must be inthe range | 2 - 4084 )

You must save before you can edit or delete.

Select VLANID | Description | Inter VLAN Routing Port 1 | Port 2 Fart3

] 1 Default Disabled Untagged Untagged Untagged
@ 10 Accounting Disabled Tagged Tagged Taggad
o 20 Sales Digabled Tagged Tagged Tagged
= a0 Shipping Disabled Tagged Tagged Tagged
Aflersales Tagged v Tagged Tagged -

[ o [l ] oo

You should now have successfully added a member to your VLAN. A confirmation message
that configuration settings have been saved successfully will appear at the top portion of the
VLAN Membership page.

Create VLANS and assign the Oulgaing Frame Type.
Up o five VLANS fotal can be created. VLAN IDs must be in the range ( 2 - 4094 )

‘You must save before you can edit or delete.

Infer WVLAN Roufing

Dizabled Untagged Untagged Untagged
10 Acocounting Disabled Tagged Tagged Tagged
20 Sales Disabled Tagged Tagged Tagged

Dizabled

Assign an IP address to the VLAN

Step 1. Click LAN > LAN Configuration.



Getting Started

Run Setup Wizard

* Status and Statistics
r WWAN
» LAM
YLAM Membership
Static DHCP
DHCP Leased Client
DMZ Host
Port Management

» Routing
Routing Table
Dynamic DMNS
IP Mode

F \Wireless

* Firewall

* VPN

* QoS

F administration

Step 2. Click the VLAN drop-down arrow and choose the VLAN that needs to be assigned
with an IP address.

Note: In this example, we will be adding an IP address to VLAN 40.

LAN Configuration

Network

Host Mame: RW134W

Diomain Mame:

IPvd

WLAN: 40
1

Local IP Address: 10 168 105 11 (Hint: 192.168.1.1)
20

Subnet Mask: 30 . 265 . 255 .0

Server Settings(DHCP)

Step 3. Under theLocal IP Address field, enter the IP address you need to assign for that
VLAN.

Note: In this example, we are assigning the IP address 192.168.40.1 to VLAN 40.



LAN Configuration

Hotwork

Foot Mame:
Comain Mame:
IPvd

WLARN:

| ocal IP Addrese-

Subnot Mack

RW 34W

40 -

142 1RE 40 1 (Hnt 192 168 1 1)
285 . 2BE . 255 .0

Step 4. Enter the subnet mask for the VLAN in the Subnet Mask field.

LAN Coniiguration

Hotwork

Feost Hame:

Comain Mame:

IPv4
WLAM:
| ocal IP Address-

Subnot Mack

Step 5. Click Save.

MHCP Dipticon GRMARD & RT-
TFTP Server Hnet Klama-
T Server M

Cuniliguralicve Filaname.

s ] cal |

R 340

40 -

1492 16E 40 1 (Hnt 192 168 1 1)
285 . QBE . 2EBE .0

|:| Enabe

You should now have successfully assigned an IP address to the VLAN.



