Troubleshoot of Threat Grid Appliance
Integration with FMC
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Introduction

This document describes in detail Thread Grid Appliance (TGA) integration with Firepower
Management Center (FMC).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Firepower Management FMC

- Threat Grid Appliance Basic Configuration
- Create Certificates of Authority (CA)

- Linux/Unix



Components Used
The information in this document is based on these software and hardware versions:

. FMC version 6.6.1
. Threat Grid 2.12.2
. CentOS 8

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Problem

In this used case scenario, you can see 2 issues and two error codes.

Scenario 1

The integration fails with errors:

Sandbox registration failed: Peer certificate cannot be authenticated with given CA certificates
(code = 60)

When it comes to this problem, the issue is related to the certificate that is not uploaded into FMC
as a complete chain. Since the CA-signed certificate was used, the entire certificate chain
combined into one single PEM file needs to be used. In another word you start with Root CA >
Intermediate Cert (if applicable) > Clean Int. Please refer to this article from the official guide
that describes the requirements and procedure.

If there is a multi-level signing chain of CAs, all required intermediate certificates, and the root
certificate must be contained in a single file that is uploaded to the FMC.

All certificates must be PEM-encoded.

The file's newlines must be UNIX, not DOS.

If the Threat Grid appliance presents a self-signed certificate, upload the certificate you
downloaded from that appliance.

If the Threat Grid appliance presents a CA-signed certificate, upload the file that contains the
certificate signing chain.

Scenario 2

Invalid Certificate format error

Invalid Certificate format (nust be PEM encoded) (code=0)
Certificate format error, as shown in the image.


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/file_policies_and_advanced_malware_protection.html

Error

Invalid certificate format (must be PEM
encoded). (code = 0)

This error is due to the wrong formatting of the combined PEM certificate created on the Windows
machine that uses OpenSSL. It is highly recommended to use a Linux machine to create this
certificate.

Integration

Step 1. Configure the TGA, as shown in the images.
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Configuration e Network Configuration
Authentication CLEAN interface
CA Certificates
MAC Address: 24qDC= P Address: 172.16.2.103 (STATIC)
Change Password
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Date and Time | el e
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ADMIN interface

MAC Address: 40IIEC P Address: 10

IP Assignment
| STATIC v|
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| 10QEE 30 |

Subnet Mask
| 255.255.255.192 |

Gateway

10 G- |

Host Name
| TG-M5 |

Host (A) | Security

8.30 (STATIC)

Host (uses parent domain if left blank):

W4

Fully qualified domain name (FQDN):

VW com

|P address:

172.16.2.103

| Update associated pointer (PTR) record




Host (A) | Security

Host (uses parent domain if left blank):

TG-M5

Fully qualfied domain name (FQDN):
TR .com

|P address:
TOGEE 830

| Update associated pointer (PTR) record

Internal CA-signed Certificates for Clean Admin interface

Step 1. Generate the private key which is used for both admin and clean interface.

openssl ecparam -nane secp521rl -genkey -out private-ec-key. pem

Step 2. Generate CSR.
Clean interface
Step 1. Navigate to the CSR creation and use the private key generated.

openssl req -new -key private-ec-key. pem-out MYCSR. csr

Note: The CN name must be entered for CSR and must match the hostname of the Clean
interface defined under ‘Network’. A DNS entry must be present on the DNS server which
resolves the Clean interface hostname.
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Admin Interface

Stepl. Navigate to the CSR creation and use the private key generated.

openssl req -new -key private-ec-key. pem-out MYCSR. csr

Note: The CN name must be entered for CSR and must match the ‘hostname’ of the ‘admin
interface’ defined under ‘Network’. A DNS entry must be present on the DNS server which
resolves the clean interface hostname.

ADMIN interface

MAC Address: 40 EEE0 P Address: 10 8.30 (STATIC)

IP Assignment
| STATIC |

IP Address
| 10QEE 30 |

Subnet Mask
| 255.255.255.192 |

Gateway
|10 QI |

Host Name
| TG-MS |




Step 2. CSR is to be signed by CA. Download the certificate in DER format with the CER
extension.

Step 3. Convert CER to PEM.

openssl x509 -inform DER -outform PEM -in xxxx.cer -out yyyy.pem

Clean interface CSR and CER to PEM

C:\Users\Administrator\Downloads\TG\NFMC>openssl req —new —-key step?7-1-private—ec
~key.pem —-out clean-csr.csp

You are about to be asked to enter information that will be incorporated

into your certificate request.

WWhat you are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some blank

For some fields there will be a default value,

I[f you enter ’.’, the field will be left blank.

Country Name (2 letter code> [AU]:

State or Province Name (full name) [Some-Statel:

Locality Name <eg. city> []:

Organization Name {(eg, company? [Internet Widgits Pty Ltdl:PPJ
Organizational Unit MName <eg, section)> [1:IT

Common MName (e.g. server FQDN oy YOUR name?> [ ]1:WMIEaiie
Email Address [1:

Please enter the following ’extra’ attributes
to be sent with vour certificate request

A challenge password []:Clscolf123

An optional company name [1:PPJ

C:\Userss\Administrator\Downloads\TGNFMC>openssl x589 —-inform DER -outform PEM -i
n Clean—interface_CSR_CA-signed_DER_CER.cer —-out Clean—interface_CSR_CA-signed_D
ER_PEM.pem

Admin interface CSR and CER to PEM

:N\UsersNAdministrator\Downloads\TG\NFMC>openssl req —new —key step?-1-private—ec
-key.pem —out Admin—interface_CSR.csp
ou are abhout to be asked to enter information that will be incorporated
into your certificate request.
Jhat you are about to enter is what is called a Distinguished Name or a DN.
here are quite a few fields but you can leave some bhlank
IFor some fields there will be a default value.
If you enter *.’, the field will bhe left blank.
ountry Name (2 letter code?> [AU]:
tate or Province Name (full name)> [Some-Statel:
Locality Name <eg, city> [1]:
Organization Name <(eg,. company? [Internet Widgits Pty Ltdl:PPJ

Organizational Unit Name C(eg, section)> []1:IT
ommon MName Ce.g. server FQDN or YOUR name> [1:TG-diimgm
Email Address [1:

lease enter the following ’extra’ attributes

o be sent with your certificate request
challenge password [1:Clsco@123

An optional company name [1:PPJ

:NUsers\AdministratorsDownloads\TG\NFMC>openssl x589 —inform DER —-outform PEM
Admin—interface_CSR_CA-signed_DER_CER.cer -out Admin—interface_CSR_CA-signed_D
IER_PEM. pem

Proper format of the Certificate for FMC

If you already got provided with certificates and they are in CER/CRT format and readable when a
text editor is used, you can just simply change the extension to PEM.



If the certificate is not readable you need to convert the DER format to PEM readable format.

openssl x509 -inform DER -outform PEM -in xxxx.cer -out yyyy.pem

PEM

Example of PEM readable format, as shown in the image.
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F—-——EEGIH CERTIFICATE-———- -
MITFozCCR4ugAwIBAgITGQAALALex/EgACaWIAARARLLL JANBgkghkiGOwOBAQUF
ADAaMRgwFgYDVQQODEwWSUb21EZW1vIFJIvb3QgQOEWHhcNMT QWM ASMTOWMIU3WheN
MiQwM i ASMTOxMTIUIW i BEMRIWEAYRCZImiZPyLGRBGRYCc2UrFzAVBgoJkiadk/Is
ZAEZFgdOb2 1 kZW1vMRswEQYDVQODEXJUDZ2 1IEZW1VvIE]l zc3VpbmcgQOEwggE1iMAOG
C5qgGSIb3DRQEBAQUAA4IBDWAWggERACIBAQDCE8XmXxLHoOM/521CFtI4DSN6gQVNAN
8ixujS4PSSRnQtagqpbibcAZpvbYysNt2uwA40urkxY¥Y2nyn4SMy/2154L9x10udsu
W+/4T2dcFgQEzFiNygVkLopSvREnCE jceD+FREXbPCS5Zyy4Hhz /X CgwPRfaobx+q
aV1£SniO0 N = 2 (1 6 0 5 £
BhdyONMrZxmQeYgFPUmd2o03x+1yql406hIF7LLGFA0Ddgi3R31D30Pb7+Dm2ezv0
OKkbCHdjl3inB3DltgllémZeIEte+0TRv1QXr33umD6zeYid4okbaHZLvAgMBAAG]
ggGWMIIBrDAQBgkrBgEEAY I SFQEEAWIBADAMdBgNVHQ4EFgQUO+wPInpDnogqnulIlx
BtUbIGLAS1UwgYsGA1UdIASBgzCBgDB+BgorBgEEAYKAZwEBMHAWPgY IKWYBBQUH
AgIlwMhé4wAFQAbDWBtAEQAZQBtAGEAIABQAGESADABpAGMAeQAgAFMAJABRAHQAZQBL
AGUAbRgBOMC4GCC=GAQUFBWIBFiJodHRWOi1BveGrtpLnRvbWR1bWEuc2UveGrpL2ZNw
cy50dGOAMBEGCSsGAQQBgj cUAGQMHgoAUWB1AGIAQWBBMASGA1UdDWQEAWIBh AP
BgNVHRMBAfSEBTADAQH/MBEGAIUAIwQYMBaAFLO00e0rG2ExZ1dmboIulwgGgPrsSe
ME IGA1UdH Gy S 2 Z S 9wa 2 kv VGOt
RGVtbyUyMFJIvb3Q1MiBDQS5 i cwwI QY IKwYBBQUHAQEEQTA/MDOGCC=GAQUFBzAC
hjFodHRWOiBveGtpLnRvbWR1bEWEuc2UveGEtpL1RVvEUR1IEWE1MjBSb290JTIWwQOER
Y3JOMAOGCSqGSIb3DQEBBQUAN4 ICAQBBkNHalbX3kkpOXCV3nQ9R4CyGE61WIS0OgL
57uGRcpulSqUu790J534x1Werhm32db7qvHDPaYED2 3gudpOSHyUywZTFbwzm92¢c
elwZpyJHénsugNFDTYQTAWAQS zwCr ldcUFRW301mkPuhENy ttqCIJ9KeLrwCaM/p
QVyTaWoTUL4 /BY+0sLXDGURXrGejcVsBZQy4bqhmhOT fel TcAOAN4TpVL EXdnWFe
Vnu/rvwuOnfvliyiWWeZcknAATaagnLXdbFWIXnVSlbooZmYXXQqel FxJV1bhNdWMS
tgdg3t2gBXi3PTXiD+OWEzkABGHMIrmki S5 LNpl0/ oV+Ew3DuyGYLurgeTWW1JisJ
S4GImOVOBX1Py1FQnOhILexgr+LATEXOPgXTyRCpl /UGH1ih05S51F4GvPEjO0s1BA
ebRkDrN2vU+9kg8UXOhzXierQDmJkCOpSUNVEPkE/OP72vxIuAQONdY++cJRwWZi+
adWpécZBzWSh30dK1vEDdJNEBE7SrzQcwMlerYTABSIaK6KCTNDbTOF4kTW1BSR1WgD
VXyboYEbfOymSCiNmDKUXqQMI45FIztDhYjJgniNeroJdUZnUYa9y63zujyZuyQei
EViipXscPOfrcrCESuvi0KsMiLxucl fVJyCAJEMG++LgWxhb24T7CvhSDE2wZrq0+
Q70pOWaYww==

Example of DER readable format, as shown in the image
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Difference between certificate created in Windows vs Linux

A simple side-by-side comparison of both certificates next to each other you can use

the Compare plugin in Notepad ++ reviled the encoded difference in line #68. On the left, you can
see the certificate created in Windows, on the right you can find the certificate generated on the
Linux machine. The one on the left has carriage return which makes that certificate PEM invalid for
FMC. However, you cannot tell the difference in text editor except for that one line in Notepad ++.



Copy the newly created/converted PEM certificate for RootCA and CLEAN interface to your Linux
machine and remove the carriage return from the PEM file.

sed -i 's/\r//' <file.crt>

Example, sed -i 's/\r/[' OPADMIN.pem.

Verify if the carriage return is present.

od -c <file.crt>
Certificates that still have carriage return presented, as shown in the image.
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Certificate after you run that through a Linux machine.



[admin@localhost Desktopl$ od -c MRICA.pem
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For FMC combine Root_CA and the no-carriage certificate on a Linux machine use the next
command.

cat <root_ca _file.penr <clean-int-no-carriage. penr > <conbi ned_root-ca_cl ean. pen
Example, cat Clean-interface_ CSR_CA-signed _DER_CER_PEM_no-carriage.pem Root-
CA.pem > combine.pem.

Or you can also open a new text editor in your Linux machine and combine both Clean certificates
with carriage return removed into one file and save it with.PEM extension. You must have your CA
certificate on top and the Clean Interface certificate on the bottom.



Open ~ &

CombinedMRICA&PANDEM.pem

PANDEM.pem —

MIIGtDCCBZYygAWIBAgITRQAAAPNPLYNBOh]j ZawAEAAAA+TANBYgkghkiGIWOBAQSF
ADBOMRUWEWYKCZImiZPYyLGOBGRYFTGY) YUwxFzAVBgoJkialk/IsZAEZFgdPc29j
LWpvMRwWGgYDVQQDEXNPC29j LWpvLUNDTLREQzAYLUNBMB4XDTIXMDOQWNDIxM] Ux
MloXDTIzMDOWNDIxMjUxMLow] jEKMCIGAIUEAXMbTVIKLUFNUCIURY INNSOwMS5q
dC5qdGdyb3VwMIIBI j ANBgkqhkiGO9wOBAQEFAAOCAQRBAMIIBCgKCAQEASg4ZsmoY
#T2QY07hhzd8b+KbsUMcQQB50pogqvelQ52G7Tmwe+vmg+EYHWbBTgD99KD1xRol
DSyIg3WkilMpIluPi0EUHdAC2TqAdwOreEMKHLFNQ54G]1lwZ6S0hI9J28h/LkRT8
Z35BqqFoxps8s0kp7107HALbxqb45ttUUNN/iV7Z1lyalXI/GkbftDVSWgXUB1RIE
pP+NoQbt/ABQOWNED]R+A] /XKzwlb70Licq4mMBIT6EOTk1IzyaSvepBxYCeoMpt
sKyHCsrncMzs9scw6TMIAoT+ALWZhhTygTnn/eQCNBUZtFOpIpgxXGygyiz+GdICM
6gWz72TZ35Q00CwIDAQABO4IDSTCCAGOWCWYDVRE@PBAQDAGWYMBMGALUdIQQMMADG
CCsGAQUFBWMBMBSGCSSGAQQBg j cVCgQOMAWWCGY IKwYBBQUHAWEWHQYDVROOBBYE
FN5PreQM1gleykPyQzMFwulQswBe FMBSGA1UdIWQYMBaAFO1LUr81lFyud4sinHEcub
YIf9uvmIMIIBaAYDVROTBIIBXzCCAVswggFXolIBUGCCAU+GgcBsZGFwW0Oi8vLOND
PU9Z b g  © 0 OR QL ENOPVE1

YmxpYyUyMEt LleSUyMFNlcnZpY2VzLENOPYNLcnZpY2VzLENOPUNvbmZpZ3VyYXRp <=
b24sREMIT3NvYylgbyxEQz1Mb2NhTD9) ZXI0aWZpY2FOZVIldmIjYXRpb25MaXNe® Ca Cartificate

P23hc2U/b2]1gZWNEQ2xhc3MIY1IMRGLzdHIpYnVOaWoulG9pbnsGO2hedHABLY 9D
DOSUREMWMSS5PC29] LWpvLKkxvY2FMLONLcnRFbnIvbGwvT3NVYy1lgby1DQO5SUREMwW
M11DQSgOKS5jcmyGRWZpbGUGLYy8VLANDTLREQzAXLk9zb2MtamBuTG9j YUwvQ2Vy
dEVucm9sbC9Pc29j LWpvLUNDTLREQzAYLUNBKDQpLmNybDCCAZSsGCCsGAQUFBWEB
BIIBjTCCAYKwgbQGCCSGAQUFBzAChoGNbGRhcDovLY9DTj1Pc29jLWpvLUNDTLRE
DzAYLUNBLENOPUFJIQS*DTj1QdWIsaWMLMjBLZXKIMjBTZXI2aWN1cyxDTj1TZXJ2
aWN1lcyxDTj1Db25mawWd1lcmFOawIuLERDPU9Zzb2Mtam8sREMITGY ) YUw/YOFDZXJ0
aWZpY2FOZT91iYXNLP29iamVjdENSYXNZPWNLcnRpZmLj YXRpb25BdXRob3JpdHkw
ZgY Tkw B QU 0 1/ cn RF
bnJvbGwvQONOVERDMDEUT3NvYylgby5Mb2NhTFIPc29j LWpvLUNDTLREQzAYLUNB
KDQpLmNydDBoBggrBgEFBQcwAoZcZmlsZTovLyB8vQONOVERDMDEUT3NVYylgby5M
b2NhTCODZXIORWSyb2xsLONDTLREQzAXLKk9zb2MtamBuTG9 ] YUxFT3NvYylgby 1D
DB5UREMWMi1D0SgOKSS ] cnOwIQYIKwYBBAGCNXQCEBQeEgQBXAGUAYgBTAGUACYB2Z
AGUACj ANBgkghkiG9wOBAQs FAAOCAQEAOPiMp5UB2+HHOC92Yy 7] zakEONXMptvhj
o¥Ynn4iC48edf6REWVILcyis18bhHTpYMpZ6GarkKHosBILDWYR454qR24WBKY+KX
YPUUNUPYhpX7ucu46QdHNolkbQdyt4xDzV]j faxjKX2POWejglxPT98TZvpwVUZHd
gXEE6r3q7LMfS3FgbSAdvY /wPKROhuDDxOpLIsgXbM8/Q/yEGIIaVyfdxgTPwWBCq
UrRN1AKdmEGV9cBro,/2di/WwWNwNAairHEeRmhrsPLgMEKbQa8iW+ogrlVIinKagZ
gGDOKLdidqF+UtyVuIUSqPXK1t4RZno+Z1MilodVchal361VAHEXFGO==

----- END CERTIFICATE-----

----- BEGIN CERTIFICATE-----

MIIGtDCCBZYgAWIBAQITROAAAPNDPLYNBOhj ZawAEAAAA+TANBgkghkiGIWOBAQSF
ADBOMRUWEWYKCZIMiZPyLGOBGRYFTGY]j YUwxFzAVBgoJkialk/IsZAEZFgdPc29j
LWpvMRwWGQYDVQQDEXNPC29j LWpvLUNDTLREQZAYLUNBMB4XDTIXMDQWNDIxM] Ux
MoXDTIzZMDOWNDIXM]jUxMlow] jEKMCIGALUEAXMbTVIKLUFNUC1URY INNSOWMS5q
dC5adGdvb3VwMIIBIiANBakahkiGOwOBAOEFAAOCADBAMIIBCAKCAQEASQ4ZsmoY

Save = = o x
| combinedMRICA&PANDEM.pem |
B —
I
Plain Text v Tab Width: 8 + In76,Col26 v INS

This must be your certificate that you later upload to your FMC to integrate with the TG appliance.

Certificate upload to TG appliance and FMC

Upload certificate for a clean interface

Navigate to Configuration > SSL > PANDEM - Actions Upload New Certificate > Add

Certificate, as shown in the image.
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Upload certificate for an admin interface

Navigate to Configuration > SSL > OPADMIN - Actions Upload New Certificate > Add
Certificate, as shown in the image.
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Upload certificate to FMC

Size

1KB
Z¥B
1B

2KB

In order to upload the certificate to the FMC, navigate to AMP > Dynamic Analysis Connections

> Add New Connection, then fill in the required information.
Name: Any name to identify.
Host: Clean-interface FQDN as defined when the CSR for clean-interface is generated

Certificate: The combined certificate of ROOT_CA and clean interface_no-carriage.



Cisco® ISE Configuration 5.2.240/ddd/#DynamicAnalysisConnections
17216238

Add New Connection

Certificate Upload:
Cihfakepath\PANDEM_clean-interf Browse...

Use Proxy When Available:

Once the New Connection is registered, a pop-up is displayed, click on the Yes button.

€ > C 4 Notsecure | 172.16.2.240/ddd/#DynamicAnalysisConnections v @ :

Creating Connection...

Do you want to allow redirection to

another page to complete registration?

The page redirects to TG Clean interface and login prompt, as shown in the images.
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Forgot password?

Accept the EULA.
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THREAT GRID SERVICE
Terms of Use Agreement

This is a legal agreement (“Agreement™) between you, the party using the Threat Grid Service, and Cisco Systems, Inc., a California corporation having offices at 170 West Tasman Drive, San
Jose, CA 95134 (“Cisco™). This Agreement applies to your access and use of Cisco’s Threat Grid Service.

By clicking accept or using the Cisco Technology, you agree that such use is governed by the Cisco End User License Agreement and the applicable Product Specific Terms (collectively, the
“EULA"™). You also acknowledge and agree that you have read the Cisco Privacy Statement.

If you do not have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click ‘accept’ and do not use the Cisco Technology. If you are a
Cisco channel partner accepting on behalf of an end customer (“customer™), you must inform the customer that the EULA applies to customer’s use of the Cisco Technology and provide the

customer with access to all relevant terms.
BY CLICKING ON THE “l AGREE"” BUTTON BELOW YOU ACKNOWLEDGE THAT YOU Full Name: Adminictrator

HAVE READ ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT,

UNDERSTAND THEM, AND AGREE TO BE LEGALLY BOUND BY THEM.
Title: Administrator

Successful integration displays an active device, as shown in the image.
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Active Device
A device has been registered and activated with your appliance.

Device Type FMC
Model 42
Meodel ID 52
Mgmt IF 005056895288
Current status  Active

Click Return, back to FMC with successful TG integration, as shown in the image.
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Related Information

. Firepower Management Center Configuration Guide, Version 6.6
. Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/index.html
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