Recover and Customize Secure Web Appliance
Dashboard

Contents

I ntroduction

Prerequisites

Requirements

Components Used

My Dashboard

Default view

Web Proxy Traffic Characteristics

System Resource Utilization

Total Web Proxy Activity

Web Proxy Summary

L4 Traffic Monitor Summary

Suspect Transactions

Suspect Transactions Summary

Top URL Categories. Total Transactions
Top Application Types: Total Transactions
Top Maware Categories. Monitored or Blocked
Top Users: Blocked or Warned Transactions
Modify Time Range

Modify Data sets

Change Dashboard Design

Restore My Dashboard to Default

Related Information

| ntroduction

This document describes steps to customize and restore Secure Web Appliance (SWA) Dashboard.
Prerequisites

Requirements

Cisco recommends knowledge of these topics:
* Access To Graphic User Interface (GUI) of SWA

* Administrative Access to the SWA.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



My Dashboard

By Default, the SWA landing page is My-Dashboard, which is the page that displays when the user logs into
the appliance. My Dashboard contains two main sections:

» System Overview
» Time Range

Y ou can customize various properties of these statistics and reports, such as.

Data Type

Time Range

Position to show on the page
Show and hide data sets

Default view

By default, the reports and statistics in My-Dashboard are:

» System Overview
- Overview > Web Proxy Traffic Characteristics
- Overview > System Resource Utilization
* Time Range
- Overview > Total Web Proxy Activity
- Overview > Web Proxy Summary
- Overview > L4 Traffic Monitor Summary
- Overview > Suspect Transactions
- Overview > Suspect Transactions Summary
- Top URL Categories: Total Transactions
- Top Application Types. Total Transactions
- Top Maware Categories: Monitored or Blocked
- Top Users. Blocked or Warned Transactions
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Web Proxy Traffic Characteristics

Web Proxy Traffic Characteristics lists statistics about transaction:
Average transactions per second in past minute: XX
Average bandwidth (bps) in past minute: XX

Average response time (ms) in past minute: XX
Total current connections; XX

System Resour ce Utilization

System Resource Utilization lists current Overall Central Processing Unit (CPU) Load, Random Access
Memory (RAM) and Report / Log disk usage.

Click System Status Details to switch to the System Status page

(Use the Reporting > System Status page to monitor the System Status. This page displays the current
status and configuration of the Secure Web Appliance.).

Note: The CPU utilization value shown on this page and the CPU value shown on the System



Status page can differ slightly because they are read separately, at different moments.

Total Web Proxy Activity
Y ou can view the web proxy activity that is reported by the Secure Web Appliances that are currently
managed by the Security Management appliance.

This section displays the actual number of transactions and the approximate date that the activity occurred in
graphical format.

Y ou can aso view the percentage of web proxy activity that are suspect, or clean proxy activity, include the
total number of transactions.

Web Proxy Summary
Allows you to view the percentage of Web Proxy activity that are suspect or clean Web Proxy activity.
L4 Traffic Monitor Summary

You can view any L4 traffic that is reported by the Secure Web Appliances that are currently managed by
the Security Management appliance, in graphical format.

Suspect Transactions

Y ou can view the web transactions that have been labeled as suspect by the administrator in a graphical
fI'or:irggte'cti on displays the actual number of transactions and the approximate date that the activity occurred,
in graphical format.

Suspect Transactions Summary

Y ou can aso view the percentage of blocked or warned transactions that are suspect.

Y ou can see the type of transactions that have been detected and blocked, and the actual number of times
that this transaction was blocked.

Top URL Categories: Total Transactions
Y ou can view the top URL Categories that are visited on the site in a graphical format.
Top Application Types. Total Transactions

Y ou can view the top application types that are blocked, which aso includes the name of the actual
application type and the number of times the specific application has been blocked, in graphical format.

Top Malware Categories. Monitored or Blocked
You can view all the Malware categories that have been detected in graphical format.

Top Users: Blocked or Warned Transactions



Y ou can view the actual users that generated the blocked or warned transactions, in graphical format. Users
can be displayed by IP address or by user name.

Modify Time Range

To Modify Time Range date from Day to Hour, Week, 30 days, Y esterday:
Step 1: Select Option (top right)

Step 2: Select Performance

Step 3: Click Edit Preferences

Step 4: Change Reporting Time Range Displayed (default) to one of the available options.

Step 5: Submit Thereisno need to commit the changes.
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Image 2: Steps to edit default time range in My-Dashboard.

Modify Data sets

Y ou can add and remove data sets and reports in the My-Dashboard page. Use plus sign ( + ) to add
additional reports, and use X sign on top right of each reports to remove them.

System Overview |+ |
Owerview > Web Proxy Trafflc Characteristics Dverview > System Resource Utilization i |
Average transactions per second in past minute;
2 G e cru: 10.9% |l
Average bandwidth (bps) in past minute:
RaM: 6.5% |

Average response time (ms) in past minute:
Reporting / logging disk: 12.7% [

=T = = =]

Total current connections:

System Status Details

Image 3: Add and Remove reportsin My-Dashboard.

Caution: Changes take effect as soon as you change them. There is no need to Submit.

Change Dashboard Design



Y ou can change the order of each data setsin My-Dashboard page. Click on the blue ribbon at the top of
each reports, then change the place or that report.

Restore My Dashboard to Default

To restore My-Dashboard to default value, manually edit the configuration file, with these steps:

Step 1: From GUI, Navigate to System Administrations.

Step 2: Select Configuration File.

Step 3: Download the latest Configuration file.

Note: Select Encrypt passwords in the Configuration Files

Step 4: Modify the XML file, by remove everything between <user_reports> and </user_reports>.

SUSET_reportss
CUSEr_reporte=

USEF_repori_Eoy=user_repert=-adein=cosus</user_report_keys>
<USEr_report_usersadain</usser_report_users
=uger_report_titlesMy-Dashboard=/user_report_titles
<lidEf_report_report_type>cosus<fider_report_réport_types
=user_report_search_widget>8</user_report_search_widgets
<user_report_containers_orders
<user_report_container_name=dashboard<Suser_report_contalner_names
CUsEr_report_container_nomestandalone</user_ropart_containgr_nases
<USEF_report_container_nasexdate range_box< user_report_comtainer_nasex
“USer_repori_container_nasessadrch_pagesSuser_report_container_mases
<fuder_repart_containerd_srder>
<user_report_report_definitionss
<user_repart_report_definitions
suser_report_report_definition_key=3dS36853cdcTHadd 26 TSCBS6C251dTec</ user_report_report_definj
agser_report_report_def_id-wsa_system_status</user_report_repert_def_id=
CiggEr_report_sectlonss
=yser_report_section=ss @ 8 _l=fuser_report_sections
“uter_report_section=d5 B 0 B<fusér_report_sections
<fuser_report_sectionss
<fuser report_report definitions
<user_report_report_definitions
suser_report_report_definition_key=7206647 1d3dE 11 fa734edd2 1086 7bed</user_report_report_defini
aigger_report_report_def_ldewsa_web sites</user_report_report_def_ide
#igger_repart_sectloms=
“User_report_section=ss 0 0 B=fusér_report_sections
=fuder_report_seclloni>
<fuser report_report definitions
<user_report_report_definitions
<user_report_report_definition_key=76lc50@f3576635d126133F11418434b</user_report_report_defini
agser_report_report_def_id-wsa_sonitor_overviews/user_report_report_def_id=
wigger_repart_sectloms=
“User_report_section=ss @ 0 _l=fusér_repart_sections
=user_report_section=ss @ 8 B<fuser_report_section>
<uder_report_sections23 1 4 B<fuster report Sections
<user_report_sections$s 1 4 l<fuser_report_sections
suser_report_sectione=ss_1_3 @<fuser_report_sections
syser_report_sectionsss_1_3_l<fuscr_report_sectionms
wyser_report_section»ss 1 2 @«fuser_report_sections
<user_report_section=ss 1 2 l<fuser_report_sections
=user_report_section=ss_1 8 l<fuser_report_section=
<uder_report_sections=35 1 1 B<fuser report_sections
<user_report_sections>$s_1 8 @<fuser_report_sections
<user_report_sectione=$s_1_5 @<fuser_report_sections
wfuser_report_sectionss
afuser_report_report_defindtions
<user_raport_report_definiticns
zigser_report_report_definition_key>ddi8fa53Tb82 f23ad5550dd cde 775485« user_repart_report_defini
<user_report_report_def_id>wa_user_coumt</user_report_report_def_ids
<uSer_report_sectionss

<user_dashboard_maps=

<user_objects>
<yser_nascradeim< user_namoe

wfuser_objects»

= user_dashbonrd_saps

<wiiil_Codi T iG>
<coeins_whip_excluded dosaini=</copus_whnp_sxcl
=coeus_whnp_extra_saspling>25</coeus_whnp_extr
=coeus_whnp_feedback_sampling=18@8</cosus_wbnp_
=coeus_whnp_max_stats_size=10485T68d cotus_wh
<CoUs_wWhng_stats_server_hostewbap. ironport.co
=Coras_wWwhnp_stats_server_port=4d43«/cosus_wbnp_
<Co#iEs_whngd_uplosd_SATerval>300<C cEus_whip_iap
<coeias_whig_uplosd_Levelsl<fcoeus_whnp_upload_
<coeus_whnp_user_sampling=18d</coeus_whnp_user
=coeus_whnp_werbose_logging=8</coeus_whng_verb
=<coeuslog_reporting_average_http_object_sizesl
amerlin_config_domain_blocking_matchel8@c/merl
wmerlin_config_enable_domain_level_blockings
=merLin_cenfig_threat_risk_thresho Ld=00- e el
=merlin_cenfig_scan_eviction_verdict=unscannab
=firessp_config write_te_filesl<Sfiressp confi
=fireasp_config_content_buffer_tiseout>88</fir
<shybridd_config_cws_company_names</hybridd_con
shybridd_config_health_upl_interval=2@«/hybrid
chybridd_config_hybrid_device_descrscfhybridd_
=hybridd_config hybrid_enableds@</ ybridd_cond
=hybridd_config_reg_sve_host=api-sse.cisco.cos
<hybridd_config_reqg swve_port>=dd3</hybridd_conf
<csid_config_csid_datapush_interval=ld4ded</csi
=<csid_config_csid_enabled=1</csid_config_csid
scsid_config_csid_optouts8<Scsid_config_csid_o
asse_connectord_config_cloud_service_snabled»8
<L spd_scspd_ocsp_tnabledsl</ocspd_ocspd_oosp_
=gCspd_ocspd_upstreas_proxy_configs

=ocipd_ocspd_upitress_proxy_enabled=@< ocspd_
<ocipd_ocepd_upstress_proxy_groups</ocipd_ocs

Image 4: Sample configuration files with customized dashboard (right) and Default configuration file

(Left).

Step 5: From Configuration file Page, in Load Configuration section select Load a configuration file

from |

ocal computer.

Step 6: Upload the modified XML file.



Step 7: Click on Load and commit changes.

Related | nfor mation

e User Guide for AsyncOS 14.5 for Cisco Secure Web Appliance - GD (Genera Deployment)
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