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Introduction

This document describes how to migrate a Cisco Firepower Threat Defense (FTD) device between 
Firepower Management Centers.

Prerequisites

Before starting the migration process, ensure that you have these prerequisites in place:

Access to both the source and destination FMCs.•
Administrative credentials for both FMCs and FTD.•
Backup the current FMC configuration.•
Make sure that the FTD devices running a compatible software version with the destination FMC.•
Make sure that the destination FMC has the same version as the source FMC.•

Requirements

Both FMCs must be running compatible software versions.•
Network connectivity between the FTD device and both FMCs.•
Adequate storage and resources on the destination FMC to accommodate the FTD device.•

Components Used

The information in this document is based on these software and hardware versions:

Cisco Firepower Threat Defense Virtual (FTDv) Version 7.2.5

Firepower Management Center Virtual (FMCv) Version 7.2.5

The information in this document was created from the devices in a specific lab environment. All of the 
devices used in this document started with a cleared (default) configuration. If your network is live, ensure 
that you understand the potential impact of any command.



Background Information

Migrating an FTD device from one FMC to another involves several steps, including deregistering the 
device from the source FMC, preparing the destination FMC, and re-registering the device. This process 
ensures that all policies and configurations are correctly transferred and applied.

Configure

Configurations

1. Log in to the source FMC.



2. Navigate to Devices > Device Management and select the device to be migrated.



3. Within the device section, navigate to device and click export to export your device settings.

4. Once the configuration has been exported, you must download it.



Note: The downloaded file must contain the .SFO extension and contains device configuration 
information such as IP addresses, security zones, static routes, and other device settings.



5. You must export the policies associated with the device, navigate to System > Tools > Import/Export, 
select the policies you want to export and click export.





Note: Make sure that the .SFO file has been downloaded successfully. The download is done 
automatically after clicking on export. This file contains the access control policies, platform 
settings, NAT policies, and other policies which are indispensable for the migration since they are 
not exported together with the device configuration and have to be uploaded manually to the 
destination FMC.

6. Deregister the FTD device from the FMC, navigate to Devices > Device management, click the three 
vertical dots on the right side and select delete.



7. Prepare the Destination FMC:

Log in to the destination FMC.•
Make sure that the FMC is ready to accept the new device by importing the source FMC policies you 
downloaded in step 5. Navigate to System > Tools > Import/Export and click upload package. 
Upload the file to import and click upload.

•

8. Select the policies to import in the destination FMC.



9. In the import manifest, select a security zone or create a new one to assign to the interface object and 
click import.



10. Register the FTD to the Destination FMC:

On the destination FMC, navigate to Device > Management tab and select Add > Device.•

Complete the registration process by responding to the prompts.•





For additional details, check the Firepower Management Center Configuration Guide, Add Devices to the 
Firepower Management Center

11. Navigate to Device > Device Management > select the FTD > Device and click import. A 
warning shows asking for your confirmation to replace the device configuration, click yes.

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d


12. Select the import configuration file which must be .SFO extension, click upload, and you see a message 
appears indicating that the import has started.



13. Finally, an alert is displayed and a report is generated automatically when the import is complete, 
allowing you to review the objects and policies that have been imported.



Verify

After completing the migration, verify that the FTD device is correctly registered and functioning with the 
destination FMC:

Check the device status on the destination FMC.•
Make sure that all policies and configurations are correctly applied.•
Perform a test to confirm that the device is operational.•

Troubleshoot

If you encounter any issues during the migration process, consider these troubleshooting steps:

Verify network connectivity between the FTD device and both FMCs.•
Make sure that the software version on both FMCs are the same.•
Check the alerts on both FMCs for any error message or warnings.•

Related Information

Cisco Secure Firewall Management Center Administration Guide•
Configure, Verify and Troubleshoot Firepower Device Registration•

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/720/management-center-admin-72/tools-import-export.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html

