Remove or Modify NetFlow Configuration Using
Flexconfig
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This document describes how to remove or modify the NetFlow configuration on Firepower Threat Defense
(FTD) viaFirepower Management Center (FMC).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* Knowledge of FMC
* Knowledge of FTD
» Knowledge of the FlexConfig Policy

Components Used

The information in this document is based on these software and hardware versions:

 FTD version lessthan 7.4
e FMC version lessthan 7.4

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Note: Important Note for Firepower Versions 7.2.x: When configuring NetFlow, thereis aknown
Cisco bug ID CSCwh29167 where the Flex object reorders, causing deployment to fail due to the
class-map not being configured. To address this issue, implement the workaround documented
under Cisco bug ID CSCwf99848 (duplicate of Cisco bug ID CSCwh29167 ).

Initial Configuration

access-1ist flow_export_acl extended permit ip any any

class-map flow_export_class

match
|

access-1ist flow_export_acl

policy-map global_policy

class

flow_export_class

flow-export event-type flow-create destination 192.168.1.5
flow-export event-type flow-denied destination 192.168.1.5
flow-export event-type flow-teardown destination 192.168.1.5
flow-export event-type flow-update destination 192.168.1.5


https://tools.cisco.com/bugsearch/bug/CSCwh29167
https://tools.cisco.com/bugsearch/bug/CSCwf99848
https://tools.cisco.com/bugsearch/bug/CSCwh29167

flow-export destination Inside 192.168.1.5 2055

For configuring theseinitial configurations, flex config objects used are:
1. Netflow destination text object

Edit Text Object

Nama:

etflow_Destination

Description:

Variable Type
Multiple

1 Ingide
2 192.188.1.5
3 2055

Allow Overrides

» Owverride (0)

Netflow Destination Text Object

2. Extended ACL named: flow_export_acl

Cancel m




Edit Extended Access List Object

Name

l flow_sxport_ag|

Entries (1)

Sequence  ACHOn SniFih Saisnce Part Datinatian Dastination Port Application

| o Allow y ra

Allow Crverrides

Cancel m

Flow Export ACL

3. Class-map and Service policy used to apply this class map with flow export destination

Edit FlexConhg Object [+]

HMama
| Metfipw_Event_Flexsiest
Dieseription:
Craate anc configure & NetFlow
wpart deslinaran
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vend

¥ Varables

Name Dimension Delault Value Owerride Description
ALILTIF:
MULTIPLE alse
INGLE Talss

Class map and Service policy

4. Flow export destination



Edit FlexConfg Object

[
l Hetflow _Add_Destination_Copy

Descrption:
Create and canfgure: a MetFiow
BEPOT dastination
A Copy-pasting any fich taxt might inbroouce Bne breaks whils genarmtng CLIL Plaass vartty the GU batare deployment
Insgrt v B Deployment  Cnce = Type | Append
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k¥ dest
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* Mariables
Mame Déenension Diefoult Value Proparty Override Descrigtion
(Typn:liroa}
MULTIRLE nside, 162.1 FAEEFCHM.. taiso This variabiie

Flow export Destination

5. Then Added these two objectsin flex config policy and deployed:

vepioy  ©, @ £ @ admin~

I" Chijecis Inbegration

f'm""':'ll_ Man_ag_cm-:int. Center Ouerview  Analysis Policies Devices
Cevices | Flemeonfig Pakcy Edner
—

Preview Config

igrmants (1

FTDO1-FP
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Erer Deacription

"8 Selected Prepend FlexConfigs

Avallabia FlexCorfg
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=0 n N

" User Defined
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FlexConfig Policy
Remove NetFlow Configurations

Step 1: Delete the flex objects from the flex policy.
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Delete existing flexconfig

Step 2: Deploy the policy. From the command line, we would see that removed configurations are:

access-1list flow_export_acl extended permit ip any any

!

class-map flow_export_class

match access-Tist flow_export_acl

!

policy-map global_policy

class flow_export_class
flow-export event-type flow-create destination 192.168.1.5
flow-export event-type flow-denied destination 192.168.1.5
flow-export event-type flow-teardown destination 192.168.1.5
flow-export event-type flow-update destination 192.168.1.5

Whereas, configuration which is not removed is.
flow-export destination Inside 192.168.1.5 2055
Step 3: To remove this, we need to create aflex object with Type "prepend’ and adding the configuration:

no flow-export destination Inside 192.168.1.5 2055



Edit FlexConfig Object
Name:
[ Al S dummy

Description:

A Copy-pasting any rich text might introduce line breaks while generating GLI. Please verify the CLI before deployment,
Insert = EE Deployment:  Once v Type: Prepend

no flow-export destinatlon Inside 192.168.1.5 2055

Delete flex config destination

Step 4: Under flex policy call the newly created prepend object in Step 3 and deploy the policy.

Firewall Management Center
v oL y Film
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Add this under flex config policy

Step 5: Delete that prepend object from the flex policy and deploy again.
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Delete the prepend object

All the flow-export related configuration gets removed now.

Modify the existing NetFlow Configurations

Step 1: Edit the Text object created for Netflow Destination. Change the required parameters IP, Interface
name or Port.

Example: We changed the IP and port from (192.168.1.5, 2055) to (192.168.1.78, 2056)



Edit Text Object

Narmi:

etflow_Destination
Description:

This variable defines a single

MNetFlow export destination

Variable Type
Multiple

1 ingicle
2 192,168.1.78
3 2056

Allow Overrides

»  Owverride (0)

Netflow destination text object

Step 2: Deploy the policy. You would see the changes are reflected as expected but along with the old
Netflow destination config:

access-1list flow_export_acl extended permit ip any any

|

class-map flow_export_class

match access-Tist flow_export_acl

!

policy-map global_policy

class flow_export_class
flow-export event-type flow-create destination 192.168.1.78
flow-export event-type flow-denied destination 192.168.1.78
flow-export event-type flow-teardown destination 192.168.1.78
flow-export event-type flow-update destination 192.168.1.78

|

flow-export destination Inside 192.168.1.78 2056

flow-export destination Inside 192.168.1.5 2055

Step 3: To remove this, you need to create a flex object with Type 'prepend’ and adding the configuration:

no flow-export destination Inside 192.168.1.5 2055



Edit FlexConfig Object
Name:
[ AbAdummy

Description;

A Copy-pasting any rich text might introduce line breaks while generating CLIL Please verify the CLI before deployment.
Insert = T Deployment: Once v Type: | Prepend

noa flow=export destinatien Inside 132.168.1.5 2055

* Variables

-
Property Override Dascription

Namse Dimension Dafault Valua 1
(Type:Name)

Delete netflow destination

Step 4: Under flex policy call the newly created prepend object in Step 3 and deploy the policy.
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Add to Prepend Flex Config



Step 5: Delete that prepend object from the flex policy and deploy again.
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Delete the Prepend FlexConfig

Policias
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Creans and conhgure 3 NetHow export destination

NetFlow related configuration got modified successfully.

access-1ist flow_export_acl extended permit ip any any

flow-export destination Inside 192.168.1.78 2056

class-map flow_export_class
match access-Tist flow_export_acl

policy-map global_policy
class flow_export_class

flow-export
flow-export
flow-export
flow-export

event-type
event-type
event-type
event-type

Related Documents

flow-create destination 192.168.1.78
flow-denied destination 192.168.1.78
flow-teardown destination 192.168.1.78
flow-update destination 192.168.1.78
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https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/netfl ow/216126-configure-netfl ow-

secure-event-logaing-o.html
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