Clarify Inline Set Order for FTD on FMC
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This document describes why the interface order for inline setsis different even if the interface naming
convention isthe equal for all sets.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Secure Firewall Threat Defense (FTD)

» Secure Firewall Management Center (FMC)

» Secure Firewall Extensible Operating System (FXOS)
* REST-API

Components Used

The information in this document is based on these software and hardware versions;

» Secure Firewall Threat Defense version 7.2.5.1

» Secure Firewall Manager Center version 7.2.5.1

» Secure Firewall Extensible Operating System 2.12(1.48)

» Secure Firewall Chassis Manager (FCM)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Analysis

Case Example



For this case example, aFTD with six (6) interfacesis set up ininline pairs:

Ethernetl/1 (Inside-A)
Ethernetl/2 (Outside-A)
Ethernetl/3 (Inside-B)
Ethernetl/4 (Outside-B)
Ethernetl/5 (Inside-C)
Ethernetl/6 (Outside-0)
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The Inline sets are planned to be configured from Inside to Outside for each pair, which results in the next
set up:

InTine Set A: Inside-A <-> Outside-A
InTine Set B: Inside-B <-> Outside-B
InTine Set C: Inside-C <-> Outside-C

Users expect that the order of the interfaces is displayed in alphabetic order by the interface logical name or
the interface physical name. However, this set up resultsin a different order as displayed in the next image:
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Users notice that the Inline set C has a different order from the other two inline sets.




Note: It isimportant to note that Inline Set Interface Pair order does not cause any communication
or operational problem, however, it can be concerning for aesthetic purposes.

Explanation

Inline sets interface order is not assigned by name but by 1D, which is verified via REST-API.

Step 1. To verify this, FMC REST-API explorer needsto be accessed. Thisis achieved by accessing the next
URL syntax:

https://FMC 1IP/api/api-explorer

Download OAS 2.0 Spec Download OAS 3.0 Spec

Cisco Firewall Management Center Open API Specification ® &2

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center APL. Refer to the version specific REST AP Quick Start Guide for additional information.

Domaing

[ Global -«
Troubleshoot ?
Network Map >
Devices >
FMC REST-API Explorer
Step 2. Navigate to Devices and expand the menu.
nbﬁ”:::l w
Troubleshoot >
Network Map »

m fapiffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}
fapi/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{objectId}

m Sfapiffmc_config/vl/domain/{demainUUID}/devices/devicerecords/{objectId}

E fapi/fme_config/vi/domain/{domainUUID}/devices/devicerecords

Jfapiffme_config/vl/domain/{domainUUID} devices/devicerecords

m fapiffmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUID}/fpphysicalinterfaces/{objectid}
fapi/fme_config/vl/demain/{dosainlUID}/devices/devicerecords/ {containerUUID}/ fpphysicalinterfaces/{objectId}

m fapi/fme_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

fapi/fme_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}



Devices Menu

Step 3. Navigate to the GET option for:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inTlinesets

m Japi/fmc_config/vi/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/ {objectId}

fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

IEEEE5 /epi/tne_config/vi/donain/{domainlUIn}/devices/devicerecards/ {containerUUIn} /inlinesets/ {objectId}

m Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

m fapi/ffme_config/vl/domain/{domainUUID}/devices/devicerecords,/{containerUUID}/virtualswitches/{objectId}
PUT fapi/ffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}

m fapi/fmec_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/virtualswitches/{objectId}

m Jfapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches

fapiffmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/virtualswitches

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fpinterfacestatistics

m Sapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

Inline Sets GET Option

Step 4. Click on Try it Out button.

m Japi/fme_config/vl/domain/{domainUUID}/devices /devicerecords/{containerUUID}/inlinesets/ {objectId}

fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

IEEEE5 /epi/tne_config/vi/donain/{domainlUIn}/devices/devicerecards/ {containerUUIn} /inlinesets/ {objectId}

m Jfapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

Retrieves, deletes, creates, or modifies the inline set associated with the specified NGIPS device 1D and inline sat ID. if no inline set ID is specified, retrieves list of all inline sets associated with the specified
NGIPS device ID.

Parameters.
Hams Description
containerUu|p * el o ) R . . :
siring The container id under which this specific resource is contained.
(path)
bf03d7e0-bdef-11ee-baZa-b0be30d83c81
domainUuID * r=avied
. Domain UUID
(path)
e276abec-e0f2-11e3-8169-6d%ed49b525f
offset
inkeger($int32) Index of first item to retumn.
(query)

Inline Set GET Try it Out Button

Step 5. Replace the container UUID field with the FTD UUID (thisis displayed by the show verson command
on the FTD command line) and click on Execute.



Parameters

Name Description

containerUuUID * ¢
itring The container id under which this specific resource is contained.

{path)}

bil3d7e0-bdaf-11ee-ba2a-b0ba30d93c81

domainUuID * )
string Domain UUID
{path)
e27Babec-e0f2-11e3-8169-6d9ed49b625f
offset )
integar($intda) Index of first item to return.
(query)
offset - Index of firs o return,
limit .
integer($int32) Mumber of items to return.
(query)
imit - Number of items 1o ratum,
expanded
ealaan If set to trua, the GET response displays a list of objects with additional attributes.
]
- v

Facnancac

Inline Sets Execution

Step 6. Scroll down to the Response Body and copy the ID of the interface that is required to troubleshoot,
inthiscaseitislInline Set C.

"id": "005056B3-BB52-0ed3-0000-021474837838",

Request URL

f-1lee-bela-bibelday.

Server respanse
Code Dutails
200

Response body

*1inks"
“self"y - . fdo bec-edfl. 1135 St de f83d7e0-bdef - 2+ Babe3BdH3cE 1/ inlinesets  BASASEE

FeFB3d7e8-bdef-11ne-

/BFB3d7e0-bdef - 110e-baZa-bibe3BdI3cE]

-ramges: by
-eentralt

content-security-policy: base-uri 'self’

Inline Sets GET Response Body

Step 7. Navigate to the GET option for:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inTinesets/{objectId}



“ fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

. m fapiffme_cenfig/vl/domain/{demainUUID}/devices/devicerecords/ {containerUUID}/fplogicalinterfaces/ {objectId} l

m fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces

fapiffmc_config/vl/domain/{domainUVID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces

m Sfapiffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

m fapiffme_config/vil/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/ {objectid}

I m Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}
m fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets
m fapi/fme_config/vl/domain/{domainUVID}/devices/devicerecords/{containerUUID}/inlinesets
m fapiffme_config/vl/domain/{domainUUID}/devices/deviceracords/{containerUUID}/virtualswitches/ {objectId}

m fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}

m fapiffme_config/vl/domain/{domainUUID}/devices /devicerecords/ {containerUID}/virtualswitches/{objectId}

m fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches
I fani/fme confiolul fdnmain /il domadsllITAL fdevi roc fdeud corararde 1 cantad narlIITOL A etia] ot +rhae

Inline Sets GET Object 1D

Step 8. Click on Try it Out button.

G /api/fme_config/vi/domain/{damainUUID}/devices/deviceracords/{containerUUID}/ fplogicalinterfaces
fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces
m fapi/fmc_config/vl/domain/{domainUVID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

Retrieves, deletes, creates, or the inline set with the specified NGIPS device ID and inline sét 1D, If no inline set 1D is specified, retrieves list of all inline sets associated with the specified
NGIPS device ID.

parsmrs

Mame Description

Ohiec‘“d & reguired i . ) o

string Unique identifier of an inline set.
(path)

containerUu|D * ravied

string
(path)

The eontainer id under which this specific resource is contained.

domainUuID * reavied
e Domain UUID

(path)
e27Babec-e0f2-1163-8169-6d9ed49b6251

Inline Sets GET Object ID Try it Out

Step 9. Replace the objectld field with the ID taken in Step 6 and the container UUI D with the FTD UUID
used on Step 5. After that, click on the Execute button.
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NGIPS device ID.

Parameters | cancel J |
Hame Description
objectld * auied

string Unigue identifier of an inline set,

00505683-BB52-00d3-0000-02147 4837838

containerUuUID * 0

i The container id under which this specific resource is contained.

{path,

bf03d7el-bdef-11ee-be2a-b0be30d93ci1

domainUUID *

string

Domain UUID

a276abec-a0f2-11e3-8160-6d9ed49hE25f

Responzes
Code Description Links
200 Nao links

s

Inline Sets GET Object ID Execution

Step 10. Validate the Response body of the REST-API query.

2F01-4F91-Bcd9-d9F 14116740

3-8000-821474837838",

58143010 /5pd [fme_soafip /vl donsin /a2 7Esbas 2002 1183 -B169 -6404840BE25F devices (deviceraesrds [bH034Te0 bef - 11 52 - ba2n- bObalBa0l e8] /{nli nessts /OOCA5EE3 - BES2 - Bad - 2000-00 14

yi base-urd "self”

Inline Sets GET Object ID Response Body
Interface Ethernet1/6 is added as the first component of the inline set, while Ethernetl/5 is added as the

second component. This happens due to the assigned interface ID for Ethernetl/6 is alphabetically lower
that Ethernetl/5. This validates the logic that the FMC istaking for interface assignment on inline sets.

Wor kar ound

Theinterface ID is assigned by FXOS at the moment of the logical device creation, so the interfaces needs
to be removed at FXOS level and read in the desired order for the ID to be assigned again.



War ning: The next workaround is applicable only for FPR4100 and FPR9300 series, any other
Secure Firewall hardware needs to be reimaged. Also, this workaround is disrupts traffic, in this

sense, FMC, FTD and FXOS backups are strongly recommended as well as a planned maintenance
window.

Step 1. Log into the FMC and delete the problematic inline set on the next path:

Devices > Device Management > Edit thedesired FTD > Inline Sets.
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Step 2. Save changes and deploy.
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Step 4. Remove both interfaces belonging to the problematic inline set, which are Ethernet1/5 and
Ethernetl/6 for this example, and save changes.
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Step 5. On FMC navigate to Devices > Device M anagement, edit the desired FTD and navigate to the
I nterfaces tab, click on Sync Device button, save changes and deploy.
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Displaying 1-7 of

Step 6. Edit the logical device again, add the first interface (Ethernet1/5) again, and save the changes.
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Step 8. Edit the logical device again, add the first interface (Ethernet1/6) once more, and save the changes.
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Step 10. Configure the interfaces with the same parameters as before and add the inline set again.
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Thistime, inline sets interface order is displayed in the expected way. Save changes and deploy one final
time.




Note: Case Example section of this document is to be executed one more time to validate that
interfaces IDs are now in the correct order.

Related I nfor mation

» Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

