Replay a Packet Using Packet Tracer Tool in FMC
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This document describes how you can replay a packet in your FTD device using FMC GUI Packet Tracer
tool.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Knowledge of Firepower technology
» Knowledge of Packet flow through the Firewall

Components Used

» Cisco Secure Firewall Management Center (FMC) and Cisco Firewall Threat Defense (FTD) version
7.1 or later.
» Packet capture filesin pcap format

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Replay the packet using packet tracer tool availableon FM C

1. Loginto FMC GUI. Go to Devices > Troubleshoot > Packet Tracer.
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2. Provide the details of the source, destination, protocol, ingress interface. Click Trace.
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3. Use the option of Allow the simulated packet to transmit from the device to replay this packet from
the device.

4. Observe that the packet was dropped because there is a configured rule in Access control policy to
drop ICMP packets.
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Type: ACCESS-LIST
Subtype: log
Result: @ DROP

access-group CSM_FW_ACL_ global access-list CSM_PW_ACL_ advanced deny object-group ICMP_ALLOW ifc PC any ifc OUT any rule-id 268454920 event-log flow-start access-

Config:
u list CSM_FW_ACL_ rérnark rulé-id 268454920: ACCESS POLICY: Port-scan test Mandatory access-list CSM_PW_ACL_ remark rube-id 268454920: L4 RULE: black ICMP
*» Additional Information

~ @ Result: drop

Input Interface: PClurfid:0)

Input Status: up

Input Ling Status: up

Output Interface: OUT(vrfid:0)

Output Status: up

Output Line Status: up

Action: drop

Drop Reasen; (acl-drop) Flow is denied by configured rule

Drop Detail: . Drop-location: frame 0x000000aaacdcOebD Nlow (NANNA

@ OUTvrhd:0)



5. This packet tracer with TCP packets the final result of the trace (as shown).
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Replay the packetsusing PCAP file

Y ou can upload the pcap file using the Select a PCAP File button. Then select the Ingress interface and click
on Trace.
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Limitations of using this option

1. We can only ssmulate TCP/UDP packets.
2. The maximum number of packets supported in aPCAP fileis 100.
3. Pcap file size must be less than 1 MB.



4. The PCAP file name must not exceed 64 characters (extension included) and must only contain

alphanumeric, special characters (“.”, “-“,“_”), or both.
5. Only asingle flow packets are supported currently.

The Trace 3 is showing drop reason as invalid ip header
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Trace Result: @ Error: Some packets from the PCAP file were not replayed.

e Packet1:11:58:21.875534 % Packet Details: 11:58:21,875534 192,168.29,58:60376 > 192.168,29.160:161 udp 80
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« @ Result: drop

Input Interface: inside{wrfid:0)
Input Status: up

Input Line Status: up

Qutput Interface; MNP Identity lfe
Action: drop

Time Taken; Ons

Drop Reason
Orop Detail:

(invalid-ip-header) Invalid IP header
Drop-location: frame Ox00005517clb 17 b fow (NA)MNA

@ NP Identity Ifc

Related Documents

For more information on Packet captures and tracers, please refer Cisco Live Document.

Al g
wsco

b
“


https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2024/pdf/BRKSEC-3533.pdf

