Understand the URL Defang and Redirect
Action on the Secure Email Gateway
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Introduction

This document describes the difference between defang and redirect actions used in the URL
filter, and how to use the available rewrite option for the href attribute and text.

Prerequisites

Requirements

To take action based on URL reputation, or to enforce acceptable use policies with the message
and content filters, the Outbreak Filters feature must be enabled globally.

Components Used



The information in this document is based on these software and hardware versions:

- Cisco Secure Email Gateway
- Outbreak Filters
- Content and Message Filters
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

One of the URL filtering feature capabilities is to take action based on the URL reputation or
category with the use of message and/or content filters. Based on the URL scan result (URL-
Related Condition), one of the three available actions on an URL can be applied:

- Defang URL
- Redirect to Cisco Security Proxy
- Replace URL with the text message

The focus of this document is to explain the behavior between the Defang and Redirect URL
options. It also provides a brief description and explanation of the URL Rewrite capabilities of non-
viral threat detection of an Outbreak Filter.

Message Sample

The sample message used in all the tests is the MIME multipart/alternative type of message and
includes both text/plain and text/html parts. Those parts are usually generated automatically by
email software and contain the same kind of content formatted for HTML and non-HTML receivers.
For this, the content of text/plain and text/html was manually edited.

Content-Type: multipart/alternative; boundary=" 7781793576330041025==" M ME-
Version: 1.0 From adm n@xanpl e.com Date: Mn, 04 Jul 2022 14:38:52 +0200 To: adm n@i sco.com
Subj ect: Test URLs -- 7781793576330041025== Cont ent - Type: text/plain; charset="us-

ascii" MME-Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nessage Linkl
http://mal ware.testing. google.test/testing/ nmalware/ and sonme text Link2: http://cisco.com and
sonme text -- 7781793576330041025== Content-Type: text/htm; charset="us-ascii"

M ME-Version: 1.0 Content-Transfer-Encoding: 7bit <htm > <head></head> <body> <p>This is an HTM.
part of the message</p> <p>Linkl: <a

href="http://mal ware. testing. googl e.test/testing/ malware/">http://nmalware.testing.google.test/te
sting/ mal war e/ </ a> and sone text</p> <p>Li nk2: <a

href="http://mal ware. testi ng. googl e. test/testing/ mal ware/">CLI CK ME</ a> sone text</p> <p>Link3
http://mal ware.testing. google.test/testing/ nalware/ and some text</p> <p>Link4: http://cisco.com
and sone text</p> </body> </htm > -- 7781793576330041025==- -

Part | - Defang

Configurations
In the first part the configuration uses:

- Mail Policy with default Anti-Spam (AS)/ Anti-Virus (AV)/ Advanced Malware Protection (AMP)


https://en.wikipedia.org/wiki/MIME

confii uration and Outbreak Filters iOFi disabled
Policies

Add Policy...
Order | Policy Name = Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters Adwvanced Phishing Protection Delete
1 URLTest (use default) (use default) (use default) (use default) URL_SCORE Disabled (use default) i

. Incoming Content Filter: URL SCORE content filter enabled

| rder | Filtar Name escription | Rules | Palicies Duplicate | Delete
1 URL_SCORE URL_SCORE: i {url-reputation(-10.00, -6.00 , **, 0, 1)) { log-entry("$FilterMame’}; url-reputation-defang{-10.00, -6.00,",0); } R |

The content filter uses the URL reputation condition to match Malicious URLS, the ones that score
between -6.00 and -10.00. As an action, the content filter name is logged and the defang action url-
reputation-defang iS taken.

Defang Action

It is important to clarify what is a defang action. The user guide provides an explanation; Defang a
URL so that it is unclickable. Message recipients can still see and copy the URL.

Scenario A

Outbreak Filter non-viral threat detection No
Content Filter Action Defang
websecurityadvancedconfig href and text rewrite is NoO
enabled

This scenario explains the result of the defang action configured with default settings. In the
default setting, the URL is rewritten when only the HTML tags are stripped. Take a look at an
HTML paragraph with some URLSs inside:

<p>Li nkl: <a

href="http://mal ware. testing. googl e.test/testing/ malware/">http://malware.testing.google.test/te
sting/ mal war e/ </ a> and sone text</p> <p>Link2: <a

href="http://mal ware. testing. googl e.test/testing/ nal ware/">CLI CK ME</ a> sone text</p> <p>Li nk3:
http://mal ware.testing. google.test/testing/ malware/ and some text</p>

In the first two paragraphs, the URL is represented by a proper HTML A-tag. The <A> element
includes the href= attribute that is enclosed in the tag itself and indicates the link destination. The
content within the tag elements can also indicate the link destination. This text form of the link can
include the URL. The first Link1 includes the same URL link in both href attribute and text part of
the element. It can be noticed that those URLs can be different. The second Link2 includes the
proper URL only inside the href attribute. The last paragraph does not include any A-elements.

Note: The correct address can always be seen when you move the cursor over the link or
when you view the source code of the message. Unfortunately, the source code cannot be
easily found with some popular email clients.

Once the message is matched by the URL_SCORE filter, the malicious URLs are defanged. When
URL logging is enabled with the ouTBrREAKCONFIG command the scores and URLs can be found in
mail_logs.



Mon Jul 4 14:46:43 2022 Info: M D 139502 URL http://mal ware.testing.google.test/testing/ mal ware/
has reputation -9.4 matched Cond tion: URL Reputation Rule Mon Jul 4 14:46:43 2022 Info: MD
139502 Custom Log Entry: URL_SCORE Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 rewitten to MD 139503 by url-reputation-

def ang-action filter 'URL_SCORE

This results in the rewritten message:

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit <htm > <head></head> <body> <p>This is an HTM. part of the
nessage</ p> <p>Li nkl: http://mal ware.testing. google.test/testing/ malware/ and sone text</p>
<p>Li nk2: CLICK ME some text</p> <p>Link3: http://malware.testing.google.test/testing/ malware/
and sone text</p> <p>Link4: http://cisco.comand sonme text</p> </body> </htm > --
7781793576330041025==- -

The result of the defang action taken on the text/html part of the MIME message is a stripped A-
tag and the tag content is left untouched. In the two first paragraphs, both links were defanged
where the HTML code was stripped and the text part of the element was left. The URL address in
the first paragraph is the one from the text part of the HTML element. It must be noted the URL
address from the first paragraph is still visible after the defang action was taken but without the
HTML A-tags, the element must not be clickable. The third paragraph is not defanged as the URL
address here is not placed between any A-tags, and is not considered as a link. Perhaps it is not
desirable behavior because of two reasons. First, the user can easily see and copy the link and
execute it in the browser. The second reason is that some email software tends to detect a valid
form of URL inside of the text and make it a clickable link.

Let us have a look at the text/plain part of the MIME message. The text/plain part includes two
URLs in the text form. The text/plain is displayed by MUA which does not understand the HTML
code. In most modern email clients you do not see the text/plain parts of the message unless you
intentionally configured your email client to do so. Usually, you need to check the source code of
the message, a raw EML format of the message to see and investigate the MIME parts.

The listing here shows URLs from the text/plain part of the source message.

Li nk1: http://nal ware.testing.google.test/testing/ malware/ and sone text Link2: http://cisco.com
and sone text

One of those two links got a malicious score and was defanged. By default, the defang action
taken on the text/plain part of the MIME type has a different outcome than on the text/html part. It
is between BLOCKED words and all dots between square brackets.

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nessage Linkl:
BLOCKEDnal war e[ . Jtesting[.] google[.]test/testing/ mal ware/ BLOCKED and sone text Link2:
http://cisco.comand sone text -- 7781793576330041025==

Sum Up:

- Defang run on the TEXT/PLAIN part rewrites the URL into BLOCKED blocks
- Defang run on the TEXT/HTML part rewrites the URL from an HTML A-tag when the A-tag is
stripped without the text between A-tags touched, that can also be an URL address



Scenario B

Outbreak Filter non-viral threat detection No
Content Filter Action Defang
websecurityadvancedconfig href and text rewrite is

Yes
enabled

This scenario provides information on how the behavior of the defangs action changes after the
use of one of the websecurityadvancedconfig options. The websecurityadvancedconfig is the
machine-level specific CLI command that allows to tune settings specific to URL scan. One of the
settings here allows you to change the default behavior of the defang action.

> websecuri tyadvancedconfig Enter URL | ookup timeout in seconds: [15]> Enter the maxi num nunber
of URLs that can be scanned in a nessage body: [100]> Enter the maxi mrum nunber of URLs that can
be scanned in the attachnments in a message: [25]> Do you want to rewite both the URL text and
the href in the nmessage? Y indicates that the full rewitten URL will appear in the email body.
N indicates that the rewitten URL will only be visible in the href for HTML nessages. [N > Y

In the fourth question, Do you want to rewrite both the URL text and the href in the message? .., the answer v
indicates that in the case of the HTML-based MIME part of the message all URL strings that match
no matter if found in the href attribute of the A-tag element, it is text part or outside of any
elements that are rewritten. In this scenario the same message is resent, but with a slightly
different outcome.

Take a look at the text/html| MIME part code with the URLs once again and compare it with the
HTML code processed by the email gateway.

<p>Li nkl: <a

href="http://mal ware. testi ng. googl e.test/testing/ malware/">http://mal ware.testing.google.test/te
sting/ mal ware/ </ a> and some text</p> <p>Link2: <a

href ="http://mal ware. t esti ng. googl e.test/testing/ nal ware/">CLI CK ME</ a> sone text</p> <p>Li nk3:
http://mal ware.testing. google.test/testing/ malware/ and sone text</p> <p>Link4: http://cisco.com
and sone text</p>

When href and text rewrite option is enabled all matched by the filter URLs are defanged no matter
whether the URL address is part of the href attribute or text part of the A-tag HTML element, or is
found in another part of the HTML document.

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit <htm > <head></head> <body> <p>This is an HTM. part of the
nessage</ p> <p>Li nkl: BLOCKEDmal ware[.]testing[.]google[.]test/testing/ mal ware/ BLOCKED and sone
text </ p> <p>Li nk2: CLICK ME sone text</p> <p>Li nk3:

BLOCKEDnal war e[ . Jtesting[.]google[.]test/testing/ mal ware/ BLOCKED and sone text</p> <p>Li nk4:
http://cisco.comand sone text</p> </body> </htm > -- 7781793576330041025==- -

The defanged URLs are now rewritten when the A-tag element is stripped together with a rewrite
of the text part of the link when it matches the URL format. The rewritten text part is done in the
same way as in the text/plain part of the MIME message. The item is placed between BLOCKED
words and all dots are placed between square brackets. This prevents the user to copy and paste
the URL, and some email software clients make the text clickable.

Sum Up:
.- Defang run on the TEXT/PLAIN part rewrites the URL into BLOCKED blocks



.- Defang run on the TEXT/HTML part rewrites the URL from an HTML A-tag when an A-tag is
stripped
- Defang run on the TEXT/HTML part rewrites all URL strings that match into BLOCKED blocks

Part Il - Redirect

Configurations

In the second part the configuration uses:

. Mail Polic‘ with default AS/AV/AMP confii uration and OF disabled
Policies

Add Policy...
Order | Policy Name = Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters Advanced Phishing Protection Delete
1 URLTest (use default)  (use default) (use default) {use default) URL_SCORE Disabled (use default) &

- Incoming Content Filter: URL SCORE content filter enabled

Add Filter...

Order | Filter Mame Description | Rules | Polickes Duplicate | Deleta
URL_SCORE URL_SCORE: if (uri-reputation(-10.00, ~6.00 , =, 0, 1)} { logrentry{*$FilterName"); url-reputation-proxy-redirect(~10.00, -6.00,",0; } -] L

The content filter uses the URL reputation condition to match Malicious URLSs, the ones which
score between -6.00 and -10.00. As an action, the content filter name is logged and the redirect
action IS taken.

Redirect Action

Redirect to Cisco Security Proxy service for click-time evaluation allows the message recipient to
click the link and be redirected to a Cisco web security proxy in the cloud, which blocks access if
the site is identified as malicious.

Scenario C

Outbreak Filter non-viral threat detection No
Content Filter Action Redirect
websecurityadvancedconfig href and text rewrite is NoO
enabled

This scenario is very similar in behavior to Scenario A from the first part with the difference made
in the content filter action to redirect the URL instead of defang it. The websecurityadvancedconfig
settings are restored to default settings, which means the "Do you want to rewrite both the URL text and the
href in the message? .. IS Set to N.

The email gateway detects and evaluates each of the URLs. The malicious score triggers the
URL_SCORE content filter rule and takes the action url-reputation-proxy-redirect-action

Tue Jul 5 12:42:19 2022 Info: MD 139508 URL http://mal ware.testing.google.test/testing/ malware/
has reputation -9.4 matched Condition: URL Reputation Rule Tue Jul 5 12:42:19 2022 Info: MD
139508 Custom Log Entry: URL_SCORE Tue Jul 5 12:42:19 2022 Info: MD 139508 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: MD 139508 URL



http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: MD 139508 rewitten to MD
139509 by url-reputation-proxy-redirect-action filter 'URL SCORE

Take a look at how the URLs are rewritten in the HTML part of the message. Same as in Scenario
A only the URLs found in the href attribute of an A-tag element are rewritten and URL addresses
found in the text part of the A-tag element are skipped. With a defang action an entire A-tag
element is stripped but with a redirect action the URL in the href attribute is rewritten.

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit <htm > <head></head> <body> <p>This is an HTM. part of the
nmessage</ p> <p>Li nkl: <a href="http://secure-

web. ci sco. conl 11 hMDvC_ap7q0pHdJ Yl UMs2elLayl aSowon_3CQh8bM gAO_aKIDIPAGVBspUt i CNkx| Kc5eJl NhQx Ef r 39J
Czxxvt cBL1Af s_i VO1OL_vXFE30z OTEEVYX8dj FTJ1T9seDt xnxF8beci VWwwH2x| okkRSP8Sol TEt SJyveaHbl r 8ul 4gcXBU
rhul OC3r fj HzH92Gy Snz9Fh7Waj 8cv67P7WH 4qCTYzzEXbCGh4DXbl i g8VD6PHCMVsezaN-

79NV Ay 6 GeFPvBax7UsMzugzsl nsQaQ ht t pdBAYRFY2Fmal war e. t esti ng. googl e. t est %2Ft est i ng¥2Fnal war e%2F"
>http:// mal ware. testing. googl e.test/testing/ mal ware/ </a> and sone text</p> <p>Li nk2: <a

href ="http://secure-

web. ci sco. conl 11 hMDvC_ap7q0pHdJ Yl UMs2elLayl aSowon_3CQh8bM gAO_aKIDIPAGVBspUt i CNkx| Kc5eJl NhQx Ef r 39J
Czxxvt cBL1Af s_i VO1OL_vXFE30z OTEEVYX8dj FTJ1T9seDt xnxF8beci VWwwH2x| okkRSP8Sol TEt SJyveaHbl r 8ul 4gcXBU
rhul OC3r fj HzH92Gy Snz9Fh7Waj 8cv67P7WH 4qCTYzzEXbCGh4DXbl i g8VD6PHCMVsezaN-

79NV Ay 6 GeFPvBax7UsMzugzsl nsQaQ ht t pdBAYRFY2Fmal war e. t esti ng. googl e. t est %2Ft est i ng¥2Fnal war e%2F"
>CLI CK ME</ a> sone text</p> <p>Link3: http://nmalware.testing.google.test/testing/ malware/ and
sonme text</p> <p>Link4: http://cisco.comand sone text</p> </body> </htm > --
7781793576330041025==- -

As a result, the email client displays two active links: Link1 and Link2, both point to the Cisco Web
Security Proxy service but the message displayed in the email client displays the text part of the A-
tag which is not rewritten by default. To better under this please take a look at the output from the
webmail client that displays the text/html part of the message.

com (1) Logout

roundcube @ val A conacts b Sertings
4+ - £ | — — - -
-+ [~ .& f.!. . B, | ] =l - Ly = - sen
Baik Compose Reply Reply all Forward Delete Mave Print Mark More
Q e EID Test URLs Message 3of 13510 | 4 | b
s
& Drafts m =
£ sent
B ok
This is an HTML part of the message
-
[ ] Trash

Link1: hitp:/ fmalware testing . google.test/testing /malware/ and somae text
Link2: CLICK ME some text
Link3: hup://malware.testing.google. testfresting /malware | and some text

Link4: hup:ffcisco.com and some text

Open “secure=wab,cisco.com/TINMDVE_ap?g0pHI TIUMs2eLaylaSowon_3GbSbMIGAD_aK JO9 PABVBSpLCNI. . PyBaxTUsMaugzsinsQatihttp 2Fmatware.testing.google. test % ZF testing® 2Fmalware%2F” in a naw tab

In the text/plain part of the MIME part, the redirection looks easier to understand because every
URL string that matches the score is rewritten.

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Link1:
http://secure-

web. ci sco. conl 1dupt zzunif I | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEIl VeKf sJWW00kULnj FQancMvh
r p6xEpTrKeEFYNnhDOhRLuTwy P2TC-




b74Q VOznKsi kLcNmdC4pl Bt | ol sZ707 Ml 0CAHECgy xBRf _bx YMAPQDNVSZOW3UPNF - mBO7Rwt sPfi _-

Ey XHQb3pTzMpy FbQB6I VI f Dq96VcNVBqi DzGLTgFwej 4J_- Qv

72i 3qCp9e YFDXR1LCOY4T9bkDVO _0xZh56Z53w ht t p¥B8AYRFY2Fmal war e. t est i ng. googl e. t est ¥2Ft est i ng¥2Fnmal wa
re%2F and some text Link2: http://cisco.comand some text -- 7781793576330041025==

Sum Up:
- Redirect run on the TEXT/PLAIN part rewrites the URL string that matches with the Cisco
Web Secure proxy service
- Redirect run on the TEXT/HTML part rewrites the URL from an HTML A-tag href attribute
with the Cisco Web Secure proxy service but leaves all other URL strings that match

unmodified
Scenario D
Outbreak Filter non-viral threat detection No
Content Filter Action Redirect
websecurityadvancedconfig href and text rewrite is
Yes
enabled

This scenario is similar to Scenario B from part one. To rewrite all the URL strings that match in
the HTML part of the message is enabled. This is done with the websecurityadvancedconfig
command by when you answer Y for the "Do you want to rewrite both the URL text and the href in the message?
.. question.

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit <htm > <head></head> <body> <p>This is an HTM. part of the
nmessage</ p> <p>Linkl: <a href="http://secure-

web. ci sco. conf 1dupt zzunif | | uUAGDNg__M hr ANf OQz4xul Dj L8ygeTrmpwbH Po0722VEI VeKf sJWW00k ULmj FQanc Mvh
r p6xEpTrKeEFYNnhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNnmdC4pl Bt | ol sZ707Mr 0CAHECgy xBRf _bx YMAPQDNVSZOW3UPNF - mB07Rwt sPfi _-

Ey XHQb3pTzMpy FbQ86I VI f Dq96VcNMBqi DzGLTgFwej 4J_- Qw

72i 3qCp9e YFDXR1COY4T9bkDVO_0xZh56Z53w ht t p¥BAYR2F%@2Fmal war e. t est i ng. googl e. t est %2Ft est i ng%2Fnal wa
re%2F" >http://secure-

web. ci sco. conf 1dupt zzunilf | | uUAGDNg__M _hr ANf OQz4xul Dj L8ygeTrmpwbH Po0722VEI VeKf sJWW00k ULmj FQanc Mvh
r p6xEpTrKeEFYNhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNnmdC4pl Bt | ol sZ707Mr 0CAHECgy xBRf _bx YMAPQDNVSZOW3UPNF - mB07Rwt sPfi _-

Ey XHQb3pTzMpy FbQ86I VI f Dq96VcNMBqi DzGLTgFwej 4J_- Qw

72i 3qCp9e YFDXR1COY4T9bkDVO_0xZh56Z53w ht t p¥BAYR2FY@2Fmal war e. t est i ng. googl e. t est %2Ft est i ng%2Fnal wa
re%2F</a> and some text</p> <p>Link2: <a href="http://secure-

web. ci sco. conf 1dupt zzunif | | uUAGDNg__M hr ANf OQz4xul Dj L8ygeTrmpwbH Po0722VEI VeKf sJWW00k ULmj FQancMvh
r p6xEpTrKeEFYNnhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNnmdC4pl Bt | ol sZ707Mr 0CAHECgyxBRf _bx YMAPQDNVSZOW3UPNF - mB07Rwt sPfi _-

Ey XHQb3pTzMpy FbQB6I VI f Dq96VcNMBqi DzGLTgFwej 4J_- Qw

72i 3qCp9e YFDXR1COY4T9bkDVO_0xZh56Z53w ht t p¥B8AYR2FY@2Fmal war e. t est i ng. googl e. t est %2Ft est i ng%2Fnal wa
re%2F" >CLI CK ME</ a> some text</p> <p>Link3: http://secure-

web. ci sco. contf 1dupt zzunif | | uUAGDNg__M hr ANf OQz4xul Dj L8ygeTrmpwbH Po0722VEI VeKf sJWW00k ULmj FQanc Mvh
r p6xEpTrKeEFYNnhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNnmdC4pl Bt | ol sZ707Mr 0CAHECgy xBRf _bx YMAPQDNVSZOW3UPNF - mBO7Rwt sPfi _-

Ey XHQb3pTzMpy FbQ86I VI f Dq96VcNMBqi DzGLTgFwej 4J_- Qw

72i 3qCp9e YFDXR1COY4T9bkDVO_0xZh56Z53w ht t p¥BAYR2FY@2Fmal war e. t est i ng. googl e. t est %2Ft est i ng%2Fnal wa
re%2F and sone text</p> <p>Link4: http://cisco.comand sone text</p> </body> </htm > --
7781793576330041025==- -

Once the href and text rewrite is enabled, all URL strings that match the content filter conditions
are redirected. The message in the email client is now presented with all the redirection. To better
understand this, look at the output of the webmail client that displays the text/html part of the
message.




Mot Secure — ews-pv3201.cisco.com

Abau ad m () Logout
roundcube . 2 contacts G Settings
. g — e - -
| N B+ B AR
Back Compase Reply Reply all Forward Delete Move Prinmg Mark Mare
& inbox m Test URLs Message 4af 13513 | 4
+
& Drafts m =
& sent
B Junk
— This is an HTML part of the message
Trash
U Link1: hatp: ! (secure-web cisco.com/ 1duptzzum LiluagDbe M _hrANROOZ4xulDL Sy e Tmpwh HIPa0 7 2 2VENV ek fs IWwFODkUL mjFOans MMnrpSx EpTmEeEFYnhDORR LuTwyP2 TC

B740NWOZIKslkLCNMACADiBtiolsZ 70 7MmIOCSHECQYx BRF_bxY MAPQDNVSZ0wIUPNF-mB0T RwtsPfi_-EyXHODINT zMpyFbOB6NIDOIEVCNMIqIDZG I ToFwei4) ~CM
7213GCRIeYFDXRLCOY4TILKOVO oxZhs 62 3w MIpKIARZFRZ Fralware 1esting gooqle tes12 Flesting%2Fmatware¥2F and some text

Link2: CLICK ME some text

Link3: hitp:/ [secure-web cisco.com/ lduptzzum LiliuAgDig_M_hrANFOOZdxulDjLEyge Tmpwh HIPa0 7 2 2VENV eKfsWwFOOkULmiFCanc MMArp&xEpTmEeEFYmhDORR 1uTwyP2TC
b740fVOznKsikLeNmd Capiitiols FOTMmIDCSHEC gy BRE_bxY MAPQDNVIZOwIUPNF-mB0T RwtsPfi_-EyxXHObIpTzMpyFOQBGEINVIIDGI6VCNMIqIDzG 1 TaFwe4)_-OM-
72i3qCp0eYFOXR LOOYATOBKDVO oxZhs 625 3w Mgk A%IFE2 Froalware. 16sling. goog e testE2 Fresting%2FmatwareX2F and somse Text

Link4: hatp:f fcisco.com and some text

Optn “secure-web, cisco.com/iduptzzumiflluAGDNG__M_hrANFOQZ 4xulDiLByaeTmpwhH VieKfsJWwFD...4TSbs 2Fmakware testing.google

The text/plain part of the MIME message is the same as in Scenario C as the
websecurityadvancedconfig change does not have any impact on the text/plain parts of the
message.

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nmessage Link1:
http://secure-

web. ci sco. conl 1dupt zzunilf | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvn
r p6xEpTnKeEFYNnhDOhRLuTWy P2TC-

b740 VOznKsi kLcNndC4pl Bt | ol sZ707Mm OCAHECgYxBRf _bx YMAPQDNVSZOW3UPNS - mBO7Rw sPfi -

Ey XHQb3pTzMpy FbQB6! VI f Dq96VeNVBqi Dz GLTgFwej 4J - Qv

72i 3qCp9e YFDXRLCOY4T9bkDVO _0xZh56Z53w ht t p¥B8AY2FY2Fmal war e. t est i ng. googl e. t est %2Ft est i ng¥2Fnal wa
re%2F and sone text Link2: http://cisco.comand sonme text -- 7781793576330041025==

Sum Up:
- Redirect run on the TEXT/PLAIN part rewrites the URL strings that match with the Cisco Web
Secure proxy service
- Redirect run on the TEXT/HTML part rewrites the URL from an HTML A-tag href attribute
together with the text part as well as any other URL string that matches in the HTML body
with the Cisco Web Secure proxy service

Part 3 - OF Redirect

This part provides information on how OF settings for non-viral threat detection impact URL scans.

Configuration

For this purpose, the content filter used in the first two parts is disabled.

- Mail Policy with default AS/AV/AMP configuration and OF enabled

Policies
Add Policy. ..
Order Policy Name | Anti-Spam Anti=Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Advanced Phishing Protection = Delete
i URLTest (use default) (use default) | (use default) (use default) Enabled Retention Time: | (use default) I

(no filters) Virus: 1 day
Other: 4 hours



- The Outbreak Filters scan for non-viral threat detection is configured with a URL Rewrite set
to rewrite all URLs contained in malicious emails

Mail Policies: Outbreak Filters

Outbreak Filtaring for Policy: URLTast

Enable Outbreak Filtering (Customize settings) a

Outbreak Filter Settings

Quarantine Threat Level: (7) | 3 @

Maximurn Quarantine RELEAtion: | yical attachmants: Ii_ ows B
Other Threats: ia_ Hours B
Deliver messages without adding them to quarantine
Bypass Attachment Scanning: ¥ | Mone configured
Message Modification
[ Enable message modification. Required far iral threat ion (exchudi

Message Modification Threat Level: (7 38

Message Subject: | propend (@ [[SUSPICIOUS MESSAGE] Insert Varlables | Preview Tawt &

Include the X-IronPort-Cutbreak-5tatus headers: Enable for all messages

Enable only for threat-based cutbreak
QO Disable

Include the X-IronPort-Outbreak-Description header: Enable

Disable

Alternate Destination Mail Host (Other Threats only): | |
{examples: éxamplé.com, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails.
©  Enable only for unsigned messages (recommanded)
Enabile for all messages
Disable

Bypass Domaln Scanning (2

P
(exampies: example.com, orm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001 :db8::/32)
Threat Disclaimer: Hane B

Cisclaimer text will be applied to the tap of the message body far Suspicious and Quarantined messages, Ta create custom disclaimers go to Mol Poficies > Text
Resources = Disclaimers

When the message is classified by OF as Malicious, all the URLSs inside are rewritten with the
Cisco Web Secure proxy service.

Scenario E

Outbreak Filter non-viral threat detection Yes
Content Filter Action No
websecurityadvancedconfig href and text rewrite is NoO
enabled

This scenario shows how the message rewrite works with only OF enabled and
websecurityadvancedconfig href and text rewrite disabled.

Wed Jul 6 14:09:19 2022 Info: MD 139514 Qutbreak Filters: verdict positive Wed Jul 6 14:09:19
2022 Info: M D 139514 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 14:09:19 2022 Info: MD
139514 rewitten URL u' http://nmalware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19
2022 Info: MD 139514 rewitten URL u' http://cisco.com Wed Jul 6 14:09:19 2022 Info: MD 139514
rewitten URL u' http://nmalware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19 2022
Info: MD 139514 rewitten URL u' http://mal ware.testing.google.test/testing/ malware/' Wed Jul 6
14:09: 19 2022 Info: MD 139514 rewitten to M D 139515 by url-threat-protection filter 'Threat
Protection' Wed Jul 6 14:09:19 2022 Info: Message finished MD 139514 done Wed Jul 6 14:09:19
2022 Info: M D 139515 Virus Threat Level =5 Wed Jul 6 14:09:19 2022 Info: MD 139515 quaranti ned
to "Qutbreak" (CQutbreak rule:Phish: Phish)

Let us start with the text/plain MIME part. After a quick check, it can be observed that all URLs
inside the text/plain part are rewritten to the Cisco Web Secure proxy services. It happens
because URL rewrite is enabled for all URLs inside the Outbreak malicious message.



-- 7781793576330041025== Cont ent - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: quoted-printable This is text part of the nessage Linkl:
http://secure-web. ci sco. coml 11ZWnZYNbRp_t vvnco4l 3G nEx| EFqgpi r K= f 5WBnD_7X-

8wSvnmDQx YNYhb4apl Et OXp_- 0CMInywe\WK63xZIl Fnj 5S_n0vY18F9GOIWCSoVIpK= 30EQ8I B-j cbj x9BW ZaNbl -t -
uTOLj 107Z3j 8XCAdOaHe 1t 7GGF8LFt 1GNFRCVLEM wQZyo- uxh= Uf khZVETXPZAdddg6-

uCeoei M RZUOCAzqvgw2axnB03AUpi eDdf eMHYXpnzeMw574FRGobr 7uV=

t B65hf y29t 2r _VyWA24b6nyaKyJ_hnmRf 2A4PBWOTe37cRLveONF9cl 3P51Gx U/ ht t p¥8AYRFIRF=

mal war e. t esti ng. googl e. t est Y2Ft esti ng%2Fmal war e%2F and some text Link2: http://secure-

web. ci sco. conm 107068d- dObG3Sqwei fi | 89X-t Y7S4csHT6=

LsLToTUYJqVWef Lf ODch91ly XW J8aOxPqlPQBSACgJI Dt 4hCZi pXXmC1XI 3- XdNLGBMIObLf j 1cB= hY_OW Bf LD-
zC86MD2dm f OXCgKTOt DET3RD_KAe UWTVWWZVN9i 81 LPcwBBBi 9TLj MAMhRKPeg= En_YQvDnCzTB4qYkGBaUQ Fsec XB-
V_HU1vL8I RFRP- ud Nj hHp9kWCnnt JBJEMOMeALT6MBIJ= ZhBzZnf ynf OddXs-

x1 G YXn3j uN1Tvud Cceo3Yeai Vr bOXcOl Zs3FOBxvN OnwWKN181y CKPY= cn5aSWg/ ht t p¥B8A¥RFY2Fci sco. com
and sone text -- 7781793576330041025==

This is the processed text/html part of the MIME message.

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable <htm > <head></head> <body> <p>This is an HTM.
part of the nmessage</p> =20 <p>Linkl: <a href=3D"http://secure-

web. ci sco. conf 1YD7q4LPv@B4ZTy UhwULH=

vnMSguRd8l 24GhbgehqPFwOx| 4S0nvhbNg41J6Q M6zDblr _PFAS2LGUpWXvGTi vdd_WBFsc32=

j f hbr @y QsKFer MJi oP3BANXHOUt TGoSE5qL Y1201 JGhOD2Q7 KURVXTt Gu06v17VOL0d] Spwt ug=

ZgRH1Lnl mvj UPQLr 9dRex3xClcnZdl LPQ Pn9zwe4l C7YQD5z mgx PMAS ZCn TDAGUr x Cuk LETWZX= 6n4PQSQA0BQI-
BZHAKM y7Z_bZJacnLYCBg28t L3mBIJFD5ZKW 02LKL7D- Oni uZpSJyDvLGOCuj =

/ htt p¥BAYRFY2Fnmal war e. t esti ng. googl e. t est %2Ft est i ng¥%2Fnal war e¥2F" >htt p: // ma=

| ware.testing.google.test/testing/ nal ware/</a> and sonme text</p> <p>Li nk2: <a

href =3D"htt p: // secur e-web. ci sco. com 1YD7q4LPv@B4ZTy UhwULH=

vnMEguRd8l 24CGhbgehqPFwOx| 4S0nvnhbNg41J6Q M6zDblr _PFAS2LGUpWXvGTi vdd_WBFsc32=

j f hbr @y QsKFer MJi oP3BdNXHOUt TGoSE5qL Y1201 JGhOD2Q7 KURVXTt Gu06v17VOL0d] Spwt ug=

ZgRH1Lnl mvj UPQLr 9dRex3xClcnZdl LPQ Pn9zwe4l C7YQD5z mgx PMAS ZCn TDAGUr x Cuk LETWZX= 6n4PQSQA0BQI-
BZHAKM y7Z_bZJacnLYCBg28t L3mBIJFD5ZKW 02LKL7D- Oni uZpSJyDvLGOCuj =

/ htt p¥BAYRFY2Fnmal war e. t esti ng. googl e. t est %2Ft est i ng¥%2Fnal war e%2F" >CLI CK ME<= [/ a> sone text</p>
<p>Li nk3: http://mal ware.testing.google.test/testing/ malware/ and sonme= text</p> <p>Li nk4:
http://cisco.comand sone text</p> </body> </htm > =20 -- 7781793576330041025==- -

M~ < i [) Not Secure — ews-pv3201.cisco.com

com () Logowt

roundcube L . L sewings
+ - - =
&= <) l ‘,}1 - > - | | 3. ":‘ _" - see
Back Compose Reply Reply all Forward Delete Miove. Primt Mark Mare
Q mbx  EID [SUSPICIOUS MESSAGE] Test URLs Message 4 of 13524 (4 | »
# onfis =
E Sent =
B unk
This is an HTML part of the message
W Trash

Link1: hinpod fmatware testing, google, testftesting rmalware { and some text
Link2: CLICK ME some text
Link3: http:/ fmahware testing. google. testftesting /malware/ and some text

Link4: http:/ fcisco.com and some text

| Open "secune-web.cisco.com/1YDTg4LPVO34Z TyUhwULHvnMGguRHBI 24 0ht Kl 4S0nMNbNGI1JEQIME... 7D-0niuZ pS. v

The first that can be noted here is why Link4 is not rewritten. If you read the article carefully you
already know the answer. The text/html part of MIME by default evaluates and manipulates only
the href attributes of the A-tag elements. If a similar behavior as for text/plain part is desired, the
websecurityadvancedconfig href and text rewrite must be enabled. The next scenario does exactly



this.

Sum Up:

- OF redirect run on the TEXT/PLAIN part rewrites all the URL string that matches with the
Cisco Web Secure proxy service

- OF redirect run on the TEXT/HTML part rewrites only the URL from an HTML A-tag href
attribute with the Cisco Web Secure proxy service

Scenario F
Outbreak Filter non-viral threat detection Yes
Content Filter Action No
websecurityadvancedconfig href and text rewrite is

Yes
enabled

This scenario enables websecurityadvancedconfig href and text rewrite to show how the behavior
in URL rewrite provided by OF non-viral threat detection changes. At this moment it must be
understood that the websecurityadvancedconfig does not affect text/plain MIME parts. Let us
evaluate only the text/html part and see how the behavior has changed.

-- 7781793576330041025== Content - Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable <htnl > <head></head> <body> <p>This is an HTM.
part of the nessage</p> =20 <p>Linkl: <a href=3D"http://secure-

web. ci sco. conl 1dgaf ald Zz6Gnhc_TKnEH8F= | G - | 0TxJMFkgl- vbj f 0- 0Zc9G

by KGdhMW gCESYCPDI @t Jf Fk1 9k069ni t sXnL49W.XoXEr SW x-

Yf vW/nBj P18D3Vj oi 501 AghnByJJaK_| g6f 38p4Ni Mal 8j dSI Mp_lcaEd®LdzezZHHg B7_Xi = nul BHekVsVFAw-

I kgA7j Eusyf zI Dt m}45Ygbl 3Dg- WWWh SMySHpc gk RP6aA] w- aKMEOCOQuLDow= ChAKr Y5w nVf cEJ-

t mvEV94LDI Ai Rl PYosunpsj 5e_4Jvg4B_PDOf CvRynghk MBGBHLEt Vi r z- S=

Q RFRHZKSpzNhbN1LUSWGA/ ht t p¥B8AYRF%2Fmal war e. t esti ng. googl e. t est ¥2Ft esti ng¥2=

Frmal war e%2F" >ht t p: / / secur e- web. ci sco. coni 1dgaf ad Zz6Grc_TKnEH8FI G _- | 0TxJMFkg= 1-vbj f 0- 0Zc9G

by KGdhMW gCESYCPDI @t Jf Fk1 9k069ni t sXnL49W.XoXEr SWk- Yf vWnBj P18=

D3Vj oi 501 AghmByJJaK | g6f 38p4Ni Mal 8j dSI Mp_lcaEd®LdzeZHHg_B7_Xi nul BHekVsVFAwW= -

I kgA7j Eusyf zl Dt mI45Ygbl 3Dg- WWWh SMySHpc gk RP6aA] w- aKVEoCO9uL DowChAKr Y5w nVf c= EJ-

t mvEV94LDI Ai R PYosunpsj 5e_4Jvg4B_PDOF CvRynghkMBGBHLEL Vi r z- S§ RFRHZKSpz Nh=

bN1LUSWGA/ ht t pYBAYRFY2Fmal war e. t esti ng. googl e. t est %2Ft est i ng¥%2Fnmal war e%2F</ = a> and somne

t ext </ p> <p>Li nk2: <a href=3D"http://secure-web. cisco. conf 1dgaf ald z6Grc_TKnEH8F= | G - | 0TxJMrkgl-
vbj f 0- 0Zc9G byKGIhMWV gCESYCPDI ¢ Jf FkI 9k069ni t SXnL49W.XoXEr SW x-

Yf vW/nBj P18D3Vj oi 501 AghnByJJaK_| g6f 38p4Ni Mal 8j dSI Mp_lcaEd®LdzezHHg B7_Xi = nul BHekVsVFAw-

I kgA7j Eusyf zI Dt mI45Ygbl 3Dg- WWWh SMySHpc gk RP6aA] w- aKMEOCOOuLDow= ChAKr Ys5w nVf cEJ-

t mvEV94LDI Ai Rl PYosunpsj 5e_4Jvg4B_PDOf CvRynghk MBGBHLEt Vi r z- S=

Q RFRHZKSpzNhbN1LUSWGA/ ht t p¥B8AYRF%2Fmal war e. t est i ng. googl e. t est ¥2Ft esti ng%2= Fmal war e%2F" >CLI CK
ME</ a> somne text</p> <p>Link3: http://secure-web. cisco. coni 1dgaf ald Zz6Grc_TKnEHSFI G - | 0TxJMF=
kgl- vbj f 0- 0Zc9G byKGIhMN gCESYCPDI @t Jf Fk1 9k069ni t sXnL49W.XoXEr SWk- Yf vWnBj P=

18D3Vj oi 501 AghnmByJJaK_| g6f 38p4Ni Mal 8j dSI Mp_lcaEd®LdzeZHHg_B7_Xi nul BHekVsVF= Aw

I kgA7j Eusyf zI Dt mI45Ygbl 3Dg- WWWh SMySHpc gk RP6aA] w- aKVEOCO9uL DowChAKr Y5w nV= f cEJ-

t mvEV94LDI Ai R PYosunpsj 5e_4Jvg4B_PDOF CvRynghk MBGBHLEL Vi r z- S§ RFRHZKSpz=

NnbN1LUSWGA/ ht t p9¥BAYRFY2Fmal war e. t est i ng. googl e. t est %2Ft est i ng¥2Fmal war e¥2F= and sone text</p>
<p>Li nk4: http://secure-web. cisco.conm 11 8PM MwwHLYpcR™™ j uqY9F2WGES37D= ksL| ADF8z6MnBke-
Qud4LygPhRy9r | OVWRcHVJI 2Vt g1wHXhvi NInt r QNBUzW nsycf wf bHeY6r de=

spd Whj 2DWsowi | d45mvDs Rxopf hRDW 3nKLHr 4ZX70z8eW Q 8Vxu__- Yt pYXgt|l 1_mT73F Cs= 5mVHKf | qS52FXyr o-
Mo X9v u9V14wxXSHwHAt pXHVR- Jq2yq_FWh3ei OTpkkJ6X1wTaof CKsSbhQch=

RhbFWua3G&GZWNFyoOnDmAgvLbj _8KZNz8al Ff 81 y_zUWMO7S4pZ2KsT- 0qPt | | AnUEJE] dvntcgO= GDneol L6m

g/ ht t p¥8AYRF%2Fci sco. com and sone text</p> </ body> </htm > =20 --

7781793576330041025==- -

It can be noted that the output is very similar to the one from Scenario D with the only difference




that all URLs have been rewritten, not only the malicious ones. All URL strings that match in the
HTML part together with the non-malicious ones are modified here.

Mot Secura — aws-pv3201_cisco.com

© Logout

roundcube o

4+ @“‘ ‘1 "J'.'.- w-.- i - ﬁ _,. sen

Back Compose Reply Reply all Forward Delete Mave Print Mark More

Q meox  EED [SUSPICIOUS MESSAGE] Test URLs. Message 1o 13524 (4] [ B
# onfs A=
&) sent -~
B Junk

This ks an HTML part of the message

i
Trash

o T Link1: hup/ isegure-web. cisco.com/ 1dgafaGiZeéCme TKMEHEFIC = 10Tx|MFkg]-vhif0-0Zc9C -byKCAhMW _gCESYCPDION FFKI9k06 dnitsXnl 4 YW XoXErSWx=

¥hdhmBiP 1BD3Viois0laghmIvilak_te6f3 EodNiMalBid3IMp. lmEdCDdeeZIIIIg 87 Myl BHe kY VEAw - 1kgA T IEw syl 200um)4 51 abl 309 -WiWh3Ma 3H ook RPGaw- HME&CDQULDUWUh:’Hr'ﬁw nWicEl-

tmvEVS4LDAARIFY osumps Se_dlvg 48 POCHCyRyng hkMECEHLEN rz-SQIRFRHZKS paMhbNLLU SWEA | it o 3AK2 FE2F makware, festing, google.tesB2 Flesting%2Fmabware®2F and some tex

Link2; CLICK ME same text
Link3: hisp:/ /s ecure- HED( S(D (onl 1dgalaGiZaGme_TRMEHEFIG_-I0TxIMFRg L-vhif0-0Zc9G - by GdhMW_gCESYCPDIIFKITk0GInits XnLd SWLXoXErSW—-

WhAME| P18D K_lgEf3BpdNiMalgjdSIMp 1 caEdCOLdzeZHHG BT XinulBHekVaVFAw-1kgA7jEuiyf 2iD1m) 45 gbI 309 - WPWhEMg SHpeqk RPE Ll jw- K MEC O9uL DowORAK Y Sw- Wik -
Imul-\rﬂﬂ[ DAAIRIFY osumps)Se_djwg48_PDOCeRynghkMBCEHLENVIrz =50 RFRHZK SpzNhbMLLUSWEAS hit pX 3AKZ FE2F makware testing google.test2 Fresting2Fmalware®2 F and some text

Link4: hip:/ fsecure-web.cisco.com/ TISPMIMwwH 1Y peRmMjug Y SF 2WES3 7Dks LIADF 826 Mw ke -
DgddLyg PhRy3riWRHVIZWig IwHXhwiNSnUrONEUZWinsyc hwlbHe Y6 rdes pOWhj 2 DWsowilda SmwDiRxoplhRDWy 3mKLHr4 ZXT02BeW_01EWxu__-¥ipYXgll_mT73FiCs SmMHKIGS5 2 Fiyro-
MaXavudv] 4wk SHwH 4ipXHVR - Jg2yg_FWp3eiOTpkkjex LwTaceiCKsS b bRhbPvvualCIWWF o QnDmagvibj_8KZNzBalFfily_cUWMO754pZ 2K s T-OgPilAnUEjEjdvmeg GG DmeniLEm-
PRI AN FE2Fcisco.com and some text

Sum Up:
- OF redirect run on the TEXT/PLAIN part rewrites all the URL strings that match with the Cisco
Web Secure proxy service
- OF redirect run on the TEXT/HTML part rewrites the URL from an HTML A-tag href attribute
together with the text part of the element and all other URL strings that match with the Cisco
Web Secure proxy service

Scenario G

Outbreak Filter non-viral threat detection Yes
Content Filter Action Defang

websecurityadvancedconfig href and text rewrite is

enabled Yes

This last scenario validates the configuration.

- Mail Policy with default AS/AV/AMP configuration and OF enabled

Policies
Add Policy...
Order  Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters = Advanced Phishing Protection | Delete
1 URLTest (use default) (use default) | (use default) (use default) URL_SCORE Retention Time: | (use default) 7 |

Virus: 1 day
Other: 4 hours

- The OF scan for non-viral threat detection is configured with URL Rewrite set to rewrite all
URLSs contained in malicious emails (same as in previous scenarios)
- Incoming Content Filter: URL SCORE content filter enabled

Add Filter.,. I
Order | Filter Name Description | Rules | Policles Duplicate  Delete
' URL_SCORE URL_SCORE: f {url-reputation(- 10,00, -6.00, =%, 0, 1)) { kg-trtry("$Filteriame™); url-reputation-difang(-10.00, -6.00, 1 } L |

The content filter uses the URL reputation condition to match Malicious URLS, the ones that score



between -6.00 and -10.00. As an action, the content filter name is logged and the defang action url-
reputation-defang IS taken.

The same copy of the message is sent and evaluated by the email gateway with the results:

Wed Jul 6 15:13:10 2022 Info: MD 139518 URL http://nal ware.testing.google.test/testing/ nal ware/
has reputation -9.4 matched Condition: URL Reputation Rule Wed Jul 6 15:13:10 2022 Info: MD
139518 Custom Log Entry: URL_SCORE Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 rewitten to MD 139519 by url-reputation-
defang-action filter 'URL_SCORE Wed Jul 6 15:13:10 2022 Info: Message finished MD 139518 done
Wed Jul 6 15:13:10 2022 Info: MD 139519 Qutbreak Filters: verdict positive Wed Jul 6 15:13:10
2022 Info: MD 139519 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 15:13:10 2022 Info: MD
139519 rewritten URL u' http://cisco.com Wed Jul 6 15:13:10 2022 Info: MD 139519 rewitten URL
u' http://cisco.com Wed Jul 6 15:13:10 2022 Info: MD 139519 rewitten to M D 139520 by url -
threat-protection filter 'Threat Protection' Wed Jul 6 15:13:10 2022 Info: Message finished MD
139519 done Wed Jul 6 15:13:10 2022 Info: MD 139520 Virus Threat Level =5

The emalil pipeline explains the message is first evaluated by the content filters, where the
URL_SCORE filter is triggered and URL-reputation-defang-action is applied. This action defangs
all malicious URLSs in both text/plain and text/html MIME parts. Because
websecurityadvanceconfig href and text rewrite is enabled all URL strings that match inside the
HTML body are defanged when all A-tag elements are stripped and rewrite text parts of the URL
between BLOCKED words and place all the dots between square brackets. The same happens
with other malicious URLSs not placed in A-tag HTML elements. The Outbreak Filter next
processes the message. The OF detects malicious URLs and identifies the message as malicious
(Threat Level=5). As a result, it rewrites all the malicious and non-malicious URLs found inside the
message. Because the content filter action already modified those URLSs the OF rewrites only the
rest of the non-malicious URLSs as it was intentionally configured to do it. The message displayed
in the email client as part of the malicious URLs defanged and part of the non-malicious URL
redirected.

-- 7781793576330041025== Content - Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable <htm > <head></head> <body> <p>This is an HTM.
part of the nessage</p> =20 <p>Li nkl:

BLOCKEDnal war e[ . Jtesting[.] google[.]test/testing/ mal ware/ BLO= CKED and some text</p> <p>Li nk2:
CLI CK ME some text</p> <p>Li nk3: BLOCKEDmal ware[.]testing[.]google[.]test/testing/ malware/BLC=
CKED and some text</p> <p>Link4: http://secure-web. ci sco.com 1wog4Tf 2WFF2- CDoPczl| aDd3YPk8P- 6h=
Z- Mkxxr - QXa6Fe3MAXt 02t NPOADSVK X mPHY1 Xbz 41 s4_84KYpzs4WD355AgBE_OR7uLK65PXk So=

wi 5F8VCEQy4r xRet p1ZHKMHs8j LI Oi i Cb- b4v-eXf mIG i XFMLQXH-| UzQY2we4- 7_16ZT769ml=

WKzolkl kep4l CK17h2C800Spl VTzt S_j 7kwiFqggqCeU _hj Vy5AoHt 8V 7Af 2N3boakKl 71 pHLpwa=

_hmV1Kyf Pq8YBt XoL5yN4041RYl U2QX5f ui zIJBJE3pNVaxRkZVnmle620EsMVBgMK/ ht t p¥BA¥RF= %2Fci sco. com and
sone text</p> </ body> </htm > =20 -- 7781793576330041025==- -




Mot Secura — ews-pv3201.cisco.com

n U Logout

1 Contacts 'u Settings

+ - e - s
- = - 2. . FoE T 2 ...
Back  Compose Reply Reply all  Forward Delete Mave Print Mark More
Q mox  EED [SUSPICIOUS MESSAGE] Test URLS Message 3af 13531 (4| b
-
# Drafs da=
&) sent
B3 sunk

This is an HTML part of the message

W Trash

Link1: BLOCKEDmalwarel Jtestingl.Jaoogiel. Itest/testing fmatware/ BLOCKED and some text

Link2: CLICK ME some text

Link3: BLOCKEDmatwarel. Jtestingl. Jgoogle]. Jrest /testing f matware/ BLOCKED and some text

Link4: hitp:/ fsecure-web.cisco.com/ lwogd TI2ZWFF2 -CDoPczlaDd3YPREP-GhZ - My xxr

OXaGFeIMAXIOZINPOAD SWiGom PHY X bZ41s4_84KY prsawd355Ag8E_ORTULKG SPXkSowiSF8VGEQyaraRoup LZHKMHs B{LI0HCb - Dav-eXm) GUXFM 10xH-IUz QY 2wesd -

7_16ZT769m WKz Lkikepd|ICK1 Th2CE005pIVT215_j7kwFagaOeUl_RjVySAcHIEWk TAIZN3 boak] TipH 1 pwd_hmiV 1Ky PqBYBKeL SyNéod IRYIUZGX Stuiz8JE 3 phvaxRkZVin e 520ESMMOGMK fhrtpsid ARI FPR2Feis
and some text

The same is applied to the text/plain part of the MIME message. All non-malicious URLs are
redirected to Cisco Web Secure proxy and the malicious URLs are defanged.

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: quoted-printable This is text part of the nessage Linkl:
BLOCKEDnal war e[ . Jtesting[.] google[.]test/testing/ mal ware/ BLOCKE= D and some text Link2:
http://secure-web. ci sco. conf 1wog4Tf 2WFF2- CDoPcz| aDd3YPk8P- 6hZ- M= xxXxr -

QXa6Fe3MAXt 02t NPOADSVK X mPHY1 Xbz4l s4_84KYpzs4WD355AgBE_COR7uLK65PXk Sowi 5=

F8VGEQy4r xRct p1ZHKMHs 8j LI 0i i Cb- b4v-eXf mIG i XFMLQXH- | UzQY2we4- 7_16ZT769mIWKz=

01kl kep4l CK17h2C800SpIl VTzt S_j 7kwFqgqCeU _hj Vy5A0Ht 8k 7Af 2N3boakKl 71 pH1pw4_hm=

V1Kyf Pq8YBt XoL5yN4041RYI U2QX5f ui zJBIJE3pNVaxRkZVmle620ESMWBgMK/ ht t p¥B8AYRFY2F= ci sco. com and some
text -- 7781793576330041025==

Sum Up:

- CF defang run on the TEXT/PLAIN part rewrites the URL into BLOCKED blocks

.- CF defang run on the TEXT/HTML part rewrites the URL from an HTML A-tag when an A-tag
is stripped

- CF defang run on the TEXT/HTML part rewrites all URL strings that match into BLOCKED
blocks

- OF redirect run on the TEXT/PLAIN part rewrites all the URL strings that match with the Cisco
Web Secure proxy service (non-malicious)

- OF redirect run on the TEXT/HTML part rewrites the URL from an HTML A-tag href attribute
together with the text part of the element and all other URL strings that match with the Cisco
Web Secure proxy service (non-malicious)

Troubleshoot

Follow these points when there is a need to investigate the issue with URL rewrite.

- Enable URL logging in your mail_logs. Run ouTBREAKCONFIG command and answer Y to Do you
wish to enable logging of URL's? [N]>"

- Verify WEBSECURITYADVANCECONFIG settings under each email gateway cluster member and be
sure the href and text rewrite option is set accordingly and the same on each machine. Keep



in mind this command is machine-level specific and changes done here do not affect Group or
Cluster settings.

- Verify the conditions and activities of your content filter, and ensure the content filter is
enabled and applied to the right incoming mail policy. Verify if there is no other content filter
processed before with a final action that can skip to process other filters.

- Investigate the raw copy of the source and final message. Keep in mind to retrieve the
message in EML format, the proprietary formats like MSG are not reliable when it comes to
message investigation. Some email clients allow you to view the Source message, and try to
retrieve the copy of the message with a different email client. For example, MS Outlook for
Mac allows you to view the Source of the message while the Windows version allows you only
to view the headers.

Summary

The purpose of this article is to help in better understanding available configuration options when it
comes to URL rewrite. It is important to remember that modern messages are built by most email
software with the MIME standard. It means the same copy of the message can be displayed
differently which depends on the email client capabilities or/and enabled modes (text vs HTML
mode). By default, most modern email clients use HTML to display messages. When it comes to
HTML and URL rewrite, please keep in mind by default email gateway rewrites only URLs found
inside the href attribute of the A-tag element. In a lot of cases that is not enough and it must be
considered to enable both href and text rewrite with WEBSECURITYADVANCECONFIG
command. Remember this is a machine-level command and for consistency across the cluster,
the change must be applied separately to each of the cluster members.
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