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Introduction

This document gives information on how to use authentication, authorization, and accounting (AAA) for centralized shell and
command control.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

The information in this document is based on these software and hardware versions:
« Cisco |0OS® Software Releases 12.0(5)T and later
« Cisco Securefor UNIX 2.3(6)

The information in this document was created from the devices in a specific lab environment. All of the devices used in this
document started with a cleared (default) configuration. If your network is live, make sure that you understand the potential impact of
any command.
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Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Sample AAA Flow

, . Cisco Secure
Cisco |OS (AAA Client) (AAA Server)
Router Uszer is
Autherticated via aaa authentication |ogin default user=fred {
TACACSH group tacacs+ | ocal password=des }
Fai l= User
Permitted Shell aaa authorization exec default service-shell { set
Service? group tacacs+ | ocal priv-level=x}

Paz=z

User erters privil ege exec |evel x command (Seenotesbelow.)
Cizco 105 4

cormmahd

I= commianmd

Fail pemmitted ot this service=shell {
priv_lewel aaa authorizati on commands # default \ default
group tacacs none cmd=(permit/deny)
aaa aut horization config-commands prohibit cmd=x
cmd=y{ }}

Iz Command
Permitted for User
Profila?

Fail

enabl e secretaaa authentication enable default \ | privilege = des

Lizer Enables to group tacacs+ enabl e Mkkkkkkkk! 5
neswy Priv_|Level

Privilege Levels

By default, there are three command levels on the router:
« privilegelevel O Includes the disable, enable, exit, help, and logout commands
« privilegelevel 1 Includes all user-level commands at ther out er > prompt
« privilegelevel 15 Includes all enable-level commands at the r out er > prompt

Y ou can move commands around between privilege levels with this command:
privilege exec level priv-1vl command
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Console Port Authentication

Console port authorization was not added as a feature until the implementation of Cisco bug ID CSCdi82030 ( registered customers only)
. Console port authorization is off by default in order to lessen the likelihood of accidentally being locked out of the router. If a user
has physical access to the router viathe console, console port authorization is not extremely effective. However, for images in which
Cisco bug ID CSCdi82030 is implemented, you can turn on console port authorization under line con 0 with the hidden command

aaa authorization console.

Cisco Secure User Profile

This output shows a sample user profile.

# ./ViewProfile -p 9900 -u fred
User Profile Information

user = fred{

profile_id = 189

profile cycle =1

password = cl ear "x***xxxxn
privilege = clear "******x*xu 15
servi ce=shel | {

cnmd=show {
permt "users"
}

}

}

Router Configuration

Partial router configuration:

aaa new nodel

aaa authentication |l ogin default group tacacs+ | ocal
aaa aut hentication enabl e default group tacacs+ none
aaa aut horization exec default group tacacs+ none

aaa aut horization comrmands 1 default group tacacs+ none
tacacs-server host 172.18.124.113

tacacs-server key cisco

Sample Output

Note that some output is wrapped onto two lines because of spatial considerations.

AAA Session - User Capture
tel net 10.32.1.64
Trying 10.32.1.64. ..
Connected to 10. 32. 1. 64.
Escape character is "*]".

User Access Verification

User nane: fred
Passwor d:
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vpn- 2503>show users
User

Li ne

0 con O
* 2 vty O

Interface

fred

vpn- 2503>enabl e
Passwor d:
vpn- 2503#

AAA Session - Cisco I0S Debug

vpn- 2503#show debug
CGener a
TACACS access control
AAA Aut henti cati on debugging is on
AAA Aut hori zation debugging is on
noni t or

vpn- 2503#t er m na

CS:

vpn- 2503#

* Mar
* Mar

* Mar

* Mar

*Mar
* Mar

* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar

In this capture,
server

User

Host ('s) Idl e Locati on

idle 00: 00: 51

idle 00: 00: 00 rtp-cherry. cisco.com
Mode Idle Peer Address

debugging is on

AAA aut hentication first tries the TACACS+

(and goes to |l ocal authentication only if the server is down),
as configured in aaa authentication login default group tacacs+ |ocal.

15 18:21:25: AAA. parse nane=tty3 idb type=-1 tty=-1
15 18:21:25: AAA
port=3 channel =0
15 18:21:25: AAA/ MEMORY: create_user (0x524528) user='' ruser=
remaddr="172.18. 124. 113" aut hen_type=ASCI| service=LOd N priv=1
15 18:21:25: AAA/ AUTHEN START (4191717920): port="tty3" list=
action=LOGE N servi ce=LOG N

AAA/ AUTHEN START (4191717920): using "default" list

15 18: 21: 25:
15 18: 21: 25:

Test TACACS+

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

25:
25:
25:
25:
25:
25:
25:
25:
27:
27:
27:
27:
27:
27:
27:
27:
29:
29:
29:
29:
29:

AAA/ AUTHEN START (4191717920):

for user authentication.

TACH:
TACH:
TACH:
TACH:
TACH:
TACH:
TACH:

send AUTHEN START packet ver=192 id=4191717920

name=tty3 fl ags=0x11 type=5 shel f=0 sl ot=0 adapter=0

port="tty3'

Met hod=t acacs+ (tacacs+)

Usi ng default tacacs server-group "tacacs+" |ist.

OQpening TCP/IP to 172.18.124.113/49 timeout=5

Opened TCP/ I P handl e 0x5475C8 to 172.18.124.113/49
172.18.124.113 (4191717920) AUTHEN START/LOG N ASCI | queued

(4191717920) AUTHEN START/ LOd N ASCI | processed

ver =192 i d=4191717920 recei ved AUTHEN status =

AAA/ AUTHEN (4191717920): status = CGETUSER

AAA/ AUTHEN CONT (4191717920):

AAA/ AUTHEN (4191717920): status = GETUSER
AAA/ AUTHEN (4191717920): Met hod=t acacs+ (tacacs+)

TACH:
TACH:
TACH:
TACH:

send AUTHEN CONT packet id=4191717920
172.18.124.113 (4191717920) AUTHEN CONT queued
(4191717920) AUTHEN CONT processed

ver=192 i d=4191717920 recei ved AUTHEN status =

AAA/ AUTHEN (4191717920): status = GETPASS

AAA/ AUTHEN CONT (4191717920):

AAA/ AUTHEN (4191717920): status = GETPASS
AAA/ AUTHEN (4191717920): Met hod=t acacs+ (tacacs+)

TACH:
TACH:

send AUTHEN CONT packet id=4191717920
172.18.124.113 (4191717920) AUTHEN CONT queued
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* Mar
* Var
* Var

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
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* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar

* Mar
* Mar

15 18:21:29: TAC+: (4191717920) AUTHEN CONT processed
15 18:21:29: TAC+: ver=192 id=4191717920 recei ved AUTHEN status =
15 18:21:29: AAA AUTHEN (4191717920): status = PASS

PASS

TACACS+ passes user authentication. There is a check
to see if shell access is permtted for this user, as configured in
aaa authori zation exec default group tacacs+ | ocal.

15
15
15
15
15
15
15
15
15
15
15
15
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15
15
15
15
15
15
15
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18:
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21:
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21:
21:

29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
32:

TAC+: Closing TCP/ I P 0x5475C8 connection to 172.18.124.113/49

tty3 AAA AUTHOR/ EXEC (3409614729): Port="tty3" list="" service=EXEC
AAA/ AUTHOR/ EXEC: tty3 (3409614729) user='fred

tty3 AAA/ AUTHOR/ EXEC (3409614729): send AV service=shell

tty3 AAA AUTHOR/ EXEC (3409614729): send AV cnd*

tty3 AAA/ AUTHOR/ EXEC (3409614729): found list "default™

tty3 AAA/ AUTHOR/ EXEC (3409614729): Met hod=tacacs+ (tacacs+)

AAA/ AUTHOR/ TAC+: (3409614729): user=fred

AAA/ AUTHOR/ TAC+: (3409614729): send AV service=shell

AAA/ AUTHOR/ TAC+: (3409614729): send AV cnd*

TAC+: using previously set server 172.18.124.113 from group tacacs+
TAC+: Opening TCP/IP to 172.18.124.113/49 tineout=5

TAC+: Opened TCP/I P handl e 0x547A10 to 172.18.124.113/49

TAC+: Opened 172.18.124.113 index=1

TAC+: 172.18.124.113 (3409614729) AUTHOR/ START queued

TAC+: (3409614729) AUTHOR/ START processed

TAC+: (3409614729): received author response status = PASS ADD
TAC+: Closing TCP/ I P 0x547A10 connection to 172.18.124.113/49

AAA/ AUTHOR (3409614729): Post authorization status = PASS _ADD

AAA/ AUTHOR/ EXEC: Aut hori zati on successful
tty3 AAA/ AUTHOR/ CVD (4185871454): Port="tty3" list="" service=C\VD
TACACS+ passes exec authorization and wants to performthe

show users command, as configured in

aaa authorization commands 1 default group tacacs+ none.

15
15

18:
18:

21:
21:

32:
32:

AAA/ AUTHOR/ CMD:  tty3 (4185871454)
tty3 AAA/ AUTHOR CMD (4185871454):

user='fred
send AV servi ce=shel |

* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
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get
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32:
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32:
32:
32:
32:
33:
33:
33:
33:

tty3 AAA/ AUTHOR CMD (4185871454):
tty3 AAA/ AUTHOR CMD (4185871454):
tty3 AAA/ AUTHOR CMD (4185871454):
tty3 AAA/ AUTHOR CMD (4185871454):
tty3 AAA/ AUTHOR CMD (4185871454):
AAA/ AUTHOR/ TAG+:  (4185871454) :
AAA/ AUTHOR/ TAC+:  (4185871454) :
AAA/ AUTHOR/ TAC+:  (4185871454) :
AAA/ AUTHOR/ TAG+:  (4185871454) :
AAA/ AUTHOR/ TAC+:  (4185871454) :
TACH:
TACH:
TACH:
TACH:
TACH:
TACH:
TACH:
TACH:
AAA/ AUTHOR (4185871454) :

172.18.124. 113 (4185871454)

(4185871454) :

as configured in

send AV cnd=show

send AV cnd-ar g=users
send AV cnd- arg=

found list "default”

Met hod=t acacs+ (tacacs+)

user=fred

send AV service=shel |

send AV cnd=show

send AV cnd- arg=users

send AV cnd-arg=

using previously set server 172.18.124.113 from group tacacs+
Opening TCP/IP to 172.18.124.113/49 ti meout=5

Opened TCP/ I P handl e 0x54F26C to 172.18.124.113/49

Opened 172.18.124.113 i ndex=1

AUTHOR/ START queued

(4185871454) AUTHOR/ START processed
recei ved aut hor
Cl osing TCP/I P 0x54F26C connection to 172.18.124. 113/ 49
Post authorization status =

response status = PASS ADD

PASS_ADD

TACACSt+ passes conmand aut horization and wants to
i nto enabl e node,
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l--- aaa authentication enable default group tacacs+ enabl e.

*Mar 15 18:21:34: AAA MEMORY: dup_user (0x523E58) user='fred' ruser=""'
port="tty3" remaddr="172.18.124.113" authen_type=ASCI| servi ce=ENABLE
priv=15 source=" AAA dup enabl e’

*Mar 15 18:21:34: AAA/ AUTHEN START (125091438): port="tty3" list=
action=LOG N servi ce=ENABLE

*Mar 15 18:21:34: AAA/ AUTHEN START (125091438): using "default" 1ist

*Mar 15 18:21:34: AAA/ AUTHEN START (125091438): Met hod=tacacs+ (tacacs+)

*Mar 15 18:21:34: TAC+: send AUTHEN START packet ver=192 id=125091438

*Mar 15 18:21:34: TAC+: Opening TCP/IP to 172.18.124.113/49 timeout=5

*Mar 15 18:21:34: TAC+: Opened TCP/IP handl e 0x54D080 to 172.18.124.113/49

*Mar 15 18:21:34: TAC+: Opened 172.18.124.113 i ndex=1

*Mar 15 18:21:34: TAC+: 172.18.124.113 (125091438) AUTHEN START/ LOG N ASCI | queued

*Mar 15 18:21:34: TAC+: (125091438) AUTHEN START/ LOG N ASCI | processed

*Mar 15 18:21:34: TAC+: ver=192 id=125091438 recei ved AUTHEN status = GETPASS

*Mar 15 18:21:34: AAA/ AUTHEN (125091438): status = GETPASS

*Mar 15 18:21:37: AAA/ AUTHEN CONT (125091438): continue_login (user=fred')

*Mar 15 18:21:37: AAA/ AUTHEN (125091438): status = GETPASS

*Mar 15 18:21:37: AAA/ AUTHEN (125091438): Met hod=tacacs+ (tacacs+)

*Mar 15 18:21:37: TAC+: send AUTHEN CONT packet id=125091438

*Mar 15 18:21:37: TAC+: 172.18.124.113 (125091438) AUTHEN CONT queued

*Mar 15 18:21:37: TAC+: (125091438) AUTHEN CONT processed

*Mar 15 18:21:37: TAC+: ver=192 id=125091438 recei ved AUTHEN st atus = PASS

*Mar 15 18:21:37: AAA/ AUTHEN (125091438): status = PASS

*Mar 15 18:21:37: TAC+: dosing TCP/I P 0x54D080 connection to 172.18.124.113/49

*Mar 15 18:21:37: AAA MEMORY: free_user (0x523E58) user='fred' ruser=
port="tty3" rem.addr="172.18.124. 113" authen_type=ASCI| servi ce=ENABLE priv=15

I--- TACACS+ passes enabl e authentication.

AAA Session - Cisco Secure UNIX Debug

!

--- In this capture, AAA authentication first tries the TACACS+

I--- server (and goes to local authentication only if the server is down),
I--- as configured in aaa authentication | ogin default group tacacs+ |ocal.

Sep 7 07:22:32 rtp-cherry CiscoSecure: DEBUG - AUTHENTI CATI ON
START request (bacelf bf)

Sep 7 07:22:32 rtp-cherry CiscoSecure: DEBUG -

Sep 7 07:22:32 rtp-cherry User Access Verification

I --- Test TACACS+ for user authentication:

Sep 7 07:22:32 rtp-cherry Ci scoSecure: DEBUG - User nane:

Sep 7 07:22:33 rtp-cherry G scoSecure: DEBUG - AUTHENTI CATI ON
CONTI NUE request (bacelf bf)

Sep 7 07:22:33 rtp-cherry Ci scoSecure: DEBUG - Password:

Sep 7 07:22:35 rtp-cherry G scoSecure: DEBUG - AUTHENTI CATI ON
CONTI NUE request (bacelf bf)

Sep 7 07:22:35 rtp-cherry Ci scoSecure: DEBUG - Authentication -
LOG N successful; [ NAS=10.32.1.64, Port=tty2, User=fred, Priv=1]

I--- TACACS+ passes user authentication. There is a check

l--- to see if shell access is permtted for this user, as configured in
I--- aaa authorization exec default group tacacs+ |ocal
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Sep 7 07:22:35 rtp-cherry CiscoSecure: DEBUG -

Sep 7 07:22:36 rtp-cherry CiscoSecure: DEBUG - AUTHORI ZATI ON request (9ad05c71)

Sep 7 07:22:36 rtp-cherry CiscoSecure: DEBUG - Authorization - Request authorized;
[NAS = 10.32.1.64, user = fred, port = tty2, input: service=shell cnd* output: ]

I --- TACACS+ passes exec authorization and wants to performthe
I --- show users command, as configured in
I--- aaa authorization comands 1 default group tacacs+ none.

Sep 7 07:22:38 rtp-cherry CiscoSecure: DEBUG - AUTHORI ZATI ON request (563ba541)
Sep 7 07:22:38 rtp-cherry CiscoSecure: DEBUG - Authorization - Request authorized;
[NAS = 10.32.1.64, user = fred, port = tty2, input: service=shell cnd=show
cnd- arg=users cnd-arg= out put: ]

I--- TACACS+ passes conmand aut horization and wants to
I--- get into enable node, as configured in
l--- aaa authentication enable default group tacacs+ enabl e.

Sep 7 07:22:40 rtp-cherry CiscoSecure: DEBUG - AUTHENTI CATI ON
START request (f7e86ad4)

Sep 7 07:22:40 rtp-cherry CiscoSecure: DEBUG - Password:

Sep 7 07:22:41 rtp-cherry CiscoSecure: DEBUG - AUTHENTI CATI ON
CONTI NUE r equest (f7e86ad4)

Sep 7 07:22:41 rtp-cherry CiscoSecure: DEBUG - Authentication - ENABLE successful;
[ NAS=10. 32. 1. 64, Port=tty2, User=fred, Priv=15]

I--- TACACS+ passes enabl e authentication.

Advanced Cisco Secure Profile Examples

This profile allows
any user that isa
member of group
"LANadmins' to
log into arouter
and enter most

group LANadmi ns{
servi ce=shel | {
cnd=i nterface{
permt "Ethernet *"

deny "Serial *" commands. Users
are not alowed to
3:rml=aaa{ make changes to
deny ".*" the serial interface
} ' configuration, or to
cnd=t acacs- server { make changes to
deny ".*" the AAA config
} (so they cannot
defaul t cnd=permit remove the
command
} authorization or
disable the
TACACS server).
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group Boston_Adm ns{
servi ce=shel |l {
all ow "10.28. 17. 1" " *" " *"
al | ow bostonswi tch ".*" " *"
al l ow "~bostonrtr[0-9]+" " *" " *"
set priv-Ilvl=15
default cnd=permt
}
servi ce=shel | {
all ow "~NYrouter[0-9]+" ".*" " *"
set priv-lvl=1
defaul t cnd=deny
}
}

This profile gives
its group members
enable privileges
on the
bostonswitch, the
bostonrtr1 -
bostonrtr9 devices,
and the 10.28.17.1
device. All
commands are
permitted for these
devices.

Access to the
NYrouter X devices
is restricted to user
exec level only,
and all commands
are denied if asked
for authorization.

group NY_wan_adm ns{
servi ce=shel | {
all ow ""NYrouter[0-9] +" ™. *" " *"
set priv-Ilvl=15
default cnd=permt

This group has full
accesstoall NY
routers, aswell as
full accessto the
NY core router on

) .
servi ce=shel | { the Serial O/x &
al | ow "~NYcore$" ".*" " *" Serial 1/x
defaul t cnd=permit interfaces.
crmd=i nterface{ Note that users
perm t Serial 0/[0-9] + a0 have the
permt "Serial 1/[0-9]+ ability to disable
J AAA on the core
}} router.
Thisuserisa
member of the
user bob{ "NY_wan_admins"

password = des "xx**FxxA"
privilege = des MkkkkkkKEN 10
menber = NY_wan_adm ns

}
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specified.
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group LAN support {
servi ce=shel | {
default cnmd = deny

deny "port disable 3/10"

cmd = set{ Thisprofileis
deny "port enable 3/10" designed for a
permit "port enable *" Catalyst switch.

Users are allowed

pernmit "port disable *" only certain set
permt "port nane *" commands. They
permt "port speed *" arenot alowed to
permit "port duplex *" disable port 3/10 (a
permit "vlan [0-9]+ [0-9]+/[0-9]+" trunk port).
deny *.*" Users are allowed
) to specify the
cmd = .Sh"?f"{ " VLAN aportis
permt ©.” assigned to, but all
} other set vlan
cmd = gnaltl)l ei commands are
permt .7 denied.

}
}

}
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