Troubleshoot | Psec Tunnelsand Common
Control-Plane I ssues with Packet Captures

Contents

Introduction
Prerequisites
Reguirements
Components Used
Background Information
Useful Tools

How to Configure Captureson 10S XE Router
Analyze the Tunnel Establishment with Packet Captures

Transaction When NAT isin Between

Common Control-Plane | ssues

Configuration Mismatch

Retransmissions

| ntroduction

This document describes how packet captures, other tools, help with control-plane issues when site-to-site
VPN on Cisco |IOS® XE routersis negotiated.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Basic knowledge of Cisco IOS® CLI configuration.
* Fundamental knowledge of IKEv2 and | Psec.

Components Used
The information in this document is based on these software versions:
» CSR1000V - Cisco 10S XE Software running version 16.12.0.
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation

Packet captures are a powerful tool to help you verify whether packets are being sent/received between VPN
peer devices. They also confirm if the behavior seen with IPsec debugs alignsto the output collected on the



captures since the debugs are alogical interpretation, and the capture represents the physical interaction
between the peers. Because of that, you could confirm or discard connectivity issues.

Useful Tools

There are useful tools that help you configure the captures, extract the output, and analyze it further. Some
of them are:

» Wireshark: Thisisawell-known and used open-source packet analyzer.
» Monitor captures: Cisco |OS XE feature on routers that help you collect captures and provide you a
light output of what the traffic flow looks like, protocol collected, and its timestamps.

How to Configure Captureson |OS XE Router

- 192.168.1.1 - 192.168.2.1
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A capture uses an extended access-list (ACL) that defines the type of traffic to be collected, and the source,
and destination addresses of the VPN peers or segments of the interesting traffic. A tunnel negotiation uses
the UDP port 500 and port 4500 if NAT-T is enabled aong the path. Once the negotiation completes and the
tunnel is established, the interesting traffic uses IP protocol 50 (ESP) or UDP 4500 if NAT-T is enabled.

In order to troubleshoot control-plane related issues, VPN peers | P addresses must be used to capture how
the tunnel is negotiated.
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interface Tunnell
ip address 10.10.10.2 255.255.255.0

I ipsec ipv4
tunnel = an 1ea
tunnel protection ipsec profile IPSEC-Profile-1 tunnel destination 192.168.1.1
r.l:l” e . - ST tunnel protection ipsec profile IPSEC-Profile-1
1
lend

config-ext-nacl)$# permit
i cl)# exit




config terminal

ip access-Tist extended <ACL name>

permit udp host <local address> host <peer address>
permit udp host <peer address> host <source address>
exit

exit

The configured ACL is used to narrow the captured traffic, and it is placed on the interface used to negotiate
the tunnel.

Monitor capture cap access-list cap buffer size 10 interface GigabitEthernet 1 both

Name of the capture Name of the ACL Buffer size in MB  Interface to apply In-inbound packets
the capture Out-outbound packets
Both-inbound &
outbound packets
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capture cap
-:ap:.ure Cal

Ethernetl, Direction

d: 1000

monitor capture <capture name> access-1ist <ACL name> buffer size <custom buffer size in MB> interface

Once the capture is configured, it can be manipulated to stop it, clear it, or extract the traffic collected with
the next commands:

» Check the general captureinfo: show monitor capture
o Start/stop the capture: monitor capture cap start/stop
» Verify the captureis collecting packets. show monitor capture cap buffer



» Seeabrief output of the traffic: show monitor capture cap buffer brief
» Clear the capture: monitor capture cap clear
» Extract the capture output:

- monitor cap cap buff dump

- monitor capture cap export bootflash:capture.pcap

Analyze the Tunnél Establishment with Packet Captures

As mentioned earlier, to negotiate the |PSec tunnel, packets are sent over UDP with port 500 and port 4500
if NAT-T is enabled. With captures, more information can be seen from those packets such as the phase that
is being negotiated (phase 1 or phase 2), the role of each device (initiator or responder), or the SPI values
that were just created.

IKEV2 PACKET EXCHANGE
INITIATOR RESPONDER

UDP 500/4500 packets seen.
B | vio,sa, ke, Nonce > NEGoTATe
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EXCHANGE
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Showing the brief output of the capture from the router, the interaction between the peersis seen, sending
UDP packets.
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After extracting the dump and exporting the pcap file from the router, more information from the packetsis
visible using wireshark.



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ T RE Qes»EFE T EQAQQTE
LIETNT ke ... <Corlf> [= Bk
Ko, Time Source Dastination Protecal Langth Info
r 1 9.600000 192.168.1.1 192.168.2.1 ISAKMP 496 IKE_SA_INIT MID=-8@ Initiator Reguest
2 0.6eeese  192.168.2.1 192.168.1.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response
3 9.600008  192.168.1.1 192.168.2.1 ISAKMP 682 IKE_AUTH MID=e1 Initiator Request
4 B.6e0008  192.168.2.1 192.168.1.1 ISAKMP 362 IKE_AUTH MID=081 Responder Response
5 ©.000000  192.168.2.1 192.168.1.1 ISAKMP 496 IKE_SA INIT MID=8@ Initiator Reguest
6 ©.600000 192.168.1.1 192.168.2.1 ISAKMP 529 IKE_SA_INIT MID=88 Responder Response
7 ©.600000  192.168.2.1 192.168.1.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request
8 0.0P0RGE  192.168.1.1 192.168.2.1 ISAKMP 362 IKE_AUTH MID=e1 Responder Response
9 9.620000  192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=82 Initiator Request
18 ©.000060  192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=83 Initiator Request
11 ©.088060  192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=@2 Responder Response
12 9.0ee000  192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=83 Responder Response
13 A AARAAA 142 1RR 1 1 192 1RR 7 1 TSAKMP 13R TNFNRMATTOAMAI MTN=14 Rasnandar Raanset
> Frame 1: 496 bytes on wire (3968 bits), 496 bytes captured (3968 bits)
> Ethernet II, Src: Realtekl ©0:80:80 (52:54:00:00:00:08), Dst: RealtekU 9@:09:84 (52:54:00:00:00:04)
» Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: 500, Dst Port: 580
> Internet Security Association and Key Management Protocol

On the Internet Protocol section of the first IKE_SA_INIT Exchange packet sent, the source and destination
addresses of the UDP packet are located. On the User Datagram Protocol section, the ports used and the
Internet Security Association and Key Management Protocol section the version of the protocol, the type of
message being exchanged, and the role of the device, aswell as SPI created are seen. When collecting
IKEVv2 debugs, the same information is presented within the debug logs.
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Wersionm: 1.0

Length: 454

¢ Paylosd: Nomce (400

Paylosd: Wendor 1D (43) :
Payload: Wendss 1D (43) :
Payload: Wender 1D (43) :
+ Paylosd: Wendor ID (43) :
» Paylosd: Notify (41) - MAT_DETECTION_SOURCE_IP
Payload: Notify (41 - MAT_BEFECTION CESTINATION P

Excharge typf: TRE_SA_
» Flags: oS |Initiator, Mo higher wersion, Request)
Fessage ID:

Payload: Secwrity Assodiation (33)
» Payload: Key Exchange (34)

Clsco Delete Resson Supported
Cisee VPN Revision 2
Cisco Dyramic Rowie Supporied
Chsco FlexWPN Supported

2 i 300
v Intern cur od Kiy Minagemint Protocel
Enftiator SPI: e3fSfbleRssTcids
Resporier SP1: AOROOOoRdnnod

Mext paylosd: tecerity Associstion (33)

Swweman e |Unencrypted!

IKEv2:(SESSION ID = 18,SA 1D = 2):Sending Packet [To
192.168.2.1:500/From 192.168.1.1:500/VRF i0:f0]

Initiator SPI : E9F5FB100567C549 - Responder SPI : 0000000000000000
Message id: 0

IKEv2 IKE_SA_IMIT Exchange REQUEST

Payload contents:

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOQURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP)

Debug crypto ikev?
Debug crypto ipsec




IKE_SA_INIT Response

PHASE 1 SA_|
<mﬂ,n,m ]

IKEv2:(SESSION ID = 18,SA ID = 2):Received Packet [From
192.168.2.1:500/To 192.168.1.1:500/VRF i0:f0]

Initiator SPI :
Message id: 0

IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:

E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ

NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED)

Unencrypted! ‘
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192.168.2.1
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192.168.3.1
192.168.2.1
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* Frame 3: 529 byt:s on wire {u!? bits), 529 bytes captured (4232 bits)
* E al :

* Iqternet Pmuol Version 4, 5-‘: 192.168.2.1, Dst: 192.168.1.1
» Wfer Datagram Protocol, Sre Part:

1 254 00 B0 i : 2 Realtekl €

530, Dst Port: 500

~ I Management Protocol
Initiator SPI: e9¥5fB1BASETC5AR
Resporder SPL: deGODSbRIIS iafRd

Mext payload: Security Association (11}
* Wersion: 2.8
Exchamge typp: IEE_SA_TNIT (34)
Flags: 0xdd [Responder, o higher version, Response)
Message ID:
Length: 487
» Payload: Securdty Assoclation (33)
Payload: Key Exchange (34)
Payload: Nonce (40)
* Payload: Vendor 10 (43) : Cisco Delete Reason Supported
» Payload: Vendor 1D (43} : Clsco VPH Revision 2
Payload: VWendor I0 (43) : Cisco Dynamic Route Supported
Payload: Vendor ID (43} : Ciico FlexVPH Swupported
Hotify (41) - HAT_DETECTION SOURCE_IP
» Payload: Wotify (41) - HAT_DETECTION DESTIMATICN TP
Py load: Errufiule Request (38)

L N AR SPRT | i COERRARTIT

» Payload:

When the IKE_AUTH Exchange negotiation takes place, the payload is encrypted but, some information
about the negotiation is visible, such asthe SPI previously created, and the type of transaction being made.

e

Initiator SPI :

IKEv2 IKE_AUTH Exchange RESPONSE

E9F5FB100567C549 - Responder SPI :

4C6900B8D253AF89

" Time  Souce Dptination TR
10000 192.168.1.1 192.168.2.1
20,000 152,168.2.1 192.168.1.1
30000 192.168.1.1 192.168.2.1
49,800 152.168.2.1 192.168.1.1
50,000 192.168.2.1 192.168.1.1
69,808 152,158.1.1 192.168.2.1
T 0. 000 192.168.2.1 192.168.1.1
20,008 192.168.1.1 192.168.2.1
90,000 192.168.2.1 192.168.1.1

10 Q. 000 152.168.2.1 192.168.1.1
11 9.000.. 192.168.1.1 192.168.2.1
12 @800 152.168.1.1 192.168.2.1

<

» Frame &: 362 bytes on wire (2896 bits), 362 bytes captured (2896 |
* Ethermet II, Src: RealtekU 90:00:04 (52:58:00:00:00:04), Dst: Real
¢+ Intermet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1
» Wser Datagros Protocol, See Port: 500, Dst Port: 500
~ Intermet Security Association and Eey Management Protocol
Inithator SPI: e9#5fb10Q567C549
Responder SPI: dcfoodbadasiafed
Hext payload: Encrypted and Authenticated (46)
» Version: 2.9
Exchamge type: IKE_AUTH {35)
w Flags: dudd (Responder, Mo higher version, Response)

.. B Trritiwter a
eoell caa o= Version: lo higher veriion
o1, .a.. = Response: Response
Heuun! IO G0

Length: 329
» Paylosd: Encrypted and Authenticated (46)

Encrypted!

Once thelast IKE_AUTH Exchange packet is received, the tunnel negotiation is completed.
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19,0 192, 168.1.1 192.168.2.1
20, . 192.168.2.1 152.168.1.1
30000 192.168.1.1 192.168.2.1
48 80 192,.158.2.1 152.168.1.1
50,000 192.168.2.1 19%.168.1.1
6@, 00 192.168.1.1 192.168.2.1
T, 192.168.2.1 192.168.1.1
B9 0e. 192.168.1.1 192.168.2.1
90.009_ 192.168.2.1 192.168.1.1
189,004 192,158.2.1 192.168.1.1
11 9, . 192, 168.1.1 192.168,2.1
12 9.0 192.168.1.1 152.168.2.1

£

» Frame 3: 6B2 bybes on wire (5456 bits), 682 bytes captured (3456 bit
» Ethernat I, 5rc: Realtekl 00:00:00 (52:50:00:00:00:00), Dst: Realte
+ Internet Protocol Version 4, Sre: 102.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: SN, Dit Port: 580
w Internet Security Association and Key Masnagement Protocol

Initistor SPI: e9fSfb10ase67cs4a

Eesponder SPI: dc5000bSd753afE0

Mext payload: Encrypled and Authenticated (46)

* Mersjon: 2.8
Exchange type: IKE_AUTH (35)
w Flags: @& (Initiator, Mo higher wersiom, Reguest)
Coua 1. Iaieiss Ialeiss

el oue. ow Version: Mo higher version

Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

IKEvZ IKE_AUTH Exchange REQUE

el uoo = Responde: Requeit
Message I0: Shciioadont
Length: 648

> Payload: Encrypted and Authenticated (46) E r"l C rypted !

Transaction When NAT isin Between
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NAT device internet Side-B

Nat-transversal is another feature that can be seen when the tunnel negotiation takes place. If an intermediate
device is natting one or both addresses used for the tunnel, the devices change the UDP port from 500 to
4500 when phase 2 (IKE_AUTH Exchange) is negotiated.

Capture taken on Side-A:

e, Tieve Seuren Destnater: Fratssoel Length
1@.98. 192.168.1.1 192.168.2.1 ISAKMP
2@.88. 192.168.2.1 192.168.1.1 ISAKMP
r 30.00. 192.168.1.1 192.168.2.1 TSAKMP
4 9.0 192.168.2.1 192.168.1.1 TSakMP
50.00. 192.168.1.1 192.168.2.1 T5akmP
6 0.0 192.168.2.1 192.168.1.1 TSakMP
7o 192.168.1.1 1592.168.2.1 TSAKMP
Bo.bB_ 192 168.2.1 193.168.1.1 TSAKMP

+ Frame 3: 618 bytes on wire (4944 bits), 618 bytes capturad (4344

» Ethernet II, Src: Roaltkll O-B0:33 (£3:52:00:50-03:33% Dee: Oy

» Internet Protoccl Versign 4, Src: 192.168.1.1, Dst: 192.168.2.1

» User Datagram Protocol, [Src Port: 4580, Dst Port: 4580

» UDP Encapsulation of IPséc Packets
w Internet Security Association and Key Management Protocol
Inftiator SPI: ec@ll71f30005063
Responder SPI: 9a0f8b75cDeblc?B
Next payload: Encrypted and Authenticated (45)
» Version: 2.8
Exchange type: IKE_AUTH (35)
Flags: 2x08 (Initiator, Mo higher wersion, Request)
Message ID: @xBooopaal
Length: 572
» Payload: Encrypted and Muthenticated (46)

Capture taken on Side-B:

IKEv2:(SESSION ID = 10,SA ID = 1):Received Packet [From
192.168.1.1:4500/To 192.168.2_1:4500/VRF i0:f0]

Initiator SPI - EC01171F30D05063 - Responder SPI - 9A0F8B/5COE01C78
Message id: 1

IKEv2 IKE_AUTH Exchange REQUEST

IKEv2:(SESSION ID = 10,SA ID = 1):Stopping timer to wait for auth message
IKEv2-(SESSION ID = 10.SA ID = 1)-Checking NAT discovery
IKEv2:(SESSION ID = 10,SA ID = 1):NAT INSIDE found

IKEv2:(SESSION ID = 10,SA ID = 1):NAT detected float to init port 4500,
resp port 4500



dm & REQaeasE@8fFii=aaaqn
LIE
e Time: Tse Dertratan Profocel Lengd
ogmeis lmsliees sl IKEv2:(SESSION ID = 11,SA ID = 1):Sending Packet [To
30.000000  196.51.100.1  192.168.2.1 ISARNP 192.168.2_1:4500/From 198.51.100.1:4500/VRF 10:f0]
Soomam lasLim1  I2i2i  Iswoe Initiator SP1 - EC01171F30D05063 - Responder SPI - 9AOF8B75COE01C78
6 8. 000 192 168.2.1 198,51 18a.1 T52KMP Mm m: ‘I
7 0. Db0a0a 158.51.186.1 192.168.2.1 TSAKMP
80.000000  152.168.3.1 188.51_160.1 TSAKNP IKEv2 IKE_AUTH Exchange REQUEST

Payload contents:
» Frame 3: 618 bytes on wire q-tgu bits), E18 hyta': capmua (-1.9-1.-1 bl
» Ethernet II, Sr¢: Real H :
» Internet Protocol Versjon 4, Src: 198.51.188.1, Dst: 192.168.2.1
* User Datagram Protocol) Sec Port: 4588, Dst Port: 4588

» UDP Encapsulation of IFEET PaCRULS

w Internet Security Assoclation and Key Management Protocel
Initiator SPI: ec@l171f30d05063
Responder SPI: 9aBFEbT5cRe@lors
Mext payload: Encrypted and Authenticated (46)
Version: 2.8
Exchange type: IKE_AUTH (3%)
Flags: @w@8 (Initiatos, Mo higher version, Request)
Message ID: SxDIO0OO]
Length: 572
Payload: Encrypted and Authenticated {46)

Common Control-Plane | ssues

There could be local or external factors that affect the tunnel negotiation and can be identified with captures
aswell. The next scenarios are the most common.

Configuration Mismatch
This scenario can resolved by looking at each device phase 1 and phase 2 configuration. However, there
could be scenarios in which there is no access to the remote end. Captures help out by identifying which

device sendsaNO_PROPOSAL_CHOSEN within the packets either on phase 1 or 2. That
response indicates something can be wrong with the configuration and which phase needs to be adjusted.
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Am ;@ 3\3%-—-~_.s_ L Adm @ RE QewE§F e 688
[ = | ] h

I pe—
I 1 0.000000 192.168.1.1 192.168.2.1  ISAKMP  IKE_SA_INIT MID=00 Initiator nequest
T 0.000000 102.100.2.1  T100.108.1.1 IGARE  IRC GA_IWIT miD= Tepon Teponse |
3 0.000000 102.168.1.1  192.168.2.1 ISAKMP INFORMATIONAL MID-85 Initi al‘qr Request [
1 |

1

1

?9 eeem 192. 163 Z.1 192.168.1.1 ISAKMP  IKE_SA_INIT MID=88 Rt‘spondor lwsponse

4 @, 000000 192.168.1. 192,168.2.1 TSAKMP THFORMATIONAL MID=84 Initiator Request
50000000 192.168.1. 192.168.2.1 I5AKMP  IKE_SA INIT MID=8¢ Initiator Request
6 Q. 000000 192.168.2. 192,168.1.1 ISAKMP  IKE_SA_INIT MID=-0@ Respender Response |

40000000 192.168.1.1 192.168.2.1  ISAKMP  INFORMATIONAL MID=04 Jmh itor Request
5 0.000000 192.168.1.1 192.168.2.1  ISAKMP  IKE_SA_INIT MID=0@ Initiator Request
62, 000000 192.168,2.1 192,168.1.1 ISAKMP  IKE_SA_INIT MID=89 Responder Response

Protocol 10: IKE (1)
SPT Size: @

Frame 2: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
| » Ethernet II, Src: RealtekU 09:09:36 (52:54:00:00:00:36), Dst: Realtekl O0:00:33 (52:54:00:00
Internet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1

~ Payload: Transform {(3)
Next payload: Transfora (3)
Reserved: 99

Payload length: 12

Transform Type: Encryption Algoritha (EMCR) (1)

Reserved: 0@

Transform ID (ENCR): ENCR_AES_CBC (12)

Transform Attribute (t=14,1=2): Key Length: 256
Baylogd: Trapeform (33

Retransmissions

user Datagram Protocol, Src¢ Port: 509, Dst Port: Seo

w Internet Security Association and Key Managesent Protocol

Initiator SPI: 982a79a178d00a36
Responder SPI: acedeafsifrasced
Next payload: Motify {(a1)
* Wersion: 2.9
Exchange type: IKE_SA_INIT (34)
Flags: @x20 (Responder, Wo higher version, Response)
Message ID: @xdoaadddd

Length: 36 Values sent from site-A
Payload: Motify (41) - WNO_PROPOSAL_CHOSEN H do not match was is
configured on site-B

An IPSec tunnel negotiation can fail due to the negotiation packets being dropped along the path between
the end devices. The packets dropped can be phase 1 or phase 2 packets. When thisis the case, the device
that expects a response packet retransmits the last packet, and if there is no response after 5 attempts, the



tunnel is concluded and restarted from the beginning.

Captures on each side of the tunnel help by identifying what could possibly block the traffic and in which
direction it is affected.
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2 0.000000 192.168.2.1  192.168.1.1
3 6.900000 192.168.2.1
4 0.000000 192.168.2.

IKE_5A_INIT MID=90 Responder Response
L

TSAEME  IRE_SA_INLI MIU=Bd INIT13TOM KeqUest
ISAKMP  IKE_SA_INIT MID=8& Initiator Request
ISAKMP  TKE_SA INIT MID=0@ Initiator Request
15akMP  [IKE SA INIT MID=6@ Initiator Reaquest
TSAKMP  TKE_SA_INIT MID=8@ Initiator Request
ISAKMP  IKE_SA INIT MID=8@ Responder Response

\[D=88_Tn

12,168 at

A device or service in between is blocking UDP packets

that come from side-A

Protocol W
ISAKMP  IKE SA INIT MID=0@& Initiator Request e ki e Dir et
CAKHP KE_SA_INLT W lator Reques 10.000000 192.168.2.1  192.168.1.1 IKE_SA_INIT MID=08 Initiator Request
ISAKMP  IKE_SA_INIT MID=08 Initiator Request

192.168.1.1 ISAKMP  IKE_SA_INIT MID=8@ Initiator Request



