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Introduction

Cisco Security Manager is part of the Cisco Security Management Suite, which delivers comprehensive poli
administration and enforcement for the Cisco Self-Defending Network. Cisco Security Manager is an
industry—leading enterprise—class application for managing security. Cisco Security Manager addresses
configuration management of firewall, VPN, and Intrusion Prevention System (IPS) security services across
Cisco routers, security appliances, and security services modules.

For a summary of Cisco Security Manager Features and benefits, as well as new features in version 3.1, ref
to the Cisco Security Manager 3.1 data sheet at
http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5739/ps6498/product_data_sheet0900aecd8062bf6e
You can download Cisco Security Manager 3.1 from Cisco.com at
http://www.cisco.com/cgi—bin/tablebuild.pl/csm—-app (registered customers only) .

This document describes how to use Cisco Security Manager 3.1 in order to perform initial configuration of
I0S IPS. For routers already configured with I0S IPS, customers can directly use Cisco Security Manager 3
for provisioning tasks.

Note: Cisco Security Manager 3.1 supports only 10S 12.4(11)T2 and later IOS images in order to configure
IOS IPS.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

« Cisco Security Manager 3.1
* Cisco 10S 12.4(11)T2

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul



that you understand the potential impact of any command.
Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure
Complete these steps in order to configure 10S IPS:

1. Run the Cisco Security Manager 3.1 client from your local PC.
2.Choose New Device from the File menu in order to add a device onto the Cisco Security Manager 3.

3. In the New Device window, choose how you would like to add the device. This example adds the
device from the network.
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Please choose how you would lke to add the device:

(@) Add Devce From Netwerk

When you add a device that is bve on the network, Cisco Securty Manager makes & secure
connection with the device and discovers ks idertFying information and properties.

() Add from Configur ation File

‘When you add a device using s configuration file, Cisco Securty Manager decovers the 1
device's dentfying nformation, properties and policies from the file, I

(O Add News Dervice
You can add a device that is not yet on the netwark by specfying the device's identifying

I
information and credentials, 2 4

7/
(O)Add Device From DCR
1 you are using other CiscoWorks applications and your devices have already been added to
the device credertisls repostory, you can import them into Cisco Secury Manager.
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4. Click Next.
5. Enter the Identity details for the device that you want to add. For example, host name and IP addres

1ZINew Device - Device Information (Step 2 of 4) x|
Identity
P Type: Skatc v
Pt Name: |
Doman Name. |
1P Address: j172.25.90.91
Display Name:* {172.25.90.91
05 Type:* [ v
HOS - 12,3+
BOS - 12.2, 12.1
BOS - Catalyst 650077600
Discover Device Setting -
Fwsm
ve s
ASA
[ ][ e ] [ cnce ][ hw ]
6. Click Next.

7. Enter the primary credentials, such as user name, password, Enable password for the IOS Router
which you want to add.
8. Click Finish in order to add the device onto Cisco Security Manager.

Note: This example assume that the user already has a preconfigured router and can log in to the
router with the proper credentials.
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When "Discovery completed" appears in the Discovery Status window, you have successfully added
device onto the Cisco Security Manager. Once you have successfully added a device onto the Cisco
Security Manager, you must assign a public key in order to enable IPS.

x|
Discovery Detadls
U SSSSSNSSE. - NS SRS e——— |, O ——
M 1ns0Nn @ Descovery Completed with Warmings  Live Device

Interf aces wide open for traffic o Hmm&&‘m:fw hl:‘m .

6 uomm«hm
Policies dscovered prmusion of traffic arymore:
® FastExhernetd B
Exting policy cbmcts reused ® Fastthernet]
Fasttrhernet
1P5 sigrature pokcy nct dscovered, & FastErhernet3
Add Device Successful @ .,_.-“,,,,-_‘:' v

Action
Fﬂ“,mﬂudibmmhfmduﬁ.?mm

l Ji o J[ _me ]

9. From the menu on the Iréﬁ',wﬁé(/'iréate to the 7I£iréxConfigs cdﬂnfiguration screen.
10.Click the FlexConfigs user interface on the right side of the screen, and then click the Add icon.



L1 Flextonfigs Selector

Avalable FlexCorfigs: Selected FlexCordigs:

Filer : [--m-— v] IOS_PSMICJIV

[E) catex_ECLB_portchannel ol

[E) caTex_frawal_mukipls_vian_interfaces

[E) 105_sdd_bridge_interface_desc

[E) 105_CA_server

[B) 105_compress_config

[E) 105_config_root_wireless_station

[E) 105_console_ann_bypass

[E) 105_Copy_Image

[E) 105_enable_sst Bl R
[E) 105_FPm

[E) 105_1PS_SIGNATURE_CATEGORY [I)
) 105_pra_wath_ana

[E) 105_set_dock

[E) 105_vOIP_advance

[E) 105_vOIP_simple

[E) 105_ven_config_gre_turnel

[E) 105_vPN_set_interface_desc

[E) 105_vP_shutdown_inside_nterface
[E) 105_vRF_on_vFw

B

Lo J| conc | e |

12.Click Save in order to save the changes.

Note: The I0S_IPS_PUBLIC_KEY FlexConfig holds the configuration for the public key.

13.From the menu on the left, choose General Settings located beneath the IPS heading.

14.Enter the IPS configuration location on the flash. This is the location in which the IPS configurations
are placed.

15.Click Save in order to save the changes.
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Igcty Cmevy ucticn cay

s +]

SOt Properties

Wurwm Sbsostors® I
Mairwm Aerts * |
Manrusr Metzages:® [,':m—

1PS Condig Loc ation Progerties
195 Corfig Location

Note: Make sure the location directory has already been created on router flash. If not, use the mkdii
<directory_name> command in order to create the location directory.

16.1n order to enable IPS, navigate to Interface Rules, check the Enable IPS check box, and then click
Add Row.

17.1n the Add IPS Rule dialog box, enter a name for the IPS rule in the Rule Name field, and then click
Add Row in order to include the interfaces on which IPS must be applied.

1 TCnco Security Mansger - aden Connected to ‘1 12.25.90.8°

18.Click the radio button that indicates in which direction the IPS rule must be applied, and then click
Select in order to choose the appropriate interfaces.



Adding Pair

Lok J| comnt J[ wo |

19.Choose an interface from the Interface Selector list, and click OK.

L linterface Selector

Avalable Interfaces:

@) Dot11Rad00

@] FastEthemeto
@ Fastithemet
@] Fastthernet2
@ Fastithernet
@] Fastthernetd
- viant

[§) At-Irterfaces
(g External

73

Lok J| com || to |

20.Click Save in order to save the changes.



22.Choose the latest signature file, and click Next.



Update Status
Latest Avalable: 1PS-CS-MGR-5g-5282-req-€1.29
Latest Downloaded:  IPS-CS-MGR-4ig-5282-req-€1.2p
Latest Apphed: IPS-CS-MGR-5g-5282-req-£1.29
Latest Deployed: 1PS-CS-MGR-5g-5282-req-£1.70
Last Checkad O Apr 19 2007 10:46:37
Last Downloaded On:  Apr 19 2007 10:45:48
Last Deployed On:  Apr 23 2007 17:56:38

| Check For Updates ]
| DownloodLatest Updates |

(LTINS § TV T T T

23.Choose the devices on which the IPS update must be applied, and click Next.

Apply 1PS Update

Sedect Polcies Update will be Apphed To
Apply Updates To: Devices d dected Polcies:

Local Sgatres Pokces ) [
[[] 29 Departomect
] 29 Location
- E =
¥ @ 125903

| seectal | Deseectal |

Lat J[ Mot J| ruh |[ coct | wb |

24.Click Finish in order to apply the signatures.

100 0 1P optons-8ad Option i Produce Alert Wometond 75 Defak  true 18 [a
AL 0010 ophens fecord Packet Rouk Wodce At B R o T
R0 TP options- Tt Produce At " Tefomiationdd. {00 Oebak . fakba’ 25
G300 W ophonsFronde s, e Produce Alert - Informationg {00 Oefak . false 35
s 0 P opteasioose Source Rovte - Produce Alert Mg 00 Oefak ke 00
2GS 0 TP ophens SATNETID. 0 Produce Alert - Iefometiondl. 100 Oefauk . false 0280000
106 0 1P options-Strict Source Route Produce Alert Hgh 100 Def sk true 100 i"‘
< - 5
Lodek | ver [ weh | cocel || b |

25.Navigate to IPS, and choose Signatures in order to view the list of all the signatures.
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27.Choose the device on which you want to deploy the changes, and click Deploy.



I IDeploy Saved Changes e x|

w [¥] () Changed Devices
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28.View the deploy status in order to verify if there are any errors.

IDeployment Status Details for deployment started by adein at Tue Apr 24 10:53:10 PDT 2007 x|
Deployment Status Details
L e
Status: Deployed (1 out of | devices completed,)
Deployment Job Name: admin_job_2007-04-24 10:53:10.468
Devices To Be Deployed: 1
Devices Deployed Successfuly: 1

Devices Deployed With Errors: 0

Deployment Details (1/1 loaded)
172.25.90.53 SUCCEEDED O\ Warning: 2 Device @ @
- . : f - v
M_ >> Difference of file “C/\WPROGRA~1ICSCOpMOC bempl2007,04.24_10.53. A
Out of Band Change: QU a s_bmg:g lo_».lo.mx\m.a.n.n_mz :
{PROGRA~1CSCOpMDC bempl 20070424 _1
S e ® 15_3ob,_sdmin_job_2007-04-24 10_53_10_468|\phase1\172_25_50_33 4249
Sig update engine compliation status @
Operstion Successful ® ¥
Action
Deployment Log 0

Related Information

« Cisco 10S Intrusion Prevention System (IPS) Products & Services Page

* Getting Started with Cisco 10S IPS with 5.x Signature Format

* IPS 5.x Signature Format Support and Usability Enhancements

« Cisco Intrusion Prevention System

« Security Product Field Notices (including CiscoSecure Intrusion Detection)
» Technical Support — Cisco Systems
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