Configure ZBFW Using FQDN ACL Pattern
Matching in C8300 Series
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| ntroduction

This document describes the procedure to configure ZBFW with FQDN ACL pattern matching in
autonomous mode on the C8300 platform.

Prerequisites
Requirements

Cisco recommends that you have knowledge of this topic:

e Zone-Based Policy Firewall (ZBFW)
* Virtual Routing and Forwarding (VRF)
* Network Address Trandation (NAT)



Components Used

The information in this document is based on these software and hardware versions:
e (C8300-2N2S-6T 17.12.02

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

Zone-Based Policy Firewall (ZBFW) is an advanced method of firewall configuration on Cisco IOS® and
Cisco |OS XE devicesthat alows for creating security zones within the network.

ZBFW allows administrators to group interfaces into zones and apply firewall policies to traffic moving
between these zones.

FQDN ACLSs (Fully Qualified Domain Name Access Control Lists), used with aZBFW in Cisco routers,
allow administrators to create firewall rules that match traffic based on domain names instead of only IP
addresses.

Thisfeature is particularly useful when dealing with services hosted on platforms such as AWS or Azure,
where the | P address associated with a service can change frequently.

It smplifies the management of access control policies and improves the flexibility of security
configurations within the network.

Configure

Network Diagram

This document introduces the configuration and verification for ZBFW base on this diagram. Thisisa
simulated environment using BlackJumboDog as a DNS server.
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Configurations

Thisisthe configuration to permit communication from the client to the web server.

Step 1. (Optional) Configure VRF

The VRF (Virtual Routing and Forwarding) feature allows you to create and manage multiple independent
routing tables within a single router. In this example, we create a VRF called WebV RF and perform routing
for related communications.

vrf definition WebVRF

rd 65010:10

|

address-family ipv4
route-target export
route-target import
exit-address-family
!

address-family 1ipv6
route-target export
route-target import
exit-address-family

ip route vrf WebVRF
ip route vrf WebVRF
ip route vrf WebVRF

65010:10
65010:10

65010:10
65010:10

8.8.8.8 255.255.255.255 GigabitEthernet0/0/3 192.168.99.10
192.168.10.0 255.255.255.0 Port-channel1.2001 192.168.1.253
192.168.20.0 255.255.255.0 GigabitEthernet0/0/3 192.168.99.10

Step 2. Configure Interface



Configure basic information such as zone-member, VRF, NAT and | P addresses for the Inside and Outside
interfaces.

interface GigabitEthernet0/0/1
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface GigabitEthernet0/0/2
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface Port-channell
no ip address
no negotiation auto

interface Port-channell.2001
encapsulation dotlQ 2001

vrf forwarding WebVRF

ip address 192.168.1.1 255.255.255.0
ip broadcast-address 192.168.1.255
no ip redirects

no ip proxy-arp

ip nat inside

zone-member security zone_client

interface GigabitEthernet0/0/3

vrf forwarding WebVRF

ip address 192.168.99.1 255.255.255.0
ip nat outside

zone-member security zone_internet
speed 1000

no negotiation auto

Step 3. (Optional) Configure NAT

Configure NAT for Inside and Outside interfaces. In this example, the source | P address from the Client
(192.168.10.1) istranslated to 192.168.99.100.

ip access-1list standard nat_source
10 permit 192.168.10.0 0.0.0.255

ip nat pool natpool 192.168.99.100 192.168.99.100 prefix-length 24
ip nat inside source list nat_source pool natpool vrf WebVRF overload

Step 4. Configure FQDN ACL

Configure FQDN ACL to match the target traffic. In this example, use the wildcard "' in the pattern
matching of the FQDN object group to match the destination FQDN.



object-group network src_net
192.168.10.0 255.255.255.0

object-group fqdn dst_test_fqdn
pattern .*\.test\.com

object-group network dst_dns
host 8.8.8.8

ip access-1ist extended Client-WebServer
1 permit ip object-group src_net object-group dst_dns
5 permit ip object-group src_net fgdn-group dst_test_fqdn

Step 5. Configure ZBFW

Configure zone, class-map, policy-map for ZBFW. In this example, by using parameter-map, logs
is generated when the traffic is permitted by ZBFW.

zone security zone_client
zZone security zone_internet

parameter-map type inspect inspect_log
audit-trail on

class-map type inspect match-any Client-WebServer-Class
match access-group name Client-WebServer

policy-map type inspect Client-WebServer-Policy
class type inspect Client-WebServer-Class
inspect inspect_log

class class-default

drop log

zone-pair security Client-WebServer-Pair source zone_client destination zone_internet
service-policy type inspect Client-WebServer-Policy

Verify
Step 1. Initiate HTTP Connection From Client

Verify that HTTP communication from the Client to the WEB server is successful.
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Step 2. Confirm |P Cache

Run show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all . command to confirm that the | P cache
for the target FQDN is generated in C8300-2N2S-6T.

<#root>
02A7382#

show pl at form hardware qgfp active feature dns-snoop-agent datapath ip-cache al

IP Address Client(s) Expire RegexId Dirty VRF ID Match

192.168.20.1 Ox1 117 Oxdbccd400 0x00 Ox0 .*\.test\.com

Step 3. Confirm ZBFW Log

Confirm that the IP address (192.168.20.1) is matching to the FQDN (.*\.test\.com), and verify that the
HTTP communication in step 1 is permitted by ZBFW.

*Mar 7 11:08:23.018: %IOSXE-6-PLATFORM: RO/0: cpp_cp: QFP:0.0 Thread:003 TS:00000551336606461468 %FW-6-

*Mar 7 11:08:24.566: %IOSXE-6-PLATFORM: RO/0: cpp_cp: QFP:0.0 Thread:002 TS:00000551338150591101 %FW-6-

Step 4. Confirm Packet Capture

Confirm that the DNS resolution for target FQDN and the HT TP connection between the Client and the
WEB server are successful.

Packet Capturein Inside:

. Time Idenitficaten Sourge S.hort Destination ofen Timeto e Prosecol Length TCP.Seq Medsequence TCRA o
15 2024-93-97 11:58:36.775045  Bx0511 {1297) 192.168.18.1 64073 E.8.8B.8 53 127 Dhs 76 Standard queéry Dxa505 A abe.test.com
18 2024-03-07 11:50:36. 78205  Oxeddd (57398) 8.8,8.8 53 192.168,18,1 EA0TE 126 DS 92 Standard query response @xaS05 A abc.test.com A 192.168.20.1

DNS Packetsin Inside

o, Time Mdennficaton Souree S.Pert Desration DoPore Timato Uve Protocol Lesgth TOR.Seq N sequence TOPACk Info
22 |2004-03-07 11:50:36,798054 | @xd575 (17781) 192.168.10.1 51715 192.168.20.1 2 137 TCP T (:] 2 8 51715 + B8 [SYN] Seqed WineGd248 Lens8 MSS-1460 WS=256 SACK PERM
23 2024-93-07 11:50:36.798954  @xd2fb (37627) 192.168.29.1 BB 192.168.18.1 51715 126 TCP a a 1 180 + 51715 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=@ M5S=1460 WS=256
24 1024-83-07 11:50:36,798954  0x4576 (177810 192.168.10.1 51715 192.168.20.1 B 127 TCP 58 1 1 151715 » 80 [ACK] Seqel Acks=1 Win=2182272 Len=@
26 2924-83-87 11:59:36.8083%44  @x4577 (17783) 192.168.18.1 51715 192.168.29.1 B 127 MTTP 49z 1 435 1 GET J MTTR/1.1
2T H24-83-07 11:50: 36806548 @ub2fc (37628 192.168. 2.1 50 192.168.10.1 51715 126 HTTR 979 1 922 435 HTTRP/1.1 200 0K (text/html)

HTTP Packetsin Inside

Packet Capturein Onside (192.168.10.1 is NAT to 192.168.19.100) :

™ Time Identhicaten Seurce Shert  Demnoen Pest Tenetolve Protocl Lengh TORSeq hed sequente TCPAG I
3 2024-93-07 11:50:36.775045 @x@511 (1297) 192.168.99._ 100 64878 B.B.B.B 53 136 DHS 72 Standard guery Bxa5d5 A abe test.com
6 2024-03-07 11:50:36. 782049 BxeB36 (57398) 4.8.8.8 53 192,168, 5%, 140 4878 127 DNS 28

Standard query response BxaS@5 A abc.test.com A 192.168,20.1

DNS Packets in Outside



ha. Time Kerafication Sounce S.Port  Destination CFon Timeto Lve Frotocol Length TCF.Seq Nt sequence TCFACk Iefo
10 2024-83-87 11:50:36. 798954  Gx4575 (17781) 192.168. 99, 188 31715 192.163.29.1 B2 126 TCP BB L] 1 @ 51715 =+ 88 [SYN] Seq=0 Win=564240 Len=@ M55=1460 W5=256 SACK
11 2024-03-87 11:50:36.798954  Ox%2fb (37627) 152.168.26.1 80 192.163.99. 100 51715 127 TCP BB L] 1 189 » 51715 [SYN, ACK] Seqe® Ackel Win=65535 Lens@ MSS=1460
12 2024-93-87 11:50:36.7098954  Ox4576 (17782) 192.168. 99,108 51715 192.163.20.1 B3 126 TCP 54 1 1 151715 + 88 [ACK] Seq=1 Ack=1 Win=2182272 Len=0
14 2024-03-07 11:50:36.803544  @x4577 (17783) 192.168. 9%, 108 51715 192.168.29.1 8o 126 HTTP 488 1 435 1 GET J HTTR/1.1
15 2024-93-87 11:508:36.B06949 @x92fc (37628) 192.168.28.1 80 192.163 99188 51715 127 HTTP 975 1 az 435 WTTP/1.1 208 0K (text/html)

HTTP Packetsin Outside

Troubleshoot

For troubleshooting communication issues related to ZBFW using FQDN ACL pattern matching, you can
collect the logs during the issue and provide them to Cisco TAC. Please note that the logs for
troubleshooting depend on the nature of the issue.

Example of logsto be collected :

1111 before reproduction
1l Confirm the IP cache
show platform hardware qfp active feature dns-snoop-agent datapath ip-cache all

1l Enable packet-trace

debug platform packet-trace packet 8192 fia-trace

debug platform packet-trace copy packet both

debug platform condition ipv4 access-1list Client-WebServer both

debug platform condition feature fw dataplane submode all level verbose

!l Enable debug-Tevel system logs and ZBFW debug logs
debug platform packet-trace drop

debug acl cca event

debug acl cca error

debug ip domain detail

Il Start to debug

debug platform condition start

!l Enable packet capture on the target interface (both sides) and start the capture
monitor capture CAPIN interface Port-channell.2001 both

monitor capture CAPIN match ipv4 any any

monitor capture CAPIN buffer size 32

monitor capture CAPIN start

monitor capture CAPOUT interface g0/0/3 both
monitor capture CAPOUT match 1ipv4 any any
monitor capture CAPOUT buffer size 32
monitor capture CAPOUT start

Il (Optional) Clear the DNS cache on the client
ipconfig/flushdns
ipconfig /displaydns

Il Run the show command before reproduction

show platform hardware qfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start Tast boot

show platform hardware qfp active feature dns-snoop-agent client hw-pattern-1list
show platform hardware qfp active feature dns-snoop-agent client info

show platform hardware qfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware qfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary



111! Reproduce the issue - start

!l During the reproductionof the issue, run show commands at every 10 seconds

1l Skip show ip dns-snoop all command if it is not supported on the specific router
show ip dns-snoop all

show platform hardware qfp active feature dns-snoop-agent datapath ip-cache all

1111 After reproduction

1l Stop the debugging Togs and packet capture
debug platform condition stop

monitor capture CAPIN stop

monitor capture CAPOUT stop

'l Run the show commands

show platform hardware qfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware qfp active feature dns-snoop-agent client hw-pattern-1ist
show platform hardware qfp active feature dns-snoop-agent client info

show platform hardware qfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware qfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

show platform packet-trace packet all decode
show running-config

Frequently Asked Questions

Q: How isthetimeout value of the | P cache deter mined on therouter ?

A: Thetimeout value of the IP cache is determined by the TTL (Time-To-Live) value of the DNS packet
returned from the DNS server. In thisexample, it is 120 seconds. When the IP cache times out, it is
automatically removed from the router. Thisis the detail of packet capture.



vl Domain MName System (response)
Transaction ID: @xab@b
> Flags: @x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
> Queries
v Answers
v abc.test.com: type A, class IN, addr 192.168.20.1
Name: abc.test.com
Type: A (Host Address) (1)

Address: 192.168.20.1

Packet Detail of DNS Resolution

Q: Isit acceptable when the DNS server returns CNAME record rather than A record
?

A: Yes, itisnot aproblem. DNS resolution and HTTP communication is proceeded without any issues
when CNAME record is returned by DNS Server. Thisisthe detail of packet capture.

. Time Kemficaten Sowrce SPot  Destnation Pt Timetelwe Protocel Length  TCPSeq Wed sequence TCPAGK info
350 024-03-07 12:09:55.625959 Owbbcs (3013) 192.168.10.1 63777 8.8.8.8 53 127 DS 76 Standard query SxGbd8 A abc.test.com
352 1024-83-07 12:80:55.620057  oOwedfe (5E62Z) B.8.8.8 53 192.168.19.1 63777 126 DHS 114 Standard query response BxbbdB A abc.test.com CMAME def.test.

DNS Packets in Inside



vIDDmain Mame System (response) I
Transaction ID: @x6bad
> Flags: 9x8580 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: ©
Additional RRs: @
> Queries
v Answers
abc.test.com: type CHNAME, class IN, cname def.test.com
Name: abc.test.com
Type: CNAME (Canonical MAME for an alias) (5)
Class: IN (0x@001)
Time to live: 120 (2 minutes)
Data length: 6
CNAME : def.test.com
videf.test.com: t addr 192.168.20.1

Name: def.test.com

Type: A (Host Address) (1)
Class: IN (0x@001)

Time to live: 120 (2 minutes)
Data length: 4

Address: 192.168.28.1

Packet Detail of DNS Resolution

Ha. Time dentification Saurce SPort  Demination D.Pert Timelve Frotocel  Length TERS Nest: TOPS lefo

356 M024-83-07 12:09:55.644955 Awd580 (17881) 192.168.18.1 51801 192.168.29.1 ) 127 TCP |8 1 851801 + 80 [SYN] Seq=0 Win=64248 Len=0 MS5=1468 WS=i
357 2024-83-97 12:09:55, 644955  @x9349 (37705) 192.168.20.1 &8 192.168.18.1 51381 126 TCP 8 a 1 189 » 51881 [S¥YN, ACK] Seqe® Ackel Wine65535 Len«@ ME
358 2024-83-97 12:09:55.644055 @xd5Ea (178082) 192.168.18.1 51801 192.168.28.1 B2 127 TCP 58 1 1 1 51881 + 88 [ACK] Seq=1 Ack=1 Win=2182272 Len=0

359 MW24-03-97 12:09:55, 645962  OwaSsh (17803) 152.168.16.1 51801 192,168, 29.1 ) 127 WTTP 492 1 435 1 GET J HTTR/1.1

362 2024-03-97 12:00:55.646054  Bx034a (37706) 192.168.20.1 B2 192.168.18.1 51391 126 WTTP 979 1 923 435 WTTRF1.1 200 OK  (text/html)

HTTP Packetsin Inside

Q: What isthe command to transfer packet captures collected on a C8300 router to an
FTP server ?

A: Use monitor capture <capture name> export bootflash:<capture name>.pcap and copy bootflash:<capture name>.pcap
ftp://<user>:<password>@<FTP IP Address> commands to transfer packet capturesto an FTP server. Thisisan
example to transfer CAPIN to an FTP server.

<#root>

moni tor capture CAPIN export bootfl ash: CAPI N. pcap

copy bootflash: CAPIN. pcap ftp://<user>: <passwor d>@&FTP | P Address>



Reference
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https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html

