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| ntr oduction

This document describes the steps necessary for configuring secure client over IKEv2 on ASA using ASDM
with AAA and certificate authentication.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

Configuration of Cisco Identity Services Engine (ISE)
Configuration of CiscoAdaptive Security Virtual Appliance(ASAvV)
Configuration of Cisco Adaptive Security Device Manager (ASDM)
VPN Authentication Flow

Components Used

The information in this document is based on these software and hardware versions:

* ldentity Services Engine Virtual 3.3 patch 1
Adaptive Security Virtual Appliance 9.20(2)21
Adaptive Security Device Manager 7.20(2)
Cisco Secure Client 5.1.3.62

Windows Server 2016

» Windows 10

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Network Diagram

This image shows the topology that is used for the example of this document.

The domain name configured on Windows Server 2016 is ad.rem-system.com, which is used as an example
in this document.
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Configuration in ASDM
Step 1. Open VPN Wizards

Navigate to Wizards > VPN Wizards, click Secure Client VPN Wizard.

File View Tools || Wizards | Window  Help
(@) Home |Ofly Contt___Stactup Wizsed.. Back £ Fornad | D oo |

VPN Wizads » .
oo o ! e Tt f
High Availability and Scalability Wizard... ]

Bockrmnby. [ secure Cient ven wizar.. |

Tobcckmark apage, iy naned Commmnication Wizand... IPSec (IKEwT) Remate Access VN Wizard...
DR e ASDR Ideritity Cemtificate Wizard... iPSec (IKEwZ) Remote Access VM Wizard..
0 o . Bkt Packet Capture Wizard... l_ - - networids and spplicstions bo users of home or om the rosd.
Thet ASDM Asgistart ouides vou sbep by sbep through the configuration of the thres types of Remots Access VPN
Rimate Acosss VPN o 2
gm [0 Cherniess S5L VPM Remate Access (using Web Browser)
4 ] Bstwork (Chent) Access
3 [ Chenthass S50 VPN Access [ 551 or IPsec{DEvZ) YoM Remote Access [using Cisco Secure Chent)
i ABALocal Users —
-y Posture (For Sécure Firewal) B 1Psec{DVEV ) WPN Remote Aocess (Lesing Cisoo VPN Chent)
41 D) Certificate Managament
& Language Losalzation
B8 | gad Balaring
1B CHEP S
oS
+ Advareed

Open VPN Wizards



Click Next.

[B) Secure Client VPN Connection Setup Wizsrd
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Click Next Button
Step 2. Connection Profile I dentification
Input information for connection profile.

Connection Profile Name : vpn-ipsec-tunnel-grp
VPN Access I nterface : outside



. B Secure Client VPN Connection Setup Wizard X

| Repa Corwction Profile [dentification
| b Intvodution This step alows you bo configure a Connection Profils Nams and tha Inberf soe the remote sccess users vall sooess for VPN
| 2. Connextion Prefile SEmm L.
Identilic stion
— Corrmdtion Profils Mame: || vor-pae-turnsl-gp
4. Clerk bnaged WPN Access Interface: | |outside -
5. Authenkication Methods
E. SAM. Configuration
7. Chert Address Assigrime
. Metwink Mare Repckitio
Sarved
. MAT Exempt
L0, Seoure Chent Deployme
bl Surmmany
o e Bt > ] sl

Connection Profile Identification

Step 3. VPN Protocols

Select | Psec, click Add button to add a new self-signed certificate.
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Ervcll ASA S5L certificate with Entrust

Using a previously saved certificate sigring request, sth Ertrust

ASDM Idantiy Certficate Wizard

The Citco ASDM ldertity Certficate Wizard assiits you in creating & seff-signed certificate that is required For launching
ASDM thwough Launcher.

Launch ASDM Identity Certificabe Wizard

o Cancel Help

VPN Protocols

Input information for self-signed certificate.



Trustpoint Name : vpn-ipsec-trustpoint

Key Pair : ipsec-kp
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Confirm the settings of VPN protocols, click Next button.
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Confirm Settings of VPN Protocol
Step 4. Client Images

Click Add button to add secure client image, click Next button.
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Step 5. Authentication Methods

Click New button to add a new aaa server, click Next button.
Server Group Name: radius-grp

Authentication Protocol : RADIUS

Server |P Address: 1.x.x.191

Interface: inside

[ S Cham: V7N Corwapction Sty Wiased

| [ Mew Authsentication Serves Group 3 | B Scine s VPN Commotion et Wi

| s U | s PrT——

1. vwdanon P g bt i il e o B e s v | L n — o i ot =
[ e ik s B N B 10 b 8 e e . 3

2 o E - S oo i, | 2 comemmprtte | G Gk o .. T 1 v b e 3

A S G 1B To s s sarvers o the greup i changs ather AR server settegs, gotn Hartteeon

B atucal . e AP

et Corfiguration » Drvice Mansgement > User sl = AAA Server Grous. R T B 8| =

e AR s ks el &l imgms B e G

= | S

PRS- - | Server Gioup Name: e ettt 0 e G | v | 4 e

2 g cher b bkt & S Confruraten

[ Wpm—— b 2. Chark Akl e M g B Addess Bostae Tammind

Sarvm P e Bathertication Probocol: RADILS - P

P F— st

P

e Server I Acdess: T [

i ¥ 10 o Chent: Daploys

R
Interface: inside
s[> | an e Server Secret Ley! sssssass
e - =] o -
m [Rr Y rree—

=3 Cancel Heig:

Authentication Methods

Step 6. SAML Configuration

Click Next button.
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SAML Configuration
Step 7. Client Address Assignme

Click New button to add a new IPv4 pool, click Next button.
Name : vpn-ipsec-pool

Starting IP Address: 172.16.1.20

Ending IP Address: 172.16.1.30

Subnet Mask : 255.255.255.0
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Client Address Assign

Step 8. Network Name Resolution Servers

Input information for DNS and domain, click Next button.

For Bl aned IPvé. The Secure Cherts wil



DNS Servers: 1.x.x.57

Domain Name : ad.rem-system.com
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Step 9. NAT Exempt

Click Next button.
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Step 10. Secure Client Deployment

Sdect Allow Web Launch, click Next button.
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Step 11. Save Settings

Click Finish button and save the settings.
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Save Settings
Step 12. Confirm and Export Secure Client Profile

Navigate to Configuration > Remote Access VPN > Network (Client) Access > Secure Client Profile,
click Edit button.
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Edit Secure Client Profile

Confirm the detail of profile.

» Display Name (required) : ciscoasa (IPsec) IPv4
e FQDN or IP Address: 192.168.1.1
* Primary Protocol : IPsec
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Confirm Secure Client Profile

Click Export button to export the profile to local PC.
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Export Secure Client Profile

Step 13. Confirm Detail of Secure Client Profile

Open Secure Client Profile by browser, confirm that the primary protocol for host is |Psec.

v {AnvConnectProfile xmins="http://schemas.xmlsoap.org/encoding/” >
v<ServerList>
v <HostEntrv>
{HostName>ciscoasa (IPsec) IPv4</HostMame>
{HostAddress>192.168.1.1</HostAddress>
PrimaryProtocol>Psec</PrimaryProtocol >
</HostEntry>
{/ServerList>
</ AnyConnectProf i le>

Detail of Secure Client Profile



Step 14. Confirm Settingsin ASA CLI

Confirm the I Psec settings created by ASDM inthe ASA CLI.

// Defines a pool of addresses
ip local pool vpn-ipsec-pool 172.16.1.20-172.16.1.30 mask 255.255.255.0

// Defines radius server

aaa-server radius-grp protocol radius
aaa-server radius-grp (inside) host 1.x.x.191
timeout 5

// Define the transform sets that IKEv2 can use
crypto ipsec ikev2 1ipsec-proposal AES256
protocol esp encryption aes-256

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal AES192
protocol esp encryption aes-192

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal AES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal 3DES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal DES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1

// Configures the crypto map to use the IKEv2 transform-sets

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set ikev2 ipsec-proposal AES256 AES192 AES 3DES DES
crypto map outside_map 65535 ipsec-isakmp dynamic SYSTEM_DEFAULT_CRYPTO_MAP

crypto map outside_map interface outside

// Defines trustpoint

crypto ca trustpoint vpn-ipsec-trustpoint
enrollment self

subject-name CN=ciscoasa

keypair ipsec-kp

crl configure

// Defines self-signed certificate

crypto ca certificate chain vpn-ipsec-trustpoint

certificate 6651a2a2

308204ed 308202d5 a0030201 02020466 51a2a230 0d06092a 864886f7 0d01010b
ac76f984 efd41d1l3 073d0be6 f923a9c6 7b

quit

// IKEv2 Policies
crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 10
encryption aes-192
integrity sha256



group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 20
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 40
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400

// Enabling client-services on the outside interface
crypto ikev2 enable outside client-services port 443

// Specifiies the certificate the ASA uses for IKEv2
crypto ikev2 remote-access trustpoint vpn-ipsec-trustpoint

// Configures the ASA to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

enable

anyconnect image diskO:/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1

anyconnect profiles vpn-ipsec-tunnel-grp_client_profile disk0:/vpn-ipsec-tunnel-grp_client_profile.xml
anyconnect enable

tunnel-group-list enable

// Configures the group-policy to allow IKEv2 connections and defines which Cisco Secure Client profile
group-policy GroupPolicy_vpn-ipsec-tunnel-grp internal

group-policy GroupPolicy_vpn-ipsec-tunnel-grp attributes

wins-server none

dns-server value 1.x.x.57

vpn-tunnel-protocol ikev2

default-domain value ad.rem-system.com

webvpn

anyconnect profiles value vpn-ipsec-tunnel-grp_client_profile type user

// Ties the pool of addressess to the vpn connection
tunnel-group vpn-ipsec-tunnel-grp type remote-access
tunnel-group vpn-ipsec-tunnel-grp general-attributes
address-pool vpn-ipsec-pool
authentication-server-group radius-grp
default-group-policy GroupPolicy_vpn-ipsec-tunnel-grp
tunnel-group vpn-ipsec-tunnel-grp webvpn-attributes
group-alias vpn-ipsec-tunnel-grp enable

Step 15. Add Cryptographic Algorithm

In ASA CLI, add group 19 to IKEv2 Palicy.



Note: For IKEv2/IPsec connections, Cisco Secure Client no longer supports Diffie-Hellman (DH)
groups 2, 5, 14, and 24 as of version 4.9.00086. This change can result in connection failures due to
cryptographic agorithm mismatches.

ciscoasa(config)# crypto ikev2 policy 1
ciscoasa(config-ikev2-policy)# group 19
ciscoasa(config-ikev2-policy)#

Configuration in Windows Server

Y ou need to add adomain user for VPN connection. Navigate toActive Directory Usersand Computers,
clickUsers. Add vpnuser as domain user.
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Add the domain user to member of Domain Admins and Domain Users.
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Step 1. Add Device

Navigate toAdministration > Network Devices, clickAddbutton to add ASAv device.

Metwork Devices

I Hetwork Davices

Add Device

Metwork Device Groups

Hetwork Device Profiles

AS Ry

Metwork Devices

Mama AS AN

Daseriplion

External RADIUS Servers

P Addross P 1.7 ".B1 32
Device Profile == [
Model Name e
Software Version et
Nétwork Dévice Group
Location All Locations b
IPSEC Mo o
Davice Type All Dawice Typas b
= HALIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret cisco123

Step 2. Add Active Directory

RADIUS Server Sequences

Navigate toAdministration > External Identity Sources > Active Directory, clickConnectiontab, add

Active Directory to ISE.

» Join Point Name: AD_Join_Point
» Active Directory Domain: ad.rem-system.com
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Add Active Directory
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Navigate to Groups tab, selectSelect Groups From Directoryfrom drop-down list. &=

Select Groups from Directory

ClickRetrieve Groupsfrom drop-down list. Checkad.rem-system.com/User ssDomain
Computer sandad.rem-system.com/User Domain User sand clickOK .
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Add Domain Computers and Users

Step 3. Add I dentity Sour ce Sequesce

Navigate toAdministration > I dentity Sour ce Sequences, add an Identity Source Sequence.

* Name: Identity AD
* Authentication Search List: AD_Join_Point
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Step 4. Add Policy Set

Navigate to Policy > Policy Sets, click + to add a policy set.

* Policy Set Name: VPN_Test
» Conditions: DEVICE Device Type EQUAL S All Device Types
» Allowed Protocols/ Server Sequence : Default Network Access

ahale |dentity Services Engine Policy / Policy Sets
) Bookmarks Palicy Sets Reset Policyset Hitcounts
= "
| |Dashtesrd Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View

] Context Visibility

9. Operations
g !!E\'-C_F_f"\-.-:.\-':'-'i’- EQUALS A I | T 20 1,63 N
Add Policy Set

Step 5. Add Authentication Policy

Navigate to Policy Sets, click VPN_Test to add an authentication policy.

* RuleName: VPN_Authentication
e Conditions: Network Access Device IP Address EQUAL S 1.x.x.61
» Use: Identity AD



“Authentication Palicy(2)

Status  Rule Name Conditions Use Hits Actions
Q
[] VPN_Authentication = Metwork Access Device IP Address EQUALS 1.7°72.2.61 . 10 ;:”;:;-
> Options =

Add Authentication Policy
Step 6. Add Authorization Policy

Navigate to Policy Sets, click VPN_Test to add an authorization policy.

e RuleName: VPN_Authorization
» Conditions: Network_Access Authentication Passed
* Results: PermitAccess

“Authorization Policy(2)

Results

) Status Rule Name Conditions Profiles Security Groups Hits Actions

. = —— . ) A
(] VPN_Authorization | I Metwork_Access_Authentication_Passed l | F A I 0 Jot
) o

Add Authorization policy
Verify
Step 1. Copy Secure Client Profileto Win10 PC1

Copy the secure client profile to the C:\ProgramData\Cisco\Cisco Secur e Client\VPN\Pr ofile directory.

= L ¥ This PC » Local Disk (C) » ProgramData » Cisco » Cisco Secure Client * VPN » Profile »
Marme Dhate modified Type
o Cuick access
I Desktop o
1.. Downloads *

[

Copy Profileto PC
Step 2. Initiate VPN Connection

On the endpoint, run Cisco Secure Client and input the username and password, then confirm that Cisco
Secure Client connects successfully.



® x @ Cisco Secure Client | ciscoasa (IPsec) IPvd X Cisco Secure Client - X

Py
Plaase enber your username and password.
o AnyConnect VPR | n

) AnyConnect VP
n Please enter your username and password \- Group: = = <P = p Connected to ascoasa (IPsec) IPv4.
| .
cascoasa ([Psec) [Pv4 Connect username: || vpouser 0 ccoasa (IPsec) IPv4 Disconnect
Pagsword: | =======+ ] 00:00:08 Prd
o Cancel

Connection Succeeded

Step 3. Confirm Syslog on ASA

In the syslog, confirm that the IKEv2 connection succeeded.

<#root>

May 28 20xx 08:xx:20: %ASA-5-750006: Local:192.168.1.1:4500 Remote:192.168.1.11:50982 Username:vpnuser

New Connecti on Established

May 28 20xx 08:xx:20: %ASA-6-751026: Local:192.168.1.1:4500 Remote:192.168.1.11:50982 Username:vpnuser

Step 4. Confirm | Psec Session on ASA

run show vpn-sessiondb detail anyconnect command to confirm the IKEv2/I Psec session on ASA.

<#root>
ciscoasa#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : vpnuser Index : 23

Assigned IP : 172.16.1.20 Public IP : 192.168.1.11

Protocol : IKEv2 IPsecOverNatT AnyConnect-Parent

License : AnyConnect Premium

Encryption : IKEv2: (1)AES256 IPsecOverNatT: (1)AES256 AnyConnect-Parent: (1)none
Hashing : IKEv2: (1)SHA256 IPsecOverNatT: (1)SHA256 AnyConnect-Parent: (1)none
Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GroupPolicy_vpn-ipsec-tunnel-grp

Tunnel Group : vpn-ipsec-tunnel-grp

Login Time : 08:13:20 UTC Tue May 28 2024

Duration : Oh:10m:10s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 01aa003d0001700066559220

Security Grp : none

| KEv2 Tunnels: 1



| PsecOver Nat T Tunnels: 1

AnyConnect - Parent Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 23.1

Public IP : 192.168.1.11

Encryption : none Hashing : none

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 19 Minutes
Client OS : win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : 5.1.3.62

IKEv2:

Tunnel ID : 23.2

UDP Src Port : 50982 UDP Dst Port : 4500

Rem Auth Mode: userPassword

Loc Auth Mode: rsaCertificate

Encryption : AES256 Hashing : SHA256

Rekey Int (T): 86400 Seconds Rekey Left(T): 85790 Seconds
PRF : SHA256 D/H Group : 19

Filter Name :

Client OS : Windows Client Type : AnyConnect

IPsecOverNatT:

Tunnel ID : 23.3

Local Addr : 0.0.0.0/0.0.0.0/0/0

Remote Addr : 172.16.1.20/255.255.255.255/0/0

Encryption : AES256 Hashing : SHA256

Encapsulation: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28190 Seconds
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307

Step 5. Confirm RadiusLive Log

Navigate to Operations> RADIUS > Live Logsin ISE GUI, confirm the live log for vpn authentication.

ot dantity Services Engine

Pl mooumares UveLlogs  Live Sessions

Miscosfigured Sepglicants Misconfiguiod Network Dovices RADILS Drops Chont $10pped Retponding Ropeat Countar

4, operations 0 0 0 0 0

Radius Live Log



Click Statusto confirm the detail of livelog.

Steps
Overview P
Step | Description atency (ms)
Event 5200 ion succeeded Stap I Latency
1001 Recelved RADIUS Access-Reguest
Usemame vpnuser
11017 RADIUS created a néw Session 1
Endpoint Id 00:50:56:98:77:A4 & 15049 Eval g Policy Gr 36
15008 1
Endpoint Profile Windows 10-Workstation
15048 Queried PIP = DEVICE.Device Type 6
Authentication Policy VPMN_Test »> VPN_Authentication
¥ 15041 Evaluating ldentity Palicy 20
Authorization Policy VPN_Test »> VPN_Authorization 15048 CQueried PIP = Network Access. Device IP Address 2
22072 Selected identity source sequence - Identity_AD [
Authorization Result PermitAccess ' 4
15013 Selected Identity Source = AD_Join_Point 1
24430 Authenticating user against Active Directory - M
AD_Join_Paint
Authentication Details 243325 Resolvir - vphusor ag
. Search for matching accounts at join point - ad.rem-
Source Timestamp 2024-05-28 17:13:42.897 24313 chig ! 0
YL COM
sceived Timestar -05- 3 rching account found in fonest = ad.rem=
Received Timestamp 2024-05-28 17:13:42.897 24319 account found in forest = ad.re 0
olicy Serve ise33-
Policy Semver i5633-01 24323 o
Event 5200 Authent g 24943 23
Usemame vpnuser
24402 3
Endpoint Id 00:50:56:98:77.A4
22037 1
Calling Siation Id 192.188,1.11 "
ot confirmed locally p cessful maching
24715 1
authentication for user in Active Dir ¥
Endpaint Profile Windows 1 0-Workstation
15036 Evaluating Authorization Policy 1
Authentication ldentit - -
"lsrel e AD_Jain_Point 24209 Looking up Endpaint nal Endpoints IDStore = vpnuser 0
Store
24211 F¢ Endpoint in Intgerna DStore 9
Identity Group Workstation 15048 Crueriod PIP = Notwork Access P
Audit Session ld 01aa003d0001 700066559220 15018 Selected Authorization Profile - P 7
22081 Max sessions policy passed 6
Authentication Method PAP_ASCI
22080 Mew accounting session created in Session cache 0
Authentication Protocol PAP_ASCII , . -
u " 1002 Returned RADIUS Access-Accept 2
Network Device ASAv

Detail of Live Log

Troubleshoot

The cryptographic agorithms mismatch can result in connection failures. Thisis an example of when an
algorithms mismatch issue occurs. Executing Step 15 of section Configuration in ASDM can solve the issue.

Step 1. Initiate VPN Connection

On the endpoint, run the Cisco Secure Client and confirm that the connection failed due to a cryptographic
algorithms mismatch.

The cryptographic algorithms required by the secure gateway do not match those supported by AnyConnect.



@ Cisco Secure Clhent - W Cisco Secure Clhent w0

AnyConnect VPIE a The cryptographic algenthms required by the secure gateway do nat

B Ready to connect.
(o-

match those supparted by Crsoo Secure Chent. Please contact your
network sdrministrator.

I_ crcnads ([Pass) [Pvd

Connection Failed

Step 2. Confirm Syslogin CL I

In the syslog, confirm that the IKEv2 negotiation failed.

<#root>

May 28 20xx 08:xx:29: %ASA-5-750002: Local:192.168.1.1:500 Remote:192.168.1.11:57711 Username:Unknown I
May 28 20xx 08:xx:29: %ASA-4-750003: Local:192.168.1.1:500 Remote:192.168.1.11:57711 Username:Unknown I

Failed to find a matching policy

Reference

AnyConnect Over IKEv2 to ASA with AAA and Certificate Authentication



https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/113692-technote-anyconnect-00.html

