Configure ISE 3.2 Data Connect Integration
with Splunk
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Introduction

This document describes how to configure Cisco Identity Services Engine (ISE) 3.2 integration
with Splunk over Data Connect to retrieve reporting data from the ISE database directly. You can
create your own queries and craft your own reports thanks to it.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
1. Cisco ISE 3.2

2. Basic knowledge about Oracle queries
3. Splunk

Components Used
The information in this document is based on these software and hardware versions:

1. Cisco ISE 3.2



2. Splunk 9.0.0

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Configurations
Step 1. Configure ISE Data Connect Settings
1. Enable Data Connect

On ISE, navigate to Administration > System > Settings > Data Connectand toggle the button against pata
connect. Enter the password and click on save .
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Make a note of Data Connect settings, which include user Name, Hostname, Port, and Service Name .Data
Connect by default is enabled on Secondary MNT in a distributed deployment, more information
about failover scenarios can be found in the Administrator Guide.
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To allow connection to Cisco ISE Oracle Database, enable the Data Connect toggle button and set a

new password.
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2. Export Data Connect Certificate
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Operation in step 1.triggered the creation of the Data Connect Certificate. It needs to be trusted by
the clients who query ISE over Data Connect.

In order to export the certificate, navigate to Administration

> System > Settings > Cetificate Management > Trusted Certificates,Select Certificate with Data Connect
certificate Friendly Name and click on Export .
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The certificate is exported in PEM format.

DataConnectCertificate.pem
Completed — 1.1 KB

Step 2. Configure Splunk

Note: Splunk installation is outside the scope of this document.

1. Install Splunk DB Connect App

Click on + Find More Apps from the main menu.
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Enter splunk DB Connect in the search menu and click on installagainst splunk DB Connect App as shown
in the image.
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Splunk DB Cennect version 2.x reached its End of Life on July 7, 2019. For more information about this change
and our app lifecycle, see https//www.splunk.com/blog/2019/03M8/end-of-availability-s plunk-built-apps-and-
add-ons.htmi?April.

Splunk DB Connect is a generic SGL database extension for Splunk that enables easy integration of database
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Enter Splunk credentials in order to install the App. Click on Agree and Install as shown in the image.



Login and Install X

Enter your Splunk.com usemame and password to download the app.

Forgot your password?

The app, and any related dependency that will be installed, may be provided by
Splunk and/or a third party and your right to use these app(s) is in accordance with
the applicable license(s) provided by Splunk and/or the third-party licensor. Splunk
is not responsible for any third-party app and does not provide any warranty or
support. If you have any questions, complaints or claims with respect to an app,
please contact the applicable licensor directly whose contact information can be
found on the Splunkbase download page.

Splunk DB Connect is governed by the following license:

Splunk Software License Agreement

| have read the terms and conditons of the license(s) and agree to be bound by
them. | also agree to Splunk’s Website Terms of Use.

Cancel Agree and Install

App Installation requires the restart, click on Restart Now.



Restart Required x

You must restart Splunk Splunk Enterprise to complete installation of Splunk DB
Connect.
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2. Install Oracle Drivers

As per Splunk Documentation, JDBC drivers must be installed. Install the Oracle driver through
the Splunk add-ons for DB Connect. Click on Login to Download as shown in the image.
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Click on pownload.
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From the Home menu, click on the Gear icon next to Apps as shown in the image.
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