Configure Cisco ISE 3.1 Posture with Linux
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Introduction

This document describes the procedure to configure and implement a file posture policy for Linux
and the Identity Services Engine (ISE).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Anyconnect
- Identity Services Engine (ISE)
- Linux

Components Used
The information in this document is based on these software and hardware versions:

- Anyconnect 4.10.05085

- ISE version 3.1 P1

- Linux Ubuntu 20.04

- Cisco Switch Catalyst 3650. Version 03.07.05.E (15.12(3)E5)

The information in this document was created from the devices in a specific lab environment. All of the devices used in
this document started with a cleared (default) configuration. If your network is live, ensure that you understand the
potential impact of any command.

Configure

Configurations on ISE



Step 1. Update posture service:

Navigate to Work Centers > Posture > Settings > Software Updates > Posture Updates.
Select Update now and wait for the process to finish:
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A Cisco-provided package is a software package that you download from the Cisco.com site,
such as the AnyConnect software packages. A customer-created package is a profile or a
configuration that you created outside the ISE user interface and want to upload to ISE for use
with posture assessment. For this exercise, you can download the AnyConnect webdeploy
package “anyconnect-linux64-4.10.05085-webdeploy-k9.pkg”.

Note: Due to updates and patches, the recommended version can change. Use the latest
recommended version from the cisco.com site.

Step 2.Upload AnyConnect package:

From within the Posture Work center, navigate to Client Provisioning > Resources



= Cisco IGE

Cregoviama

Llgng Py gz Poday

Lhgrd Py ey Porip

Mohwerk Davizas

Wark Cenbors - Postuee

Step 3. Select Add > Agent Resources from Local Disk
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Agent resources from Cisco site

Agent resources from local disk

Step 4. Select Cisco Provided Packages from the Category dropdown.
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Step 5. Click Browse.

Step 6. Choose one of the AnyConnect packages that you downloaded in the previous step. The
AnyConnect image is processed, and the information about the package is displayed

Category Cisco Provided Packages b

Browse.. | anyconnect-linuxgd-4.10.03085-webdeploy-kY.pkg

= AnyConnect Uploaded Resources

Name ~ Type Version Description

AnyConnectDeskioplinux 4.... AnyConnectDeskiopl... 4.10.5085.0 AnyConnect Secure Mob..,

Step 7. Click Submit. Now that AnyConnect is uploaded to ISE, you can have ISE contact and get
the other client resources from Cisco.com.

Note: Agent Resources include modules used by the AnyConnect Client that provides the
ability to assess an endpoint's compliance for a variety of condition checks such as Anti-
Virus, Anti-Spyware, Anti-Malware, Firewall, Disk Encryption, File, and so on.

Step 8. Click Add > Agent Resources from Cisco Site. It takes a minute for the window to
populate as ISE reaches out to Cisco.com and retrieves a manifest of all the published resources
for client provisioning.
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4 add o~

Ol e e e e Version Last Update Description

) Agpent resourens from local disk oTemporalAgent.. 4.10.2051.0 2021/08/08 19:12:31  With CM: 4.3.1858.4353
: Hative Supplicant Profile 8 Supplicant Pro.. Mot Applic... 2016/10/06 20:01:12 Pra-configurad Native - 3
B AnyConnect Coiguration oAgentlessOSX 4.10.2051.0 2021/08/09 19:12:36  With CM: 4.3.1858.4353
B ArvpConnatt Pottas Prolle OsXSPWizard 2.7.0.1 2021/08/09 15:12:27  Supplicant Provisioning ...
— AMF Enabder Prodile

oAgentlessWind.., 4.10,2051.0 2021/08/09 15:12:33  With CM: 4.3,2227.6145
Clsco-ISE-NSP Native Supplicant Pro... Not Applic... 2018/10/06 20:01:12 Pre-configured MNative S...
WinSPWizard 3.0.0.3 WinSPWizard 3,003 202170809 19:12:27 Supplicant Provisioning ...

CiscaTemporalAgentWindo. .. CiscoTemporaldgent... 4.10.2051.0 2021/08/09 19:12:28 With CM: 4.3, 2227.6145

Step 9. Select the latest AnyConnect compliance modules for Linux. In addition, you can also
select the compliance module for Windows and Mac.

Download Remote Resources

Name ~  Description

AnyConnectComplianceModuleLinuxtd 4,.3.1968.0  AnyConnect Linux Compliance Module 4.3.1968.0
AnyConnectComplianceModulelinuxt4 4.3.2028.0  AnyConnect Linux Compliance Module 4,3.2028.0
AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS5 X Compliance Module 3.6.11682.2
AnyConnectComplianceModuleOSX 4.3.2277.4353 AnyConnect 05X Compliance Module 4_3.2277.4353
AnyConnectComplianceModuleO5X 4.3.2338.4353  AnyConnect 05X Compliance Module 4.3.2338.4353
AnyConnectComplianceModuleWindows 3.6.1168...  AnyConnect Windows Compliance Module 2.6.11682.2
AnyConnectComplianceModuleWindows 4.3,2617...  AnyConnect Windows Compliance Module 4.3,.2617,6145

AnyConnectComplianceModuleWindows 4.3.2716...  AnyConnect Windows Compliance Module 4.3.2716.6145
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Step 10. Select the latest temporal agents for Windows and Mac.
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CiscoTemporalAgentOSX 4.10.06011 Cisco Temporal Agent for O3X With CM: 4.3.2338.4353

O

CiscoTemporalAgentWindows 4.10.05050 Cisco Temporal Agent for Windows With CM: 4.3.2617.614!

CiscoTemporalAgentWindows 4.10.06011 Cisco Temporal Agent for Windows With CM: 4.3.2716.614!

Step 11. Click Save.

Note: MAC and Windows Posture configurations are out of the scope of this configuration
guide.

At this point, you have uploaded and updated all the required parts. It is now time to build the
configuration and profiles required to use those components.

Step 12. Click Add > NAC Agent or AnyConnect Posture Profile.

_|_ Add  ~
E] A Version Last Update Description
Agent resources from Cisco site
O Agent resources from local disk oTemporalAgent... 4.10.2051.0 2021/08/09 19:12:31 With CM: 4.3.1858.4353
O Native Supplicant Profile oTemporalAgent,.. 4.10.6011.0 2022/03/24 11:49:19 Cisco Temporal Agent fo...
O AnyConnect Configuration ZonnectComplian... 4.3.2716... 2022/03/24 11:49:39  AnyConnect Windows C...
|:] AnyConnact Posture Profile s& Supplicant Pro... Not Applic... 2016/10/06 20:01:12 Pre-configured Native S...
AMP Enabler Profile ]
[:I ochAgentlessOSX 4.10.2051.0 2021/08/09 19:12:36 With CM: 4.3.1858.4353
y fugant Prcfile Settings > Naw Pralila
AnyConnect Posture Profile
Nama *
LinuxACPosture
Description:
Agent Behavior
Paramaster Valug Dascription
Enable debug log Ho hd Enales the debug log on the agent
Oporate on non-802.1X wireless o b Enoies the sgent 1o cperate on non-802,1X wireless networks,
Enable signature check Ho b Check the signature of executables bafore running them
Log fike size 5 M The maximum agent log file size
Remediation timdar 4 mines It the useor falls to remediate within this specified time, mark them as non-compliant
- = ﬁ.nannnr.-r.I can act as elther clentless or standard mode, When stealth mode ks
ol Cleatied enabled, it runs a8 8 service without any user interface.
Enable notifications in stealth mode Disablad Display user notifications even when in Stealth modo

The parameters that need to be modified are:



- VLAN detection interval: This setting enables you to set the number of seconds the module
waits between probing for VLAN changes. The recommendation is 5 seconds.

- Ping or ARP: This is the actual VLAN change detection method. The agent can ping the
default gateway or monitor the ARP cache for the default gateway’s entry to timeout or both.
The recommended setting is ARP.

- Remediation timer: When an endpoint’s posture is unknown, the endpoint is put through a
posture assessment flow. It takes time to remediate failed posture checks; the default time is 4
minutes before marks the endpoint as noncompliant, but the values can range from 1 to 300
minutes (5 hours). The recommendation is 15 minutes; however, this can require adjustments
if remediation is expected to take longer.

Note: Linux File Posture does not support automatic remediation.

For a comprehensive description of all the parameters please refer to the ISE or AnyConnect
posture documentation.

Step 13. Agent Behavior select Posture probes Backup List and select Choose, select the
PSN/Standalone FQDN and Select Save

Choose PSNs

Choogse spacilic PSNs or cluster virtual 1P as tha backup list (o
which AnyConnect sends posture state synchronization probes. You
can choose 8 maximum of & entries.

ise30.ciscoise.lab = {H]

Step 14. Under Posture Protocols > Discovery Host define the PSN/Standalone node ip address.

Step 15. From Discovery backup server list and Select choose, select your PSN or standalone
FQDN and select Select.



Choose PSNs

Choose specific PSNs or cluster virtual IPs as the backup list to
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of 6 entries.

List of PSNs

ise30.ciscoise.lab = ' IR,

Step 16. Under Server name rules type * to contact all the servers and define the
PSN/Standalone IP address under call home list. Alternatively, a wildcard can be used to match
all potential PSNs in your network (that is *.acme.com).

Posture Protocol

Fara—ater Walue [aeac niption.

PRA Fiil it i 125 s THits s the BQEnt retry penod il thede s § Passing Rekisesament SOmMenunication
labisre

Antransmissicn Delay [0 =] [Le] Tiena (in seconds] o wait belone retnying.

Aatrangmigsion Lirs () '] Musnbes of reiries allcwed for 3 Message.

Emtar mevy 1P Bddress or FODN that is routsd theough & NAD. This MAD datects snd

. 10.52.13.173
Discoweny host (1) redirects that Witp iralfic o the Client Provisioning portal.

By Selial, AmyCoansct dandi didccownidy probes 16 all the Chds ISE PENS
Discowery Backup Server List (1) 1 PSH{s) soguantially i the PSN & unreachable. Choose specific PN a8 1he backup B
and rogirict the noded 1o which AmeConnact sonds discowry probed

& list of wildcarded, comma-separated rames that defines the servers that the

rules = {1)
Servor name niles agent can connect to. E.g. © *.clsco.com™

A st of IP addresses, that defines the all the Policy senvice nodes that the agent
Call Hema List LL-REREE | will try o connect 1o il the PSM that authenticated the endpoint dossn't respond
for SO FEaS0n.

Anyconngct agent will comtinuduily Iry 1o rosch dicowiry targets [Medingcticn
Back-oM Timar 1 b= Sl gty and pravicialy connaciad PENG) by sending the discowery packets 1ill thiy
e tirm limit b resched

Step 17. Click Add > AnyConnect Configuration



Client Provisioning Policy
Resources

Client Provisioning Portal

* Select AnyConnect Package:

Configuration
Name:

LinuxAnyConnect Configuration

Description:

Resources

Edit _I_ Add . Juplicate

O0|0(0|0| B

0.5085.0v

AnyConnectDesktopWindows 4.10.5085.0

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

AnyConnect Configuration

AnyConnect Posture Profile

AMP Enabler Profile

AnyConnectDesktopLinux 4.10.5085.0
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Description Value Notes

* Compliance

3.2028.Q
Module 9
AnyConnectComplianceModuleLinux64 4.3.1676.0
AnyConnectComplianceModuleLlinux64 4.3.2028.0
AnyConnect

AnyConnect Module Selection

ISE Posture

VPN
ASA Posture | |
Network

Visibility D
Diagnostic

and Reporting | ]
Tool



Profile Selection

* |ISE Posture CPosture v

VPN

LinuxACPosture
Network
Visibility

Customer
Feedback

Scroll down and select Submit
Step 18. When you finished to make selections, click Submit.
Step 19. Select Work Centers > Posture > Client Provisioning > Client Provisioning Portals.

Overview MNetwork Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot

Client Pravisioning Policy Clie nt Prouisinnin g pﬂrtals

Reasources

I Clent Provisioning Portal You can edit and customize the default Client Provisioning portal and create additional ones

Create

Client Provisioning Portal
(default)

Default portal and user
experignce used o ingtall the

posture agents and verify
B compliance on user's devices

Step 20. Under the Portal Settings section, where you can select the interface and port, as well
as the groups that are authorized to the page Select Employee, SISE_Users and Domain Users.
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Configure authorized groups

Uszer account with Super admin privilege or ERS admin privilege will have access to the portal

Available
-}
[> |
ALL_ACCOUNTS (defauit)
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default) | L4 |

Choose all

Chosen

Employee

Clear all

Step 21. Under Log in Page Settings, ensure Enable auto Log In option is enabled

~ Login Page Settings

Enable Auto Login ®

Maximum failed login attempts before
rate limiting:

Time between login attempts when
rate limiting:

[] Include an
AUP as link -

[] Require acceptance

[] Require scrolling to end of
AUP

Step 22. On the upper right corner Select Save

- (1 - 999)

(1 -999)



Step 23.Select Work Centers > Posture > Client Provisioning > Client Provisioning Policy.
Step 24. Click the down arrow next to the IOS rule in the CPP and choose Duplicate Above
Step 25. Name the rule LinuxPosture

Step 26. For Results, select the AnyConnect Configuration as the agent.

Note: In this case, you do not see a compliance module dropdown because it is configured
as part of the AnyConnect configuration.

Cisco
Cliant Pravisioning

wasing Poscy Client Provisioning Policy

e Mame Wenkity Groups Opasating Systems Crihar Conditions Eeutis

Step 27.Click Done.

Step 28. Click Save.

Posture Policy Elements

Step 29.Select Work Centers > Posture > Policy Elements > Conditions > File. Select Add.

Step 30.Define TESTFile as the file condition name and define the next values



File Condition

MName * TESTFile

Description

* Operating System  Linux All W

Compliance Module Any version

* File Type FileExistence g
* File Path home s Testfile.csv
* File Operator Exists Ry

Note: Path is based on the file location.

Step 31. Select Save

FileExistence.This file type of condition looks to see if a file exists in the system where it is

supposed to—and that is all. With this option selected, there is no concern at all for validate the file
dates, hashes, and so on

Step 32. Select Requirements and create a new policy as follows:

Ha=m gerating Syanem sl b Pl i il il Poalure Type i (ki Ao e e AL lone

Note: Linux does not support Message text only as remediation action

Requirement components

- Operating system: Linux All

. Compliance module: 4.x

- Posture type: AnyConnect

.- Conditions: Compliance modules and agents (which become available after you select the
0S)

- Remediation actions: Remediations that become available for selection after all the other
conditions have been chosen.

Step 33. Select Work Centers > Posture > Posture Policy



Step 34. Select Edit on any policy and Select Insert New policy Define LinuxPosturePolicy
Policy as the name and ensure you add your requirement created in step 32.

Posture Policy

Blete Pl Oiesi N L ] Cymraley Tyate=a o e Mt Fattere Tpre Ry G L ]

Step 35. Select Done and Save

Other Important Posture Settings (Posture General Settings section)

Posture General Settings ;

Remediation Timer |-1 ] Winutes i
Network Transition Delay |3 | Seconds
Default Posture Status | Compliant T| i
| Automatically Close Login Success Screen After | 0 | Seconds
v Continuous Monitoring Interval | 5 ‘ Minutes

Acceptable Use Policy in Stealth Mode

Posture Lease
s) Perform posture assessment every time a user connects to the network

Perform posture azseszzment every 1 Days i

¥ Cache Last Known Posture Compliant Status

Last Known Posture Compliant State [ 31 | [Days -

The important settings in the Posture General Settings section are as follows:

- Remediation Timer: This setting defines the amount of time a client has to correct a failed
posture condition. There is also a remediation timer in the AnyConnect configuration; this
timer is for ISE, not AnyConnect.

- Default Posture Status: This setting provides the posture status for devices without the
posture agent or operating systems that cannot run the temporal agent, such as Linux-based
operating systems.

- Continuous Monitoring Interval: This setting applies to the application and hardware
conditions that are taking inventory of the endpoint. The setting specifies how often
AnyConnect must send the monitoring data.



- Acceptable Use Policy in Stealth Mode: The only two choices for this setting are to block or
continue. Block prevents stealth mode AnyConnect clients from proceeding if the AUP has not
been acknowledged. Continue allows the stealth mode client to proceed even without
acknowledging the AUP (which is often the intent when using the stealth mode setting of
AnyConnect).

Reassessment Configurations

Posture reassessments are a critical component of the posture workflow. You saw how to
configure the AnyConnect agent for posture reassessment in the “Posture Protocol” section. The
agent periodically checks in with the PSNs defined based on the timer in that configuration.

When a request reaches the PSN, the PSN determines whether a posture reassessment is
needed, based on the ISE configuration for that endpoint’s role. If the client passes the
reassessment, the PSN maintains the endpoint’s posture-compliant state, and the posture lease is
reset. If the endpoint fails the reassessment, the posture status changes to noncompliant, and any
posture lease that existed is removed.

Step 36. Select Policy > Policy Elements > Results > Authorization > Authorization Profile.
Select Add

Step 37. Define Wired_Redirect as the Authorization Profile and configure the next parameters

~ Common Tasks
Web Redirection (CWA, MDM, NSE
Jlient Provisioning (Posture) ACL ACL_REDIRECT _AV A Value Client Provisioning Portal (defi

Static IP/Host name/FQDN

) P A for st e o w Drof
>UPPress Frodier os Tor e AL o Nl LOgieal Froiine
Auto Smart Port

Step 38. Select Save
Step 39. Configure Authorization policies

There are three preconfigured authorization rules for posture:

1. The first is configured to match when authentication succeeds, and a device’s compliance is
unknown.
2. The second rule matches successful authentications with non-compliant endpoints.

Note: Both of the first two rules have the same result, which is to use a preconfigured
authorization profile that redirects the endpoint to the Client Provisioning portal.

3. The final rule matches successful authentication and posture-compliant endpoints and uses
the prebuilt PermitAccess authorization profile.

Select Policy > Policy Set and select the right arrow for Wired 802.1x - MAB Created in the
previous lab.

Step 40. Select Authorization Policy and create the next rules
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Configurations on the switch

Note: The below configuration refers to IBNS 1.0. There can be differences for IBNS 2.0
capable switches. It includes Low Impact mode deployment.

usernane <admin> privilege 15 secret <password>

aaa new node

|

aaa group server radius RAD | SE GRP
server nanme <i sepsnnode_1> server nanme ! aaa authentication dot1lx default group RAD_| SE_GRP aaa
aut hori zation network default group RAD | SE GRP aaa accounting update periodic 5 aaa accounting
dot 1x default start-stop group RAD | SE_ GRP aaa accounting dot1x default start-stop group
RAD | SE_GRP ! aaa server radius dynanic-author client server-key client server-key ! aaa
session-id common ! authentication critical recovery delay 1000 access-session tenplate nonitor
epm | oggi ng ! dot1x systemauth-control dotlx critical eapol ! # For Access Interfaces:
interface range G gabitEthernetx/y/z - zz

description VO CE-and- Dat a

switchport access vl an

swi tchport node access

switchport voice vlan

i p access-group ACL_DEFAULT in

aut hentication control-direction in # If supported

aut hentication event fail action next-nethod

aut henti cation host-node nmulti-auth

aut henti cation open

aut hentication order dot1lx mab

authentication priority dotlx mab

aut hentication port-control auto

# Enables preiodic re-auth, default = 3,600secs
aut hentication periodic

# Configures re-auth and inactive timers to be sent by the server
aut hentication timer reauthenticate server
authentication timer inactivity server

aut hentication violation restrict

mab

snnp trap mac-notification change added

snnp trap mac-notification change renoved

dot 1x pae aut henti cator

dot 1x timeout tx-period 10

dot 1x tinmeout server-tineout 10

dot 1x max-req 3

dot 1x max-reauth-req 3

auto gos trust

# BEGIN - Dead Server Actions -

aut hentication event server dead action authorize vlan
aut hentication event server dead action authorize voice
aut hentication event server alive action reinitialize



# END - Dead Server Actions -

spanni ng-tree portfast
!

# ACL_DEFAULT #
I This ACL can be custonized to your needs, this is the very basic access allowed prior
! to authentication/authorization. Normally | CMP, Dorain Controller, DHCP and | SE
I http/https/ 8443 is included. Can be tailored to your needs.
1
ip access-list extended ACL_DEFAULT
pernmit udp any eq bootpc any eq boot ps
permit udp any any eq donain
pernmit icnmp any any
permit udp any any eq tftp
permit ip any host
permit ip any host
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
1

# END-OF ACL_DEFAULT #
!

# ACL_REDIRECT #

! This ACL can be customnized to your needs, this ACL defines what is not redirected
I (with deny statenent) to the ISE. This ACL is used for captive web portal

I client provisioning, posture remnediation, and so on.

1

ip access-list extended ACL_REDI RECT_AV

remark Configure deny ip any host to allow access to
deny udp any any eq domain

deny tcp any any eq domain

deny udp any eq bootps any

deny udp any any eq boot pc

deny udp any eq bootpc any

remark deny redirection for | SE CPP/ Agent Di scovery
deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

remark deny redirection for remedi ati on AV servers
deny ip any host

deny ip any host

remark deny redireciton for remedi ati on Patching servers
deny ip any host

remark redirect any http/https

permit tcp any any eq www

pernmit tcp any any eq 443

1

# END-OF ACL-REDIRECT #

1

ip radius source-interface

1

radi us-server attribute 6 on-for-1login-auth

radi us-server attribute 6 support-nultiple



radi us-server attribute 8 include-in-access-req
radi us-server attribute 55 include-in-acct-req
radi us-server attribute 55 access-request include
radi us-server attribute 25 access-request include
radi us-server attribute 31 nmac format ietf upper-case
radi us-server attribute 31 send nas-port-det ai
radi us-server vsa send accounting
radi us-server vsa send authentication
radi us-server dead-criteria tinme 30 tries 3

!
ip http server
ip http secure-server
ip http active-session-nmodul es none
ip http secure-active-session-nodul es none

1
radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!

radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!

aaa group server radius RAD | SE GRP

server nane

server nane

!

mac address-table notification change

mac address-table notification mac-nove

Verify

ISE Verification:

This section assumes that AnyConnect with the ISE posture module has been previously installed
on the Linux System.

Authenticate PC using dotlx

Step 1. Navigate to Network Settings



Activities © Settings ~ mar 25 11:15

o

Settings Network
Network
Wired
Bluetooth . )
Connected - 10000 Mb/s o
(3 Background
3] Appearance VPN i
0 Notifications
Mot set up

Q1 search

Activities O Settings * mar 25 11:16

*\ Settings Network

Cancel

Security

B02.1x Security ()

Authentication Protected EAP (PEAP)

Anonymous identity RTINS

CA certificate
MNo CA certificate is required

PEAP version | Automatic

Inner authentication  MSCHAPVZ
Username manzoe

Password sesssssess

Show password

Step 3.Click “Apply”.

Step 4.Connect the Linux system to the 802.1x wired network and validate in the ISE live log:

a o %
[




In ISE, use the horizontal scroll bar to view additional information, such as the PSN that served the
flow or the posture status:

Authoriz... Authoriz... IP Address Metwork De... Dovice Port Identity Group Posture ... Server

Step 5. On the Linux client, redirection must occurs, and it presents the client provisioning portal
indicating posture check occurs and to click “ Start”:

Activities @ Network Login ~ mar 29 09:44

Hotspot Login

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start

Wait a few seconds while the connector tries to detect AnyConnect:



Activities &) Network Login * mar 29 09:44

*s Hotspot Login

stliaalie " i
:|'5::g Client Provisionil

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

4 Detecting if AnyConnect is installed and running...

Due to a known caveat, even if AnyConnect is installed it does not detect it. Use Alt-Tab or the
Activities menu to switch to the AnyConnect client.

Activities &Y Network Login ~ abré 19:01

Hotspot Login

sl - s ¥
e Client Provisionin

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect AnyConnect Posture Agent

-+ + This is my first time here

+ Remind me what to do next

1. If AnyConnect is already installed, start AnyConnect so it can check your device and give
you access in a few seconds.

2. If AnyConnect detects your device is missing security requirements, follow instructions in
AnyConnect to update your system. When your device meets security requirements, you
will be able to access the network.

3. You have 15 minutes to install and for the system scan to complete.

Tip: Leave AnyConnect running so it will automatically scan your device and connect you
faster next time you access this network,

You have 15 minutes to install and for the compliance check to complete

AnyConnect attempts to reach the PSN for posture policy and assess the endpoint against it.
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Cisco AnyConnect Secure Mobility Client -

< System Scan

Illllllll
CISCO

@

L —_

Updating network settings ...

drwxr-xr-x 2

AnyConnect reports its determination of the posture policy back to ISE. In this case, compliant
Activities @ Cisco Anyconnect Secure Mobil... - mar 25 11:30
*$ Cisco AnyConnect Secure Mobility Client -

< System Scan

Illllllll
CISCO

©

Compliant.

Metwork access allowed.
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$* Hotspot Login

cIsco Client Provisic

Success
You now have Internet access through this network.

Ersdpnini Peofits B iheng| Aygghoriesil Awihorigation P P Addegas Matwork De Tevice Pon keniigy Group Posiurg Siaibes SEeraer

On the other hand, if the file does not exist, the AnyConnect posture module reports the
determination to ISE

Activities & Cizco Anyconnect Secure Mobil... = mar 25 11:41
“_s Clsco AnyConnect Secure Moblility Client -

+ System Scan D s

|||||I|I|
CISCO

=i

Mot Compliant.

Contact your system administrator,
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Note: ISE FQDN needs to be resolvable on Linux system through DNS or local host file.

Troubleshoot

show aut hentication sessions int fal/0/35
Redirect in place:

wthentication Server

000000010068044A%

Runnable

Authentication Se

TRAFFI

Comm

Not Compliant, moved to quarantine VLAN and ACL.:
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