Configure Single SSID Wireless BYOD on
Windows and ISE
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Introduction

This document describes how to configure Bring Your Own Device (BYOD) on Cisco ldentity
Services Engine (ISE) for Windows Machine using both Single-SSID and Dual-SSID.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Configuration of Cisco ISE Versions 3.0
- Configuration of Cisco WLC
- BYOD Working

Components Used
The information in this document is based on these software and hardware versions:

. Cisco ISE Version 3.0
- Windows 10
- WLC and AP



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Theory

In Single SSID BYOD only one SSID is used for both onboardings of devices and later giving full
access to the Registered Devices. First, the user connects to the SSID using the user name and
password ( MSCHAPV2 ). Once authenticated successfully on ISE, the user gets redirected to the
BYOD Portal. Once the Device Registration is done, the end-client downloads the Native
Supplicant Assistant (NSA) from ISE . NSA is installed on the end client and downloads the
Profile and certificate from ISE. The NSA configures the Wireless supplicant and the client installs
the certificate. Endpoint performs another authentication to the same SSID using the downloaded
certificate using EAP-TLS. ISE checks the new request from the client and verifies the EAP
Method and Device Registration and gives full access to the device.

Windows BYOD Single SSID Steps-

- Initial EAP-MSCHAPV2 authentication
- Redirection to BYOD portal

- Device registration

- NSA download

- Profile download

- Certificate download

- EAP-TLS Authentication

Configure

ISE Configuration

Step 1. Add network Device on ISE and configure RADIUS and shared key.
Navigate to ISE > Administration > Network Devices > Add Network Device.

Step 2. Create a certificate template for BYOD users. The template must have Client
Authentication Enhanced Key Usage. You can use the default EAP_Certificate_ Template.
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Step 3. Create a Native Supplicant Profile for a Wireless profile.

Navigate to ISE > Work Centres > BYOD > Client Provisioning. Click on Add and
choose Native Supplicant Profile (NSP) from the drop-down.

Here the SSID name must be the same as you connected before you are doing a single SSID
BYOD. Select the Protocol as TLS. Chose Certificate template as created in the previous step or
you can use the default EAP_Certificate_Template .

Under optional settings select user or User and Machine authentication as per your requirement.
In this example, it is configured as user authentication. Leave other settings as default.
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Step 4. Create Client Provisioning Policy for Windows Device.

Navigate to ISE > Work Centres > BYOD > Client Provisioning > Client Provisioning Policy .
Select the Operating System as Windows ALL. Select WinSPWizard 3.0.0.2 and NSP created in
the previous step.
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Step 5. Create an Authorization Profile for devices not registered as BYOD devices.

Navigate to ISE > Policy > Policy Elements > Results> Authorization > Authorization Profiles
> Add.

Under Common Task, select Native Supplicant Provisioning. Define a Redirect ACL Name that
is created on WLC and select the BYOD Portal. Here Default Portal is used. You can create a
custom BYOD Portal. Navigate to ISE > Work Centres > BYOD > Portals and components and
click on Add.
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Step 6. Create a certificate profile.

Navigate to ISE > Administration > External Identity Sources > Certificate Profile. Here create
a new certificate profile or use the default certificate profile.
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Step 7. Create an identity source sequence and select the certificate profile created in the
previous step or use the default certificate profile. This is required when users perform EAP-TLS
after BYOD registration to get full access.
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Step 8. Create a Policy Set, authentication Policy, and Authorization Policy.
Navigate to ISE > Policy > Policy Sets. Create a Policy Set and Save.

Create an Authentication Policy and select the identity source sequence created in the previous
step.

Create an Authorization Policy. You must create two policies.
1. For devices that are not BYOD Registered. Give redirect profile created in step 5.

2. Devices that are BYOD registered and doing EAP-TLS. Give full access to these devices.
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WLC Configuration

Step 1. Configure Radius Server on WLC.

Navigate to Security > AAA > Radius > Authentication.

MIIE

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
g Server Index 7
General
* RADIUS Server Address{Ipvd/Ipvé) 10.106.32.1189
Authentication
Accounting Shared Secret Format |ASCII W
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Fallback Shared Secret | @ ]
DNS Confirm Shared Secret | ® |
Downloaded AVP
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Local Net Users Iﬂ«pphr Cisco ISE Default settings I
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User Login Policies
AP Policies IPort Number 1812 I
Password Palicies Server Status Enabled w |
b Local EAP Support for CoA | Enabled w ||
Advanced EAP Server Timeout 5 seconds
} Priority Order Network User Enable
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» Access Control Lists Management Retransmit Timeout S |seconds
> Wireless Protection Tunnel Proxy [ Enable
Policies
Realm List
b Web Auth i o
PAC Provisioning [ enable
b TrustSec i
1IPSec LA Enable
Local Policies
Cisco ACA [C) enable
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» Advanced



Navigate to Security > AAA > Radius > Accounting.
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Step 2. Configure a Dotlx SSID.
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Profile Name |8yoD-Detix I |
Type WLAN
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(Modifications done under security tab will appear after applying the changes.)
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inone
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Step 3. Configure Redirect ACL to provide limited access for provisioning the device.

- Permit UDP traffic to DHCP and DNS (DHCP is allowed by default).
- Communication to ISE.
- Deny other traffic.

Name: BYOD-Initial (OR whatever you manually named the ACL in the Authorization Profile)

MONITOR

WLANS

Security Access Control Lists > Edit
¥ AAA
b Local EAP General
Advanced EAP Access Lisk Mame BYOD-Initial ]
¥ Priority Order Deny Counters 1]
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Verify

Authentication Flow Verification
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1. At first log in, user performs PEAP authentication using a username and password. On ISE,
user hits the Redirect Rule BYOD-Redirect.

Cisco ISE

Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded

dotl1xuser

50:3E:AA:E4:81:B6 &

TP-LINK-Device

Wireless >> Default

Wireless >> BYOD_Redirect

BYOD_Wireless_Redirect



Cisco ISE

Authentication Details

Source Timestamp 2020-11-29 11:10:57.955
Received Timestamp 2020-11-29 11:10:57.955
Policy Server isee30-primary

Event 5200 Authentication succeeded
Username dot1xuser

User Type User

Endpoint Id 50:3E:AAE4:81:B6

Calling Station Id 50-3e-aa-e4-81-bb6

Endpoint Profile TP-LINK-Device

Authentication |dentity inernaililisars

Store

Identity Group Profiled

Audit Session Id 0a6a21b20000009a5fc3d3ad
Authentication Method dot1x

Authentication Protocol PEAP (EAP-MSCHAPvZ2)
Service Type Framed

Network Device WLC1

2. After the BYOD Registration, user is added to the Registered Device and now performs EAP-
TLS and gets Full Access.
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Authentication Policy
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Authorization Result

5200 Authentication succeeded
dot1xuser

50:3E:AA:E4:81:B6 &
Windows10-Workstation
Wireless >> Default

Wireless >> Full_Acceess

PermitAccess



Cisco ISE

Authentication Details

Source Timestamp 2020-11-29 11:13:47.246
Received Timestamp 2020-11-29 11:13:47.246
Policy Server isee30-primary

Event 5200 Authentication succeeded
Username dot1xuser

Endpoint Id 50:3E:AA:E4:81:B6

Calling Station Id 50-3e-aa-e4-81-b6
Endpoint Profile Windows 10-Workstation
|dentity Group RegisteredDevices

Audit Session Id 0a6a21b20000009a5fc3d3ad
Authentication Method dot1x

Authentication Protocol EAP-TLS

Service Type Framed

Network Device WLC1

Check the My Devices Portal

Navigate to MyDevices Portal and Log In with the credentials. You can see the device name and
the Registration status.

You can create a URL for the MyDevices Portal.

Navigate to ISE > Work Centres > BYOD > Portal and Components > My Devices Portal >
Login Settings and then Enter the Fully Qualified URL.
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cIsco My Devices Portal

Manage Devices

Meed to add a device? Select Add. Was your device lost or stolen? Select your device from the list to manage it.

Mumber of registered devices:2/5
.

MAC Address...

[J MAC Address Device Name Description Status

[0 50:3E:AAE4:81:86 MyWindows Device Registered

Troubleshoot

General Information

For BYOD process, these ISE components have to be enabled in debug on PSN nodes -
scep- scep log messages. Target log filesguest.log and ise-psc.log.

client-webapp- the component responsible for infrastructure messages. Target log file —ise-
psc.log

portal-web-action- the component responsible for client provisioning policy processing. Target
log file -guest.log.

portal- all Portal related events. Target log file -guest.log
portal-session-manager -Target log files - Portal session related debug messages - gues.log
ca-service- ca-service messages -Target log files -caservice.log and caservice-misc.log

ca-service-cert- ca-service certificate messages - Target log files - caservice.log and caservice-
misc.log

admin-ca- ca-service admin messages -Target log files ise-psc.log, caservice.log and
casrvice-misc.log

certprovisioningportal- certificate provisioning portal messages -Target log files ise-psc.log
nsf- NSF related messages -Target log files ise-psc.log

nsf-session- Session cache-related messages -Target log files ise-psc.log

runtime-AAA— All Runtime events. Target log file —prrt-server.log.

For the client-side logs :

Look for %temp%\spwProfileLog.txt (ex:



C:\Users\<username>\AppData\Local\Temp\spwProfileLog.txt)
Working Log Analysis
ISE Logs

Initial Access-Accept with redirect ACL and Redirect URL for BYOD Portal.

Prrt-server.log-

Radi us, 2020- 12- 02 05: 43: 52, 395, DEBUG, 0x7f 433e6b8700, cnt x=0008590803, sesn=i see30-

primary/ 392215758/ 699, CPMSessi onl D=0a6a21b20000009f 5f c770c7, user =dot 1xuser, Cal | i ngSt at i onl D=50-
3e- aa- e4- 81- b6, RADI US PACKET: : Code=2( AccessAccept) ldentifier=254 Length=459 [1] User-Nane -

val ue: [dotlxuser] [25] O ass - value: [****] [79] EAP-Message - value: [/ [80] Message-

Aut henticator - value: [.2{webU ApbC5<Z] [26] cisco-av-pair - value: [url-redirect-acl =BYOD
Initial] [26] cisco-av-pair - value: [url-

redi rect=https://10.106. 32. 119: 8443/ port al / gat eway?sessi onl d=0a6a21b20000009f 5f c770c7&port al =7f 8
ac563- 3304- 4f 25- 845d- be9f aac3c44f &act i on=nsp&t oken=53a2119de6893df 6¢c6f ca25c8d6bd061] [26] Ms-
MPPE- Send- Key - value: [****] [26] M- MPPE-Recv-Key - value: [****] | RADI USHandl er. cpp: 2216

When an end-user tries to navigate to a website and was redirected by WLC to the ISE redirect
URL.

Guest.log -

2020- 12- 02 05:43: 58,339 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec- 5] []
comcisco.ise.portal.Gateway -::- Gateway Paranms (after update):

redi rect =www. nsf t connecttest.confiredirect client_nac=null daysToExpiry=null ap_mac=null
switch_url=null w an=null action=nsp sessionl d=0a6a21b20000009f 5f c770c7 portal =7f 8ac563- 3304-

4f 25- 845d- be9f aac3c44f i sExpired=null token=53a2119de6893df 6c6fca25c8d6bd061 2020-12-02

05: 43: 58,339 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-5][]

ci sco.ise.portal webaction. utils.RadiusSessionUtil -::- sessionld=0a6a21b20000009f 5fc770c7 :

t oken=53a2119de6893df 6¢c6f ca25c8d6bd061 2020- 12- 02 05: 43: 58, 339 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-5][] cisco.ise.portalwebaction.utils.RadiusSessionUtil -::- Session

t oken successfully validated. 2020-12-02 05:43:58, 344 DEBUG [ https-jsse-nio-10.106.32. 119- 8443-
exec-5][] cisco.ise.portal.util.PortalUils -::- UserAgent : Mdzilla/5.0 (Wndows NT 10.0;

W n64; x64; rv:83.0) CGecko/20100101 Firefox/83.0 2020-12-02 05:43:58, 344 DEBUG [ https-j sse-ni o-
10. 106. 32. 119- 8443-exec-5][] cisco.ise.portal.util.PortalUils -::- isMzilla: true 2020-12-02
05: 43: 58, 344 DEBUG [ https-jsse-ni o-10.106. 32. 119-8443-exec-5][] com ci sco.ise.portal.CGateway -
::- url: /portal/Portal Setup. action?portal =7f 8ac563- 3304- 4f 25- 845d-

be9f aac3c44f &sessi onl d=0a6a21b20000009f 5f c770c7&act i on=nspé&r edi r ect =ww. nmsf t connect t est. con¥@Fre
di rect 2020-12-02 05:43:58, 355 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-7][]

ci sco.ise.portal webaction.controller.Portal Flom nterceptor -::- start guest flow interceptor...
2020- 12- 02 05:43: 58,356 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Executing action Portal Setup via request
/portal /Portal Setup. acti on 2020-12- 02 05: 43: 58, 356 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cisco.ise.portal webaction. actions. Portal SetupAction -::- executeAction... 2020-12-02
05: 43: 58,360 DEBUG [ https-jsse-ni o-10. 106. 32. 119-8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Result from action, Portal Setup: success
2020- 12- 02 05:43: 58,360 DEBUG [ https-jsse-nio-10.106.32. 119- 8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Action Portal Setup Conpl ete for request
/portal/Portal Setup. acti on 2020- 12- 02 05: 43: 58, 360 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cpm guestaccess. fl owmranager. processor. Portal Fl owProcessor -::- Current flow step:

INIT, otherlnfo=id: 226ea25b-5e45-43f 5- b79d- f b59cab96def 2020-12-02 05: 43: 58, 361 DEBUG [ htt ps-

j sse-ni 0-10. 106. 32. 119- 8443-exec-7][] cpm guest access. fl owranager . st ep. St epExecutor -::- Getting
next flow step for INIT with TranEnum=PROCEED 2020- 12- 02 05: 43: 58, 361 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-7][] cpm guest access. f| owmmanager. st ep. St epExecutor -::- StepTran for

St ep=I NI T=> tranEnum=PROCEED, t oStep=BYOD_WELCOVE 2020-12-02 05: 43: 58, 361 DEBUG [ htt ps-j sse-ni o-



10. 106. 32. 119- 8443-exec-7][] cpm guest access. f| owmranager. st ep. St epExecutor -::- Find Next

St ep=BYOD_WELCOVE 2020-12- 02 05:43:58, 361 DEBUG [ https-jsse-ni o-10.106. 32. 119- 8443- exec-7][]

cpm guest access. f | owmmanager . st ep. St epExecutor -::- Step : BYOD WELCOVE will be visible! 2020-12-
02 05:43:58,361 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-7][]

cpm guest access. f | ownmanager . st ep. St epExecutor -::- Returning next step =BYOD_WELCOMVE 2020-12-02
05: 43: 58,362 DEBUG [ https-j sse-ni 0-10. 106. 32. 119-8443-exec-7][]

cpm guest access. f | owmanager . adapt or . Port al User Adapt or Factory -::- Looking up Guest user with

uni queSubj ect | d=5f 5592a4f 67552b855ecc56160112db42cf 7074e 2020- 12- 02 05: 43: 58, 365 DEBUG [ htt ps-

j sse-nio-10. 106. 32. 119- 8443- exec- 7] []

cpm guest access. f | owmanager . adapt or . Port al User Adapt or Factory -::- Found Guest user 'dotlxuserin
DB usi ng uni queSubj ect | D ' 5f 5592a4f 67552b855ecc56160112db42cf 7074e' . aut hSt oreNane in

DB=I nternal Users, authStoreGJ D in DB=9273f e30-8c01-11e6-996¢c-525400b48521. DB | D=bab8f 27d-
c44a- 48f 5- 9f e4-5187047bf f cO 2020- 12- 02 05: 43: 58, 366 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cisco.ise.portal webaction.controller.Portal StepController -::- ++++ updatePortal State:
Port al Sessi on (e0d457d9- a346- 4b6e- bcca- 5¢f 29el12dacc) current state is | NI TIATED and current step
is BYOD VELCOVE 2020-12-02 05:40: 35,611 DEBUG [ https-jsse-nio0-10.106. 32. 119- 8443-exec-6][]

com ci sco. i se. portal Sessi onManager. Portal Session -::- Setting the portal session state to ACTIVE
2020- 12-02 05:40: 35,611 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec-6][]

ci sco.ise.portal webaction.controller. Portal St eiControI ler -::- nextSt ei: BYOD W\EL COVE
& BYOD Welcome 4

¢ o © & htips//10.106.32.119:844 t etup.act tal=7t 1-4125-84 f 4 o o O + IO ® =
cIsco BYOD Portal
o : -

BYDD Welcome

Waltome 12 the BYOO poral

The toliowing sysiem was detected

Windows
Was your device detected incorrectiy?
Setect pour Device

Vingdows

Click on Start on the BYOD Welcome page.

020- 12- 02 05:44: 01,926 DEBUG [ https-jsse-ni o-10.106. 32. 119-8443-exec-3][]

ci sco.ise.portal webaction. acti ons. BasePortal Acti on -:dot 1xuser:- Executing action ByodStart via
request /portal/ByodStart.acti on 2020-12-02 05:44: 01,926 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119-
8443-exec-3][] cisco.ise.portal webaction.controller.Portal PreResul tListener -:dotlxuser:-
current Step: BYOD _WVELCOVE

At this point, ISE evaluates if the necessary files/resources required for BYOD are present or not
and sets itself to BYOD INIT state.

2020-12- 02 05:44:01,936 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec- 3] []

guest access. f | owmmanager . st ep. guest . Byod\Wel comeSt epExecut or -:dot 1xuser: - user Agent=Mdzilla/5.0
(Wndows NT 10.0; Wn64; x64; rv:83.0) Gecko/ 20100101 Firefox/83.0, os=Wndows 10 (All),

nspSt at us=SUCCESS 2020- 12- 02 05: 44: 01, 936 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443- exec- 3] []
guest access. f | owmmanager . st ep. guest . Byod\Wel comeSt epExecut or -: dot 1xuser: - NSP Downl oadal bl e
Resour ce dat a=>, resource=Downl oadabl eResourcel nfo : WNDOA5 10 ALL

https://10.106. 32. 119: 8443/ aut h/ pr ovi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3-

e4ec38eelB88c/ Wrel essNSP. xm ?sessi onl d=0a6a21b20000009f 5f c770c7&0s=W NDOAN5 10 ALL null null



https://10.106. 32. 119: 8443/ aut h/ pr ovi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453- 81141ec42d2d/ nul
nul |l https://10.106. 32. 119: 8443/ aut h/ provi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453-
81141ec42d2d/ Net wor kSet upAssi st ant . exe, coaType=NoCoa 2020-12- 02 05: 44: 01, 936 DEBUG [ htt ps-jsse-
ni 0- 10. 106. 32. 119- 8443- exec-3][] cpm guest access. f| owranager. util s. NSPProvAccess -:dot 1xuser: -
It is a WN MAC! 2020-12-02 05: 44: 01, 936 DEBUG [ htt ps-j sse-ni o0-10. 106. 32. 119- 8443- exec- 3] []

cpm guest access. f | owmanager . st ep. St epExecut or -: dot 1xuser:- Returni ng next step

=BYOD_REG STRATI ON 2020- 12- 02 05: 44: 01, 950 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 3] []

ci sco.ise.portal webaction.controller.Portal StepController -:dotlxuser:- ++++ updatePortal State:
Port al Sessi on (e0d457d9- a346- 4b6e- bcca- 5¢f 29el2dacc) current state is ACTIVE and current step is
BYOD_REQ STRATI ON 2020- 12- 02 05:44:01, 950 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 3] [ ]

ci sco.ise.portal webaction.controller.Portal StepController -:dotlxuser:- nextStep:

BYOD REGQ STRATI ON

& Device Information #* e =

« ¢ @ D & 10.106.32.119:84 1 tartaction? A % - & 1 + D@ =

mim
cIsco BYOD Portal

Device Information

Rby-Darvice

Description

Device I 20.3EAAES 8180

Continue »

Enter the device name and click on register.

2020- 12- 02 05:44: 14,682 DEBUG [ https-jsse-nio-10.106.32. 119-8443-exec-1][]

ci sco.ise.portal webaction. acti ons. BasePortal Acti on -:dot 1xuser:- Executing action ByodRegi ster
via request /portal/ByodRegi ster.action Request Paraneters: fromrBYOD _REG STRATI ON

t oken=PZBMFBHX3FBPXT8QF98U7171 LNOTD68D devi ce. nanme=My- Devi ce devi ce. descri pti on= 2020- 12- 02
05:44: 14,682 DEBUG [ https-j sse-ni 0-10. 106. 32. 119-8443-exec-1][]
cisco.ise.portal.actions. ByodRegi sterActi on -:dot 1xuser:- executeAction... 2020-12-02

05:44: 14,682 DEBUG [ https-jsse-ni 0-10. 106. 32. 119-8443-exec-1][]

ci sco.ise.portal webaction. acti ons. BasePortal Acti on -:dot1lxuser:- Result from action

ByodRegi ster: success 2020-12-02 05:44: 14, 682 DEBUG [ https-j sse-ni 0-10.106. 32. 119- 8443-exec-1][]
ci sco.ise.portal webaction. acti ons. BasePortal Acti on -:dot 1xuser:- Action ByodRegi ster Conpl ete
for request /portal/ByodRegister.action 2020-12-02 05: 44: 14, 683 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] cpm guest access. api servi ces. nydevi ces. MyDevi cesServi cel npl -

:dot 1xuser: - Register Device : 50: 3E: AA E4: 81: B6 usernane= dot 1xuser i dG oupl D= aal3bb40- 8bff -
11e6- 996¢c- 525400b48521 aut hSt or eGUI D= 9273f €30- 8c01- 11e6- 996¢- 525400b48521 nadAddr ess=

10. 106. 33. 178 i sSaneDevi ceRegi stered = fal se 2020-12-02 05: 44: 14,900 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] cpm guest access. f|l owmmanager. st ep. St epExecut or -: dot 1xuser: -
Ret ur ni ng next step =BYOD_| NSTALL 2020- 12- 02 05:44: 14,902 DEBUG [ https-j sse-ni 0-10. 106. 32. 119-
8443-exec-1][] cisco.ise.portal webaction.controller.Portal StepController -:dotlxuser:- ++++
updat ePortal State: Portal Sessi on (e0d457d9-a346- 4b6e-bcca-5cf29el2dacc) current state is ACTIVE
and current step is BYOD | NSTALL 2020-12-02 05:44:01, 954 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119-
8443-exec-3][] cisco.ise.portal webaction.controller.Portal Fl oM nterceptor -:dotlxuser:- result:
success 2020-12-02 05:44: 14,969 DEBUG [ htt ps-jsse-nio-10.106. 32. 119- 8443-exec-10][]
cisco.cpmclient.provisioning. Streanm ngServl et -::- Stream ngServl et

URI : / aut h/ provi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453- 81141ec42d2d/ Net wor kSet upAssi st ant . exe
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Now, when the user clicks on Start on the NSA, a file named spwProfile.xml is temporarily
created on the client copying the content from Cisco-ISE-NSP.xml downloaded on TCP port 8905.

Guest.log -

2020- 12- 02 05:45: 03,275 DEBUG [portal -http-servicel5][]

cisco.cpmclient.provisioning. Streanm ngServlet -::- Stream ngServl et

URI : / aut h/ provi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3- e4ec38eel88c/ Wr el essNSP. xm  2020- 12- 02
05: 45: 03, 275 DEBUG [portal -http-servicel5][] cisco.cpmclient.provisioning.Stream ngServlet -::-
Streaming to ip:10.106.33.167 file type: NativeSPProfile file name: Wrel essNSP. xm 2020- 12- 02
05: 45: 03, 308 DEBUG [portal -http-servicel5][] cisco.cpmclient.provisioning.Stream ngServlet -::-
SPWprofile :: 2020-12-02 05:45: 03,308 DEBUG [portal -http-servicel5][]
cisco.cpmclient.provisioning. Stream ngServlet -::- <?xml version="1.0" encodi ng="UTF-

8" ?><spwProfile xm ns="spwProfile"> <name>W r el essNSP</ nane>

<spw_xm _versi on>2. 0</ spw_xm _versi on> <description/> <0OSs> <0s>ALL</ 0s> </ OSs>
<ConnectionSetting> <connectionTypes> <connecti onType>w rel ess</ connecti onType>

</ connecti onTypes> <wi fi SSI Ds> <SSI D>BYQOD- Dot 1x</ SSI D> </ wi fi SSI Ds> <EAPConfi g>
<EncryptionTunnel > <SecurityType>WPA2</ SecurityType> <Qut er EAPMet hod

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="TLS"> <EAPType>TLS</ EAPType>
<enabl eServer Cert Val i dati on>f al se</ enabl eServer Cert Val i dati on> </ Qut er EAPMet hod>

</ Encrypti onTunnel > </ EAPConfi g> <Cert Tenpl at el nf o> <cert Tenpl at el d>e2c32ce0- 313d- 11eb-bl9e-
€60300a810d5</ cert Tenpl atel d> ---output onmitted--- 2020-12-02 05:45: 03, 310 DEBUG [portal -http-
servicel5][] cisco.cpmclient.provisioning.Strean ngServlet -::- Done Streaming file to

i p: 10. 106. 33. 167: Wr el essNSP. xm

After you read the content from the spwProfile.xml, NSA configures the network profile and
generates a CSR, and sends it to the ISE to get a certificate using the URL
https://10.106.32.119:8443/auth/pkiclient.exe
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ise-psc.log-

2020- 12- 02 05:45:11, 298 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec- 1] []

ci sco. cpm provi sioning. cert. CertProvisioningFactory -::::- Found incom ng certifcate request for
internal CA Increasing Cert Request counter. 2020-12-02 05:45:11, 331 DEBUG [ https-jsse-nio-

10. 106. 32. 119- 8443-exec-1][] cisco.cpm provisioning.cert.CertProvisioningFactory -::::- Key type
is RSA, retrieving ScepCertRequest Processor for caProfil eNane=I SE I nternal CA 2020-12-02

05:45: 11, 331 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443-exec-1][]

ci sco.cpm provi sioning. cert. Cert Request Val i dator -::::- Session user has been set to = dot 1xuser
2020- 12- 02 05:45:11, 331 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-1][]

ci sco.cpm scep.util.ScepUtil -::::- AlgorithmAD in CSR 1.2.840.113549.1.1.1 2020-12-02

05:45: 11,331 I NFO [ https-jsse-nio-10.106. 32. 119- 8443-exec- 1] []

com ci sco. cpm scep. ScepCert Request Processor -::::- About to forward certificate request

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser with transaction id n@-N6E to server
http://127.0.0. 1: 9444/ caservi ce/ scep 2020-12- 02 05:45: 11, 332 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- Encodi ng nessage:

org.j scep. message. PkcsReq@c1649c2[transl d=4d22d2e256a247a302e900f f a71c35d75610de67, nessageType=
PKCS_REQ sender Nonce=Nonce

[ 7d9092a9f ab204bd7600357e38309€e8] , nessageDat a=or g. bouncycast | e. pkcs. PKCS10Certi fi cati onRequest @
4662a5b0] 2020-12-02 05:45: 11, 332 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443- exec- 1] []

org.j scep. message. PkcsPki Envel opeEncoder -::::- Encrypting session key using key belonging to

[i ssuer=CN=Certificate Services Endpoint Sub CA - isee30-prinary;

serial =162233386180991315074159441535479499152] 2020- 12- 02 05: 45: 11, 333 DEBUG [ htt ps-j sse-ni o-
10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- Signing nmessage using
key belonging to [issuer=CN=i see30-prinmary. anshsi nh. | ocal ;

serial =126990069826611188711089996345828696375] 2020- 12- 02 05: 45: 11, 333 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- SignatureAl gorithm
SHA1wi t hRSA 2020- 12- 02 05:45: 11, 334 DEBUG [ https-jsse-ni o-10.106. 32. 119- 8443- exec- 1] []
org.j scep. message. Pki MessageEncoder -::::- Signing

or g. bouncycast | e. cms. CMSPr ocessabl eByt eArr ay @aa9df cc cont ent
ca-service.log -

2020- 12- 02 05:45: 11, 379 DEBUG [ CASer vi ce- Scep] [scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67
Ox67eelld5 request] com cisco.cpmcaservice.CrValidator -:::::- performng certificate request
validation: version [0] subject [C=IN, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser] ---
out put omitted--- 2020-12-02 05:45:11, 379 DEBUG [ CAServi ce- Scep] [scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request validation]

com ci sco.cpmcaservice.CrValidator -:::::- RDN val ue = dot 1xuser 2020-12-02 05:45: 11, 379 DEBUG
[ CASer vi ce- Scep] [ scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0x67eelld5 request]



com ci sco.cpm caservice.CrValidator -:::::- request validation result CA K
caservice-misc.log -

2020- 12- 02 05:45: 11, 380 DEBUG [ CAServi ce- Scep][scep job 4d22d2e256a247a302e900ff a71¢c35d75610de67
0x67eelld5 request issuance] cisco.cpmscep.util.ScepUtil -:::::- AlgorithmdD in CSR
1.2.840.113549.1.1.1 2020-12-02 05:45:11, 380 DEBUG [ CAServi ce-Scep][scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco. cpm scep. Cert Requestinfo -:::::- Found chal |l enge password with cert tenplate ID.

caservice.log -

2020- 12- 02 05:45: 11, 380 DEBUG [ CAServi ce- Scep][scep job 4d22d2e256a247a302e900ffa71¢c35d75610de67
0x67eelld5 request issuance] cisco.cpmcaservice.util.CaServiceUil -:::::- Checking cache for
certificate tenplate with ID: e2c32ce0-313d-11leb-b19e-e60300a810d5 2020-12-02 05:45: 11, 380 DEBUG
[ CAServi ce- Scep] [ scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0x67eelld5 request issuance]
com ci sco.cpmcaservice. CertificateAuthority -:::::- CA SAN Extensions = Ceneral Nanes: 1: 50-3E-
AA- E4-81-B6 2020-12-02 05:45: 11, 380 DEBUG [ CASer vi ce- Scep][scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco.cpmcaservice. CertificateAuthority -:::::- CA : add SAN extension... 2020-12-02

05: 45: 11, 380 DEBUG [ CAServi ce- Scep] [scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0x67eelld5
request issuance] comcisco.cpmcaservice.CertificateAuthority -:::::- CA Cert Tenplate nane =
BYOD Certificate_tenplate 2020-12-02 05:45: 11, 395 DEBUG [ CASer vi ce- Scep][scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]
cisco.cpmcaservice.util.CaServiceUtil -:::::- Storing certificate via REST for serial nunber:
518f a73a4c654df 282f f db026080de8d 2020- 12- 02 05: 45: 11, 395 | NFO [ CASer vi ce- Scep] [ scep j ob
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco.cpmcaservice. CertificateAuthority -:::::- issuing Certificate Services Endpoint
Certificate: class [comcisco.cpm caservice. CaResul t Hol der] [1472377777]: result: [CA ]

subj ect [ CN=dot 1xuser, OU=tac, O=cisco, L=bangal ore, ST=Karnataka, C=IN] version [3] serial

[ 0x518f a73a- 4c654df 2- 82f f db02- 6080de8d] validity [after [2020-12-01T05: 45: 11+0000] before [2030-
11-27T07: 35: 10+0000]] keyUsages [ digital Signature nonRepudi ati on keyEnci phernent ]

ise-psc.log -

2020- 12- 02 05:45: 11, 407 DEBUG [ AsyncHttpCient-15-9][] org.jscep. message. Pki MessageDecoder -
;- Verifying nessage using key belonging to 'CN=Certificate Services Endpoint RA - isee30-
primry'

caservice.log -

2020- 12- 02 05:45: 11,570 DEBUG [ I nfra- CAServi celUtil -Thread][]
ci sco.cpm caservice.util.CaServiceUtil -:::::- Successfully stored endpoint certificate.

ise-psc.log -
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2020- 12- 02 05:45: 13,381 DEBUG [ https-j sse-ni 0-10. 106. 32. 119-8443-exec-10][]

ci sco.cpm provi sioning.cert.CertProvisioningFactory -::::- Performng doGetCertlnitial found
Scep certificate processor for txn id n@-~N6E 2020-12-02 05: 45: 13, 381 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-10][] com ci sco. cpm scep. ScepCert Request Processor -::::- Polling

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser for certificate request n@-N6E with
id {} 2020-12-02 05:45:13,385 INFO [ https-jsse-nio-10.106. 32. 119-8443-exec-10][]

com ci sco. cpm scep. ScepCert Request Processor -::::- Certificate request Conplete for

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser Trx |dn@-~N6E 2020- 12- 02 05: 45: 13, 596
DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443- exec- 10][]

ci sco.cpm provi sioning.cert.CertProvisioningFactory -::::- BYODStatus: COWPLETE_OTA NSP

After certificate installation, clients initiate another authentication using EAP-TLS and get full
access.

prrt-server.log -

Eap, 2020- 12- 02 05: 46: 57, 175, | NFO , Ox7f 433e6b8700, cnt x=0008591342, sesn=i see30-

primary/ 392215758/ 701, CPMsessi onl D=0a6a21b20000009f 5f c770c7, Cal | i ngSt at i onl D=50- 3e- aa- e4- 81-

b6, EAP: Recv EAP packet, code=Response, identifier=64, type=EAP-TLS, |ength=166

, EapPar ser . cpp: 150 Radi us, 2020- 12- 02

05: 46: 57, 435, DEBUG, 0x7f 433e3b5700, cnt x=0008591362, sesn=i see30-

primary/ 392215758/ 701, CPMSessi onl D=0a6a21b20000009f 5f c770c7, user =dot 1xuser, Cal | i ngSt at i onl D=50-
3e-aa- e4- 81- b6, RADI US PACKET: : Code=2( AccessAccept) ldentifier=5 Length=231 [1] User-Nane -

val ue: [dot1lxuser] [25] Cass - value: [****] [79] EAP-Message - value: [E [80] Message-

Aut henticator - value: [U(@yE626| kO ,}] [26] MsS- MPPE-Send-Key - value: [****] [26] Ms- MPPE-Recv-
Key - value: [****] | RADI USHandl er. cpp: 2216

Client Logs (spw logs)

The client initiates to download the Profile.

[ Mon Nov 30 03:34:27 2020] Downl oading profile configuration... [Mn Nov 30 03:34:27 2020]

Di scovering | SE using default gateway [ Mon Nov 30 03:34:27 2020] ldentifying wired and wirel ess
network interfaces, total active interfaces: 1 [Mon Nov 30 03:34:27 2020] Network interface -
mac: 50- 3E- AA- E4- 81-B6, nanme: W-Fi 2, type: unknown [Mon Nov 30 03:34:27 2020] ldentified
default gateway: 10.106.33.1 [Mon Nov 30 03:34:27 2020] ldentified default gateway: 10.106.33.1,
mac address: 50- 3E- AA-E4-81-B6 [ Mon Nov 30 03:34:27 2020] Discoverl SE - start [Mon Nov 30

03: 34: 27 2020] Discoverl SE input paraneter : strUrl [http://10.106.33.1/auth/discovery] [Mn Nov
30 03:34:27 2020] [HTTPConnection] CrackUrl: host = 10.106.33.1, path = /auth/di scovery, user =



, port 80, scheme = 3, flags = 0 [ Mon Nov 30 03: 34:27 2020] [HTTPConnection] HttpSendRequest:
header = Accept: */* headerLength = 12 data = dataLength = 0 [Mon Nov 30 03:34: 27 2020] HTTP
Response header: [HTTP/1.1 200 K Locati on:

https://10. 106. 32. 119: 8443/ port al / gat eway?sessi onl d=0a6a21b20000009c5f c4f b5e&port al =7f 8ac563-
3304- 4f 25- 845d-

be9f aac3c44f &act i on=nspé&t oken=29354d43962243bcb72193cbf 9dc3260&r edi r ect =10. 106. 33. 1/ aut h/ di scove
ry [Mon Nov 30 03:34:36 2020] [HTTPConnection] CrackUrl: host = 10.106.32.119, path =

[ aut h/ provi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3-

edec38eel88c/ Wr el essNSP. xim ?sessi onl d=0a6a21b20000009c5f c4f b5e&os=W NDOANS_10_ALL, user =, port
= 8443, schenme = 4, flags = 8388608 Mon Nov 30 03:34:36 2020] parsing w reless connection
setting [ Mon Nov 30 03:34:36 2020] Certificate tenplate: [keytype: RSA keysize: 2048,

subj ect : OU=t ac; O=ci sco; L=bangal or e; ST=Kar nat aka; C=I N, SAN: MAC] [ Mon Nov 30 03:34: 36 2020] set
Chal | engePwd

Client Checks if WLAN Service is running.

[ Mon Nov 30 03:34:36 2020] WrelessProfile::StartWanSvc - Start [Mn Nov 30 03: 34:36 2020]

W ansvc service is in Auto node ... [Mon Nov 30 03:34:36 2020] Wansvc is running in auto

node. .. [Mon Nov 30 03:34:36 2020] Wrel essProfile:: StartWanSvc - End [ Mon Nov 30 03: 34: 36
2020] Wreless interface 1 - Desc: [TP-Link Wreless USB Adapter], Guid: [{65E78DDE- E3F1-4640-
906B- 15215F986CAA}] ... [Mon Nov 30 03:34:36 2020] Wreless interface - Mac address: 50-3E- AA- E4-
81-B6 [ Mon Nov 30 03:34:36 2020] Identifying wired and wireless interfaces... [Mn Nov 30
03:34:36 2020] Found wireless interface - [ nane:W-Fi 2, mac address: 50- 3E- AA- E4- 81-B6] [ Mon
Nov 30 03:34:36 2020] Wreless interface [W-Fi 2] will be configured... [Mn Nov 30 03: 34: 37
2020] Host - [ nane: DESKTOP- 965F94U, nmac addresses: 50- 3E- AA- E4- 81- B6]

The client starts applying profile -

[ Mon Nov 30 03:34:37 2020] ApplyProfile - Start... [Mn Nov 30 03:34:37 2020] User Id:

dot 1xuser, sessionid: 0a6a21b20000009c5f c4f b5e, Mac: 50- 3E- AA-E4-81-B6, profile: Wrel essNSP

[ Mon Nov 30 03:34:37 2020] nunber of wireless connections to configure: 1 [Mn Nov 30 03: 34: 37
2020] starting configuration for SSID : [BYOD Dot1x] [Mon Nov 30 03:34: 37 2020] applying
certificate for ssid [ BYOD Dot 1x]

Client install certificate.

[ Mon Nov 30 03:34:37 2020] ApplyCert - Start... [Mon Nov 30 03:34: 37 2020] using Chal |l engePwd

[ Mon Nov 30 03:34:37 2020] creating certificate with subject = dotlxuser and subjectSuffix =
OU=t ac; O=ci sco; L=bangal or e; ST=Kar nat aka; C=I N [ Mon Nov 30 03: 34: 38 2020] Self signed certificate
[ Mon Nov 30 03:34:44 2020] Installed [isee30-primary.anshsinh.local, hash: 5b a2 08 1e 17 cb 73
5f ba 5b 9f a2 2d 3b fc d2 86 0d a5 9b ] as rootCA [Mon Nov 30 03:34:44 2020] Installed CA cert
for authMbde machi neOrUser - Success Certificate is downl oaded . Ornitted for brevity - [Mon Nov
30 03:34:50 2020] creating response file name C:\Users\adn n\ AppDat a\ Local \ Tenp\ r esponse. cer

[ Mon Nov 30 03:34:50 2020] Certificate issued - successfully [Mon Nov 30 03:34:50 2020]

ScepW apper::Install Cert start [Mon Nov 30 03: 34: 50 2020] ScepWapper::Install Cert: Reading scep
response file [C \Users\adm n\ AppDat a\ Local \ Tenp\response. cer]. [Mn Nov 30 03:34:51 2020]
ScepW apper::Install Cert GetCertHash -- return val 1 [Mon Nov 30 03:34:51 2020]

ScepW apper::Install Cert end [ Mon Nov 30 03:34:51 2020] ApplyCert - End... [Mon Nov 30 03:34:51
2020] applied user certificate using tenplate id e2c32ce0-313d-11leb-bl9e-e60300a810d5

ISE Configures Wireless Profile

[ Mon Nov 30 03:34:51 2020] Configuring wireless profiles... [Mn Nov 30 03:34:51 2020]
Configuring ssid [BYOD Dot1x] [Mon Nov 30 03:34:51 2020] WrelessProfile::SetWrelessProfile -
Start [Mon Nov 30 03:34:51 2020] TLS - TrustedRoot CA Hash: [ 5b a2 08 l1le 17 cb 73 5f ba 5b 9f a2
2d 3b fc d2 86 0d a5 9b]

profile

<WLANProfile xm ns="http://ww. m crosoft.conf net worki ng/ WAN profile/vl"> <nane>BYOD



Dot 1x</ name><SSI DConf i g> <SSI D> <nane>BYQOD- Dot 1x</ nane> </ SS| D>

<nonBr oadcast >t r ue</ nonBr oadcast > </ SS| DConf i g> <connecti onType>ESS</ connecti onType>

<connect i onMbde>aut o</ connect i onMbde> <aut oSwi t ch>f al se</ aut oSwi t ch> <MSM> <security>

<aut hEncrypti on> <aut henti cati on>WPA2</ aut henti cati on> <encrypti on>AES</ encrypti on>

<useOneX>t r ue</ useOneX> </ aut hEncrypti on> <OneX

xm ns="http://ww. m crosoft.coni net wor ki ng/ OneX/ v1"> <cacheUser Dat a>t r ue</ cacheUser Dat a>

<aut hMbde>user </ aut hMbde> <EAPConfi g> <EapHost Confi g

xm ns="http://ww. m crosoft.com provi si oni ng/ EapHost Confi g"

xm ns: eapComon="ht t p: // www. m cr osoft. com provi si oni ng/ EapConmon”

xm ns: baseEap="http://ww. m crosoft. coni provi si oni ng/ BaseEapMet hodConf i g"> <EapMet hod>
<eapConmon: Type>13</ eapComon: Type> <eapConmon: Aut hor | d>0</ eapConmon: Aut hor | d> </ EapMet hod>
<Config xm ns: baseEap="http://ww. m crosoft.coni provi si oni ng/ BaseEapConnect i onPropertiesV1l"

xm ns: eapTl s="http://ww. m crosoft.coni provi si oni ng/ EapTl sConnecti onProperti esV1l"> <baseEap: Eap>
<baseEap: Type>13</ baseEap: Type> <eapTl s: EapType> <eapTl s: Credenti al sSour ce>

<eapTls: CertificateStore> <eapTls: Sinpl eCert Sel ecti on>true</eapTls: Sinpl eCert Sel ecti on>

</ eapTls:CertificateStore> </eapTls: Credenti al sSource> <eapTl s: Server Val i dati on>

<eapTl s: Di sabl eUser Pronpt For Ser ver Val i dati on>f al se</ eapTl s: Di sabl eUser Pronpt For Ser ver Val i dati on>
<eapTl s: Server Nanes /> <eapTl s: Trust edRoot CA>5b a2 08 1e 17 cb 73 5f ba 5b 9f a2 2d 3b fc d2 86
0d a5 9b </ eapTl s: Trust edRoot CA> </ eapTl s: Server Val i dati on>

<eapTl s: Di f f er ent User name>f al se</ eapTl s: Di f f er ent User name> </ eapTl s: EapType> </ baseEap: Eap>

</ Confi g> </ EapHost Confi g> </ EAPConfi g> </ OneX> </security> </ MSM> </ W.ANProfile> Wrel ess
interface succesfully initiated, continuing to configure SSID [ Mon Nov 30 03:34:51 2020]
Currently connected to SSID: [BYOD Dot 1x] [ Mon Nov 30 03:34:51 2020] Wreless profile: [BYOD
Dot 1x] configured successfully [Mdn Nov 30 03:34:51 2020] Connect to SSID [ Mon Nov 30 03:34:51
2020] Successfully connected profile: [BYOD Dot1x] [Mn Nov 30 03:34:51 2020]
WrelessProfile::SetWrelessProfile. - End [ Mon Nov 30 03: 35:21 2020]
WrelessProfile::1sSingleSSID - Start [Mn Nov 30 03:35:21 2020] Currently connected to SSID:

[ BYOD- Dot 1x], profile ssid: [BYOD Dot1x], Single SSID [Mn Nov 30 03:35:21 2020]
WrelessProfile::1sSingleSSID - End [ Mon Nov 30 03:36: 07 2020] Device configured successfully.
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