Configure Certificate or Smartcard Based
authentication for ISE Administration
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Introduction

This document describes how to configure Client Certificate-based authentication for Identity
Services Engine (ISE) management access. In this example, the ISE administrator authenticates
against the User certificate to gain Admin access to the Cisco Identity Services Engine (ISE)
management GUI.

Prerequisites

Requirements
Cisco recommends to have knowledge of these topics:

- ISE configuration for password and certificate authentication.
- Microsoft Active Directory (AD)

Components Used
The information in this document is based on these software and hardware versions:
- Cisco Identity Services Engine (ISE) Version 2.6

- Windows Active Directory (AD) Server 2008 Release 2
- Certificate



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If the network is
live, make sure to understand the potential impact of any configuration.

Configure

Use this section to configure the Client certificate or Smart Card as an external identity for
administrative access to the Cisco ISE management GUI.

Network Diagram
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Join ISE to Active Directory

1. Choose Administration > Identity Management > External ldentity Sources > Active
Directory.

2. Create an Active Directory instance with Join Point name and AD domain in Cisco ISE.

3. Click Submit.
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4. Join all the nodes with the appropriate Username and Password in the prompt.

Join Domain
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4D User Name & []
* Password |

| Specity Organizational Unit i
- Store Credentials &

5. Click Save.
Select Directory Groups
1. Create an external Administrator group and map it to the active directory group.

2. Choose Administration >ldentity Management > External ldentity Sources > Active
Directory > Groups > Select Groups from Directory.

3. Retrieve at least one AD Group to which the administrator belongs.




Select Directory Groups
This dialog is used to select groups from the Directony.
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Retrieve Groups... 2 Groups Retrieved.
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4. Click Save.

Enable Active Directory Password-Based Authentication for Administrative
Access

1. Enable active directory instance as Password-based authentication method which has joined
ISE earlier.

2. Choose Administration > System > Admin access > Authentication, as shown in the
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3. Click Save.



Note: Password-Based authentication configuration is required to enable Certificate-Based
authentication. This configuration should be reverted after a successful configuration of
Certificate-Based authentication.

Map External Identity Groups to Admin Groups
In this example, the external AD group is mapped to the default Admin group.

1. Choose Administration >System >Admin Access >Administrators >Admin Groups >
Super admin.

2. Check the Type as External and select the AD group under External groups.
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3. Click Save.

4. Choose Administration > System > Admin Access > Administrators > Admin Groups >
Read Only Admin.

5. Check the Type as External and select the AD group under External groups, as shown in
the image.



;I\‘sél-; Identity Services Engine Home » Context Visibility » Operations

» Folioy =Administration » Work Centers

* System b ldentity Management » Nebwok Resources » Device Portal Management  pxGrid Services b Feed Sewice b Threat Centric NAC

Deployment  Licensing  » Cedificates

L]
Admin Groups » :
Authentication dmin Groups = Read Only Admin
Admin Group

» Logging » Maintenance Upgrade » Backup & Restore wAdmin Access b Setlings
——

P Authorization

*Name Read Only Admin
~ Administrators Description | Access Permission for admin with read-only functionality A
Admin Users Type [¥] External
ACinCronee External Identity Source

) Settings Hame : AD

v External Groups |

* |mydomah.cnme:er;,‘ISE-RO E

Member Users
Users

$Add »  HDeete

[ | Status -~ Email Username First Narne Last Mamne

Ho data available

m Reset

6. Click Save.
Import Trusted Certificate

1. Import the Certificate authority(CA) certificate that signs the client certificate.

2. Choose Administrator > System > Certificates > Trusted Certificate > Import.

3. Click browse and choose the CA certificate.

4. Check the Trust for client authentication and Syslog checkbox, as shown in the image.
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5. Click Submit.
Configure Certificate Authentication Profile

1. In order to create Certificate Authentication Profile for Client certificate-based authentication,

Choose Administration >ldentity Management > External Identity Sources > Certificate
Authentication Profile > Add.



2. Add profile name.

3. Select the appropriate attribute that contains the administrator username in the certificate
attribute.

4. If the AD record for the user contains the user's certificate, and want to compare the
certificate that is received from the browser against the certificate in AD, check Always

perform binary comparison checkbox, and select the Active Directory instance name that
was specified earlier.
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5. Click Submit.

Note: The same Certificate authentication profile can be consumed for endpoint Identity-
based authentication also.

Enable Client Certificate-based Authentication

1. Choose Administration > System > Admin Access > Authentication > Authentication
Method Client Certificate Based.



Enabling Client Certificate-Based Authentication will cause an application server restart on all deployment
nodes, This will result in significant downtime for the system,

2. Click OK.
3. Choose the Certificate Authentication Profile that is configured earlier.

4. Select the Active Directory instance name.
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5. Click Save.

6. ISE services on all the nodes in the deployment restarts.

The system will now restart,




Verify
Verify access to the ISE GUI after the Application Server service status changes to running.
Super Admin User: Verify that the user is prompted to choose a certificate to login to the ISE GUI

and is given Super Admin privileges if the certificate is of a user part of the Super Admin External
Identity group.
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Read-only Admin User: Verify that the user is prompted to choose a certificate to login to the ISE
GUI and is given Read-only Admin privileges if the certificate is of a user part of Read-only Admin



External Identity group.
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Note: If Common Access Card (CAC) is in use, Smartcard presents the user certificate to
ISE after the user enters their valid super pin.

Troubleshoot

1. Use the application start ise safe command to start Cisco ISE in a safe mode that allows to
disable access control temporarily to the Admin portal and Correct the configuration and



restart the services of ISE with the command application stop ise followed by application
start ise.

. The safe option provides a means of recovery if an administrator inadvertently locks out
access to the Cisco ISE Admin portal for all users. This event can happen if the administrator
configured an incorrect IP Access list in the Administration > Admin Access > Settings >
Access page. The safe option also bypasses certificate-based authentication and
reverts to the default username and password authentication for logging into the Cisco ISE
Admin portal.
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