ISE and two way trust AD configuration
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Introduction

This document describes the defintition of "two-way-trust” on ISE, and a simple configuration
example : how to authenticate a user which is not present in the AD joined to ISE, but present in
another AD.

Prerequisites

Requirements
Cisco reccomends that you have basic knowledge of :

- ISE 2.x and Active Directory integration .
- External identity authentication on ISE.

Components Used

. ISE 2.x.
. two Active Directories.

Configure

In order to expand your domain, and include other users in a different domain other than the one
which is already joined to ISE, you have two ways to accomplish this :

1. you can add the domain manually and separetely on ISE. by this, you would have two
seperate Active Directories.

2. Join one AD to ISE, then configure two-way-trust between this AD and the second AD,
without adding it to ISE. This is mainly two way trust configuration, it is an option which is
configured between two or more Active Directories. ISE will automatically detect these
trusted domains using the AD-connector and add them to the “whitelisted domains” and treat
them as separate ADs joined to ISE. This is how you can authenticate a user in the AD



"zatar.jo", which is not joined to ISE.
The following steps describe the configuration procedure on both ISE and AD:

step 1. make sure that ISE is joined to AD, in this example, you have the domain aaalab :
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step 2. make sure that two-way trust is enabled between both Active Directories, as below :

. Open the Active Directory Domains and Trusts snap-in.

. In the left pane, right-click the domain you want to add a trust for, and select Properties.

. Click on the Trusts tab.

. Click the New Trust button.

. After the New Trust Wizard opens, click Next.

. Type the DNS name of the AD domain and click Next.

. Assuming the AD domain was resolvable via DNS, the next screen will ask for the Direction
of Trust. Select Two-way and click Next.

8. For the Outgoing Trust Properties, select all resources to be authenticated and click Next.

9. Enter and retype the trust password and click Next.

10. Click Next twice.
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Note: AD configuration is out of Cisco support scope, Microsoft support can be engaged in
case of any issues.

once this is configured, the example AD (aaalab) can communicate with the new AD (zatar.jo) and
it should pop up in the "whitlested domains" tab, as below. if it is not displayed, then the two way
trust configuraion is incorrect :

Il |dentity Services Engine Home b Context Visibilly ans W - coministration

» System | ~ldeniity Management  » Network Resources ¢ Device Portal Management  puGrid Services ¢ Feed Service  » Threat Centric NAC

¢ lgentities  Groups  External ldentity Sources  Identity Source Sequences v Settings
——————

External Identity Souroes Connection PassivelD Groups Attributes Advanced Settings
= = Use all Active Directory domains for authentication i
. Cartificate Authantication Profia Ena oesected Disable Selected # Show Unusable Domains
* [ Activo Directory 0| Name a | Authenticate | Forest SiD
: _'L;::i:“b [0 aaalab com YES aaalab com 5-1-5-21-1368501036-25438103- 262047587
P ADBE O newiab.com YES newlab.com 5-1-3-21-927820924-69047 124 3-4064067410
. BT O subasalab.com YES aaalab.com 5-1-5-21-1291656626-390840757-4 184745074
RSA SecunD 0O zatarjo YES zatarjo §.1-5-21-303175519-2636354052-3137036573

SAML Id Providars

Social Login

step 3. Make sure the option search in all the "whitlested Domains" section is enabled, as
shown below. It will allow searching in all whiltlested domains including two-way trusted domains.



if the option Only search in the "Whitelisted Domains" from the joined forest is enabled, it will
only search in the "child" domains of the main domain. { child domain example: sub.aaalab.com in
the screenshot above }.

sl Identity Services Engine Home  » ContextVisibiity  » Operations ~ Administration

b System ~ ldentity Management » Network Resources » Device Portal Management  pxGnid Services } Feed Service » Threat Centric NAC
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v _ N )
v Advanced Authentication Settings
» || Certificate Authentication Profile Enable Password Change
v | Active Directory Enable Machine Authentication
< aaalab Enable Machine Access Restrictions To configure MAR Cache distribution groups: (i
» [ LDAP Aging Time |5 (hours) Administration > System > Deployment
5 opec [ Enable dial-in check
> RADIUS Token D Enable callback check for dial-in clients

= [ use Kerberos for Plain Text Authentications.
£ RSA SecurlD

[ | SAML Id Providers

|

(L) social Login

» Identity Resolution

Advanced control of user search and authentication.

If identity does not include the AD domain i

() Reject the request

() Only search in the "Whitelisted Domains" from the joined forest
(®) Search in all the "Whitelisted Domains" section Zﬁ

Now, ISE can search for the user in aaalab.com and zatar.com.

Verify

Verify that it works via "test user" option, use the user which is in "zatar.jo" domain (in this
example, the user "demo" exist only in "zatar.jo" domain, and it is not in "aaalab.com”, test result is
below ) :



Test User Authentication
* Usemame | demo
* Password N
Authentication Type | Lookup L

Authorization Data (] Retrieve Groups
Refrieve Aftributes

| Test |
Groups Attributes

Test Usarnams : dams

ISE WODE : ISEZ4-1.maalab.com
Scope i1 Default Scope
Instancs : aaalab
Aucthentication BEesult : SUCCESS

Auchentication Domain : zatar.jo
User Principal Hame demcfZatar.jo
User Distinquiszhed Hame : C¥=demn, CN=lUsers, DC=zatar, DC=30

LES

Croups : 2 found.
Attributes : 33 found.
Ruthentication tims : 4] mw.
Groups fetching tims : 3 ms,

Attributea fetching time: 1 ms.

note that the users in aaalab.com, are also working, user kholoud is in aaalab.com :



Test User Authentication
* Usemname | kholoud
* Password

Authentication Type | Lookup v
Authorization Data Retrieve Groups
Retrieve Atfributes
| T’Et |
Groups Attributes
Teat Usernams 1 kholoud
ISE HODE : ISEZ4-=1.aaalab.com
Scope : Default_ﬁcnpe
Inatance : aaalab
Ruthentication Besult : SUCCESS
Authentication Domain : maalab.com
Usexr Principal Name : kholcoudfasaslab.com
User Distinguished Name : CM=kholoud,CH=Users,DC=aaalak,DC=com
Groups : 2 found.
Attributes 32 found
Authentication time : 33 ms.
Groups fetching time : © ms.
Attributes fetching time: 3 ms.

Troubleshoot

There are two main procedures to troubleshoot most AD/two-way-trust issues, even most External
Identity authentications :

1. collecting ISE logs (support bundle) with debugs enabled. in specific folders in this support
bundle, we can find all details of any authentication attempt on AD.

2. collecting packet captures between ISE and AD.
stepl. collect ISE logs:

a. Enable the debugs, set the follwoing debugs to "trace™:

- Active Directory (ad_agent.log)
- identity-store-AD (ad_agent.log)
- runtime-AAA (prrt-server.log)



- nsf (ise-psc.log)
- nsf-session (ise-psc.log)
b. Reproduce the issue, connect with a problematic user.

c. Collect a support bundle.

Working scenario "logs":

Note: Details of the authentication attempts will be found in the file ad_agent.log

from the file ad_agent.log :

zatar two way trust connection verification:

2020-01-16 12:26: 21,210 VERBOSE, 140568698918656, LsaDEngi nepDi scover Tr ust sFor Donai n:  Addi ng
trust info zatar.jo (&t her Forest, Two way) in forest

zatar.j o, LsaDnEngi nepDi scover Tr ust sFor Donmai n(), | sass/ server/ aut h- provi der s/ ad- open-

provider/| sadnengi ne. c: 472

2020-01-16 12:26: 21,210 DEBUG , 140568698918656, New domai n zatar.jo will be added to the trusted
domain |ist.,LsaDmAddTrust edDorai n(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 1997

searching for the user "demo" in main domain aaalab :

2020-01-16 12:29: 08,579 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (sAMAccount Name=denp)) search in forest
aaal ab. com searchldentity(), | sass/server/auth-providers/ad-open-
provider/ad_identity_resolver_inpl.cpp: 738

(note that demo user is in zatar domain, however ise will check it in aaalab domain first, then other
domains in the "whitlested" domains tab such as newlab.com. to avoid cheking in the main
domain, and to check in zatar.jo directly, you have to use the UPN suffix so that ISE will know
where to search, so the user should login by this format : demo.zatar.jo).

searching for the user "demo" in zatar.jo.

2020- 01-16 12:29: 08, 604 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) ( obj ect Cat egor y=conput er) ) (sAMAccount Nane=denp)) search in forest
zatar.jo,searchldentity(),|sass/server/auth-providers/ad-open-

provi der/ad_identity_resol ver_inpl.cpp: 738

2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, LsaDnpLdapOpen: gc=1,

donmai n=zat ar. j o, LsaDnpLdapQpen(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 4102
2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, LsaDnpl sDomai nOf f I i ne: checki ng status of domain
zatar.jo, LsabDmpl sDomai nOfF f i ne(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 3158

user "demo" found in zatar domain :

18037: pszResol vedldentity = "denb@atar.jo"

Li ne 18039: pszResol vedDN = "CN=deno, CN=User s, DC=zat ar, DC=j 0"

Li ne 18044: pszResol vedSAM = "denp”

Li ne 18045: pszResol vedExplicitUPN = "denmo@at ar.j 0"

Li ne 18056: "1579177748579 24325 "denp" AD-Log-1d=1579177581/ 40,
Li ne 18095: pszBase = "CN=deno, CN=User s, DC=zat ar , DC=j o"



step2. Collect captures:

a. The packets exchanged between ISE and AD/LDAP, are encrypted so they would not be
readable if we collect the captures without decrypting them first.

To decrypt packets between ISE and AD (this step needs to be applied before collecting the
captures and applying the attempt):

1. On ISE, naigate to the tab : External-ID-Stores -> Active Directory -> Advanced Tools
-> Advanced Tuning

2. Choose your ISE node.

3. The 'Name' field gets a specific TROUBLESHOOTING string :
TROUBLESHOOTING.EncryptionOffPeriod.

4. The 'Value' field gets the number of minutes you would like to troubleshoot for

<Positive integer in minutes>
Example for half an hour:
30
5. Type any description. Required before next step.
6. Click 'Update Value' button
7. Click 'Restart Active Directory Connector.
8. wait for 10 mins for the decrypt to take affect .
b. start the captures on ISE.
c. reproduce the issue.
d. then stop and download the capture

Working scenario "logs":




1 Jip.ackermm1ts 860 101
o, Time Source Deesstination Protoco Lengt Info
1588 2028-81-16 12:29:98._. 10.48.68.161 19.48.68. 241 KRBS 1488 TGS-REP

1591 2020-81-16 12:29:98... 10.48.69.241 19.48. 68,161 TP 66 46537 + 3268 [ACK] Seq=1l Ack=1 Win=29312 Len=8 TSval=785544300 TSecr=260534689

1592 2020-81-16 12:29:08._ 106.43.68.241 18.48.668.181 LDAP 1585 bindRequest(1) "<ROOT>" sasl
1593 2020-81-16 12:29:98... 10.43.60.101 18, 48. 68,241 LDAP 278 bindResponse(l) success
1594 2020-81-16 12:29:98._. 10.48.68.241 18. 48 . 68,181 TP 66 46537 + 3268 [ACK] Seq=1448 Ack=213 Win=30336 Len=8 TSval=7R55443083 TSecr=26@534689
1595 2020-01-16 12:29:98... 10.43.60,241 18.48.60.181 LDAP 370 SASL GS5-API Integrity: searchRequest(2) “de-asalab,dc=com” wholeSubtree
¢ 1596 2020-081-16 12:29:88... 10.48.68.181 18.48.68.241 LDWP 128 SASL GS5-APT Integrity: searchResDone(2) success [@ results]
1684 2020-01-16 12:29:98... 10.43.68, 241 18, 48.6@.181 ERES 1476 TGS-REQ
L ALAA WEAA A AL AN A A A0 £ 241 A _AD _£A A SOE AACH TEE AEND

krb5_sgn_cksum: 68893f3116B882bcl276063af

¥ G55-APT payload (272 bytes)
~ LDAPMessage searchRequest(2) “de=asalab,dc=com™ wholeSubtree
messagelD: 2
~ protocolOp: searchRequest (3)

¥ searchRequest
baseObject: dc=asalab,dc=com
scope: wholeSubtree (2)
derefiliazes: neverDerefiliases (@)
sizelimit: @
timelimit: @
typesOnly: False
Filter: {&(|(objectCategory=person){objectiategory=computer)}{sAliccountlame=dema))
~ filter: and (@)

w and: (&(|(objectlategory=person)(objectCategory=computer)){sAMACcountName=deno) }
~ and: 2 items
= Filter: (|(ocbjectCatepory=person){objectlategory=cosputer))
« and item: or (1)
» or: (|{objectCategory=-person)(objectCategory=computer))
¥ Filter: (sAMAccountMome=dema)
~ and item: equalityMatch (3)
«~ equalityMatch

attributeDesc: sAMACcountName
assertionValue: demo

L

Verify

Here are a couple of examples of working and non working situations you might encounter and the
logs they produce.

1. Authentication based on AD "zatar.jo" groups:

If the group not retreived from the group tab you will get this logs message:

2020-01-22 10:41: 01,526 DEBUG , 140390418061056, Do not know about domain for object SID'S-1-5-
21-3031753119- 2636354052- 3137036573- 513" , LsaDnmpMust Fi ndDomai nByObj ect Si d(), | sass/ server/ aut h-
provi der s/ ad- open- provi der/ | sadm c: 1574

We need to retrieve the groups in zatar.jo from the Groups tab.

Verifying AD group retrievals from AD tab:



Test User Authentication
*Username
*Password
ication Type

amman

sssssess

MS-RPC

Authorization Data

Authentication Result Groups

Test Username
ISE NODE
Scope
Instance

Authentication Result
Authentication Domain
User Brincipal Hame
Groups

Attributes

Authentication time
Groups fetching time

Test User Authentication

Usex Distinguished Neme :

Retrieve Groups
Retrieve Atiributes

[ Test ]
Attributes

: amman

i isefire.wall.com
: Defanlt Scope

: amalab

: SUCCESS

: zatar.jo

: amman@zatar.jo

CN=grman, CH=Users, DC=zatar, DC=jo

: 2 found.
: 33 found.

: B3 ms.
: 5 ms.

Attributes fecching time: & ms.

*Username

amman

* Password

sesenses

Authentication Type

MS-RPC il

Autherization Data (] Retfrieve Groups
Retrieve Atfributes

Groups Attributes

Authentication Result

Name
Zatarjo/BuiltinlUsers
zatarjo/Users/iDomain Users

a | SID
zatarjors-1-5-32-545
5-1-5-21-3031753119-2636354052-3137036573-513

working scenario From the logs AD_agent.log:

2020- 01-22 10:41: 01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID selected: [zatar.jo/S 1-5-
32-545], AD_Get TokenGr oups(), | sass/ server/ aut h- provi der s/ ad- open- provi der/ provi der - mai n. c: 9669
2020-01-22 10:41: 01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID sel ected: [S-1-5-21-



3031753119- 2636354052- 3137036573-513] , AD_Get TokenGr oups(), | sass/ server/ aut h- provi der s/ ad- open-
provi der/ provi der-main. c: 9669

pTokenG oupsLi st =

EjWStri ngsCount = 2

ppszStrings =

Ezat ar.jo/S-1-5-32-545"

"S- 1-5-21-3031753119- 2636354052- 3137036573- 513"

}

}

2. If the advance option "Only search in the "Whitelisted Domains" from the joined forest"

checked:

Connection Whitelsted Dormains PassivelD Groups Attributes

v Advanced Authentication Settings

Enable Password Change
Enable Machine Authentication

Enable Machine Access Restrictions To configure MAR Cache distribution groups: (i
Aging Time (hours) i Administration = System = Deployment
["] Enable dial-in check

[C] Enable callback check for dial-in clients
[] Use Kerberos for Plain Text Authentications.

v Identity Resolution

Advanced control of user search and authentication.

Ifidentity does notinclude the AD domain i

() Rejectthe request

(®) Only search in the "Whitelisted Domains” from the joined forest
(") Search in all the "Whitelisted Domains” section &

If some of the domains are unreachable
(®) Proceed with available domains
(") Drop the request

v Identity Rewrite

Changes the format of usernames before they are passed to active directory.
(®) Do not apply Rewrite Rules to modify username
() Apply the Rewrite Rules Below to modify username

¥ PassivelD Settings

When you choose the option "Only search in the "Whitelisted Domains" from the joined forest" the
ISE marked them offline:

2020- 01- 22 13:53: 31, 000 DEBUG , 140629434660608, LsaDpFi |l ter O fl i neCal | back: exam ne domain

new ab. com LsaDmpFi |l ter O fl i neCal | back(), | sass/ server/ aut h- provi der s/ ad- open-

provider/| sadm c: 3423

2020- 01- 22 13:53: 31, 001 DEBUG , 140629434660608, LsaDmpFil ter O flineCal | back: domain newl ab.comis
usabl e and is marked offline (DC or GC).,LsaDmpFilterOiflineCall back(), | sass/server/auth-

provi der s/ ad- open- provi der/| sadm c: 3498

2020- 01- 22 13:53: 31,001 DEBUG , 140629434660608, LsaDmpFi |l ter O flineCal | back: exam ne domain
zatar.jo,LsaDmpFilterOflineCall back(), | sass/server/auth-providers/ad-open-provider/|sadm c: 3423
2020- 01- 22 13:53: 31,001 DEBUG , 140629434660608, LsaDpFilter O flineCal | back: domain zatar.jo is
not nmarked offline (DC or GC)., LsaDnpFilterOflineCallback(),|sass/server/auth-providers/ad-
open-provi der/| sadm c: 3454



The user "petra” is in zatar.jo and will fail the authentication, as the below screenshot:

Test User Authentication
*Usemame | petra

*Password | ssssssss
Authentication Type | MS-RPC ¥

Authorization Data [/] Retrieve Groups
Retrieve Atiributes

Test |

Authentication Result Groups Attributes

Test Username ¢ petra

ISE NODE : isefize.wall.com
Scope : Default Scope
Instance : aaalab

Authentication Result  : FAILED

Error : Ho such user, please refer to Test user cption to get further informaticn

Processing Steps:

11:52:53:727: Resolving identity - petra

11:52:53:727: Search for matching accounts at join point - asalab.com
11:52:53:735: No macching account found in forest - aaalab.com
11:52:53:735: Identity resplution detected no mAtching ACCOURT
11:52:53:735: Idencity resclution failed - ERROR _NO SUCH USER

In the logs:

ISE was not able to reach other domains, due to advanced option "Only search in the "Whitelisted
Domains" from the joined forest":

2020- 01- 22 13:52:53, 735 DEBUG , 140629511296768, Adl denti t yResol ver::search: already did

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (sAMAccount Name=petra)) search in forest
aaal ab. com searchldentity(), | sass/server/aut h-provi ders/ ad-open-
provider/ad_identity_resolver_inpl.cpp: 735

2020- 01-22 13:52:53, 735 VERBCSE, 140629511296768, Adl denti t yResol ver: : exam neDonai ns:

newl ab. com exam neDomai ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020- 01-22 13:52:53, 735 VERBCSE, 140629511296768, Adl denti t yResol ver: : exam neDonai ns:

zatar.j o, exam neDonmmi ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, Adl denti tyResol ver::finalizeResult: result:
40008 (synbol: LW ERROR NO SUCH USER), finalizeResult(),|sass/server/auth-providers/ad-open-
provider/ad_identity_resolver_inpl.cpp: 491

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, AD_Resol vel dentity: identity=[petra], flags=0,
dwEr r or =40008, AD_Resol vel dentity(), | sass/ server/ aut h- provi ders/ ad- open-
provider/ad_identity_resol ver. cpp: 131

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],
flags=0, dwkrror=40008, LsaSrvResol veldentity(),|sass/server/api/api?2.c:2877

2020-01-22 13:52:53, 735 VERBCSE, 140629511296768, Error code: 40008 (synbol:

LW ERROR_NO_SUCH USER), LsaSrvResol veldentity(), | sass/server/api/api2.c:2890

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],
flags=0, dwkrror=40008, resolved identity list returned =

NO LsaSrvl pcResol vel dentity(), | sass/server/api/ipc_dispatch.c: 2738
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