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This document describes the features of | SE to manage Administrative Access on the Identity Services
Engine (ISE).

Prerequisites

Requirements

Cisco recommends that you have the knowledge of these topics:

* ISE
» Active Directory



 Lightweight Directory Access Protocol (LDAP)

Components Used

The information in this document is based on these software and hardware versions;

e |ISE30
* Windows Server 2016

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Authentication Settings

Admin Users must authenticate themselves To access any information on ISE. The identity of admin users
can be verified by using the I SE Internal Identity Store or an External Identity Store. The authenticity can be
verified by either a password or a certificate. In order to configure these settings, navigate to Administration >
System> Admin Access > Authentication. Choose the required authentication type under the Authentication Method tab.

= Cisco ISk
Admin Access

Authentication
Authentication Method

Authorization > R
Authentication Type

Administrators

Settings >

% Note: Password-based authentication is enabled by default. If thisis changed to client certificate-
based authentication, it causes an application server to restart on all deployment nodes.

| SE does not allow the configuration of the command line interface (CLI) password policy from the CLI.
Password policy for both the Graphical User Interface (GUI) and the CLI can only be configured viathe ISE
GUI. To configure it, navigate to Administration > System > Admin Access > Authentication and navigate to the Password
Policy tab.



= Cisco ISE Administration » System r'y

Deployment Licensing Certificates Logging Maintanance Upgrade Health Checks Backup & Restore Admin Access

Authentication
Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings

Authorization

GUI and CLI Password Policy

Administrators >
Settings >
o Minimum Langth: 4 charactars (Valid Range 4 10 127)
P i must not tai
H Admin name or its charactars in reverse osder
[_] " gisco” « ICLers in raverse order
" D This word or its characters in reverse order:
l_] Repeated characters four or more limes consecutively
- [_] Dictionary words, thair charactars in reverse order or their letters raplaced with othar characters G}
© Default Dictionary (7)
(O Custom Dictionary (3} Browse...
The newly added custom dictionary file will replace the existing 1 dicth y file.
= Cisco ISE Administration - System a
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
Authentication
Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings
——
Authorization >
Password must contain at least one character of each of the selected types:
Administrators wl
n Lowercase alphabe characters
Settings vl u Uppercase alphabetic characters
H MNumeric characters
_j Mon=alphanumeric characters
Password History
H Password must be different from the previous 3 versions  [When enabled GLI remembers only last 1 password inrespective of value configured|

Cannol reuse password within 15 days (Valid Range 0 w0 365)

Password Lifetime

Adming can be required 10 pariodically change their password

Il Admin user is also configured as a nelwork user, an expired enable password can cause the admin account to become disabled

ﬂ Administrator passwords expire 45 days after creation or last change (valid range 1 1o 3650)

n Send an email reminder 1o administrators 30 days prior to password expiration (valid range 1 1o 3650)

I SE has a provision to disable an inactive admin user. In order to configure this, navigate to Administration
> System > Admin Access > Authentication and navigate to the Account Disable Policy tab.



= Cisco ISt Administration « System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication
Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings
Authorization : :
Account Disable Policy
Administrators b
Settings > Disable account after : days of inactivity. (Valid range 1 to 365)

| SE also provides the facility to lock or suspend an admin user account based on the number of failed login
attempts. In order to configure this, navigate to Administration > System > Admin Access > Authentication and navigate to
the Lock/Suspend Settings tab.

= Cisco ISE Administration - System

Licensing Certificates Logaging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication
Lock/Suspend Settings

Authorization >
Administrators >
Take action after 3 failed attempts (Valid Range 3 ta 20)

Settings >

Email remediation message

This account has been locked, For this account to become unkocked, please contact your IT helpdesk,

To manage administrative access, there is a need for administrative groups, users, and various policies/rules
to control and manage their privileges.

Configure Admin Groups

Navigate to Administration > System > Admin Access > Administrators > Admin Groups t0 configure administrator groups.
There are afew groups that are built-in by default and cannot be deleted.



= Cisco ISE

Deployment Licensir

Authentication

Authorization

Administrators

Admin Users

Admin Groups

Settings

Once agroup is created, choose the group and click edit to add administrative usersto that group. Thereisa
provision to map External Identity Groups to the Admin Groups on | SE so that an External Admin user gets

Certificates Logging Ma

Admin Groups

I Add

Name

o O

B Customization Admin

a

£ ERS Admin

%5 ERS Operator

0O 0O

I Helpdesk Admin

0 4 Identity Admin

O & MnT Admin

a

B Network Device Admin

a

B Pelicy Admin
O 3 RBAC Admin
O % Read Only Admin

O £ SPOG Admin

O

B Super Admin

[:] 1 System Admin

I Elevated System Admin

Administration » System

ntenance Upgrade Health Checks

External Groups Mapped

4]

0

Backup & Restore Admin Access Settings
Description
Access Permission to Guest Menu and Device Portal Management.

Full access permission to External RESTiul Services (ERS) APls. Admins:

Read-only accass permssion 1o the External RESTIul Services (ERS) AP

Access permission for Operations tab. Includes stern and data

Access permission for Operations tab

Access permission for Operations tab. Includes

dentity Management and.

Access parmission for Operations tab

Access permission for Opaerations tab. Includes Network Resources and

Access permission for Operations and Pelicy tabs, Includes System and |

#Aucess parmission for Operations tab. Includes System and data access .

Access Permission for admin with read-anly fu

ity

This is the group for SPOG Admin to use the APIS for @xport and import

Access permission for Operations, Pelicy and Adminisiration tabs. Includ.

Access permission for Operations tab. Includes System and data access .

the required permissions. To configure it, choose the type External while adding the user.

= Ciscol

Deployment Licensing

Authentication

Authorization

Administrators
Admin Users

Admin Groups

Sattings

Certificates Logging Maintenance Upgrade Health Checks

» Super Admin

Admin Group

Administration « System

* MName Super Admin

Access permission for Operations, Policy and Administration tabs. Includes data access permission for

Admin Groups, User Identity Groups, Endpoint Identity Groups, All Locations and All Device Types.

Type n External

External Identity Source
Name
~ External Groups

Select an item

Member Users

5

—+ Add

O Status ~

a B Enabled

Email Username First Name Last Name

Backup & Restore Admin Access Settings



Configure Admin Users

To configure Admin Users, navigate to Administration > System > Admin Access > Administrators > Admin Users.

= Cisco ISE Administration + System
; mer dain & Restore Admin Access
Authentication N .
Administrators
Authorization b
Administrators
Admin Users
O Status Name Description First Mame Last Name  Email Address Admin Groups
Admin Groups -
[_'I a E W Drefault Admin User Super Admin
Settings >

Click Add. There are two options to choose from. One isto add a new user altogether. The other oneisto

make a Network Access User (that is, a user configured as an internal user in order to access the
network/devices) an | SE admin.

= Cisco \dministrat 5
[ | Up ks Admin Access
—
Authentication ‘o w
Administrators

Authorization >
Administrators ~ Add

Admin Users

Description First Mame LastName Email Address Admin Groups
Admin Groups
_] Default Admin User Super Admin

Settings >

After you choose an option, the required details must be provided and the user group must be chosen based
on which permissions and privileges are given to the user.



= Cisco ISI Administration - System

Admin Access

Authentication

Authorization >

Administrators

Admin Users - B Cnobi
Admin Groups
O e
Settings >
0
<
v P
LA L] 1]
.........
v rl
Admin Groups

v Account Options I Customization Admin ]
it ERS Admin
I ERS Operator
‘e Elevated System Admin

v
I Helpdesk Admin
¥ Identitv Admin N

W
Configure Permissions

There are two types of permissions that can be configured for a user group:

1. Menu Access
2. Data Access

Menu Access controls the navigational visibility on ISE. There are two options for every tab, Show or Hide,
that can be configured. A Menu Access rule can be configured to show or hide chosen tabs.

Data Access controls the ability to read/accesssmodify the Identity Data on ISE. Access permission can be
configured only for Admin Groups, User Identity Groups, Endpoint Identity Groups, and Network Device
Groups. There are three options for these entities on |SE which can be configured. They are Full Access,
Read-Only Access, and No Access. A Data Access rule can be configured in order to choose one of these
three options for each tab on ISE.

Menu Access and Data Access policies must be created before they can be applied to any admin group.
There are afew policiesthat are built-in by default but they can always be customized or a new one can be
created.



To configure aMenu Access policy, navigate to Administration > System > Admin Access > Authorization > Permissions >

Menu Access.

= Cisco ISE

Deployment Licensing
Authentication
Authorization ~
Permissions £

Menu Access

Data Access

RBAC Policy
Administrators »
Settings >

Administration - System

Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Menu Access

0O 0O0OO0OOCOOO0OOoOQOoO|O

+ Add
Name

Super Admin Menu Access

Policy Admin Menu Access
Helpdesk Admin Menu Access
Identity Admin Menu Access
Netwerk Device Menu Access
System Admin Menu Access

RBAC Admin Menu Access

MnT Admin Menu Access
Customization Admin Menu Access

TACACS+ Admin Menu Access

Description

Access permission for Operations tab, Policy tab, Guest Access tab, Mobile Device Management tab &

Access permission for Operations tab, Policy taby, Guest Access (ab, Mobile Device Management tab,

Access permission for Operations tab.

Access permission for Operations tab and Identity Management.

Access permission for Operations tab and Network Resources

Aceess permission for Operations tab and System.

Access parmission for Oparations tab and System

Access permission for Operations tab.

Access Permission to Guest Menu and Device Portal Management

Access Permission to Operations, Administration and Workcenter

Click Add. Each navigational option in ISE can be configured in order to be shown/hidden in a policy.

= Cisco ISE

Deployment Licensing

Authentication

Authorization e

Permissions w
Menu Access

Data Access

RBAC Paolicy

Administrators >

Settings >

Administration « System

Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Access List » New RBAC Menu Access

Create Menu Access Permission

* Nama

Custom_Menu_~Access

Dascription

Menu Access Privileges

ISE Navigation Structure

> o Policy ~
+ o Administration
o5 System
o Deployment
b Licensing
-« oy Certificates
~ & Certificate Manage
o System Certificates

" Trusted Certificates

b e e e e

Parmissions for Menu Access
Q Show
() Hide




To configure the Data Access policy, navigate to Administation > System > Admin Access > Authorization > Permissions >

Data Access.

= Cisco ISE

Deployment Licensing
Authentication
Authorization ~
Permissions ~

Menu Access

Data Access

REAC Palicy
Administrators >
Settings >

0O O

Administration - System i
Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Add

Name Description

Super Admin Data ACcess AGCEss pRImission for Admin Groups, User lentity Groups, Endpoint [dentity Groups, All Locations and All Device Types

Policy Admin Data Access Accass permission for User identity Groups and Endpeint identity Groups.

Identity Admin Data Access Accass parmission for User ldentity Groups and Endpoint ldentity Groups

Network Admin Data Access Accass permission for All Locations and All Device Types.

System Admin Data Access Access permission for Admin Groups

RBAC Adimin Data Ac 55i0n o Admin Groups

Customization Admin Data Access

TACACS+ Admin Data Access Access permission for All Locations and All Device Types, Usar lentity groups end End point indentily groups.

Read Only Admin Data Access

Access permission for All Locatio

ns and All Device Types, User ldentity groups and End point indentity groups.

Click Add in order to create a new policy and configure permissions in order to access Admin/User
| dentity/Endpoint Identity/Network Groups.

= Cisco ISE

Deployment Licensing

Authentication

Authorization L

Permissions v
Menu Access

Data Access

REBAC Policy

Administrators >

Settings >

Administration + System

Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Create Data Access Permission

* Name

Custom_Data_Access

Description

Data Access Privileges

d& Admin Groups

d" User Identity Groups

Permisgions for Data Access

O Full Access

() Read Only Access

« Endpoint Identity Groups () Mo Access

ot Blacklist

b GuestEndpoints

o RegisteredDevices|
o5 Unknown

o Profiled

a5 Metwork Device Groups

Configure RBAC Policies

Admin Access




RBAC stands for Role-Based Access Control. The role (admin group) to which a user belongs can be
configured to use the desired Menu and Data Access policies. There can be multiple RBAC policies
configured for asingle role or multiple roles can be configured in asingle policy in order to access Menu
and/or Data. All of those applicable policies are evaluated when an admin user tries to perform an action.
The final decision isthe aggregate of all policies applicable to that role. If there are contradictory rules
which permit and deny at the same time, the permit rule overrides the deny rule. To configure these policies,
navigate to Administration > System > Admin Access > Authorization > RBAC Policy.

= Cisco ISE Administration « System

Admin Access

Permissions > ~ RBAC Policies
RBAC Policy Rule Name Admin Groups Permissions
Customization Admin + Customization Admin Menu ...
Administrators >
Elevated System Admin E System Admin Menu Access ...
Settings >
ERS Admin 4 Super Admin Data Access
ERS Operator + Super Admin Data Access
ERS Trustsec t Super Admin Data Access
’ Helpdesk Admin 4 Helpdesk Admin Menu Access
Ichentity Admin + Identity Admin Menu Access ...
MnT Admin 1 MnT Admin Menu Access
. Network Device Admin + Metwork Device Menu Acces... %+
Policy Admin + Palicy Admin Menu Access a...
] RRAC Admin + RRAC Admin Mani Ancess A 4+

Click Actionsto Duplicate/Insert/Delete a policy.

% Note: System-created and default policies cannot be updated, and default policies cannot be deleted.
% Note: Multiple Menu/Data A ccess permissions cannot be configured in asingle rule.

Configure Settings for Admin Access

In addition to the RBAC policies, there are afew settings that can be configured which are common to al
the admin users.

To configure the number of Maximum Sessions Allowed, Pre-login, and Post-login Banners for GUI and
CLI, navigate to Administration > System > Admin Access > Settings > Access. Configure these under the Session tab.



= Cisco ISI Administration « System

Deployment Licensing Certificates Maintenance Upgrade Health Checks Backup & Restore Admin Access

Session

Authentication

Authorization >
Administrators ? G U| SeSSIOHS
Settings ¥
Access
Session Maximum Concurrent Sessions {(Valid Range 1 1o 20)

Portal Customization
Welcome to ISE
Pre-login banner

D Post-login banner

CLI Sessions

Maximum Concurrent Sessions B (Valid Range 1 to 10)

[] Pre-login banner

In order to configure the list of 1P addresses from which the GUI and the CLI can be accessed, navigate to
Administration > System > Admin Access > Settings > Access and navigate to the 1P Access tab.

= Cisco ISE

Administration » System

Jackup & Restore Admin Access

Authentication

Authorization >

Administrators >

Settings o

Access

~ Configure IP List for Access Restriction
Session

IP List
Portal Customization
T Add
] P . MASK
O 10.9.8.0 2

In order to configure alist of nodes from which administrators can access the MnT section in Cisco ISE,
navigate to Administration > System > Admin Access > Settings > Access and navigate to the MnT Access tab.

To allow nodes or entities either within the deployment or outside the deployment to send syslogsto MnT,



click the Allow any 1P address to connect to MNT radio button. To allow only nodes or entities within the deployment
to send syslogs to MnT, click Allow only the nodes in the deployment to connect to MNT radio button.

= Cisco ISt

Administration » System

Maintenance Upagrade Health Checks Backup & Restore Admin Access

P Access MnT Access
Authentication ——

Authorization >

Administrators >

Settings
Access
Session

Portal Customization

% Note: For ISE 2.6 patch 2 and later, the ISE Messaging Service is enabled by default for delivering

UDP Sydlogs to MnT. This configuration restricts the acceptance of syslogs from external entities
beyond the deployment.

To configure atimeout value due to the inactivity of a session, navigate to Administration > System > Admin Access >
Settings > Session. Set this value under the Session Timeout tab.

= Cisco ISt Administration + System

nce Ipgrade Health Checks Backup & Restore Admin Access
Authentication
Session Timeout
——
Authorization >
* Session ldle Timeout 6 minutes (Valid Range & to 10
Administrators 2
Settings o
Access
Saession

Portal Customization

In order to view/invalidate the currently active sessions, navigate to Administration > Admin Access > Settings > Session
and click the session Info tab.



= Cisco ISE Administration » System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication
Session Timeout Session Info
Authorization >
Select session and terminate
Administrators b
Session Info
Settings Ly
Access
UserlD - IP Address Session Creation Time Session Last Accessed
Session
Portal Customization O admin 10.65.48.253 Fri Oct 09 01:16:59 IST 2020 Fri Oct 09 01:45:10 IST 2020

Configure Admin Portal Accesswith AD Credentials

Join ISE to AD

Tojoin ISE to an external domain, navigate to Administration > Identity Management > External Identity Sources > Active
Directory. Enter the new join point name and active directory domain. Enter the credentials of the AD account
that can add, make changes to computer objects, and click OK.

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (i) Administrator

* Password #0888 000 0RRed

D Specify Organizational Unit (1)

[] Store Credentials (1)

Cancel




Connection Whitelisted Domains PassivelD Groups Attributes Advanced Settings

——
* Join Point Name AD O]
;0':;::9 Directory rinsantr.lab O]
—+ Join —+ Leave £ Test User Diagnostic Tool L3 Refresh Table
O ISE Node -~ ISE Node R... Status Domain Controller Site
[:] rini-ise-30.gce.iselab.local STANDALONE Operational WIN-5KSMPOHEPSA rinsantr.l..  Default-First-Site-Name

Choose Directory Groups

Navigate to Administration > Identity Management > External Identity Sources > Active Directory. Click the desired Join Point
Name and navigate to the Groups tab. Click Add > Select Groups from Directory > Retrieve Groups. |mport at least one
AD Group to which your administrator belongs, click OK, then click Save.

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain rinsantr.lab

L SID | Type
Name Flkér Filter Filter "

Retrieve Groups...|50 Groups Retrieved.

(0 Name ~  Group SID Group Type
D rinsantr.lab/Users/Enterprise Key Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
D rinsantr.lab/Users/Enterprise Read-only Domain ... S-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
O rinsantr.lab/Users/Group Policy Creator Owners 5-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/Key Admins S-1-5-21-1977851106~3699455990~-29458652... GLOBAL
(]  rinsantr.lab/Users/Protected Users S$-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/RAS and IAS Servers 5=-1-5-21-1977851106-3699455990-29458652... DOMAIN LOCAL
D rinsantr.lab/Users/Read-only Domain Controllers S-1-5-21-1977851106-3699455990-29458652... GLOBAL
O rinsantr.lab/Users/Schema Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
n rinsantr.lab/Users/Test Group 5-1-5-21-1977851106-3699455990-29458652... GLOBAL

<




Connection Whitelisted Domains PassivelD Groups Attributes Advanced Settings

I
-1 Add Update SID Values
) Name . SID
O rinsantr.lab/Users/Test Group $-1-5-21-1977851106-3609455990-2945865208-11086

Enable Administrative Access for AD

To enable password-based authentication of I1SE using AD, navigate to Administration> System > Admin Access >
Authentication. | n the Authentication Method tab, choose the Password-Based option. Choose AD from the Identity
Source drop-down menu and click Save.

= Cisco

Admin Access

Authentication
Authentication Method
—————

Authentication Type
Administrators

Sattings >

Configurethe ISE Admin Group to AD Group Mapping

This allows authorization to determine the RBAC permissions for the administrator based on group
membershipin AD. To define a Cisco ISE Admin Group and map that to an AD group, navigate to
Administration > System > Admin Access > Administrators > Admin Groups. Click Add and enter a name for the new Admin
group. In the Type field, check the Exter nal check box. From the Exter nal Groups drop-down menu,
choose the AD group to which this Admin Group is to be mapped (as defined in the Select Directory Groups
section). Submit the changes.



= Cisco ISI

Authentication

Authorization

Administrators
Admin Users

Admin Groups

Settings

Admin Group

External
? xbernal Identity Source
~ External Groups
v
Member Users
Add
O Status Email

Set RBAC Permissionsfor the Admin Group

Username

alth Checks Backup & Restore Admin Access

First Name Last Name

To assign RBAC permissions to the Admin Group created in the previous section, navigate to Administration >
System > Admin Access > Authorization > RBAC Policy. From the Actions drop-down menu on the right, choose Insert new
policy. Create a new rule, map it with the Admin Group defined in the earlier section, and assign it with
desired data and menu access permissions, then click Save.

= Cisco

Authentication

Authorization

Permisslons

RBAG Policy

Administrators

Settings

~ RBAC Policies
Rule Name Admin Groups
Customization Admin
REAC Palicy 1 ISE AD Admin Group
Elevated System Admin
ERS Admin
ERS Operator

Access | SE with AD Credentialsand Verify

Backup & Restore Admin Access

Permissions

Customization Admin Men. + Actions

Super Admin Menu Acces... b4

Super Admin Menu Access

Super Admin Data Access

Log out of the administrative GUI. Choose the Join Point name from the Identity Source drop-down menu.

Enter the username and password from the AD database, and log in.



I
l ‘ nNimir
‘i' CISCO
-
4 5 Identity Services Engine
4 Intuitive network security

Username
TestUser

Password '

Identity Source

AD ~

-~

In order to confirm that the configuration works properly, verify the authenticated username from
the Settings icon on the top right corner of the ISE GUI. Navigate to Server Information and verify the
Username.




Server Information

Username:

Host:

Personas:

Role:

System Time:

FIPS Mode:

Version:

Patch Information:

TestUser
rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)
STANDALONE

Oct 27 2020 01:23:21 AM

Asia/Kolkata
Disabled
3.0.0.1458

none

Configure Admin Portal Accesswith LDAP

Join ISE to LDAP

Navigate to Administration > Identity Management > External Identity Sources > Active Directory > LDAP. Under the General tab,
enter aname for the LDAP, and choose the schema as Active Directory.



= Cisco ISE Administration + [dentity Management

ldentities Groups External Identity Sources Identity Source Sequences Settings
LDAP Identity Sources List » New LDAP Identity Source
External Identity Sources
= LDAP Identity Source
£ Certificate Authentication F
~ 3 Active Directory General Connection Directory Organization Groups Attribut
“g AD
= LDAP * Name LDAPExample
) ODBC Description
£ RADIUS Token
» Schema Active Directory ~
53 RSA SecurlD

3 SAML Id Providers

£3 Social Login

Next, to configure the connection type, navigate to the connection tab. Here, set the Hostname/IP of the

Primary LDAP server along with the port 389 (LDAP)/636 (LDAP-Secure). Enter the path of the
Admin distinguished name (DN) with the Admin password of the LDAP server.

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
ACTIVE Lirectory Genera Connaction Directory Organizatior Groups (= Advance ngs
2 AD Primary Server Secondary Server
O LDAP | Enable Secondary Server
ODBC
* Hostname/IP 10.127.196.131 Hosiname/1P
RADIUS Token
1 RSA SecurlD Bort 38E Port
SAML Id Providers
I Social Login
[ spe arver for each ISE node
Ac cCe
0 Au ticat b ticated Ant
Admin DN CN=Administratol =| [ dimir
© sssssssssssses ord
< >
Secure Authantication [ Enebie Secure Authentication Secura Authantication

Enable Secure Auvihentication

Next, navigate to the Directory Organization tal and click Naming Contexts to choose the correct organization group
of the user based on the hierarchy of users stored in the LDAP server.



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources ldentity Source Sequences Settings
LDAP Identity Sources List » LDAPExample
External Identity Sources
= LDAP Identity Source

> B3 Certificate Authentication F

~ B3 Active Directory General Connection Directory Organization Groups Attributes Advanced Settings
“4 AD
> B Loap * Subject Search Base  DC=rinsantr,DC=lab [ Naming Contexts... ] ®
& obpBC
~ * Group Search Base DC=rinsantr,DC=lab Naming Contexts... 1 ®
= RADIUS Token
£3 RSA SecurlD
Search for MAC Address in Format KUK -RH XA HH KK hd

£ SAML id Providers

3 social Login

[:I Strip start of subject name up 1o the last occurrence of the separator

D Strip end of subject name from the first occurrence of the separator

Click Test Bind to Server under the connection tab to test the reachability of the LDAP server from ISE.



Ldap bind succeeded to 10.127.196.131:389
Number of Subjects 8

Number of Groups 50

Respaonse time 7ms

Now navigate to the Groups tab and click Add > Select Groups From Directory > Retrieve Groups. |mport at least one
group to which your administrator belongs, click OK, then click Save.



Select Directory Groups

This dialeg Is used to select groups frem the Direclory. Click Retrieve Groups.. to read directory.

Filter: * -::';: Retr .|Number of Groups Retrieved: 50 (Limit is 100)
[J Name ~
- ”~
O CN=Server Operators, CN=Builtin,DC=rinsantr,DC=lab
:] CM=5torage Replica Administrators,CN=Builtin,DC=rinsantr.DC=lab
[(]  CMN=System Managed Accounts Group,CN=Builtin,DC=rinsantr,0C=lab
,—] CM=Terminal Server License Servers, CN=Builtin,DC=rinsantr,DC=lab
B CM=Test Group,CN=Users DC=rinsantr,DC=lab
(] CN=Users,CN=Builtin,DC=rinsantr,DC=lab
'_] CN=Windows Authorization Access Group,CN=Builtin,DC=rinsantr, DC=lab
W

Cance' | “

t » LDAPExample
ternal Identity Sources

o - LDAP Identity Source

= o

Certificate Authentication F

=3 Active Directory General Connection Directory Organization Groups Artributes Advanced Settings
—
LDAP
Add i Delete Group

“2 LDAPExample + -

ODBC O Name ~

RADIUS Token D CN=Test Group, CN=Users, DC=rinsantr, DC=lab

] RSA SecurlD

Enable Administrative Accessfor LDAP Users

To enable password-based authentication of I1SE using LDAP, navigate to Administration> System > Admin Access >
Authentication. | N the Authentication Method tab, choose the Password-Based option. Choose L DAP from the 1dentity
Source drop-down menu and click Save.



= Cisco Administration « Systen
Admin Access

Authentication
Authentication Method

Auth atiol 3
Authentication Type

Administrators

Settings > O

Map the | SE Admin Group to the LDAP Group

This allows the configured user to get Administrator access based on the authorization of the RBAC
policies, which in turn is based on the LDAP group membership of the user. To define a Cisco ISE Admin
Group and map it to an LDAP group, navigate to Administration > System > Admin Access > Administrators > Admin Groups.
Click Add and enter a name for the new Admin group. In the Type field, check the Exter nal check box.
From the Exter nal Groups drop-down menu, choose the LDAP group to which this Admin Group isto be
mapped (as retrieved and defined previously). Submit the changes.

= Cisco ISl Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restare Admin Access

Authentication New Admin Group

-
Authorization 3 Admin GrOUp

Administrators
Admin Users
Admin Groups
External

Settings » External ldentity Source

Set RBAC Permissionsfor the Admin Group

To assign RBAC permissions to the Admin Group created in the previous section, navigate to Administration >
System > Admin Access > Authorization > RBAC Policy. From the Actions drop-down menu on the right, choose Insert new
policy. Create anew rule, map it with the Admin Group defined in the earlier section, and assign it with
desired data and menu access permissions, then click Save.



= Cisco ISE Administration » System A Evaia

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Set

Authentication
Create Role Based Access Control policies by configuring rules based on Admin groups,Menu Access permissions (menu items), Data Access permissions (Identity group data elemen

Menu/Data Access permissions are not allowed on a single policy. You can copy the default policies shown below,then modif
Authorization b polici 1

them as needed. Note that system-created and default |

plicable policies will be evaleated, The subject's permissions will be the aggregate of all permissions from each applicable policy.
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Access | SE with LDAP Credentialsand Verify

Log out of the administrative GUI. Choose the LDAP name from the | dentity Sour ce drop-down menu.
Enter the username and password from the LDAP database, and log in.

m
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Intuitive network security

Username
TestUser@rinsantr.lab

Password
ooooOReS

ldentity Source

LDAPExample v

To confirm that the configuration works properly, verify the authenticated username from the Settingsicon
on the top right corner of the ISE GUI. Navigate to Server Information and verify the Username.




Server Information

Username:

Host:

Personas:

Role:

System Time:

FIPS Mode:

\ersion:

Patch Information:

TestUser@rinsantr.lab

rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)

STANDALONE

Oct 27 2020 03:48:32 AM

Asia/Kolkata

Disabled
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