Configure CSSM on Prem and Register Licenses
with | SE
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This document describes the integration of CSSM On-Prem with Cisco I dentity Service Engine (I SE) and
Cisco Smart Account, ensuring a seamless setup.

Prerequisites
Requirements

ISE 3.X

Cisco Smart Software Manager(CSSM) Version 8 Release 202304 +

Components Used

Identity Service Engine 3.2 patch 2

SSM On Prem 8.20234

Windows Active Directory 2016 (DNS and Certificate Authority services)
VMWare ESXi version 7



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Install CSSM On-Prem on VMW ARE ESXi.

1. Download the Cisco | OS®. Y ou can use the next
link: https://software.cisco.com/downl oad/home/286285506/type/286326948/rel ease/8-202304

2. Upload the SO in VMWARE ESXi.

Navigate to Storage > Datastor e Browser .


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi

Naene

[ Register a v C

T Navigator ol « Starag i
» [ Mozt Datastores Adaplers Devices Persisient Memory

Manage

Monitce rj Hew dalasiore

Q Search

(1 Virtual Machines | o] v DiveType ~ Capacity ~ Provisioned ~  Free v Type v Thnprovi. v Actess v
¥ Storage ]| Bl datastone 1 55D BT0.76 GB 1.42 GB 802,33 GB VIMFSE Supporied Singhe
= [ datastorei 1 Hems
Maritts 4
Mors storage...
£3 Hotworking [ 1]
Data browser section
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Creation of directory

In this example, the CSSM folder was created:
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4. Click Upload and then choose your 1SO file.
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Now the | SO fileisin the CSSM folder:
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ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

The SO upload is completed

5. Create the Virtual Machine. navigate to Virtual Machine > Create/ Register VM.

vmware ESXi’ rool{E 10.4.23.58 =

) locaihostiocaldomain - Virtual Machines

{Tﬁcrcale | Figister VM ) ] & Retresh @ Seasch

)., virtual maching w  Slabus v Used space w  Guest 05 w  Host name ~ HostCPU  ~  Hestimem,,.
& Virtual Machines

Ho items to display

Creating a new VM step 01

6. Choose Create a new virtual machine and click next.



43 New virtual machine

vEEZEEEITI | Select creation type

2 Select a name and guest OS
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settin

5 Ready to c

Create a new virtual maching This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a

guest operating system after creation.
Register an existing virtual machine

Back Finish Cancel

Creating a new VM step 02

7. Then configure the next parameters:

Name: Enter the name of your virtual machine.

Compatibility: Select either ESXi 6.0 or later or ESXi 6.5 or later.

Guest OS family: Linux.

Guest OSversion: Choose either CentOS 7 (64 bit) or Other 2.6x Linux (64 bit)

Click next.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest OS
2 Select a name and guest 05 Specify a unique name and OS5
3 Select storage
4 Customize setting Mame
_ CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 virtual machine "
Guest O3 family Linux e
Guest OS version CentOS 7 (64-bit) w

Back | Next Finish Cancel

VM name and 10S



8. Select your storage and click next.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

il 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vinual disks,

Sl 3 Select storage

Name ~ | Capacity ~ Free v  Type ~  Thinpro...~ Access
datastore1 870.75GB  B869.33GB  VMFS8 Supported  Single
1items
Back Mext | Finish Cancel

Sorage list

9. Configure the next parameters:

* CPU: 4 as minimum. The actual vCPU setting depends on your scale requirement



Note: The amount of cores per socket needs to be set to 1 regardless of the number of virtual
sockets selected. For example, a4 vCPU configuration needs to be configured as 4 sockets and 1
core per socket.

« [d cPU

Cores per Socket 1 Sockets: 1

* Memory: 8 GB
» Hard Disk: 200 GB and and verify provisioning is set to Thin Provision.



» 3 Hard disk 1 200 GB

Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse... |
Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly Zeroed

Configuration of disk

* Network Adapter: Select E1000 adapter type and select Connect at Power On.

~ [l Network Adapter 1

VM Network e
Status Connect at power on
Adapter Type E1000e e

Configuration of network settings
« CD/DVD Drive: Choose “Data | SO file’ and select the | SO file.

f& Datastore browser

& Upload |5 Download [5 Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2...
O
| vimimages im CSSMm 'l

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

IO image

Y ou can verify the summary of the settings once you have completed the previous steps.



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

A4 4 Customize settings

5§ Ready to complete

Customize settings

Configure the virtual machine hardware and virlual machine additional options

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -,

ViMware Paravirtual

UsSB 2.0 v
» M Network Adapter 1 WM Network w Connect
} @ CD/DVD Drive 1 Datastore 150 file [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |

Summary VM configuration 01

Click next.

10. Click Finish.

ﬁ‘.l New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Ready to complete

V' 2 Salecta name and guest 03 Review your sefiings selection before finishing the wizard

v 3 Select storage

" 4 Customize settings

Ld 6 Ready to complete Name CSSM TAC
Datastore datastore
Guest OS5 name CentOS 7 (64-bit)
Compatibility ESXi 7.0 U1 virtual machine
vCPUs 4
Memory 8 GB
Meatwork adapters 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDE O
IDE controller 1 IDE 1
SCSI controller 0 ViMware Paravirtual
SATA controller 0 New SATA confroller
Hard disk 1

Back Next || CFinish™\

Cancel

Summary VM configuration 02

Initial Configuration of CSSM On-Prem .




vmware ESXi
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1. InVMWARE ESXi, navigateto Virtual Machines and select your VM and then click Power On.
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2. 'Y ou have multiple options to manage the VM console. Select Console > Open browser console.

| "1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | (& Console ‘ |

F  Virtual machine

B 5 cssmTAc

Quick filters...

Options to manage the VM

3. Configure your network settings.

W Po
i Open browser console

— B

‘ W Open console in new window
| %" Open console in new tab
| & Launch remote console

3" Download VMRC




Note: It's important to configure the | P addr ess of the DNS Server that resolves the CSSM
FQDN.



-
M On-Prem Installation
System Settings:
Hostname: SSM-0n-Prem
Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |
Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total Systermn Memory: 8174636 kB ee Memory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~
IPv4 Configuration IPv6é Configuration
Method: Static v Method: Disabled
Address 10.4.23.60 Address
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:
Configure DNS: Specify more than one with commas
10k.23.20
Help GK!

Click Ok to configure your new CL 1 password.
4. Then the installation process starts and is finished until you can see the access prompt.

@ cssm

48 0 0 08 00 00 0 000 0 0 0 000 k00 0 0 0 0 0 00 R
Authorized access only!?

Disconnect IMMEDIATELY if you are not an authorized user?!??
All actions Will be monitored and recorded
(RHRIRRIE R R R R R R R R R IR R R IR AR R R R R R AR R AR IE RR AR R R R R AR R AR R AR R AR e

35M-0n-Prem login: _




5. Open abrowser and enter https://<ip_address CSSM>.
— ' O B hitps// 1042360844378 ToginredirectURL = %2F o7

On-Prem License Workspace cISCO

. . . Walooma to Sman Seftwane Manager On-Pram whens you can locally manage
L Dg I ntD a n Exlstl ng ACCDU nt Smast Licensing and pardorm local Account Management funciions for your

arganization

Llgar Narms
Passward
Forgol Password
CSSM login page
Use the default credentials:

Username: admin
Password: CiscoAdmin!2345

6. Select your language.
7. Create anew GUI password.
8. Configure the Host Common Name. (example: hostname.yourdomain).

In this case, the cssm.testlab.local was configured as Host Common Name.

Welcome to Cisco Smart Software Manager On-Prem

1 2 sep 3 step 4

Host Common Hame

Products that support Stnng 351 Cert Checlong require the 35M On-Frem's “Host Common Mame™ to match the “destmation™ URL address., For example
= Products usang Smart Transpon must use both the "license smart url™ configuration and the “cssm testiab local™ value i the URL siring
s Logacy products using Sman Call Homae must use both tha “destinabon address hitp™ conhguration and the "cssm lestiab kocal™ value in the URL sinng

If the above URLs do not match expectations, refer to the 55M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect
wvalue,

Tha option to configure altematneg nameas (SAN) = available in Admin Conscle under Sacunty -> Cartricalas and can ba conliqured after the initial sabugp.

cs=m tastlab kocal

o (I



Host common name configuration

9. Validate your configuration and click Apply.

4

Raview and Confirm

Once you click "Apply™, you will b redirected o the login page where you will need to login with your new password. Please ansure you have securely stored your password for

future logins

Review and Confirm

Languags Selected Englizh
Password Resel fos
Host Commeon Name: Scomilac. clscolad com

CSSM initial settings completed.
Integrate CSSM On-Prem with Smart Account
Y ou need to associate your Smart Account with your CSSM On Prem Server.

1. Open your Cisco Smart Account using the next link:

https://softwar e.cisco.com/

2. Then choose M anage L icenses under the Smart Software Manager section.

Smart Software Manager Download and Upgrade Traditional Licenses

Track and manage your licenses. Download new software or updates Generate and manage PAK-based

Convert traditional licenses to to your current software. and other device licenses, including

Smart Licenses. demo licenses.

Manage licenses > Access downloads > Access LRP >

Manage Smart Account EA Workspace Manage Entitlements

Update your profile information and Generate and manage licenses eDelivery, version upgrade, and

manage users. purchased through a Cisco more management functionality is
Enterprise Agreement. now available in our new portal.

Manage account > Access EA Workspace > Access MCE >

Manage licenses option

3. Navigate to I nventory and copy the name of your Smart Account name and Virtual Account. In


https://software.cisco.com/

this guide, thisis Internal TestDemoA ccount67 and AAA MEX TEST.

—  Cisco Software Central 'éllls.é!:;l Q O @

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP), Smart Software Manager

Cieco Software Central = Smart Software Licensing D InternalTesiDemoAccountBT cisco.com v

Smart Software Licensing

Alerts Inventory ‘Convert to Smart Licensing Reports Preferences On-Prem Accounis Activity

Virtual Account: AAAMEX TEST =

SL Product Details Support Help

General Licenses Product Instances Event Log
Virtual Account
Description: Only for tests
Default Viftual Account: Mo

Software Cisco page

4. Open the CSSM GUI and select the Admin Wor kspace option.

. whjbal ]l
On-Prem License Workspace EII S CIID Admin Workspace | i Hello, Local Admin  Log ©ut

Smart Software Manager On-Prem

= 3t

License
Administration

Track ni Sanagn Smai Liconsng Flaqusrst an Aocoimnl

Gl mh Accouni Bof your GIganization. Tha Acceimt mist o seenoved By your Sysham
Admissliater of Syibam Opaiator Bofod § chn B il

Faquirst Acoirss i an Exmting Acoour

Submd a requost for accoss fo an exsdng local Accound Apgeoval mus] B granted by 8 Smar
Accoun] Admirsiieaion for your kncal Account

Modily tho peoperiss of youl Accounts and associate sxsing User I wiih Accounts

Main CSSM menu.

5. Then select Accounts.



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

: The next steps describe the procedureto install the GUI certificate in the CSSM. If you want to
protect the management connection to your GUI CSSM by using a certificate signed by your
personal Certification Authority (CA) you need to check the next steps. Otherwise, check directly
the step 9.

Account Password Cerlificates Event Log

griificate

cssm.testiab local

Subject Alternative Name

NOTE: The Hast Common Mame is typically composed of Host + Domain Namea{FQDN) and will look like “www.yoursite com” or “yoursite.com”. The SSL Server
Cerificate used for product communications is specific to the Commeon Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatve Mame by default. if you
change the Common Name or add Subject Alternative Mame, you must resynchronize your Local Account in order for Cisco to issue a naw product certificate(TG cart).

Browser Cerlificate

Add | Gengrale CSR

localhost

a EXPRATION DATE: 2025-JUL-18
(Defaul Certificate)

CA Certificates
Add
Description Subject Expires On Created Actions
Mo Records Found
CSR option.

3. Then enter your personal information. Be aware the Subject Alternative Name s created
automatically by using the same value as the Common Name. The CSR is downloaded automatically
after clicking Gener ate.



Generate CSR

TETon A

Ccssm testiab, local

e i

Testlab

Mexco i
Mexico City

Mexico City
AT NN

SEC AAA

el Adernatane Hame

cssm testiab local

Generate Cancel

CSR details.

4. Sign the CSR: For more information check the“ Create certificates from Windows CA.” on this
document.

5. Upload theroot CA certificate.



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
n Home Share View
ShiGaTinealas * T » This PC » Desktop » certs o
Add .
SN *
- . ! .
Description Sul 4 - ¥ =1
i C55M cer Root CA
L]

Uploading Root CA.

Click Proceed.

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-coensole

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console. After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another reboot, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Proceed

Proceed option.



6. Enter a description and choose the r oot certificate and click Ok.

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivo | Root CA car
OHK Canceal

Description root CA.

7. Upload the CSR signed by the CA (CSSM Identity Certificate).

Browser Certificate

| = | certs
Add Ganerate CSR _ Home Share  Wiew
< « % = Dusklop » certs v O
logalhost .
a (Default Certificate) g
CA Certificates i -'----a -a
Add g CS5M cor Rt CA
£ items
Search by Description
Description Subject Expires On Created Actions
RootCA IDC=com/DC=ciscotac/CN=ci: 2026-Jul-24 09:26:34 2023-Jul-30 19:41:06 Actions

Uploading CSSM Identity Cert.



Note: NOTE: In our case, the I ntermediate certificate does not exist in our CA. However, if you
use an inter mediate certificate in your architecture, the inter mediate certificate is mandatory.

8. Then, confirm that both certificates have been installed.

Browser Certificate

Add Generate CSR

| E cssm.testlab.local EXPIRATION DATE: 2025-JUL-16

CA Certificates




Certificates validation.

9. Create a token on the SSM On-Prem: Select licensing Wor kspace.

; e
In=Prem Admin Woarkspace l I Log Out
CISCO

Syslem Hoalth

Q it SR i el

9 Berver Ham EELLOn-Prem
— Wi B 02 MH
Liptirne 3 ey

Smart Software Manager On-Prem

AR Mibwoh Supoit
Managoment Canilor
Resource Monior Pementags
il =TI |
T, FAM —
CiSE B
Soonaris Saourity Syncfwonization
At - o+ h
. @ i o
A Toolke Saltings Usems
Workspace page.
10. navigate to Smart Licensing.
e , _
Adrmin Workspase ‘ Hella, Local Admin Leg Out

On-Prem License Workspace Cisco

Smart Software Manager On-Prem | [ owmoaccoumn ~ |

& 1t

License
Administration

Smarl Licansing
Riquas! an Acoour

Track and marags Sman Liconsing
Gal an Account o your erganization. Tha Accourt musl bo approved by pour Sysham
Adminisirator or System Operator before il can be used.

Ridquis! ACeoss 16 an Existing Atceun!
Subenil a request Tor H66085 16 an axisting kel Accour. Approval must be gracsted by a Sman

Acoour Admnistrator Tod your local Accownl.

CSSM Smart licensing page

11. Look for your Local Virtual Account, then click New Token and click Proceed.



Smart Licensing

Aderts Incentory Convert to Sman Licensing Repoits Preferences Acthity

Local Virtual Account: Default

General Licenges Product Instances 5L Using Palicy Event Log

Local Virtual Account

Description Thig iz the default virtual account created during company account creation.

Detaull Local Virual Account: Yas

Product Instance Registration Tokens

The registration lokens below can be used 1o register new product instances to this Local Virual Account, For products thal suppont Sman Transpon, you must configune the "license smart ul® on the
product 1o use the  Sman Transport Registration URL, For products thal suppor Sman Licensing Using Policy thal use cslu as ransport, you must configuns the icense smadt ransport csiu® [0 use the
CELU Transpon URL.  For legacy products that $till use Sman Call Home, you must configure the “destination address hitp® on the product to use the Smart Call Home Registration URL, The
recommenced method ks Smart Transport. Please consull your Products Configuration Guide for setting the destination URL value,

Mew Token...
New token option.
12. Select Create Token and copy it.
Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Dafault
Description
Expire After 30 Days

Enter a value befween 1 and 9939, but Cisco recommends @ maximum of 30 days

Max. Mumber of Uses

The token will be expired whan either the expiration or the maximum uses is reached.

Allow export.controlled functionality on the products registered with this token @

Create Token Cancel |

Creation of new token.




Registration Token

Token details.

13. Open the | SE GUI and navigate to Administration > Systems > Licensing, then click Registration
details, select the SSM On-Prem server Host method, and paste the token.

License Type
Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License

Reservation 1o enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

O Permanent License Reservation
0 Specific License Reservation
' Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayad in the portal. Copy the registration token displayed in the CSSM portal and paste it here.

Registration Token

NmMNjYWM2NTAINTUyOS00ZDdmLThhYWU

Registration of licenses.

14. Enter the SSM On-Prem FQDN on SSM On-Prem server Host and click Register.



SSM On-Prem server

Note: It'simportant to have the hosthame + domain configured on the Host Common Name
because | SE uses this parameter in order to establish a connection with the CSSM. Y ou can use an



| P addressinstead of the hostname + domain, however the recommendation is to use the
hostname + domain

15. And finaly, the registration has been completed.

o Server Response

Smart Licensing registered successfully

Registration completed.
Create certificates from Windows CA.

If you are the administrator of the Certificate Authority, you must do the next:

1. Open aweb browser and navigate to http://local host/certsrv/
2. Click on Request a certificate.

€ 5> G @ hchosticerts Ak D - @ % §

Microsoft Active Direciony Cortificate Sorvices — logonatwork-WIN-GEMMSUGGGE0-CA

Weleome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity 1o people you
communicate with over the Web, sign and encrypt messages, and. depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Aclive Direclory Cerdificate Services Documentation.

View the status of 8 pending cedificate request
Download a CA cedtificate. certificate chain. or CRL

Request certificate.

3. Click advanced certificate request.

Microsoft Active Directory Certificate Services — ciscotac-ca

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit arj advanced certificate request.

Advanced certificate request.


http://localhost/certsrv/

4. Open the CSR generated previously. Then copy the information and paste it on Saved request.

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BEpNVEALHDUNpE IV IFNS IR1BNMaL 240 BERVBAYTAK 1 YMQSWCW YDV IDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGEDS 1 gPOMaxEbNFGgDnvcewEqEY LynunuFShi/ fTuZ JoY fweSsYFAJOPSY
11XdrWSGkD/ IBrwisKhnel+K IFyjSziveEFdBZ 14A0+yG1x TuEu+ JREYFjLBNFAI
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATed My eb i St Dt RBGEUOL +FADuknRnUeEHRVHERK 2XFCm BuBf 2 Teve TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQRYHERCFHN Y2 18VMUY 21 Y 298
Y 29 tMABGL 5065 TR IDOEBOWUAAS TBAQALY + 3qRrOviPEAT ok KN HOBRES 106 R
fdg+ICEIGEPEABINpOENVPLL MVIHSYeB 05 pogdcdbtu/VTH/ EQS1AaGQRNfPug
HGEdPWBukPiWcydy s EBERUGEF yHNaWtNGETwE AZ IFURPToLAVP+UNRT 3Ue kot 5 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxGuSI50kMLAHUE T 7bMos BQWAT vE SR S Dulime / / 1 Sy BelMynr g T Ak 8Ny Dz pUSR
S reITFORC S FASUUMARQE+ TCq LAUK T obBsi Uy I Th+hLCBBAR+ D1

----- END CERTIFICATE REQUEST-----

Submit certificate.

D Microsoft Acthve Directorg Ceetit. % | 4

&« 0 @ localhostfcertsryfcertrgutasp ¥ e @ @

Microsoff Active Diecory Certificate

Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 27 renewal request generated by an external source (such
as a Web server) in the Saved Request box.

Saved Request:

Knk2ezdmoktiRTn, eDQ4=2T IERTCHINBCITIRMGE =
AAGgH B glughk i GowRBL Qax I ZANMBBEAILEGDY
Basnfd.anonded LY IEHARGC 5005 TbIDQUBCHUALS TRAQALIF+ 3G
cortficats requos] /29 TCEIBEPERDIhesE NPT L M IHE yeB aBegd
(MG o HEdPwEukPHKCydys SEERUGEFyHHaktiGeTwEAZ IS
PHCS #i0or | COTRANGNk SwnCiidenzs | BYCgd1CCOTULDMsRTAN
PHLS #7) Vb SH0LMLOHUT T 6QWAT ESBLDukse/ /4

F 3 teTTGHC S FASULM RS TLq LA TobBm LY
----- EMD CEATIFICATE AEQUEST----- -

b

Additional Attributes:

AltrEaitos

After clicking Submit the certificate is downloaded automatically.

5. Now download the CA certificate root. navigate back to http://localhost/certsrv/ and select Download

a CA Certificate, Certificate Chain, or CRL.

Welcome

Use this Web site to reques! a cerlilicate for your Web browser, e-mail client, or olher program. By using a certificale, you ean verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the lype of centificate you request, perorm olher security tasks.

You can also use (his Web site 1o download a certificate authority (CA) certificate, certificate chain, or canlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a certificate

View the slatus of a pending cerlificale request
| Download a CA certificate, cerificate chain, or CRL |

Download root CA.

6. Download the CA certificate by using the encoding method as Base64.


http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64

Download CA cerificate
ownloa cerincate chain

Download latest base CRL

Base 64 option.

Add DNSrecordson Windows Server.

If you are the administrator, add the ISE and CSSM FQDNSs.

1. Open the DNS Manager: Type “DNS’ on the Windows finder and open the DNS app.



DNSoption.

2. Navigate to Forward L ookup Zones > And choose your domain.

2 DNS Manager

File Action \View Help
e« 20 3 B
£, DNS

~ B WIN-2UQRQOIVHTS
~ || Forward Lockup Zones
msdcs.testlablocal
| testlab.local
Reverse Lookup Zones
| Trust Paoints
| Conditional Forwarders

i E

Mame

.—]_msdcs

j_iltes

tep

—_udp

::I DomainDnsZones

j ForestDnsZones

ﬂ{sa me as parent folder)
E-l{sa me as parent folder)
E—l{sa me as parent folder)
[ lasc-ise32p3-1200

E—I frnc

ﬂmn-zuqrqo1vh?5

Type

Start of Authority (SOA)
MName Server (NS)

Host (4)

Host (A)

Host (A)

Host [(A)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh7Stestlabl..
1042339

104.23.21

104.23.61

104.23.39

Timestamp

static
static
T6/2024 100000 AM
static
static
static



3. Right-click on ablack space over the screen and select “New Host (A or AAAA)”



Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons



