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Introduction

This document describes how to configure Identity Services Engine (ISE) with Microsoft Standard
Query Language (SQL) Server for ISE authentication using

Note: Open Database Connectivity (ODBC) authentication requires ISE to be able to fetch a
plain text user password. The password can be encrypted in the database, but has to be
decrypted by the stored procedure.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Database and ODBC concepts
- Microsoft SQL Server

Components Used
The information in this document is based on these software and hardware versions:

- ldentity Services Engine 2.1
- MSSQL Server 2008 R2

Configure

Step 1. MS SQL Basic Configuration

Configuration steps include creating a database and one user for ISE with permissions to access



that database.

Note: ISE supports only SQL authentication, not the Windows account. If you need to
change authentication mode, please refer to Change Server Authentication Mode

1. Open SQL Server Management Studio (Start menu > Microsoft SQL Server 2008 R2) and
create a database:
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2. Leave default options or adjust database settings as shown in this image:
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https://msdn.microsoft.com/en-us/library/ms188670.aspx?f=255&amp;MSPPError=-2147217396

3. Create a user and set permissions as shown in the images below:
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Selectapa % Seript ~ | Help
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Eﬁ User Mapping Login name: IISEDEUser ﬂl
| Securables " Windows authentication
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Password: Iu-u
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3 View connection properties

Users mapped to this login:

Map | Datab | User | Default Schema |
. ISEDB ISEDBUser =

- master
- model
- msdb
- tempdb

™| Guest account enabled for: ISEDE

Database role membership for: ISEDB

[v] db_accessadmin

[[] db_backupoperator

[v| db_datareader

[v] db_datawriter

[[] db_ddladmin

[[] db_denydatareader

[[] db_denydatawriter

Blaoow
[[] db_securityadmin

[vl public




Step 2. ISE Basic Configuration

Create an ODBC Identity Source at Administration > External Identity Source > ODBC and
test connection:

ODBC DB connection details
* Hostname/IP[:port] | bast-ad-ca.cisco.com
* Database name | [SEDB
Admin username | [SEDBUser

Admin password | eesesss

*Ti t .
'meout | 5 Test connection

* Retries | 1 Connection succeeded

* Database type ~ Microsoft SQL Sen| Stored Procedures

-(jE} Plain text password authentication - Not Configured

-(jE} Plain text password fetching - Not Configured

-{E} Check username or machine exists - Not Configured

-(jE} Fetch groups - Not Configured
«l» Fetch attributes - Not Configured

| Close

Step 3. Configure User Authentication

ISE authentication to ODBC uses stored procedures.The s resultset with this syntax:

Value Type

Result Integer

Group (for compatibility with ACS Integer or varchar(255)
4.2 only)

Account Info varchar(255)

Error String varchar(255)

For other procedures, refer to Cisco Identity Services Engine 2.1 Administration Guide

Tip: It is possible to return named parameters instead of resultset. It is just a different type of
output, functionality is the same.

1. Navigate to options and uncheck Prevent saving change that require table re-creation check
box (optional):

2. Create the table. Make sure you set the identity settings on the primary key. To set user_id as


http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_01101.html#id_10025

primary key, right click the column name:

SQLQuery2.sql - istrator (52))*  BAST-AD-CA.IS...dbo.ISE_Users™ | -
Column Name I Data Type I Allow Mulls |
2t user_id int I
m: USErname varchar {MAX) Il
_I password varchar {MAX) Il
L r

Caolumn Properties I

B Z -
Full-text Spedification Mo -

B Identity Specification Yes
(Is Identity) ;I
Identity Increment 1
Identity Seed 1
Final SQL.:

3. Run this query to insert one user:

4. Create a procedure for plain text password authentication (used for PAP, EAP-GTC inner
method, TACACS):

5. Create a procedure for plain text password fetching (used for CHAP, MSCHAPv1/v2, EAP-MD5,
LEAP, EAP-MSCHAPV2 inner method, TACACS

6. Create a procedure for check username or machine exists

7. Test created procedures:
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[ Constraints
[ Triggers
[ Indexes
[ Statistics
[ Views
[ Synonyms
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(=1 [ Stored Procedures
[ System Stored Procedures
db

New Stored Procedure. .
[£] dbo.Ist Modify

(3 Functions ‘
____[® [ Database T

Execute Stored Procedure...




Test other procedures in the same way.

8. Configure procedures on ISE and save:

ODBC List > ISE_ODBC

ODBC Identity Source
General Connection | | Attributes Groups
Stored procedure type | Returns recordset v
Plain text password authentication | ISEAuthUserPlainReturnsRecordset | @ &
Plain text password fetching | ISEFetchPasswordReturnsRecordset | i &
Check username or machine exists | ISEUserLookupReturnsRecordset |@ &
Fetch groups | | L
Fetch attributes | | L
Search for MAC Address in format = xx-xx-Xx-Xx-X%-XX wv| (@

9. Create a simple authentication rule using ODBC and test it:

v Authentication Policy

MAB : If  Wired_MAB OR Allow Protocols : Default Network Access and Edit| v
Wireless_MAB
Default use Internal Endpoints
Dot1X : If Wired_802.1X OR Allow Protocols : Default Network Access and Edit| v
Wireless_802.1X
Default use All_User_ID_Stores
7 test_aaa . If Radius:Service-Type EQUALS Login  Allow Protocols : Default Network Access and Edit| v

Default use ISE_ODBC



Overview
Event 5200 Authentication succeeded
Username odbcuser1
Endpoint Id
Endpoint Profile
Authentication Policy Default >> test_aaa >> Default
Authorization Policy Default >> Default
Authorization Result PermitAccess

Authentication Details

Source Timestamp 2016-06-08 11:04:07.004
Received Timestamp 2016-06-08 11:04:07.005
Policy Server bise236

Event 5200 Authentication succeeded
Username odbcuser1

Authentication Identity Store ISE_ODBC

Step 4. Configure Group Retrieval

Steps

11001
11017
117
15049
15008
15048
15048
15048
15004
15041
15006
15013

24852

24849
24850

24855

22037
15036
15048
15048
15048
15004

Received RADIUS Access-Request

RADIUS created a new session

Generated a new session ID for a 3rd party NAD
Evaluating Policy Group

Evaluating Service Selection Policy

Queried PIP - Radius.NAS-Port-Type

Queried PIP - Normalised Radius.RadiusFlowType (4 times)
Queried PIP - Radius.Service-Type

Matched rule - test_aaa

Evaluating Identity Policy

Matched Default Rule

Selected Identity Source - ISE_ODBC

Perform plain text password authentication in external ODBC database -
ISE_ODBC

Connecting to external ODBC database - ISE_ODBC
Successfully connected to external ODBC database - ISE_ODBC

Expect external ODBC database stored procedure to return results in a
recordset - ISE_ODBC

Authentication Passed

Evaluating Authorization Policy

Queried PIP - Radius.User-Name

Queried PIP - Network Access.UseCase

Queried PIP - Normalised Radius.RadiusFlowType (5 times)
Matched rule - Default

1. Create tables containing user groups and another used for many-to-many mapping:

2. Add groups and mappings, so that ODBCUSER1 belongs to both groups:

3. Create group retrieval procedure:

4. Map it to Fetch groups:

ODBC List > ISE_ODBC
ODBC Identity Source

General Connection | | Attributes Groups
Stored procedure type  Returns recordset v

Plain text password authentication | ISEAuthUserPlainReturnsRecordset | & &
Plain text password fetching | ISEFetchPasswordReturnsRecordset | i &
Check username or machine exists | ISEUserLookupReturnsRecordset & &

Fetch groups | ISEGroupsRetrieval | & &

Fetch attributes | ISEAttrsRetrieval @ &

Search for MAC Address in format  xx-xx-XX-XX-XX-XX v i

5. Fetch the groups and add them into the ODBC Identity Source:

¥beAdet EBpsie (many group:




4. Map it to Fetch attributes:

ODBC List > ISE_ODBC
ODBC Identity Source

General Connection
Stored procedure type
Plain text password authentication
Plain text password fetching

Check username or machine exists

Attributes

Returns recordset

| ISEAuthUserPlainReturnsRecordset

| ISEFetchPasswordReturnsRecordset

| ISEUserLookupReturnsRecordset

Groups

Fetch groups | ISEGroupsRetrieval |l & &
Fetch attributes | ISEAttrsRetrieval |6 &
Search for MAC Address in format  xx-XX-XX-XX-XX-XX v i
5. Fetch the attributes:
Select Attributes from ODBC
Sample User or Machine | odbcuser2 | i | Retrieve Attributes |
[] Name Type a Default Value Name in ISE
[] AwsomenessLevel STRING 100 AwsomenessLevel
[] UserType STRING admin UserType

6. Adjust ISE rules:

Conditions (identity groups and other conditions)

ISE_ODBC:ExternalGroups EQUALS
ODBCGroup1

ISE_ODBC:AwsomenessLevel EQUALS 100

Status
Group1Access

Rule Name

2 AwesomeUser

Default DenyAccess

PermitAccess Edit| v

PermitAccess Edit | v

Edit | v

m | Cancel |



Troubleshoot

If the connection is not successful, check windows event log. On ISE use command show

logging application prrt-management.log tail while attempting to connect.

Example of bad authentication mode:

vent Viewer

File Action View Help

e |
1] Event Viewer (Local) Application  Number
= Custom Views
= [ Windows Logs Date and Time Source Event ID | Task Category )
| Application 65/8/2016 11:08:07 AM MSSQLSERVER 33090 Server =
T Security \ Ol Logon
= Setup ‘C )‘Inﬂjrmaﬁnn 6/8/2016 11:03:39 AM MSSQLSERVER 18456 Logon
| System (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
—| Forwarded Events (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER. 5084 Server
2lo »'fplicaﬁnns and Services Logs (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER. 5084 Server
=| Active Directory Web Services (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER. 5084 Server
=| DFS Replication (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
] Directory Service (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
= z:rsdi;r:évem (i) 1nformation 5/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
= Internet Explorer ‘( )‘Informaﬁon 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
= Key Management Service ‘Q ;‘Informatinn 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
g j Microsoft ‘; ) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
= [ Windows (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER. 5084 Server
=1 API-Tracing I ‘; z‘InfUrmatinn 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| AppID ‘> <‘Informah'un 6/3/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Application Server-Applications (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Agzncaﬁnnfxperiengs (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Applocker (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Audio (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
_| Authentication User Interface (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
_| Bits-Client (i) Information 5/8/2016 11:02:23 AM MSSQLSERVER. 5084 Server
| CAPI2 (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| CertificateServicesClient-Creden (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
)
_| CertPolEng (i) 1ng i /209018 11:09:93 Am Meen eEpUED cnaa e
| Codelntegri
e CnrrupbedgFilteyRecovery-Client [EEEL 27 [ &3
:J CorruphedFileRe;:overly—Server T | Details |
_| DateTimeControlPanel
4
j g:gj:ﬁ.‘é:i Login failed for user 'babaland\administrator'. Reason: An attempt to login using SQL authentication failed. Server is configured for Windows
| Dhep-Nap-Enforcement-Client authentication only. [CLIENT: 10.48.39.236]
# 7] MHCP-Saruar

Example of user missing permissions to open database:

! Event Viewer

File Action View Help

|
@ Event Viewer {Local) =l Application Number
= Custom Views
[ |y Windows Logs
; Application 9
| Security (i) Information 113 MSSQLSERVER 3408 Server
= Setup ‘C )Information 6/8/2016 11:13:21 AM MSSQLSERVER 9688 Server
| System (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 9666 Server
—| Forwarded Events (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 9666 Server
=l L) Applications and Services Logs (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server
x| Active Directory Web Services (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17126 Server
+| DFS Replication (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26053 Server
=| Directory Service (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26053 Server
=1 DNS Server (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17201 Server
=| Hardware Events (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26022 Server
= IK':::::\:;;:;:; cervice (i) nformation 6/8/2016 11:13:21 AM MSSQLSERVER 26022 Server
= SJ Microsoft (: }Information 6/8/2016 11:13:21 AM MSSQLSERVER 26048 Server
= [ Windows ‘; ) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26048 Server
“| APL-Tracing | ‘; glnformation 6/8/2016 11:13:21 AM MSSQLSERVER 26022 Server
| AppID (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26022 Server
| Application Server-Applications (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17136 Server
| Application-Experience (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26013 Server
| AppLocker (i) information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server
| Audio (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server
| Authentication User Interface (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17663 Server
| Bits-Client (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server
| caP12 (i) Information 6/8/2016 11:13:20 AM MSSQLSERVER 958 Server
| CertificateServicesClient-Creden (i) Information 6/8/2016 11:13:20 AM MSSQLSERVER 17137 Server
_| CertPolEng (Ving i /209016 111290 AN MeSnI SEDVED 10n3n
| Codelntegri
= CorruptedgFiIt:Recovery—Client [ 2, [ BRI EET
| CorruptedFileRecovery-Server e |Detai|s|
| DateTimeControlPanel
-] DeviceSync
| Dhep-Client Login failed for user 'ISEDBUser'. Reason: Failed to open the explicitly specified database. [CLIENT: 10.48.39.236]
_| Dhep-Nap-Enforcement-Client
| NHCP-Server
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In order to troubleshoot DB operations, enable logging components odbc-id-store to DEBUG
level under Administration > System > Logging > Debug Log Configuation.

Logs are placed in prrt-management.log file.

Example for odbuser2:



