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Introduction

After deploying a Sourcefire User Agent, you may notice the Real-Time Status remains unknown after
following all of the configuration steps. This document provides instruction on how to change the status fror
Unknown to Available.

Symptom
The Domain Controller's firewall settings prevent the required RPC connections from being established. Th

User Agent uses RPC Dynamic Port connections to attach to the Domain Controller and establish real-time
monitoring.

Solution

Create an inbound firewall rule on the targeted Domain Controller using the Windows Firewall with
Advanced Security console, allowing the necessary connection from the User Agent to take place. An
example of settings and steps are shown below:

1. On the General tab, name the rule and select Allow the Connections.



SF User Agent - Realtime Properties m

Users and Computers | Protocols and Ports ] Scope I Advanced
General I Programs and Services

— General

Description:

[V Enabled

—Action
(\:'-A“\ &+ Allow the connections
L Allow only secure connections
I™' Bequire encyption
I” | Overide block rules
" Block the connections

Learn more about these settings

| 0K I Cancel Apply

2. On the Protocols and Ports tab, select the following items:

* Protocol type: TCP
* Local port: Dynamic RPC
* Remote port: All Ports



SF User Agent - Realtime Properties m

General | Programs and Services I
Users and Computers Protocols and Ports I Scope I Advanced I

— Praotocols and ports

Protocol type: x
> PP
Protocol number: I 5 3:

Local port: ID yhamic RPC ZI

Example: 80, 445, 8080
Remote port: IAlI Ports 3

Example: 80, 445, 8080

Interet Control Message Protocol Customize...
(ICMP) settings:

Learn more about protocol and ports

| oK I Cancel Apply
3. On the Scope tab, add the Remote IP address. Click Add to enter the IP address of User Agent host.

SF User Agent - Realtime Properties m

General I Programs and Services I
Users and Computers | Protocols and Ports Scope I Advanced l

—Local IP address
i AnylP addiess

Ll These IP addresses:

Add..

I
Edit... I

Hemove

—Remote IP address
& O AnylP addiess

L ¢ These IP addresses:

132.0.210 Add...

Edit... I

Hemove

Learn more about setting the scope

| oK I Cancel Apply




4. On the Advanced tab, select appropriate Profiles.

SF User Agent - Realtime Properties E

General I Programs and Services I
Users and Computers | Protocols and Ports | Scope  Advanced

— Profiles

L " All profiles

= (¢ These profiles:

[v] Domain
[y Private
[7] Public

—Interface types
! Specify the interface types to which this . I
| rule applies.

Edge traversal

« Edge traversal allows traffic coming to and from the Intermet
to bypass devices such as Network Address Translation
[NAT) routers.

™ Allow edge traversal

Learn more about these settings

| oK I Cancel Apply

Save the firewall rule, enable it and restart the Sourcefire User Agent service. Your real-time connection
status should now change from Unknown to Available.
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