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Introduction

This document describes how to install and uninstall a User Agent on the Microsoft Windows
operating system. Sourcefire User Agent monitors Microsoft Active Directory servers and reports
logins and logoffs authenticated via Lightweight Directory Access Protocol (

Prerequisites

Cisco recommends that you have knowledge of FireSIGHT Management Center, Sourcefire User
Agent, and Active Directory.

Installation Requirements

- TCP/IP access to the Active Directory servers
- Microsoft .NET Framework Version 4.0 (includes all dependencies of .NET Framework)

Installation of Sourcefire User Agent

1. Download the installer file from the Support site.
2. Copy the setup. exe file to the Windows system where you want to install the User Agent.
3. Double-click the Sourcefire User Agent Installer file. The setup wizard appears.

Note: If you do not have permissions to install new applications on the Windows host, you
can escalate to an administrative user with the appropriate permissions in order to start the
installation. In order to access the escalation option, right-click the Sourcefire User Agent 2.0
setup file and choose Run As. Choose an administrative user and provide the appropriate
password.If the installation requirements are not met, you will receive this message before
the Setup Wizard to download and install Microsoft .NET Framework Version 4.0. Click

Yes in order to go to the download Page. Follow the instructions to install Microsoft .NET
Framework Version 4.0.
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4. Once the installation of Microsoft .NET Framework Version 4.0 is complete, double-click the
Sourcefire User Agent Installer file once again. The setup wizard appears.

If you run a version of Microsoft Windows with User Account Control (UAC) enabled, you will
be presented with this dialog box after you double-click the Sourcefire User Agent Installer
file. Click Yes to allow the Sourcefire User Agent installer to make changes to the system.
Click No to cancel and exit the Sourcefire User Agent

installer.

& User Account Control

4 Do you want to allow the following program from an unknown
publisher to make changes to this computer?

Program name:  Ci\Jsers)
De...\Sourcefire User Agent 2.0.0-34 Setup.msi

Publisher: Unknown
File origin: Hard drive on this computer

j Show details

Change when these notifications appear

5. Click Next to continue with the Sourcefire User Agent Setup Wizard. Click Cancel to exit the
Sourcefire User Agent Setup Wizard.

L%
Welcome to the User Agent Setup Wizard f'

The installer will guide you thiough the steps required to install User Agent on your computer.

WARNING: This computer program is pratected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
of criminal penalties, and will be prosecuted to the marimum extent possible under the law.

Cancel < Back I Next > I




6. Click Browse to select the folder where you want to install the Sourcefire User Agent and
then click Next. Click Cancel to exit the Sourcefire User Agent Setup Wizard.

RSEY

Select Installation Folder .
SOURCE/re

The installer will install User Agent to the following folder.

T install in ts folder, chck "Mest”. To install to a different folder, enter it below or click "Browse".

Folder:
IE:‘»F‘rugram Files [#86)\Sourcefire\User Agenth, Browse. ..
Disk Cost...
Cancel < Back Mewt » I

7. Click Next to start the installation. Click Cancel to exit the Sourcefire User Agent Setup
Wizard.

=101
Confirm Installation Mf'

The installer is ready to install User Agent on your computer.

Click "Mexst" to start the installation.

Cancel < Back | Mext > I




8. Click Close after the Sourcefire User Agent Setup Wizard completes. The Sourcefire User
Agent is now installed. The Sourcefire User Agent starts as a service on the Windows

system.

i@a User Agent I —I—I' ml g

Installation Complete .
SOURGE] ire

User Agent has been successfully installed.

Chck "Cloze" to exit.

Please use Windows Update to check for any critical updates ta the MET Framewark.

Catcel < Back Cloze I

9. The Sourcefire User Agent adds a quick launch icon to the desktop of the Windows system.
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Configure

Sourcefire

User Agent

Uninstallation of the Sourcefire User Agent

In order to uninstall the Sourcefire User Agent 2.x, use one of these steps:

- Navigate to Control Panel > Programs > Programs and Features, choose Sourcefire User
Agent from the list, and click Uninstall.



- Navigate to the location where the Sourcefire User Agent setup file is located, right-click, and

Sourcefire_|

er_Agent_2. Install
0-34_Setupi= =T
Uninstall
Troubleshoot compatibility

Open with...

Share with
B Sourcefire
Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete
Rename

Properties

select Uninstall.

- In order to uninstall via the CLI, open a command prompt (you might need to it run as
Administrator), change directories to the location where the .msi file is located, and enter this
command: Note: In the previous example, the build number is 34. This build number changes
when the Sourcefire User Agent is updated. Verify the build number before you enter the
command.

Troubleshoot Uninstallation Issues

Symptom

- User Agent uninstallation fails.
- Services are still shown as running after you uninstalled it.

Solution

If the User Agent is not shown under Programs and Features in the Control Panel, you can simply
delete the User Agent service. In order to remove the service, open a command prompt as
Administrator and enter this command:

Caution: Use a space after the '="



You can also complete these steps in the services management console. In order to open the
console:

1. Go to the Start menu.
2. Run services.msc.

3. View the properties of the Sourcefire User Agent.

Once the service names are displayed, enter these commands in order to delete the service:

C:\Users\Administrator>sc delete "Sourcefire RUA Agent"
C:\Users\Administrator>sc delete "AgentService"

& Administrator: Command Prompt

CivlzerssAdninistrator?s

¢ delete "Sourcefire RUA Agent''
[EC] DeleteService BSUCCESE

GCisllzers Adninistrator?sc delete “AgentService"
sG] DeletesService SUWCCESS

Coullzerssidninistrator?

Note: Any files related to the FireSIGHT System might still be present on the machine and
need to be removed.



