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This document describes the configuration and verification of the Firepower, and the Secure Firewall
internal switch captures.

Prerequisites
Requirements

Basic product knowledge, capture analysis.

Components Used



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

The information in this document is based on these software and hardware versions:

Secure Firewall 31xx, 42xx

Firepower 41xx

Firepower 93xx

Cisco Secure eXtensible Operating System (FXOS) 2.12.0.x

Cisco Secure Firewall Threat Defense (FTD) 7.2.0.x, 7.4.1-172
Cisco Secure Firewall Management Center (FMC) 7.2.0.x, 7.4.1-172
Adaptive Security Appliance (ASA) 9.18(1)x, 9.20(x)

Wireshark 3.6.7 (https://www.wireshark.org/downl oad.html)

Background I nfor mation

High-Level Overview of the System Architecture

From the packet flow perspective, the architecture of the Firepower 4100/9300 and Secure Firewall
3100/4200 can be visualized as shown in thisfigure:
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Internal Switch Security Module

FTD/ASA

Data Plane (LINA) '
Snort Engine (FTD only)

Backplane/uplink

Front Interfaces

The chassis includes these components:

 Internal switch —forwards packet from the network to the application and vice versa. The internal
switch is connected to the front interfaces that reside on the built-in interface module or external
network modules and connect to external devices, for example, switches. Examples of front interfaces
are Ethernet 1/1, Ethernet 2/4, and so on. The “front” is not a strong technical definition. In this
document, it is used to distinguish interfaces connected to external devices from the backplane or
uplink interfaces.

» Backplaneor uplink —an internal interface that connects the security module (SM) to the internal
switch.

* Management uplink —an internal interface exclusive to Secure Firewall 3100/4200 that provides
management traffic path between the internal switch and the application.


https://www.wireshark.org/download.html

This table shows backplane interfaces on Firepower 4100/9300 and uplink interfaces on Secure Firewall

3100/4200:
Number of M aobed
supported Backplane/uplink Management uplink bped
Platform . : . application
security interfaces interfaces .
modules interfaces
SM1:
Firepower 4100 Internal-Data0/0
(except Firepower 1 Ethernet1/9 N/A
4110/4112) Internal-Data0/1
Ethernet1/10
Internal-Data0/0
Firepower 4110/4112 1 Ethernet/9 N/A
Internal-Data0/1
SM1: Internal-Data0/0
Ethernet1/9 Internal-Data0/1
Ethernet1/10
Internal-Data0/0
SM2:
Internal-Data0/1
Firepower 9300 3 Ethernetl/11 N/A
Ethernetl/12 Internal -Data0/0
SM3: Internal-Data0/1
Ethernet1/13
Ethernetl/14
SM1:in_data uplinkl Internal-Data0/1
Secure Firewall 3100 1 in_mgmt_uplink1
Management1/1
SM1: in_data uplinkl Internal-Data0/1
iﬂé in_data_uplink2 (only i n_mgmt_upl inkl Lr;tinal -Data0/2 (only
Secure Firewall 4200 1 ) )

in_mgmt_uplink2

Management1/1

Management1/2




In the case Firepower 4100/9300 with 2 backplane interfaces per module or Secure Firewall 4245 with 2
data uplink interfaces, the internal switch and the applications on the modules perform traffic load-balancing
over the 2 interfaces.

» Security module, security engine, or blade —the module where applications such as FTD or ASA
areinstalled. Firepower 9300 supports up to 3 security modules.

* Mapped application interface - the names of the backplane or uplink interfaces in applications, such
asFTD or ASA.

Use the show interface detail command to verify internal interfaces:

<#root>
>

show i nterface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up

Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active

Interface Internal-DataO/1 "", is up, line protocol is up

Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha_nlp_int_tap", is up, line protocol 1is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active
Interface Port-channel6.666 "", is up, line protocol is up
Interface Ethernetl/1 "diagnostic", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 8
Interface config status is active
Interface state is active



High-Level Overview of the Internal Switch Operations

Firepower 4100/9300

To make aforwarding decision the internal switch uses an interface VLAN tag, or port VLAN tag, and a
virtual network tag (VN-tag).

The port VLAN tag is used by the internal switch to identify an interface. The switch inserts the port VLAN
tag into each ingress packet that came on front interfaces. The VLAN tag is automatically configured by the
system and cannot be manually changed. The tag value can be checked in the fxos command shell:

<#root>

firepower#

connect fxos

firepower (fxos)#

show run int el/2

!Command: show running-config interface Ethernetl/2
!Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 11dp transmit
no 11dp receive
no cdp enable
switchport mode dotlg-tunnel

swi tchport trunk native vlan 102

speed 1000
duplex full
udld disable
no shutdown

The VN-tag is also inserted by the internal switch and used to forward the packets to the application. It is
automatically configured by the system and cannot be manually changed.

The port VLAN tag and the VN-tag are shared with the application. The application inserts the respective
egress interface VLAN tags and the VN-tags into each packet. When a packet from the application is
received by the internal switch on the backplane interfaces, the switch reads the egress interface VLAN tag
and the VN-tag, identifies the application and the egress interface, strips the port VLAN tag and the VN-tag,
and forwards the packet to the network.

Secure Firewall 3100/4200

Like in Firepower 4100/9300, the port VLAN tag is used by the internal switch to identify an interface.



The port VLAN tag is shared with the application. The application inserts the respective egress interface
VLAN tagsinto each packet. When a packet from the application is received by the interna switch on the
uplink interface, the switch reads the egress interface VLAN tag, identifies the egress interface, strips the
port VLAN tag, and forwards the packet to the network.

Packet Flow and Capture Points

Firepower 4100/9300 and Secure Firewall 3100

The Firepower 4100/9300 and the Secure Firewall 3100 firewalls support packet captures on the interfaces
of the internal switch.

This figure shows the packet capture points along the packet path within the chassis and the application:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA

?@
Backplane/uplink
&

Front Interfaces

)

Snort Engine (FTD only)

The capture points are:

1. Internal switch front interface ingress capture point. A front interface is any interface connected to the
peer devices such as switches.

2. Data plane interface ingress capture point

3. Snort capture point

4. Data plane interface egress capture point

5. Interna switch backplane or uplink ingress capture point. A backplane or uplink interface connects
the internal switch to the application.

The internal switch supports only ingress interface captures. That is only the packets received from the
network or from the ASA/FTD application can be captured. Egress packet captures are not supported.

Secure Firewall 4200

The Secure Firewall 4200 firewalls support packet captures on the interfaces of the internal switch. This
figure shows the packet capture points along the packet path within the chassis and the application:
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The capture points are:

1. Internal switch front interface ingress capture point. A front interface is any interface connected to the
peer devices such as switches.

2. Internal switch backplane interface egress capture point.

3. Data plane interface ingress capture point

4. Snort capture point

5. Data plane interface egress capture point

6. Internal switch backplane or uplink ingress capture point. A backplane or uplink interface connects
the internal switch to the application.

7. Internal switch front interface egress capture point.

Theinternal switch optionally supports bidirectional - both ingress and egress - captures. By default, the
internal switch captures packetsin the ingress direction.

Configuration and Verification on Firepower 4100/9300

The Firepower 4100/9300 internal switch captures can be configured in Tools > Packet Capture on FCM
or in scope packet-capture in FXOS CLI. For the description of the packet capture options refer to the
Cisco Firepower 4100/9300 FXOS Chassis Manager Configuration Guide or Cisco Firepower 4100/9300
FXOSCLI Configuration Guide, chapter Troubleshooting, section Packet Capture.

These scenarios cover common use cases of Firepower 4100/9300 internal switch captures.
Packet Captureon a Physical or Port-channel Interface

Use the FCM and CLI to configure and verify a packet capture on interface Ethernet1/2 or Portchannel 1
interface. In the case of a port-channel interface, ensure to select al physical member interfaces.

Topology, packet flow, and the capture points
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Configuration

FCM

Perform these steps on FCM to configure a packet capture on interfaces Ethernetl/2 or Portchannel 1:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

[ o sosion T

¢ Refresh

No Session available

2. Select the interface Ethernet1/2, provide the session name and click Save and Run to activate the

[SINNIS [nterfaces  Logical Devices  Security Engine  Platform Settings
Select an irstance:  frd] ~ = Cancel
ftdy Secsion Nami anl
Selected [nterfaces Ehametaf2
Buffer Sive 256 MB =
Snap length: 1518 Btan
Etharnatt/3 Store Packets Appand
Ll Capture Filter apply Fter [
Bthamast/y
FTD
Etharnati/s, Bharneti/10
Etharmant/s
{Bortchann.
Etharnan1/a
{Portchannaly

3. In the case of a port-channel interface, select al physical member interfaces, provide the session name
and click Save and Run to activate the capture:



Overview  Interfaces  Logical ces  Security Engine  Platform Settings

156 ME
1518 Bytes

[ 0. JEESS

= Capturs Filtes PO Cacture All

Select an instance:  fid] ~ Save and Run

System  Tools Help  admin

Save Cancel

FXOSCLI

Perform these steps on FXOS CL1 to configure a packet capture on interfaces Ethernetl/2 or Portchannel 1.

1. Identify the application type and identifier:

<#froot>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier STot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82

2. In the case of a port-channel interface, identify its member interfaces:

<#root>

firepower#

connect fxos

<output skipped>
firepower (fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

Native

No




S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 4( P) Et h1/ 5(P)

3. Create a capture session:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

For port-channel interfaces, a separate capture for each member interface is configured:

<#root>



firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/5

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

Verification

FCM



Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

Overview Interfaces Logical Devices Security Engine Platform Settings

e
G Refresh Capture Sesson Deiete Al Sessions
u capl Drog Count: 0 Buffer Size: 256 MB Snap Length: 1518 Bytes
Intarfacs Nama Filter Flle Skze {in bytes) Fila Momé Davice Namse
Ethamati/z Nane 28632 capl-athermat: 1-2-0.pcap a1 &

Portchannel 1 with member interfaces Ethernet1l/4 and Ethernet1/5:

€ Retrosh Cagture Seusn et Al Seamorn

u pl Drop Counts 0 Buffer Size: 256 MO Snap Length; 1518 Byles
Interisce Name Filter File Size (in bytes) Fila Wame Davics Rame
Ehemetl/s ne 150 cagl-gthernes-1-5-G.pcap fudl
hermetl/ e 854 3 G.pcap i

Verify the capture details in scope packet-capture:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nanme: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0O

Drop Count: O



Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 75136 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Port-channel 1 with member interfaces Ethernetl/4 and Ethernet1/5:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes



Error Code: 0
Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 310276 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 5

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-5-0.pcap

Pcapsi ze: 160 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture file for Ethernet1/2. Select the first packet



and check the key points:

1.
2.
3.

Ethernet1/2.

4. Theinterna

switch inserts an additional VN tag.

Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.
The original packet header iswithout the VLAN tag.
The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Tims

-~ 12022-07-13
2 2022-07-13
3 2022-07-13
4 2022-07-13
5 2022-07-13
5 2032-07-13
7 2032-87-13
B 2022-87-13
9 M22-07-13
10 2022-87-13
11 3622-87-13
12 2022-07-13
13 2022-07-13
14 2022-87-13
15 2022-97-13
16 2022-07-13
17 2022-87-13
18 2022-07-13
19 2022-07-13
28 2022-07-13
21 2022-07-13
12 1022-07-13
23 2022-07-13
24 2022-87-13
25 2022-07-13
26 2022-07-13
27 2022-07-13
8 2022-07-13
19 1022-07-13

@6:123158, 285080938
@6 123158, 285082858
86123155, 300040806
623155, 309153731
86:24:00. 333052190
86:24:00. 333056014
@5:34:81.357173530
@6 24101, 357174708
B6 124102, 3IB10TITAL
8612402, IB1ATA900
@61 34183, 485199041
86124103 . 405200261
86:24:04 . 429155683
@6 124184, 420156831
@6 124105, 453156612
@6 124505, 453150052
624506, ATTLITEET
624106, 477129899
6524507 .501251314
86524507 501293041
06124108, 525089956
@6:24:08, 525092068
@61 24109, 549236500
B6 124509, 549238564
8624510, 573118146
652410, 573112504
8624111 557086027
86:24:11. 597088170
86:24:12.621061022

»_Ethernet
S Wi-Tag
fASs T e man
..00 0000 0000 1010 ....
vane Buae

» Frame 1: 188 bytes on wire (854 bits)

BB 0N DOBR =
Type: B02.10 Virtual LAN (#x8186)

+f 802,10 Virtual LAN, PRI: O, DEI: @, ID: 102

[ T, + vane = Priority:

sl aeaa + eae. ® DEI: Ineligible
..., 0000 9110 0110 = ID: 102

Typg: IPvd (o

St [am— [ gk [ P e

102.0.2.100  198.51.100.100 THP 108 1 Ox0dec (40428) 64 Echo (ping) request
152.8.2. 188 198.51. 180, 188 ICHP 182 dxddes (48428} &4 Echo (ping) request
152.0.2.160  150.51.100.180 TEME 108 Dxedt (40656) &4 Echo :ping Fequest
152.0.2.1060  158.51.100.108 MR 102 Oxtedd (48656) 64 Echa (ping) request
152.8.2.100  158.51.100.108 ICHP 108 OxoF20 (40736) 64 Echo (ping) request
152.8.2.100  158.51.100.108 ICHP 1082 ax0F20 (40736) 64 Echo (ping) request
192.9.%. 128 198.51.180. 108 ICHR 188 Gx0f2d (40740) 64 Echo (ping) request
192.9.2. 180 198.51.100. 104 ICHP L Gxf2d (40740) 64 Echo (ping) request
162.8.2,100  198.51.100.1060 TCHP 108 OxofER (40840) 64 Echo (plng) request
162.0.2.100  196.51.100.180 TEHE 102 0x0fER (40840) 64 Echo (ping) request
152.8.2.168 158.51. 106,166 ICHP 108 @xad¥? (41875) &4 Echo (ping) request
152.8.2.168 1598.51. 188,168 ICHP 182 @xady? (410879) &4 Echo (ping) request
192.8.2.108 198.51. 180,188 ICHP 188 axalef (41231) &4 Echo (ping} request
192.9.2.100  198.51.100.100 TP 182 axalef (41231) &4 Echo (ping) request
192.9.2,100  198.51.109.100 e 108 fxaléa (41322) 64 Echo (ping) request
192,00, 2,100 198,51, 100, 100 ICHP 192 @xalba (41322) 64 Echo (ping) request
192.0.2,100  198.51.100.100 M 108 oxaled (41449) 64 Echo (plng) request
162.0.2.100  198.51.100.100 M 102 oxales (41443) 64 Echo (ping) request
192.8.2.100  198.51.109.100 ICHP 108 axalfe (41462) &4 Echo (ping) request
192.8.2.100  198.51.109.100 ICHP 182 axalfe (41462) 64 Echo (ping) request
192.0.2.100  198.51.109.100 ICHP 188 Bxaz57 (41559) 64 Echo (ping) request
192.0.2,180  198.51.100,180 IcHP 182 0xa257 (41559) 64 Echa (ping) request
192,0.2, 100 198,51, 100,100 ICHP 106 @xazad (41641) 64 Echa (ping) request
152,8. 2,188 198,51, 109, 188 ICHP 182 @xa2ad (41641) 64 Echo (ping) request
192.0.2.100  198.51.100.100 M 108 0xa3a45 (41797) 64 Echo (ping) request
192.8.2.100  198.51.100.180 ICHP 102 oxa3as (41797) 64 Echo (ping) request
192.8.2.100  198.51.109.100 ICHP 108 oxa3a3 (41881) 64 Echo (ping) request
192.8.2.100  198.51.100.180 ICHP 182 Bxa3ad (41681) 64 Echo (ping) request
192.0.2.109 198.51.100. 100 ICHP 106 @xa3dc (41948) 64 Echo (ping) request

108 bytes captured (854 bits) on interface capture we 1, id @
i b9:77:0e (56:97:bd:b9:77:00)

Direction: From Bridge
Pointer: wif_id
Destination: 18

= Looped: Mo

Reserved: &

wersion: @

Source: @

Best Effort (default) (@)

Internet Control Message Protocol

—
Internet Protocol Versiom 4, Src: 192.8.2.180, Dst: 198.5

%)

id=0unota,
1d=gne01a,
id=gne01a,
idngnepola,
id=ancoona,
ideancbola,
id-oxala,
id-gmioia,
id=ictiia,
id=ixiddia,
id=dxiddia,
id=ixidna,
id=gxeana,
id-expala,
id-expala,
id=gmo1a,
id=gmoona,
id=ixpana,
id=axela,
id=aeala,
id-awpala,
id-gxitla,
id=iia,
ld=inciiia,
id=gxidia,
idwxpgna,
idminciina;,
idwinciola,
idwanciala,

S8

gzie

seq=7/1702,
seqe7 1702,
seqe8/2048,
4éqe8/2048,
Seqe9/2304,
$0qe9/2304,
50q-10/2560, ttl-64 (no
50q-10/2560, ttl-64 (no
seqell/2816, ttl=6d4 (no
seqe11/2816, ttl=64 (mo
seqe12/3072, ttledd (mo
seqel2/ 3072, ttl=6a (no
seqe13/3328, ttl=6a (no
s0q=13/3328, ttl-64 (no
seq-14/3584, ttl-64 (no
seq-14/3584, ttl=-64 (no
seq=15/3840, ttl=64 (no
seq=15/3840, ttl=64 (no
Seq=16/4096, ttl=64 (no
seq=16/4096, ttl=64 (no
s0q=17/4352, ttl=64 (no
50q=17/4352, ttl=64 (no
seq=16/4608, ttl=64 (no
seqelB/4608, ttl=64 (no
seqeld/asid, ttl=64 (no
sequld/apsa, ttl=6a (no
SeqeR0/5128, ttl=64 (no
s0q=20/5128, ttl=64 (no
50Q=21/5376, ttle=64 (no

b2
L]
[
a7
L
1f
2f

7 e 00 50
o G0 88 09
ch 09 a7 64
f4 64 ce 62
1% 11 12 13
Xy 21 22 23
I 31 32 33

56 9d
a5 ea
cb 33
a0 oe
14 15
24 25
34 35

FEsponse
response
response
response
response
response
response
FEpOnse
response
response
FESPONSE
FESpOnSE
FESpOnSE
FESpOnSe
FESpOnSe
FESpONse
rEspOnse
FESpOnse

ttl=64 (no response foundl)
ttl=64 (no response foundl)
ttl=64 (o response found!)
ttl=ga (o response Found!)
ttl=gd (no response Found!)
tt1g4 (no response found!)

found )
found| )
found |}
found!)
found!)
Found!)
Found!)
Found | §
found| )
found| )
found| )
found )
found ! )
found! )
found!)
found 1)
found | )
found| )
found ! )
found! )
found! )
found! )
found )

26 B
e 49
o0 ae
ai a7
19 1a
29 2a

% ¥4

=53

1"8 $%&' ()"
o fB123 4567

Select the second packet and check the key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Ethernetl/2.




™ Tt Sourte Destrusen Protscsl

[ (] PIIL e
L2B5OER938  192.0.2.100 198.51.180. 108 IcHe 108 1

12922-087-13 86 Bxddec (4B428) 64 Echo (ping) request |id-8xiddla, seqe7/1702, ttl=64 (no response found))

2 2022-07-13 ¥ L2BSOEIRSE  192.0.2.188 198.51. 180, 168 ;-ICFP ]18\'2 64 Echa (pin pest | id=0uddla, seqe7/1702, ttl=64 (no response foundl)

3 2022-07-13 ¥ B0O4ERRE  152.8.2.188 198.51. 180, 108 ICHP 108 ping) request id=0xidia, seqef 2048, ttl=6d4 (no response foundl)

4 2022-07-13 86 L300153731  152.0.2.100  188.51.180.100 TeMe 182 Oxedd (40656) 64 Echo (ping) request id-oxddla, seqe=8/2048, ttlesa (no response Found!)

5 2022-07-13 86 333054150 192.8.2.160  158.51.109.188 1eHe 188 axoF20 (40735) 64 Echo (ping) request id=oxoola, seqe9/2304, ttl=sa (no responseé found!)

6 2022-07-13 861 .333056014  192.8.2.188  198.51.109.1088 (1] 182 ax0F20 (48735) &4 Echo (ping) request idegxddla, $eqe5/2304, ttlesd (no response found!)

7 2033-87-13 B6: £357L7IZI0 192.8.2.188 158.51.188. 188 ICHP 188 ox0fad (4a749) 64 Echo (ping) request id-8xpdla, seq-10/2568, ttl-64 (no response found!)

8 2022-07-13 86 JISTITATOR  102.0.2.100  198.51.100.108 TCHP 182 Gxofad (40743) 64 Echo (ping) request id-@xbdla, seq-10/2560, ttl-6d (no response found!)

9 2022-07-13 06 JIBLIOTITAL 192.0.2.160  198.51.100.100 TCHP 108 OxofER (40840) 64 Echo (ping) request id-Oxddla, seqe11/2816, ttl=64 (no response foundl)

18 2022-07-13 86 IEIOTASSD  192.0.2.108 198.51. 106, 168 ICHP 182 D0fal (Jand4d) &d Echo (ping) request id=dxddia, seqeii/28i6, ttl=64 (no response found!)

11 2023-07-13 86 L405150041  152.0.2.100  198.51.180.100 TEHE 108 0xad7? (41073) 64 Echo (ping) request id=8xddla, seqei2/3072, ttl=6d (no response found!)

12 2022-87-13 86 ABSIBOZE1  152.0.2.108 198.51. 186,168 ICHP 182 axad¥? (41875) &4 Echo (ping) request idedxtdla, seqe12/3072, ttl=64 (o response found!)

13 2022-87-13 @6: AZOL55683  192.0.2.100 198.51. 188,188 ICHP 1088 axalef (41231) 64 Echo (ping) request ideaxedla, seqe=13/3328, ttl=64 (no response found!)

14 2022-07-13 96:24:04 420156831 192.0.2.180  198.51.100.100 (] 182 axalef (41231) 64 Echo (ping) request id-exeona, seq-13/3328, ttl=64 (no response found!)

15 2022-07-13 96:24:05,453156612 192.0.2.190  198.51.190.100 (] 198 axaléa (41322) 64 Echo (ping) request id-ewmdla, seq-14/3584, ttl-64 (no response foundl)

16 2022-07-13 06 192.0.2,100  198.51.100.100 v 102 oxaléa (41322) 64 Echo (ping) request id-owsdla, seq-14/3584, ttl-64 (no response foundl)

17 2022-07-13 6 192.0.2,100  198.51.100.100 M 108 dxaled (41443) 64 Echo (ping) request id-exedla, seq=15/2840, ttl=64 (no response foundi)

18 2022-07-13 86: 162.0.2,100  196.51.100.100 M 102 Oxaled (41443) 64 Echo (ping) request ld=éxidla, seq=15/3840, ttl=64 (no response foundl)

19 2022-07-13 96 192.0.2.100  198.51.109.100 1M 108 oxalfe (41462) 64 Echo (ping) request id=8xedla, seqe=16/4098, ttl=64 (no response found!)

20 2022-07-13 6 192.0.2.100  198.51.109.100 IcHP 102 axalfe (41462) 64 Echo (ping) request id=oxedla, seqe16/4096, ttl=64 (no response found!)

21 2022-97-13 86 192.0.2.109 198.51.109. 108 ICHP 188 Axazs7 (41559) &4 Echo (ping) request id=8xedla, seq=17/4352, ttl=64 (no response found!)

12 1022-97-13 26 192.0.2, 109 198.51. 100,109 IcHP 182 @xa257 (4155%) 64 Echo (ping) request id-@xedla, seq-17/4352, ttl=64 (no response found!)

13 2022-97-13 26 192,0.2, 109 198,51, 100,100 ICHP 108 @xazad (41641) 64 Echo (ping) request id-gxidla, seqe16/4608, ttl-64 (no response found!)

24 2022-07-13 86 152,8. 2,189 198,51, 109, 184 ICHP 182 oxazad (41641) 64 Echa (ping) request id=gxedla, seqe18/4688, ttl=64 (no response found!)

25 2022-07-13 86:24:10,573118046  192.9.2.109 198,51, 109,104 ICHP 108 @xa3as (41797) 64 Echo (ping) request idegxedla, seqel®/4864, ttl=64 (no response found!)

26 2022-07-13 86:24:10,573112504  192.0.2.100  198.51.100.100 M 102 oxa3a5 (41797) 64 Echo (ping) request idsgxtdla, seqe1%/4864, ttlsGs (no response found!)

27 7022-07-13 86:24:11.597086027 192.0.2.100  198.51.100.100 1M 108 Axa349 (41801) 64 Echo (ping) request ide@xedla, seqe?e/s120, ttls6d (no response found!)

8 7022-07-13 86:24:11.597088170 192.0.2.100  198.51.180.100 M 182 Axa3an (41891) 64 Echo (ping) request idsaxpdla, seqs20/5128, ttlssd (no response found!)

29 7022-07-13 86:24:12.621061022 192.0.2.190  198.51.190.100 ICHP 108 Oxa3dc (41948) 64 Echo (ping) request ideexeéla, seqe21/5376, ttle64 (no response found!)
» Frame 2: 182 bytes on wire (B16 bits), 182 bytes captured (816 bits) on interface capture we 1, id @ WD 5B 97 bd b9 ¥7 8 80 50 56 90 e be 81 09 90 66 £
» Ethernet II, 5rc: Viware 9d:ed:be (90:58:56:0d:ef:be), Dst: Cisco b9:77:0e (58:97:bd:b9:77:0e) W10 B8 09 45 00 8 54 0d e 40 00 40 01 af @ O W0 B
J 802,10 virtual LAM, PRI: @, DEL: ©, 10: 102 W0 B2 64 ob 33 64 64 B8 99 de a2 00 1a 8 07 f4 6a ]

000 o vee. = Priority: Best Effort (default) (0) Rl e e :

. ee vun. = DEL: Ineligible 3 MuE 12 13 14 15 16 17 18 19 13 1b 2c 14 2 1F 20 N H 1

... 0008 0110 0110 = ID: 162 22 230345 26027 20029 2a 2b 2e dd 2e 2 30 31 CesXRT() "s,-.f00

32 33 34 35 36 37 234567

Internet Protocol Version 4, src: 192.0.2.100, Dst: 198.51.100.180
Internet Control Message Protocol 2

Open the capture files for Portchannel 1 member interfaces. Select the first packet and check the key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. Theinternal switch inserts an additional port VLAN tag 1001 that identifies the ingress interface
Portchannel 1.

4. Theinternal switch inserts an additional VN tag.

Mo Time Source Destination FProtocol Length FD FTL Info

r 12022-08-85 23:07:31.865872877 192.8.2.100 198.51.109. 160 e 108 | | ex3zze (12848) 64 Echo (ping) request | id=8x8e2d, seq=245/62720, ttl=64 (nc
2 2022-08-95 23:107:31.B65875131 192.0.2.189 198.51.109.180 IcMe 182 ox3zze (12846) 64 Echo (ping) request | id=exee2d, seq=245/6272@, ttl=64 (nc
3 2822-98-95 23:87:32.B67144598 192.8.2.188 198.51.1680. 180 TCMP las [-TEF 64 ECho (ping) reques id=8xee2d, seq=246/62976, ttl=64 (nc
4 2822-988-85 23:87:32.B67145852 192.8.2.184 198.51.180. 180 TP 182 @x32be (12985) &4 Echo (ping) request id=0x002d, seq=246/62976, ttl=64 (nc
5 2022-08-95 23:07:33.881902485 192.9.2.100 198.51.109.100 IcMe 108 ex3zde (13016) 64 Echo (ping) request id=exee2d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 192.8.2.189 198.51.169. 180 ICMP 182 exizde (13816) 64 Echo (ping) request id=8xeezd, seq=247/63232, ttl=64 (nc
7 2022-08-05 23:07:34.883040435  192.9.2.100 198.51.100.100 ICHP 108 ax3372 (13171) 64 Echo (ping) request id-0xee2d, seq=248/63488, ttl=64 (nc¢
8 2022-988-95 23:87:34.883051649 192.8.2.188 198.51.100.188 IcHe la2 ex3373 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
9 2022-08-95 23:87:35.883478016 192.8.2.184 198.51.100.188 IcMe 18 @x3427 (13351) &4 Echo (ping) request id=0x0e2d, seq=249/63744, ttl=64 (nc
19 2022-08-95 23:07:35.8834751%0 192.0.2.109 198.51.100. 100 ICHP 182 @x3427 (13351) 64 Echo (ping) request id=0xp@2d, seq=249/63744, ttl=64 (nc¢
11 2022-88-85 23:07:36.889741625 192.8.2.100 198.51. 108,188 IcHe 188 exidde (13534) 64 Echo (ping) request id=8xeezd, seq=250/6400@, ttl=64 (nc
12 2022-88-95 23:07:36.885742853 192.8.2.100 198.51.1080.188 IcMe 182 exddde (13534) 64 Echo (ping) request id=0x0e2d, seq=250/6400@, ttl=64 (nc
13 2022-08-95 23:07:37.913770117  192.0.2.109 198.51.100. 100 ICHP 103 @x35dc (13644) 64 Echo (ping) request id=oxp@2d, seq=251/64256, ttl=64 (nc
14 2022-88-85 23:087:37.913772219 192.8.2.100 198.51.100.188 ICMe 182 ex3sdc (13644) 64 Echo (ping) request id=8xeed, seq=251/64256, ttl=64 (nc
15 2022-88-85 23:07:38.9378259879  192.8.2.108 198.51.1080.188 ICHe 188 @x3602 (13826) &4 Echo (ping) request id=0x002d, seq=252/64512, ttl=64 (nc
16 2022-88-95 23:07:38.937831215  192.9.2.189 198.51. 109,109 IcHe 102 @x3602 (13826) 64 Echo (ping) request id=exee2d, seq=252/64512, ttl=64 (nc
17 2022-88-85 23:087:35.961786128 192.8.2.100 198.51.100.188 ICMe 188 exised (14861) 64 Echo (ping) request id=8xeeld, seq=253/64768, ttl=64 (nc
18 2022-08-95 23:07:39.961787284  192.90,2.109 198.51.100. 100 ICHe 182 @x3Ged (14061) 64 Echo (ping) request id=0x002d, seq=253/64768, ttl=64 (nc
19 2022-88-95 23:07:40.985773090 192.9.2.109 198.51. 109,109 IcHe 108 @x37ds (14293) 64 Echo (ping) request id=exee2d, seq=254/65024, ttl=64 (nc

< >

» Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ue_3, iu| oo az 76 f2 @8 @@ 25 80 580 56 9d e8 be 89 26 8@ 54 v- %P V- BT

> Ethernet II, Sre: VMware 9d:eg:be (00:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:f2:00:00:25) | 9010 90 8@ 81 @0 93 ed 28 80 45 80 90 54 321 le 40 0@ rrereee EeT2.8

WH-Tag 0020 48 81 1b 7f O 9@ B2 64 6 33 64 64 08 @0 le d& @ .- d -3dd

fd arme et e e E . = Direction: From Bridge 2/
Pointer: vif_id
Destination: &4

. = Looped: Mo 4
. = Reserved: o

= version: @

Source: @

96 2d 00 f5 a6 a2 od 62 00 @0 90 6@ 7a 2f @b @@ ------ b
80 60 00 06 16 11 12 13 14 15 16 17 18 19 1a 1b -0 coreen
1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 2a zb - 1'% $RAC ()7
2c 2d 2e 2f 30 31 32 33 34 35 36 37 2= /8123 4567

"

Type: 882,10 Virtual LAN (@x8108)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1891

B00. = Priority: Best Effort (default) (@)

i = DEI: Imeligible

ce.. 8011 1116 1801 = ID: 1801 3

Type: IPvd (Ox0B6D)
Internet Protocol Version 4, Src: 192.6.2.100, Dst: 198.51.100.160
Internet Control Message Protocol 2

Select the second packet and check the key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. Theinternal switch inserts an additional port VLAN tag 1001 that identifies the ingress interface
Portchannel 1.



No. Time Source Dastnation Frotocel Length PO FTIL o
12022-88-95 23:07:31.865872877 192.9.2.100 198.51.100. 1089 ICHP 1es 1 @x322¢ (12846) 64 Echo (ping) request | id=0x002d, seq=245/62729, ttl=64 (ng
2 2022-88-85 23:87:31.865875131 192.8.2.188 198.51.108. 188 ICHMP 182 lax32e (12846) 64 Echo (ping) request | id=exee2d, seq=245/62728, ttl=6a (ng
3 2022-88-85 23:87:32.867144598 .8.2.180 198.51.180.189 ICHP 188 @xa2ho (12985) 64 Echo {p1ng) request  id=0x002d, seq=246/62976, ttl=64 (nc
4 2022-08-95 23:07:32.867145852 .2.100 198.51.100.109 ICHP 102 ex32b9 (12985) 64 Echo {ping) request id-exeead, seq=246/62976, ttl=64 (nc
5 2922-88-95 23:87:33.8B1982485 <2188 198.51.198.189 ICMP 188 @x3zdg (13916) 64 Echo {ping) request id=exe02d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 L2180 198.51.190.189 ICHP 182 @x32de (13016) 64 Echo {ping) request id=0xe02d, seq=247/63232, ttl=64 (nc
7 2022-98-95 23:97:34,.883049425 .2.100 198.51.100.169 ICHP 168 2x3373 (13171) 64 Echo {ping) request id-exeead, seq=248/63488, ttl=64 (nc
8 2022-08-85 23:07:34.883051649 .2.100 198.51.108. 160 ICMP 182 ex3373 (13171) 64 Echo (ping) request id=ex@e2d, seq=248/63438, ttl=64 (nc
0 2022-88-05 23:87:35.883478016 .2.108 108.51.108.160 IcHp 108 0x3427 (13351) 64 Echo (ping) request id-0x002d, seq-240/63744, ttl=64 (nc
10 2022-88-05 23:87:35.883479190 .2.100 198.51.108.169 ICHP 102 ex3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=s64 (nc
11 2022-88-05 23:87:36.880741625 .2.100 198.51.108. 160 ICHP 168 ex3ade (13534) 64 Echo (ping) request id=0x@02d, seq=250/64000, ttl=64 (nc
12 2022-08-95 23:07:36.880742853 .2.1008 198.51.100.160 ICHP 182 ox3dde (13534) 64 Echo (ping) request id-0x802d, seq-250/64800, ttl=64 (nc
13 2022-88-05 23:87:37.913770117 2.100 198.51.108.169 ICHP 168 ex354c (13644) 64 Echo (ping) request id=2x@92d, seq=251/64256, ttl=64 (nc
14 2022-08-85 23:07:37.013772219 .2.100 108.51.108.100 b (] 182 Bx354c (13644) 64 Echo (ping) request id=@xee2d, seq=251/64256, ttl=64 (nc
15 2022-88-95 23:87:38.937829879 188 198.51.108.188 ICHP 18s @x3602 (13826) &4 Echo (ping) request id=-8xe@2d, seq=252/64512, ttl=64 (nc
16 2922-88-85 23:87:38.937831215 «l18e 198.51.108.18@ ICHP 182 @x36082 (13826) 64 Echo (ping) request id=@xee2d, seq=252/64512, ttl=64 (nc
17 2022-08-85 23:07:30.061786128 .19 108.51.108.160 1CHP 188 ex3Ged (14061) 64 Echo (ping) request id-exee2d, seq-253/64768, ttl-64 (nc
18 2022-98-05 23:87:39.961787284 108 198.51.100.169 ICHP 102 ex36ed (14061) 64 Echo (ping) request id-oxe02d, seq-253/64768, ttl=e4 (nc
19 2@22-88-85 23:87:40.9B577389@ <188 198.51.108.18@ ICHP 188 @x37ds (14293) 64 Echo (ping) request id=@xe92d, seq=254/65624, ttl=64 (nc
< >
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured {B16 bits) on interface capture ue 3, ia a2 76 f2 00 00 25 00 5@ 56 9d ef be 81 0@ 03 o9 W ReP Ve
Ethernet II, Src: VMware od:eB:be (@88:58:56:09d:eB:be), Dst: a2:76:f2:00:808:25 (a2:76:f2:08:00:25) 98 00 45 00 90 54 32 2e 40 00 40 01 1b 7f c@ @0 E--T2. @@
B92.1Q Virtual LAN, PRI: @, DEI: @, ID: 1081 92 64 c6 33 64 64 03 80 1le d6 00 2d 00 f5 a6 a2 cde3dd-c cc--
B8, .... ... ... = Priority: Best Effort (default) (8) ed 62 90 60 00 €0 7a 2f @b G0 0 00 00 00 12 11 b z/
I = DEI: Ineligible 3 12 13 14 15 16 17 18 19 1la 1b 1c 1d 1e 1f 20 21 = " !
L Be01 1118 1901 = 0 1961 22 23 24 25 26 27 28 29 2a 2b 2c 2d ze 2f 30 31 A3EE' () "+,-./01
32 33 34 35 36 37 234567
Type: IPv4 (@x8E8Q)
Internet Protocol Version 4, Src: 192.9.2.188, Dst: 198.51.188.188
Internet Control Message Protocol

Explanation

When a packet capture on afront interface is configured, the switch simultaneously captures each packet
twice:

 After theinsertion of the port VLAN tag.
» After theinsertion of the VN tag.

In the order of operations, the VN tag is inserted at alater stage than the port VLAN tag insertion. However,
in the capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag.

This table summarizes the task:

Capture Internal port
Task ap VLAN in captured |Direction |Captured traffic

point

packets
Configure and verify a |CMP echo requests from host
packet capture on Ethernetl/2 102 Ingressonly [192.0.2.100 to host
interface Ethernet1/2 198.51.100.100
Configure and verify a
packet capture on
interface Portchannel 1 |[Ethernet1/4 | CMP echo requests from host
) 1001 Ingressonly [192.0.2.100 to host

with member Ethernetl/5 198.51.100.100
interfaces Ethernet1/4 D
and Ethernetl/5

Packet Captures on Backplane Interfaces

Use the FCM and CLI to configure and verify a packet capture on backplane interfaces.

Topology, packet flow, and the capture points



Chassis
Internal Switch Security Module

FTD/ASA

e

192.0.2.100 Backplane

[

ICMP echo-reply

198.51.100.100

Configuration
FCM

Perform these steps on FCM to configure packet captures on backplane interfaces:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

[ o sosion T

¢ Refresh

No Session available

2. To capture packets on al backplane interfaces, select the application, then All Backplane Ports from
the Capture On the dropdown list. Alternatively, choose the specific backplane interface. In this case,
backplane interfaces Ethernetl/9 and Ethernetl/10 are available. Provide the Session Name and click
Save and Run to activate the capture:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance:  Rdl - -Ismm:m.m - —
. fd1 Session Name™ a1 |
Selected Interfaces L
Buffer Size 56 MB -
Ethemet1/2
Snap kength: 1518 Bytes
Store Packets [ overwite [T
Capture On P e =
Ethematl/3
Capity |
Ethermsetl/ 10
Al Badplane Ports
Ethematl/1

FXOSCLI



Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. Create a capture session:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/9

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/10

firepower /packet-capture/session/phy-port* #



set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

Verification
FCM

Verify the I nterface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

Overview Interfaces Loglcal Devices Security Engine Platform Settings System Teols Help admin

& Refresh Capture Session Deiete Al Sessons
- u capl Drop Count: O wperational State: up Buffer Size: 256 MB Snap Length: 1318 Bytes
Interface Name Filter File Size (in bytes) File Hame Device Hame
Ethernel e | home 194352 capl-ethernet- 1-10-0.peap fed1 &,
Ethamatt/9 No 296368 capi-sthamat- 1-9-0.pcap frd1

FXOSCLI

Verify the capture details in scope packet-capture:

<#root>

firepower#

scope packet-capture
firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl



Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-10-0. pcap

Pcapsi ze: 1017424 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-9-0.pcap

Pcapsi ze: 1557432 hytes

Filter:



Sub Interface: 0

Application Instance Identifier:

Appl i cation Nane:

Collect capturefiles

ftd

ftdl

Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.

Capturefileanalysis

Use a packet capture file reader application to open the capture files. In the case of more than 1 backplane
interface, ensure to open all capture files for each backplane interface. In this case, the packets are captured
on the backplane interface Ethernet1/9.

Select the first and the second packets, and check the key points:

1. Each ICMP echo request packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 103 that identifies the egress interface

Ethernetl/3.

4. Theinternal switch inserts an additional VN tag.

3 2022-87-14 20:20:36.514117304
4 2022-07-14 20:20:36.514119312
5 2022-07-14 30:30:37.537723822
6 2022-07-14 30:20:137.5377 26588
T 2022-07-14 30:0:17.5IBME1ES
B 2022-07-14 F:20:17.
5 2022-87-14 20:20: 18561776064
18 2022-07-14 20:20:18.561778319
11 2022-07-14 20:20:18.563048280
12 2022-07-14 20:20: 38562050333
13 2022-87-14 20:20:39 585677043
14 2023-07-14 20:20:39 585678455
15 2022-07-14 20:20: 39 585036554
16 2022-07-14 20:20: 30 585037008
17 3022-07-14 30:20:40.60%804804
18 2022-07-14 0:20:40 603807618
19 2022-07-14 20:20:40.610179685
20 2022-07-14 20:20:40.610181944
21 2022-07-14 20:20:41.633805153
22 3022-97-14 20:20:41.633806957

2% 2022-87-14 F0:210:42.657709858
26 2032-87-14 F0:110:42.657711668
27 2832-87-14 F0:70:42.65TI80675
36 2022-07-14 20:30:42.657981971
0 2022-07-14 20:30:43.681736607

192.8.2, 108
152.8.2, 103
158,51, 100, 180
IEG4E311 158.51. 108,180

23 2022-87-14 F0:30:41.634084102 158.51. 100, 180
24 2022-87-14 F0:30:41.634085368  158.51.100.100 192.0.2.180
152.0.2.1880
192.8.2.100
198.51.100.180 192.8.2.100
196.51.100. 100 192.0.2.100
192.8.2. 100

Wa. it Sauree Desmastan
12032-97-14 20:20:35 513854256  192.8.2.108 198.51. 188, 182
22022-07-14 20:20:36.513857280 192.0.2.100 108.51.108. 100

198.51. 100,100 192.9.2.100
198,51, 100,100 192.9.2.104
198,51, 100, 180
198,51, 100, 180

192.9.2.100
198,51, 100, 188
198,51, 100, 108
192, 8.2. 104
1928, 2. 100
1948, 51. 160, 184
198, 51. 160, 188

198.51.100. 180

168
108

FE

BxSO08 (22928)
DHS090 (22928
BRICIC (52268
Oxccic (52268)
OxSaH0 (23048)
OxSaH0 (21048
oxceah (52378)
oxceah (52378)
BxSab? (23223)
BxSab? (23223}
Bxcced (S2420)
Bxcced (52420)
BxShas (23366)
BxShas (23366)
excdid (52621)
oxcdsd (52621)
BxSh7b (23419)
oxSh7h (23419)
oxcdif (52623)
oxcdif (52633)
OxSh7e (33433)
oxSb¥e (234232)
oxceds (S2768)
Bxceds (52799)
exshfe (23536)
exshfe (23536)
excedd (52809)
Bxceds (52809)
Bx5c52 (23634)

Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture v g, id &

Ethernet 11, Src: Cisco b9:77:2d (58:97:bd:bd:77:2d)

Direction: To Bridge
Pointer: vif_id
pestination: @

Looped: No

Reserved: @ 4
version: @

Spurce; 19

o ¢
Effort (default) (@)
. = DEL: Imeligible 3

Sies D09 0110 9111 = ID: 103
Type:

IPva {mes!
Internet Protocel version 4, src: 192.8.2.100, Dst: 198.51.100,100
Internet control Message Protocel

Dst: VMware Sd:e7:50 (00:50:56:5d:¢7:50)

P Wi
&4 Echa (ping) reguest
&4 Echo (pi reguest

64 Echa (ping) reply
64 Echo (ping) reply
64 Echo (ping) request
&4 Echo (ping) request
&4 Echa (ping) reply
&4 Echo (ping) reply
&4 Echa (ping) request
&4 Echa (ping) réequest
&4 Echo (ping) reply
&4 Echo (ping) reply
&4 Echo (ping) request
64 Echo (ping) request
&4 Echo (ping) reply
64 Echo (ping) reply
&4 Echo (ping) request
64 Echo (ping) request
&4 Echo (ping) reply
&4 Echo (ping) reply
64 Echo (ping) reguest
&4 Echo (ping) reguest
&4 Echo (ping) reply
&4 Echo (ping) reply
&4 Echo (ping) request
&4 Echo (ping) request
&4 Echo (ping) reply
&4 Echo (ping) reply
64 Echo (ping) request

id=guee81, $0q-15/3840,
id-oxomel, soq-15/3848,
id-0wB681, s0q-15/3848,
id=0xB681, s0q-15/3848,
id=0x06H1, seq-16/4006,
Ld=0x0601, seq-16/4006,
Ld=0N0001, seq=16,4006,
Ld=0x0001, Seqe16/4096,
Pd=0x0001, S0q=17/4352,
Sd=0x0001, S0q=17/4352,
Dd=pwamal, Leqe17/4352,
id=0x0001, S0q=17/4352,
idepuaeal, seqe18/4603,
idepwdeal, soqe18/4603,
id=0x0B01, s0q-18/4608,
id-0x0001, seq-18/4608,
ide@dtol, seq-19/4864,
id-0xDBil, seq-19/4864,
1d-0x0001, seq-15/4864,
id=tedddl, seqe=i5/4B64,
fdetedddl, seqe=20/5128,
idetudidl, seqe28/5128,
id=oxdidl, seqe20/5128,
id=oxdedl, seqe20/5128,
ideoxaedl, seqe21/5376,
idexaeal, seqe21/5376,
idexoeal, seq-21/5376,
ide=0wB0n1, $0q=21/5376,
ide=0wB0a], seq-22/5632,

ttl=6a (no response found!)
ttl=6a (reply in 3)

ttl-64 (reguest in 2)
ttl-64

ttl-64 (no response foundl)
ttl-64 (reply in 7)

ttl=64 (reguest in &)
trl=6a

ttl=64 (no response foundl)
ttl=6a (reply in 11)
ttl=64 (request in 18)
ttl=ga

ttlegd (no response Found!)
ttlegd (roply in 15)
ttle64 (request in 14)
ttle6a

ttl=64 (no response foundl)
ttl=64 (reply in 13)
ttl=64 (request in 18)
ttl=64

ttl=6d (no response foundl)
ttl=6d (reply in 23}
ttl=ga (request in 22)
ttl=ga

ttl=ga (no response found!)
ttl=ga (reply in 27)
ttl=ga (request in 28)
ttl=g4

ttl=64 (no response foundl)

00 50 56 9d e? 50 58 97
00 02 B1 00 B3 67 08 B0
40 1 £4 1€ €0 00 02 64
B8 91 @8 af 29 7a do 62
00 90 88 80 10 11 12 13
1c 1d 1e 1f 20 21 22 23
2¢ 2d Ze 2f 30 31 32 33

bd b9 77 2d 89 26 0B 80
45 00 0B 54 59 90 40 B0
€6 13 64 64 08 00 22 68
B0 00 00 08 b3 d7 09 80
14 15 16 17 18 19 1a 1b
24 15 26 27 28 19 2a Ib
3 35 36 37

[ S 3
g E--TY B
@ d -38d-"h
T
18 S4B ()%
2= /0123 4567

Select the third and the fourth packets, and check the key points:

1. Each ICMP echo reply is captured and shown 2 times.
2. Theorigina packet header iswithout the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the egressinterface

Ethernet1/2.




4. Theinternal switch inserts an additional VN tag.

™ Timse p— Destratcn
1 2923~ L S13854256  192,9.2.180 198,51, 199, 108
2 M- SS1ZB5T289  192.9.2.1090 198,51, 199, 108
3 W22~ 514117394 198.51.100.109 192.0.2.108
A 2822~ .514119312  198,51.100.109 192.0.2.180
5 022~ L53TTZIEIT 192,9.2.109 198,51, 199, 108
6 20232~ LSITTR658E  192,9.2.100 198,51, 199, 103
7 W23 «SIBBM6165 198,51, 108, 199 192.8. 2,100
8 M- S53IBMEI1L 198.51.100.100 192.0.2.108
9 0922 SSE1FTE0GA  192.9.2.100 198.51. 100, 168
18 2022 561778318 192.9.2.100 198.51. 100, 160
11 2032 -S6IBMEIE8  198.51.100.100 192.0.2.100
12 2922~ L562050333  198,51,100. 190 192.0.2.100
13 2022~ LSESGTTR43  192.9.2.180 198.51. 100, 168
14 20332 - JSESGTRASS  192.8.2.100 198 51. 109, 168
15 20232 -8 JSHSO3E551  198.51.100.180 192.0.2.108
16 2822 (5ES03TO00  198.51.100.188 192.0.2.198
17 2822 - GOGRABAREA  192.8.2.100 198.51. 100, 168
18 2922~ CEQORATEIE  192.9.2.100 198.51, 190, 103
19 2022~ LE1D1ITO6E5 198,51, 100,190 192.0.2.100
20 2023 - 610181944 198,51, 100,100 192.0. 2,100
21 2022 -0 632005153 192.9.2.100 198.51. 100, 108
22 2022 633806997 192.9.2.100 198.51. 100, 160
23 2022 S634BR4102  198.51.100.180 192.0.2,188
24 2922 SB3ABESIGE 198,51, 100,108 192.0.2.180
25 2922~ SESTTOSE9E  192.9.2.180 198.51. 190, 163
26 202207 - SESTTLLEED  192.8.2.180 198.51. 100, 163
27 2022 SGETHEBETS  192.51.100.100 152.0.2.108
28 2022 657081971 192.51.100.180 1932.0.2.108
29 2022-07-14 20:20:43 681736697  192.9.2.1890 198.51. 100, 160

802.1Q virtual LAM (Ox8100)

Priority: Best Effort (default) (@)
v waes sane vews = DEL: Ineligible

©ree BO00 0110 0110 - 1D: 102
Type: IPvé (x0800)

Internet Protocol Version 4, Srci 198.51.100.109, DSt: 192.0.2.180
Internet Control Message Protocol

Lesgth *n
108 L]
108 a9
108

108 1

128 0
128 L]
188 axccab
108 axecsh
108 axsaby
108 axsaby
108 excced
108 xcccd
188 ex5ibdt
188 BxSban
108 axedsd
108 axcdad
183 ash7h
108 ax5b7b
108 xedaf
128 axcdaf
108 aushye
108 aush7e
108 [ 15T
108 B3I
188 ashfe
188 axsbfe
108 e eds
1028 Buceds
108 x5csd

Frame 3:
Ethernet II, Src: Cisco b3:77:0e (58:07:bd:bd:77:8e), Dst: VMware Od:zef:be {06:50:56:9d:e8:be)
A Wi-Tag
[N T Direction: To Bridge
B Pointer: wif id
Lol GOBD BIGB 0BDA Destination: @
sans Looped: N
Reserved: @
wversion: @
won SO0 D000 1010 = Source; 19

(22g928)

(23048
(52379)
(52379)
(23223)
(23223)
(52438)
(52420)
(23366)
(23366)
(52621)
(52621)
(23419)
(23419)
(52623)
(52623)
(23422)
(23422)
(52798)
(52790)
(23536)
{23535}
(52809)
(52809
(23634

168 bytes on wire (864 bits), 168 bytes captured (364 bits) en interface capture vd 8, id @

P e

64 Echo (ping)

o4 Eoho
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
6 Echo
G4 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo (ping)
64 Eche (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)

Ping
(ping}
(ping})
(ping)
(ping)
(ping)
(ping)
(ping}
(ping)
(ping)
(ping)
(ping)
(ping)
(ping}
(ping)
(ping)
(ping)
(ping)
(ping)

request

EqUeS
request
reply
reply
request
request
reply
reply
reguest
reguest
reply
reply
request
request
reply
raply
reguest
request
reply
reply
regiest
regiest
reply
reply
request

ld=imial,

ids@ueonl,
idegmenl,
ideamiaal,
1dmamiaal,
idexaoal,
idegx@aal,
ids@ueanl,
ideawenal,
idwamial,
1dmimiaa,
id=amooal,
idegxeaal,
ids@weoal,
ideaxenol,
id=gupaal,
1d=imiaat,
id =i,
idexaaal,
ideauaoal,
ideguanol,

B0 50 56 o 28 be
00 03 81 0 00 66
4B 81 c1 B8 c6 33
o2 81 0@ of B9 7a
o9 80 00 o 10 11
ic 1d e 1f 20 21
2c 2d 2 3 30 31

seq=15/3840,
seq=15/3840,
Seqe15/ 3848,
seqe15/ 3649,
seq=16/4006,
seq=16/8006,
Seqe16/8i6,
Seqele/ama,
s SeqElTFE352,
seqe17/4352,
seq=17/4352,
seqe17/8352,
sequ18/4608,
SequlB/a60E,
Seqe1B/ 608,
seqe18/4683,
seqe19/4864,
seqe10/4R64,
seqe10/aB6d,
Seqe10/4864,
Seqe20/5129,
5eqe20/5129,
58q=20/5120,
S8q=20/5120,
S8q=21/5376,
Seq=21/5376,
Seq=21/5376,
Seq=21/5376,
seq=22/5632,

ttl=
ttl=
ttl=
ttle
ttl
ttl
ttl
ttle
ttls
ttl
ttl
ttl
ttl
trl
ttl=
ttl
ttl=
ttl=
ttl=
trl
el
ttl
ttl
ttl
ttl
ttle
ttl=
ttl=
ttl-

58 &
0a o
(2]
08 63
12 13
22 13
17 33

frrtEcErprRRERRRERRRRER

64 (no response foundl)
64 (reply in 3)
64 (request in 2)

{no respense found! )
(reply in 7)
{request in &)

(no response Found!)
(reply in 11)
(request in 1@8)

{no response foundl )
(reply in 15)
(request in 14)

{no response found!)
(reply in 12)
(request in 18)

(no response found!)
(reply in 23)
(request in 22)

{no response Foundl )
(reply in 27)
64 (request in 26)

£

64 (no response Found!)

7 bd b 77 B¢ 89 26 0O OB

4% 80 00 54 ¢c 2e 9D OO
€8 80 B2 61 BR 8O 23 6B
@0 00 00 @0 b3 d7 09 Bl
14 15 16 17 18 1% 1a 1b
24 35 26 27 28 2% a b
34 35 38 37

.

foo BT
3dd d-+*h
b
1" $X&"()"+
18133 4567

Explanation

When a packet capture on a backplane interface is configured, the switch simultaneously captures each
packet twice. In this case, the internal switch receives packets that are already tagged by the application on
the security module with the port VLAN tag and the VN tag. The VLAN tag identifies the egress interface
that the internal chassis uses to forward the packets to the network. The VLAN tag 103 in ICMP echo
request packets identifies Ethernet1/3 as the egress interface, while VLAN tag 102 in ICMP echo reply
packets identifies Ethernetl/2 as the egress interface. The internal switch removesthe VN tag and the
internal interface VLAN tag before the packets are forwarded to the network.

This table summarizes the task:

Task .
point

Capture

Internal port

VLAN in captured

packets

Direction

Captured traffic

Configure and verify
packet captures on
backplane interfaces

Backplane
interfaces

102

103

Ingress
only

|CMP echo requests from host
192.0.2.100 to host
198.51.100.100

ICMP echo replies from host
198.51.100.100 to host
192.0.2.100




Packet Captureson Application and Application Ports

Application or application port packet captures are always configured on backplane interfaces and
additionally on the front interfaces if the user specifies the application capture direction.

There are mainly 2 use cases.

» Configure packet captures on backplane interfaces for packets that leave a specific front interface. For
example, configure packet captures on the backplane interface Ethernetl/9 for packets that leave
interface Ethernet1/2.

» Configure simultaneous packet captures on a specific front interface and the backplane interfaces. For
example, configure simultaneous packet captures on interface Ethernetl/2 and on the backplane
interface Ethernetl/9 for packets that leave interface Ethernet1/2.

This section covers both use cases.

Task 1

Use the FCM and CLI to configure and verify a packet capture on the backplane interface. Packets for which
the application port Ethernet1/2 isidentified as the egress interface are captured. In this case, ICMP replies
are captured.

Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA

Paort VLAM 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

v

Configuration
FCM

Perform these steps on FCM to configure a packet capture on the FTD application and the application port
Ethernetl/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:



Overview Interfaces Logical Devices Security Engine Platform Settings

SHEIGE Tools

Packet Capture

Help admin

Troubleshooting Logs

[Coriresesion T

¢ Refresh Delete Al Sessions

No Session available

2. Select the application, Ethernet1/2 in the Application Port dropdown list and select Egress Packet
in the Application Capture Direction. Provide the Session Name and click Save and Run to
activate the capture:

Overview Interfaces Logical Devices Security Engine Flatform Settings

Select an Instance: frdl - Save and Run Save Canced
oA Session Name® capl I
Selected Interfaces ot
Buffer Size 256 MB »
Ethernetl/2
Snap length: 1518 Eytes
Store Packets Append
Capture On fd -
nEl Apphcation Port
Ethernet1/3 - Ethemetl/2 5
FTD
Ethemetl/9, Ethemet1f10 Apphcation Captura DEaction Al Packets m
Capture Fiter Apply Filter m

Etharmatt/1

FXOSCLI
Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier STot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. Create a capture session:



<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create app-port 1 112 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session/app-port* #

set filter ""

firepower /packet-capture/session/app-port* #

set subinterface O

firepower /packet-capture/session/app-port* #

up

firepower /packet-capture/session* #
conmmi t

firepower /packet-capture/session #

Verification

FCM

Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)

increases:

[VERNENE Interfaces Logical Devices Security Engine  Platform Settings

u capl Drop Count: 0 Operational State: up
Interface Hama Filter Filae Size (in bytes)

2 - Etharmati/10 Hone 576

Nonsk 4360

Buffer Size: 256 MB

- 1175.peap

capl-vetharmat- 1036.peap

edl

& Refresh Capture Session Delete Al Sessicns

snap Length: 1518 Bytes

FXOSCLI

Verify the capture details in scope packet-capture:



<#root>

firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Application ports involved in Packet Capture:

Slot Id: 1

Li nk Nanme: 112

Port Nane: Ethernetl/2

App Name: ftd
Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:

Nanme: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9



Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 53640 bytes

VI an: 102

Filter:

Nane: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 1824 bytes

VI an: 102

Filter:

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture files. In the case of multiple backplane
interfaces, ensure to open all capture files for each backplane interface. In this case, the packets are captured
on the backplane interface Ethernet1/9.

Select the first and the second packets, and check the key points:

1. Each ICMP echo reply is captured and shown 2 times.

2. Theorigina packet header iswithout the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the egress interface
Ethernetl/2.

4. Theinternal switch inserts an additional VN tag.



o, T Sowrce Destraton Frstoosl [T FE T, i
12022-08-01 10:03:22.231237959  198.51.100.100  192.0.2.160 fla 2] 108 1 | exA2f8 (17144) 64 Echo (ping) reply | id=exp0l2, seqs1/3%6, ttl=sd
2 3023-88-91 10:03:33.331339747  198.51.100.100 192.0.2.100 =2 108 oxazfe (17144) 64 Echo (ping) reply | id=0x@012, seqe1/2%6, ttl=eq
3 2023-08-91 10:03:23.232204769  193.51.100.180 192.8.2.180 IcHe 188 WRRIHT T TTIIIT TECIO (PINES TEpTY  ideox@dl?, seqs2/512, ttlsed
4 20823-88-91 10:03:23.332247753 198.51.100.100 192.0.1.108 cHe 188 exa3bz (17331) 64 Echo (ping) reply  idsex@@12, seqs2/512, ttlsed
5 2023-88-91 10:03:24.234703981 198.51.100.100 192.0.2.108 MR 188 exaase (17562) &a Echo (ping) reply  id=x@@12, seqe3/768, ttlesd
6 2022-88-01 10:03:24.234706751 198.51.100.100 102.0.2.108 TCHP 188 exadse (17562) &d Echo (ping) reply  id=Gx@@12, seqe3/768, ttlesd
7 2022-98-01 10:03:25.258672440 198.51.100.100 102.0.2.108 ICHP 188 BxAd64 (17568) 64 Echo (ping) reply  ide@x@@12, seqe4/1024, ttls64
8 2022-98-01 10:03:25.258674861 198.51.100.100 192.0.2.100 IcHP 108 Ox4d64 (17508) 64 Echo (ping) reply  ide0xd0l2, seqed/1024, ttled
O 2022-08-91 19:03:26. 282663160 1098.51.100.180  192.9.2.10¢ IcMe 108 axddcy (17603) &4 Echo (ping) reply id=0@12, seqeS/1280, ttl-64
12 2022-08-01 10:03:26. 282666183 198,51, 100.180  192.2.2.100 IcHe 108 oxddcy (17603) &4 Echo (ping) reply idwixpidl2, seqes/1280, ttl-64
11 2022-08-01 10:03:27.306671604 108.51.100.100 192.9.2.100 IcHe 108 xddaT (17639) &4 Echo (ping) reply idwixdil2, seqeé/1536, ttl=64
12 2022-08-01 10:03:27. 306674378 198,51, 100.180  192.9.2.180 IcMe pL oxddeT (17639) 64 Echo (ping) reply id=0xD012, seqe6/1536, tTl=64
13 2022-08-01 10:03:28,330664677  198.51.100.100  192.9.2.100 IcHe 108 OxA550 (17744) 64 Echo (ping) reply  id=0x0012, seqs7/1792, ttl=6d4
14 2022-08-01 10:03:28. 330667153 108.51.100.100  192.9.2.100 IcHe 108 BxAS50 (17744) 64 Echo (ping) reply  id=0x0012, seqs7/1792, ttl=id4
15 2022-02-01 10:03:29.354705931  108.51.100.100  192.9.2.100 1cHP 108 04553 (17747) 64 Echo (ping) reply  id=0x0012, seqe8,/2048, ttl=éd
16 2022-02-91 10:03:29.350936706  198.51.100.100  192.9.2.100 1cHP 108 BxASS3 (17747) 64 Echo (ping) reply  id=0x0012, seqe8,/2048, ttl=sd
17 2022-02-91 10:03:10.378705204  198.51.100.100  192.8.2.100 1P 108 BxASaT (17215) 64 Echo (ping) reply  id=0x0012, seq=0,/2304, ttlssd
18 2022-02-01 10:03:10.378798172 198.51.100.180 192.8.2.100 oM 108 axasa7 (17815) 64 Echo (ping) reply  idegwd012, seqs9/2304, ttlsed
19 2022-02-91 10:03:11.402772217 198.51.100.180 192.8.2.108 MR 108 a (18042) 64 Echo (ping) reply  ideewd@l2, seqs18/2560, ttlssa
30 2023-08-01 10:03:31 402774775 108.51.108.180 192.8.2.10a ICHP 188 BwaG7a (180842) 64 Echo (ping) reply  ideewd@12, seq=18/2560, ttlssa
21 2023-08-01 10:03:32 426603254 108.51.100.180 192.8.2.100 TCHP 188 owaGaa (18058) 64 Echo (ping) reply  ideewp@12, seq-11/2816, ttlesa
22 2023-08-01 10:03:32 426605601 108.51.100.100 192.8.2.180 TcHP 108 oxdGRa (18058) &4 Echo (ping) reply  id-0xpe12, seq-11/2816, ttl-sa
]
Frame 1: 108 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture_ud 8, id o 98 58 56 9d o8 be 58 97 bd b9 77 0 89 26 0B B@ PV X - ow B
Ethernet I, Sre: Cisco b9:77:0e (SE:97:bd:ba:77:0e), Dst: VMware Sd:eS:be (09:58:56:9d:e8:be) 00 0a G100 OO 66 0F 00 45 00 00 54 42 i 00 00 LML
VH-Tag A0 01 43 b5 6 33 64 64 O 00 OF 64 B0 0D 00 04 @0 -3dd d
Direction: To Eridge 00 12 00 01 dd a4 eF 62 B 00 00 00 &3 B 09 0 b
Pointer: vif §d 00 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b
pastination: @ 1c 1d 1e 1f 29 21 22 23 24 3% 36 27 32 X9 1 2b "8 SXE" ()"
2c 2d 2e 2f 30 31 32 33 34 35 36 37 so:/B123 4567
. = Looped: Mo 4
. = Reserved: @
............ = Version: @
B0 GO0 1818 = Source: 19
_'Iyg\c: #02.10 Virtual LAN (@x8190)
FTF] sal LAN, PRI: @, DEI: @, ID: 197
.. = Priority: Best Effort (default) (@)
.. = DEI: Imeligible 3
s 2118 9118 = ID: 182
Type: IPvd {@x0d00)
Internet Protocol Version 4, Src: 198.51.100.100, Dst: 192.9.2.100
Internet Control Message Protocol

Explanation
In this case, Ethernet1/2 with port VLAN tag 102 is the egress interface for the ICMP echo reply packets.

When the application capture direction is set to Egressin the capture options, packets with the port VLAN
tag 102 in the Ethernet header are captured on the backplane interfaces in the ingress direction.

This table summarizes the task:

Capture Internal port VLAN

Task point in captured packets

Direction [Captured traffic

Configure and verify
captures on application (Backplane
and application port interfaces

Ethernet1/2

ICMP echo replies from host
198.51.100.100 to host
192.0.2.100

Ingress

102
only

Task 2

Use the FCM and CLI to configure and verify a packet capture on the backplane interface and the front
interface Ethernet1/2.

Simultaneous packet captures are configured on:

» Front interface — the packets with the port VLAN 102 on the interface Ethernet1/2 are captured.
Captured packets are ICMP echo requests.

» Backplane interfaces — packets for which Ethernet1/2 isidentified as the egress interface, or the
packets with the port VLAN 102, are captured. Captured packets are ICMP echo replies.



Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA

Port VLAMN 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Configuration
FCM

Perform these steps on FCM to configure a packet capture on the FTD application and the application port
Ethernetl/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

[ o sosion T

¢ Refresh

No Session available

2. Select the FTD application, Ethernet1/2 in the Application Port dropdown list and select All
Packetsin the Application Capture Direction. Provide the Session Name and click Save and Run
to activate the capture:

w Interfaces Logikal D

Select an instance: | ftdl = Save Cancel
frd1 | I Saseion Name®™ capl I

Selacted Interfaces Hone
Buffer Size 256 MB -

Ethaenatl/2
Snap bangth: 1518 Eytes
Store Packets | overarite [IEECTSE]
Capturs On td -

. Applcation Pon u

th,

Applcation Capture Direction [RTESER=SN Egress Facket

Capture Filter Apaly Fitar

Etheenatl/s

FXOSCLI



Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. Create a capture session:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port ethl/2

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

create app-port 1 linkl2 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session* #



enabl e

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session # commit

Verification
FCM

Verify the Interface Name, ensure that the Oper ational Statusis up and that the File Size (in bytes)
increases.

ystem Tocls Help admin

FXOSCLI

Verify the capture details in scope packet-capture:

<#froot>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes



Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 410444 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

AppTlication ports involved in Packet Capture:

Slot Id: 1

Li nk Nane: |ink12

Port Nane: Ethernetl/2

App Nane: ftd

Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9



Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 128400 bytes

VI an: 102

Filter:

Name: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 2656 bytes

VI an: 102

Filter:

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nternal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture files. In the case of multiple backplane
interfaces, ensure to open all capture files for each backplane interface. In this case, the packets are captured
on the backplane interface Ethernet1/9.

Open the capture file for the interface Ethernet1/2, select the first packet, and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. Theorigina packet header iswithout the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernetl/2.

4. Theinternal switch inserts an additional VN tag.



", Tome Sowe Cestinaton Frote Lesgth E FILL kit
~  12832-88-01 11:33:19.070693881 192.8.32.100 198.51.1080. 168 pie 3 108 1 ide@x@o13, seqe1f256, ttlsta (no response found!)
2 2032-88-81 11:33:19.070695347  192.8.2.100 198.51.160, 108 oM 182 excens (49161) 64 Echo (ping) request] id=8x@d13, seqe1/256, ttleid (no response found!)
3 2022-88-81 11:33:19.871217121  192.8.2.190 198.51.160, 108 oM 162 AUTE BT EERG (PIRgT el idegx@013, seqe1f256, ttlesd (no response found!)
4 2022-88-81 11:33:19.871218458  192.8.2.100 198.51.160. 108 oM 192 exceea (49161) 64 Echo (ping) request id=8x@d13, seqe1/256, ttlesd (no response found!)
5 2022-88-81 11:33:20.072036625 192.8.2.190 198.51.160. 108 oM 108 exceae (49326) 64 Echo (ping) request id=8x@d13, seqe2/512, ttlesd (no response found!)
6 2022-88-81 11:33:70.872038309 192.8.2.190 198.51.188, 188 pie. 182 Bxclae (49326) 64 Echo (ping) request id-Bw@e13, seqe2/512, ttleéd (no response found!)
7 1022-088-81 192.08.2.100 198.51.180. 108 IcHe 188 0xc167 (49511) &1 Echo (ping) request id-8x@e13, seqe3/768, ttle64 (no response found!)
8 2022-88-81 192.8.2. 108 198.51.100. 108 IcHe 192 0xc167 (49511) 64 Echo (ping) request id-@xes13, seqs3/768, ttle64 (no response found!)
0 2022-86-81 11:33:22.074576640 192.8.2.100 198.51.190. 108 o 198 @xc175 (49525) &1 Echo (ping) request id-@x@e13, seqed/1824, ttle6d (no response found|)
10 2022-06-01 11:33:22.074578018  192.9.2.100 198.51.100. 108 oM 102 exc1?s (49525) 64 Echo (ping) request id-@xd013, seqed/1024, ttle64 (no response found|)
11 2022-08-01 11:33:23,075779089  192.0.2.100 198.51.100. 108 1cHP 108 Bxc208 (40672) 61 Echo (ping) request id-gwd013, seqe5/1280, ttl=64 (no response found|)
12 2022-08-01 11:33:23.075761513  192.0.2.100 198.51. 100, 108 ToHe 192 BxCHE (19672) 64 Echo (ping) request id=dwd13, seqe5/1280, ttl=64 (no response found|)
13 2022-08-01 11:33:24,081839499  192.0.2.100 198.51. 100, 108 ToHe 108 wc211 (49681) 64 Echo (ping) request id-9wd13, seqe6/1536, ttl=6d (no response found|)
14 2022-08-01 11:33:24, 081841386  192.0.2.100 198,51, 100, 108 ToHe 192 oe211 (49681) 64 Echo (ping) request id=0wdd13, seqe6/1536, ttl=64 (no response foundl)
15 2022-08-01 11:33:25, 105806249  192.0.2.100 198.51.100, 108 ToMe 108 oxc2e? (4989%9) 64 Echo (ping) request id=0wd013, seqs7/1792, ttl=6a (no response foundl)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100, 108 Tome 102 oxcze? (4989%9) 64 Echo (ping) request id-9x@d13, seqs7/1792, ttl=éd (no response found|)
17 2022-08-01 11:33:26,129836278  192.0.2.100 198.51.100, 1080 Tome 108 oxcabs (S100) 64 Echo (ping) request id=owedll, seqs8/2048, ttl=a (no response found!)
18 2022-08-01 11:33:26,129838114  192.0.2.100 198.51.100, 100 1o 102 Oxeaba (So100) 64 Echo (ping) request id=owed13, seqsgf2048, ttl=a (no response found!)
19 2022-08-01 11:33:37,153828653  192.0.2.100 198.51.100, 100 1o 108 oxcate (S0204) 64 Echo (ping) request id-0wpd13, seqeo/23a4, ttl=éa (no respense found!)
20 2032-98-91 11:33:37,153830201  192.9.2.100 198.51.100, 100 oM 102 oxcates (50204) 64 Echo (ping) request id-0wdd13, seq=0/23a4, ttleéa (no respense found!)
21 2032-88-91 11:33:38.17784717%  192.9.2.100 198.51.100, 100 oM 108 Oxes16 (S0454) 64 Echo (ping) request id=0xp013, seqe10/2560, ttle=gs (no response found!)
22 2022-88-91 11:33:138.177849075 192.9.2.100 198.51.100. 100 oM 192 Oxes16 (S0454) 64 Echo (ping) request id=exB913, seq=10/2560, ttl=e4 (no response found!)
23 2022-88-91 11:33179.201804760  192.9.2.100 198.51.100. 100 1o 108 axcs7a (50552) 64 Echo (ping) request id=Bwdd13, seqs11/2816, ttls6a (no response found))
24 2022-98-21 11:33:29.701806488 192.8.7.100 198.51.188. 198 pie, 192 Bxc578 (58552) &4 Echo (ping) request id-ex@e13, seq=11/2816, ttl=6d (noc response found!)
25 2022-08-91 11:33:30.2235834765 192.0.2.100 198.51.180, 188 ple, 198 BucSAS (S8565) &4 Echo (ping) request id-x@813, seq=12/3872, ttl=cf (no rosponse found!)
26 2022-88-91 11:33:30.225836835  192.9.2.100 198.51.180. 108 IcHe 192 BxC5RS (5056%) &1 Echo (ping) request id-8w@@13, seqe12/3872, ttl=6d (no response found))
27 2022-08-81 11:33:31.240828055 192.8.2.100 198.51.180. 108 IcHe 198 BxcE18 (50712) 64 Echo (ping) request id-@xdd13, seq=13/3328, ttl=64 (no response found!)
26 2022-06-01 11:33:31.240831121 192.9.2.100 198.51.190. 108 1cHP 102 BxcE18 (50712) 64 Echo (ping) request id-@xdd13, seqe13/3328, ttl=64 (o response foundl)
20 2022-06-01 11:33:32.273867068 192.9.2.100 198.51.100. 108 o 108 BxcEaf (50767) 64 Echo (ping) request id-@wdd13, seqe14/3584, ttl=64 (o response foundl)
» Frame 1; 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on Interface capture wd 1, id @ 00 5§97 bd b0 77 de B0 50 56 9d eB be 8D Z5 BO D2 Xo-ow P V- R
» Ethernet 11, Src: Viware ddiedibe (09:90:56:0d:ea:be), Dst: Cisco bo:77:0e (58:97:bd:ba 77 de) - Bl 00 00 66 O 00 45 00 O 54 0 99 40 0O fro B Teo
Jvn-tag i B0 a3 €0 00 02 64 6 33 64 64 08 00 8d Te  @o-cocod Bddeec|
T — s = Direction: From aridge o0 01 £2 b9 o7 62 00 00 00 BB b 7F @6 B2 oooob e
T Plu Lo usdmREaD L
..00 BAG0 DOA 1010 .... = pestination: 10 20 oF 38 31 3% 35 34 35 36 537 s fLEs 2567
Looped: Mo 4
Reserved: @
Version: @
Source: @
1 802.1¢ virtual LAN, PRI: @, DEL: @, ID: 182
[ N . . = Priority: Best effort (default) (@)
or. L o . = DEL: Ineligible 3
cone B000 0110 0110 = ID: 102
|_Lipei 1Pvd {0x0200)
Internet Protocel version 4, Sroi 192.9.2.100, Dst: 198.51.100.100
Internet Control Message Protocol 2
Select the second packet and check the key points:
1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. Theorigina packet header iswithout the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.
™ Time. eann ot Lengeh PO PIIL o
1 7622-08-91 11:33119.070693081 198 51.160. 108 1o 108 1 ideEn13, seqelf256, ttlesd (no response found!)
| 2 1922.88-81 11233:19.0870695347 197.9.2.100 196 51160108 1o 102 P ideenB@13, seqe1/256, ttl=6d (no response found!)
3 2822-08-91 11:33119.071217121  192.9.2.180 198 51.160. 100 o 102 (ping) request idsex@e13, seqs1256, ttlssa (no response found!)
4 2922-08-81 11 9.871218458  192.9.2.100 198. 51.100. 100 1o 102 QxCPIS (49161) 64 Echo (ping) request id=expol3, seqe=1f256, ttlesd (no response found!)
5 2022-08-01 0.072036625  192.9.2.100 198, 51,100,100 1o 108 oxcae (49326) 64 Echo (ping) request id=ox0013, seq=2/512, ttl=64 (no response found!)
6 2022-08-91 11:33:20.072038399  192.9. 198, 51,100,100 1o 102 oxcae (49326) 64 Echo (ping) request id=ox0013, seq=2/512, ttl=e4 (no response found!)
7 2022-08-01 OTIE0Z0 192, 198, 51,109,100 1o 108 OxC16T (49511) 64 Echo (ping) request id=ox0013, seq=3/76s, ttl=e4 (no response found!)
8 2022-02-01 121.073208327 192, 198, 51,100,100 1o 102 OxC16T (49511) 64 Echo (ping) request id=owoe13, seq=3/768, ttl=64 (ne response found!)
9 222-08-01 192, 158, 51,1049 . 190 i, 1o BxclTS (49525) 64 Echo (ping) request id=owo913, seq=4/1024, ttl=64 (no response foundl)
19 2022-08-01 192 158, 51,1049 . 100 i, 102 @xclTE (49525) 64 Echo (ping) request id=owo913, seq=4/1024, ttl=64 (no response foundl)
11 2022-08-01 192.0.2.100 198, 51,100,100 1o 108 0xc208 (49672) 64 Echo (ping) request id-gx@13, seq=5/1280, ttl=64 (no response foundl)
12 2022-08-01 192.0.2.100 198, 51,100,100 ek 102 0xc208 (49672) 64 Echo (ping) request id-0x0013, seq=5/1289, ttl=64 (no respense foundl)
13 2022-08-01 192.0.2.100 196, 51,100,100 1o 108 0xc211 (49681) 64 Echo (ping) request id-0x0013, seqe=6/1536, ttl=64 (no response foundi)
14 2022-08-01 192.0.2.100 198, 51, 100.100 1o 102 0xc211 (49681) 64 Echo (ping) request id-0x0013, seqe=6/1536, ttl=64 (no respense foundi)
15 2022-08-01 192.9.2.100 196, 51.100.100 1o 108 Dxc2ez (49890) 64 Echo (ping) request id-0x0013, seq=7/1792, ttl=64 (no respense foundi)
16 2022-08-01 192.9.2.100 196, 51.100.100 i 102 0xc2ez (49890) 64 Echo (ping) request id-0x9013, seq=7/1792, ttl=64 (no response found)
17 2022-08-01 192.9.2.100 196, 51.100.100 i 108 oxc3ba (50100) 64 Echo (ping) request id-ox9013, seqe8/2048, ttl-64 (no response foundl)
18 2022-63-01 129838114 192.9.2.100 196 51.100.100 i LH fxc3ba (50109) 64 Echa (ping) request id-oweel3, seq-B/2048, ttl-64 (no respense foundl)
19 2022-63-01 -153628653  102.0.2.100 198.51.100.100 1o 1o PxcaTe (58294) &4 Fcha (ping) request id-oxeel3, seq-0/2304, ttle64 (no respense found!)
20 7032-68-01 -153830201  192.9.2.180 198.51.100 . 100 ICHP 182 Bxcais (50294) &4 Echa (ping) request id-ex9013, seq-9fz3ea, ttle6a (no response found!)
21 2932-085-01 SA77BATLTS  192.9.2.180 198.51.100 . 108 ICHP 188 Bxc516 (58454) &4 Echo (ping) request id-ex9e13, seq-18/2568, ttl=ca (no response Found!}
22 2032-088-01 <177BASDTS 198.51.100 . 108 ICHP 182 Bxcs16 (S8454) &4 Echa (ping) request ideexee13, seq=18/2560, ttl=ca (no response found!)
23 2022-88-91 11:33:29. 201504760 198, 51. 100 . 108 ICHP 168 BxcsiE (50552) &4 Echa (ping) request ideexee13, seq=11/2816, ttl=6a (no response found!)
24 2022-88-91 11 5. 201 BAGARE 198, 51. 100 . 108 i, 182 BxcsiE (50552) &4 Echa (ping) request id-ex9013, seqe11/2816, ttl=ga (no response Found!})
35 2022-08-81 11 6. 225834765 158, 51.160. 186 Tome 168 axcSES (58565) 64 Echa (ping) request id-oxd013, seq=12/3072, ttl=gd (no response Found!)
26 2022-08-01 11 8. 22536835 158, 51.160. 186 1o 182 axcSA% (S8565) 64 Echa (ping) request id-ox0013, seq=12/3072, ttl=gd (no response Found!)
27 2022-08-01 1.249828055  192.0.2.100 158, 51.160. 186 1o 168 axes18 (58712) 64 Echa (ping) request Ld-ox0013, seq=13/3328, ttl=gd (no response Found!)
28 2022-08-01 11:33:31. 249831121 182.8.2.108 158, 51,160,186 1o 182 axes18 (58712) 64 Echa (ping) reqeest Ld-ox0013, seq=13/3328, ttl=gd (no response Found!)
29 2022-08-01 11:33:32, 371867960 192.0.2.100 158, 51,160, 108 Tome 168 axcsaf (S8767) 64 Echo (ping) reqeest Ld-oxo013, seq=14/3584, ttle&d (no response Foundl)
<
» Frame 2: 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture_up_1, id @ W00 58 97 bd b9 77 @e 00 5@ 56 9d eB be £1 B0 0D 66 X ow PV f
»_Ethern I i o 156:56:9d: 08 i i77:0e (S8:97:bd:b9:77:0e) MO0 08 00 45 80 00 54 b @9 40 D0 40 01 8d a¥ cd W E-T- §-@
802.10 Virtual LAN, PRI: @, DEL: @, 1D: 102 W0 @2 64 ¢6 33 64 64 08 90 8d Fc 00 13 00 81 f2 b9 -d3dd- |
+ vees weis aeae w Priority: Best Effort (default) () W00 @7 62 00 00 00 00 cb 7 06 00 00 00 00 80 10 11 b
@ 1uvs aer aes = DEL: Eneligible 3 WAE 12 13 14 15 16 17 18 19 1a 1b ¢ 2d 1o 1f 0 211 oo 0 1
x i 2223 2425 26 27 28 29 24 2b e 2d 2e 2f 3 31 "WSEE() "+,-.f01
. @110 @118 = I 102 i i yiiny SN
o L 1)

Internet Protocol Version 4, Srei 192.0.2.100, Dst: 198.51.100.100
Internet Control Message Protecol 2

Open the capture file for the interface Ethernet1/9, select the first and the second packets, and check the key
points:

1. Each ICMP echo reply is captured and shown 2 times.
2. The original packet header is without the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the egress interface



Ethernetl/2.

4. Theinternal switch inserts an additional VN tag.

Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) om interface capture_ud 2, id @

8 58 56 9d o8 be 58 97

™ T e [rm— Frotoesi Longh PITL o

1 2022-08-01 11:33:19.071512698  198,51.180.100 192.9.2.100 ICHP 188 (28263 ) 64 Echo (ping) reply id=@od013, seqelf256, ttl=6a

2 2022-08-01 11:33:19.071514882 192.9.2.100 ICHP 108 {20263) 64 Echo reply idmod1d, seqe1/256, ttl=6a

3 2022-08-01 1 0. 072677302 192.9.2.100 ICHP 108 P TEETT] Loy PIV ide0wx0013, seqe2/512, ttlega

4 2022-08-01 1 0.072679384 192.9.2.100 ICHP 108 amaffh (20475) 64 Echo (ping) reply  ideo0013, seqe2f512, ttls=éa

5 2022-08-01 11:33:21.073913640 192.9.2.100 ICHP 108 OxSoac (20652) 64 Echo (ping) reply  ideo0013, seqe3/76E, ttl=sa

6 2022-08-01 11:33:21.073915699 192.9.2.100 ICHP 108 axSoac (20652) 64 Echo (ping) reply  id=@w0013, seqe3f76s, ttlssa

7 2022-88-01 11:33:22.075239381 192.9.2.100 1P 108 ax512e (20798) 64 Echo (ping) reply  ids@wd0l3, seqea 1624, ttlsca
8 2022-88-01 11:33:22.075241491 192.9.2.100 ICHP 108 ans1e (20798) 64 Echo (ping) reply  ids@wd0l3, seqea 1024, ttlsca
9 2022-88-81 11:33123.076447152 192.9.2.100 1P 168 ax51e9 (20037) 64 Echo (ping) reply  ids@wd0l3, seqe5 1280, ttlsca
10 2022-88-81 11:33123.076449303 192.9.2.100 e 168 ax51c9 (20037) 64 Echo (ping) reply  ideoud013, s0qe5/1388, ttl=ca
11 2022-88-91 11:33:24. 082407806 192.9.2.100 1P 108 ansiee (21134) 64 Echo (ping) reply  ids@wd013, seqe6/1536, ttle6a
12 2022-08-91 1 A DE2ATHE0D 197.9.2.100 ICHP 188 ax52Ee (21134) 64 Echo (ping) reply  ide@wddl3, seqe6/1536, ttlesd
13 2022-88-91 11:33:25,106362424 192.9.2. 108 ICHP 108 ax52af (21167) 64 Echo (ping) reply  ideocd013, seqe7/1702, ttlesd
14 3022-08-01 11:33:25, 106384540 192.0.2. 100 ICHP 188 ax5zaf (21167) 64 Echo (ping) reply  ide@wddl3, seqe7/1792, ttle6d
15 2022-08-01 11:33:26.130437851 102.0.2.100 ICHP 108 Bx53a6 {21414} &4 Echo {ping) reply idedoddl3, seqeR/1048, ttlesd
16 3022-08-91 11:33:26,130440320 192.9.2.100 ICHP 108 ax53ab (21414) 64 Echo (ping) reply 1d-0c00l3, seq-8/2048, ttl-c4
17 2022-08-91 11:33:27.154398212 192.9.2.100 ICHP 108 ax5ad6 {21574) 64 Echo (ping) reply ideincdid, seqe0/2304, ttl=G4
18 3022-08-91 11:33:27.154400198 192.9.2.100 ICHP 108 dx5446 (21574) &4 Echo (ping) reply Qd=fnoddid, seqe9/230d, ttl-64
15 2022-08-91 11:33:28, 178469866 192.0.2.100 ICHP 108 Ox5403 (21651) 64 Echo (ping) reply id=fnobdid, seq=10/2568, til-64
20 2022-08-91 11:33:28,178471810 192.9.2.100 ICHP 108 ex5403 (21651) 64 Echo (ping) reply id=foidid, seq=10/2568, til=64
21 2022-08-01 11:33:29,2023958069 192.9.2.100 ICHP 108 ax54fa (21748) 64 Echo (ping) reply  id=0x0013, seq=11/2816, ttl=64
22 2022-02-01 11:33:29,202390067 192.9.2.100 ICHP 108 axsafa (21748) 64 Echo (ping) reply  id=ox0013, seqe=11/2816, ttl=o4
23 2022-02-01 11:33:30,22039873% 192.9.2.100 ICHP 108 Bx5526 (21798) 64 Eche (ping) reply  id=0x0013, seqe12/3072, ttl=cs4
24 2022-08-01 11:33:30,220401017 192.9.2.100 ICHP 108 Bx5526 (21798) 64 Echo (ping) reply  id=@x0013, seqe12/3072, ttl=c4
25 2022-08-01 11:33:31.250387808 192.9.2.100 ICHP 108 axssf2 (22002) 64 Echo (ping) reply  id=@x0013, seq=13/3328, ttl=c4
26 2022-88-81 11:33131.250389971 192.9.2.100 ICHP 108 axssf2 (22002) 64 Echo (ping) reply  ids@wd@13, seqe13/3328, ttl=sa
27 2022-88-81 11133132.2748160811 192.9.2.100 e 108 Bx5660 (22112) 64 Echo (ping) reply  ide@xd0l3, seqe14/3584, ttlesa
26 2022-08-81 11:33132.274418229 192.9.2.100 e 108 BxS660 (22112) 64 Echo (ping) reply  ide@xd013, seqe14/3584, ttlesa
29 2022-08-81 11:33:33.298397657 198.51.100.100 192.9.2.100 IcHe 108 exs6e7 (22247) 64 Echo (ping) reply  id=@wd@13, sege15/3848, ttl=64

bd b0 77 Be 89 26 B0 0D

P X w &

Ethernet 11, Sre: Cisco BO:77:08 (SB:G7:bd:bo:77:08), DL: VMware O9d:es:be (00:50:56:0d:e8:be) B0 Ba B1 00 00 66 OF DO 45 OB 00 5S4 AF 27 00 0D f E-TO"
~ VN-Tag 49 @1 3e 86 ¢6 33 64 64 oD OD 02 64 00 00 95 V¢ CREREE ] d |
Buer seee sver shes sees wses mees seus ® DiFsetion: To Bridge 00 13 00 01 f2 b9 e7 62 00 O 00 00 cb 7F 06 0D b
- Pofnter: wif 14 00 00 90 00 10 11 12 13 14 15 14 17 18 19 1a ib
e el 1¢ 1d 1e 1f 306 31 22 23 34 35 26 27 28 35 24 2b "8 $XE" )%+
2c 2d 7e F 30 31 32 33 34 35 36 37 §-- 48123 2567
= Locped: Mo 4
= Reserved: &
ceee wess sees = Version: 8
ver seer eeas ... DOOG OROG 1018 = Source: 18
: 802,10 Virtual LAN (Bx8100)
"1Q Virtual LAN, PRI: 8, DEI: @, I0; 192
Siia i aiag ol = Priority: Best Effort {default) (0)
cosl eees siee vees = DED: Ineligible 3
wene D000 0110 0110 = ID: 102
Type: IPva {Oni8d)
Internet Protocel version 4, Src: 198.51,100.100, Dst: 192,0.2.100
Internet Control Message Protecol 2

Explanation

If the option All Packetsin the Application Capture Direction is selected, 2 simultaneous packet captures
related to the selected application port Ethernet1/2 are configured: a capture on the front interface
Ethernetl/2 and a capture on selected backplane interfaces.

When a packet capture on afront interface is configured, the switch simultaneously captures each packet
twice:

» After theinsertion of the port VLAN tag.
 After theinsertion of the VN tag.

In the order of operations, the VN tag isinserted at a later stage than the port VLAN tag insertion. But in the
capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag. In this
example, the VLAN tag 102 in ICMP echo request packets identifies Ethernetl/2 as the ingress interface.

When a packet capture on a backplane interface is configured, the switch simultaneously captures each
packet twice. The internal switch receives packets that are already tagged by the application on the security
module with the port VLAN tag and the VN tag. The port VLAN tag identifies the egress interface that the
internal chassis uses to forward the packets to the network. In this example, the VLAN tag 102 in ICMP
echo reply packets identifies Ethernet1/2 as the egress interface.

The internal switch removesthe VN tag and the internal interface VLAN tag before the packets are
forwarded to the network.

This table summarizes the task:

Task Capture point|Internal port Direction |Captured traffic




VLAN In
captured packets

ICMP echo replies from host

.B";‘C';p' ane 102 Ingress only|198.51.100.100 to host
Configure and verify intertaces 192.0.2.100
captures on application
and application port
Ethernet1/2 Interface ICMP echo requests from host
Ethernet1/2 102 Ingress only (192.0.2.100 to host
198.51.100.100

Packet Captureon a Subinterface of a Physical or Port-channel Interface

Use the FCM and CLI to configure and verify a packet capture on subinterface Ethernet1/2.205 or port-
channel subinterface Portchannel 1.207. Subinterfaces and captures on subinterfaces are supported only for
the FTD application in container mode. In this case, a packet capture on Ethernet1/2.205 and

Portchannel 1.207 are configured.

Topology, packet flow, and the capture points

Chassis
|y Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Configuration
FCM

Perform these steps on FCM to configure a packet capture on the FTD application and the application port
Ethernetl/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Overview Interfaces Logical Devices Security Engine Platform Settings System |WGGIEM Help admin

| Packet Capture Troubleshooting Logs

[ Cpreseron TR

€ Refresh ' Capture Session | | Delete Al Sessions

No Session available




2. Select the specific application instance ftd1, the subinterface Ethernet1/2.205, provide the session
name, and click Save and Run to activate the capture:

frd1 Session Hame® il

256 MB il

| Snap length: 1518

FTD
ermetLi®. Tthernetls10

3. In the case of a port-channel subinterface, due to the Cisco bug ID CSCvg33119 subinterfaces are not
visible in the FCM. Use the FXOS CLI to configure captures on port-channel subinterfaces.

FXOSCLI

Perform these steps on FXOS CL1 to configure a packet capture on subinterfaces Ethernet1/2.205 and
Portchannel 1.207:

1. Identify the application type and identifier:

<#froot>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier STot ID Admin State Oper State Running Version Startup Version Deploy Ty
ftd ftdl

1 Enabled OnTline 7.2.0.82 7.2.0.82 Container No R
ftd ftd2 1 EnabTed Online 7.2.0.82 7.2.0.82 Container

2. Inthe case of a port-channel interface, identify its member interfaces:

<#root>

firepower#

connect fxos


https://tools.cisco.com/bugsearch/bug/CSCvq33119

<output skipped>
firepower (fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 3(P) Et h1/ 3(P)

3. Create a capture session:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 205

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #



comni t

firepower /packet-capture/session #

For port-channel subinterfaces, create a packet capture for each port-channel member interface:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create filter vlan207

firepower /packet-capture/filter* #

set ovlan 207

firepower /packet-capture/filter* #

up

firepower /packet-capture* #

create session capl

firepower /packet-capture/session*

create phy-port Ethl/3

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #



set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

Verification
FCM

Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

Ovandiw Intedfaces Loghal Devices  Security Englne  Platform Settings

© Rebeih | Caplbus Sewon Dite. Ml sk

u capl Dwop Count: | operaticns state: up Dutter Sire: 156 M Smap Lengthc 1518 ytey

= - can
| 29t WO 1-3-0.pcag ey

Port-channel subinterface captures configured on FXOS CLI are also visible on FCM; however, they cannot
be edited:

€ Rebesh | Caphue Semon | Dl A Semons

O Cot: 0 [ orerasionsl siate: = P —— Smap Lengahc 1318 e

FXOSCLI

Verify the capture details in scope packet-capture:

<#root>



firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 9324 bytes

Filter:

Sub Interface: 205

Application Instance Identifier: ftdl

Application Nane: ftd



Port-channel 1 with member interfaces Ethernetl/3 and Ethernet1/4:

<#root>

firepower#

scope packet-capture

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 3

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-3-0.pcap

Pcapsi ze: 160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd



Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 624160 bytes
Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture file. Select the first packet and check the key
points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header hasthe VLAN tag 205.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.

4. Theinternal switch inserts an additional VN tag.



—

M. Tivsk Sinste Coriteastn Protidel g re PITL s

© 12022-08-84 07:21:56,993302102 192.0.2.100 198.51.100.108  ICM 12 1 Bxa574 (38260) 64 Echo (ping) request |id-8x8022, seqe1/256, ttle64 (no response found!)
2 2022-08-84 07:21:56,993303507 192.0.2.100 198.51.100.108  ICM9 102 ax9574 (38268 &4 Echo (pi post Jid-0x0022, s0q-1/256, ttle64 (no response found|)

3 2022-08-84 07:22:06. 204264777  192.8.2.108 198.51.160. 108 1cHP 12 oxdagl (39553 64 Echo (ping) request id-@x0022, seq-10/2568, ttl-sa (no response found|)
4 3022-08-84 07:32:06. 214267373  192.8.2.180 198.51.160. 108 Ik 182 exgagl (39553) 64 Echo (ping) request 1d-@x0022, seq-18/2568, ttl-6a (no response found|)
5 2022-08-84 07:22:07.215113393  192.8.2.180 198.51.160. 108 Tk 112 oxgac (39619) 64 Echo (ping) request id-8x0022, seq-11/2816, ttl-64 (no response found|)
6 2022-08-84 07:22:07.215115445  192.8.2.180 198.51. 100, 108 e 182 oxgacd (39619) 64 Echo (ping) requeest id-8x0022, seq-11/2816, ttl-64 (no response found|)
7 2022-08-84 07:22:08,229938577  192.0.2.180 198.51. 100, 108 Tk 112 exobad (39731) 64 Echo (ping) requeest 1d-0x0022, seq=12/3072, ttl=64 (no response found|)
8 2022-08-84 07:22:08, 220040820  192.0.2.180 198.51. 100, 108 Tk 182 exsba3 (39731) 64 Echo (ping) request 1d-0x0022, seq=12/3072, ttl=64 (no response foundl)
O 2022-08-84 67:22:09.253044601  192.0.2.180 198.51. 100, 108 Ik 112 oxocoe (I9950) 64 Echo (ping) requeest 1d-0x0022, seq=13/1128, ttl=64 (no response foundl)
10 2022-08-04 07:22:09, 2510460895  192.0.2.100 198.51. 100, 108 I 102 oxocoe (I99550) 64 Echo (ping) requeest 1d-0x0022, seq=13/1128, ttl=64 (no response foundl)
11 2022-08-04 67:22:10, 277953070 192.0.2.100 198.51. 100, 168 e 112 exgech (48139) 64 Echo (ping) requeest 1d-0x0022, seq=14/1584, ttl=64 (no response foundl)
12 3022-08-04 07:22:10, 277954736  192.0.2.100 198.51.100, 168 e 182 exgech (48135) 64 Echo (ping) reqeest 1d-0x0022, seq=14/1584, ttl=64 (no response found!)
13 3022-08-04 67:22:11,301531282  192.0.2.100 198.51. 180, 168 1M 112 exsdad (48324) 64 Echo (ping) request id-0x0022, seq=15/3840, ttl=64 (no response found!)
14 3022-08-04 67:22:11,301533600  192.0.2.100 198.51.180, 168 oM 182 exsdad (48324) 64 Echo (ping) request id-0x0022, seq=15/3840, ttl=6d (no response found!)
15 3022-08-04 67:23:12, 325536521  192.0.2.100 198.51. 108, 168 oM 12 exsda2 (48354) 64 Echo (ping) request id-0x0022, seqe16/40696, ttl=ba (no response found!)
16 3022-08-04 67:22:12, 325537895  192.0.2.100 198.51. 188, 168 oM 182 exsda2 (48354) 64 Echo (ping) réquest id-0x0022, seqe16/40696, ttlasd (no response found!)
17 3022-08-04 07:22:13, 326588040  192.0.2.100 198.51.188. 168 1M 12 Bx5ea7 (48455) 64 Echo (ping) réquest id-0x0022, $eqe17/4353, ttlasd (no response found!)
18 3022-08-04 07:22:13,326590258  192.8.2.100 198.51.180. 168 1o 182 Bx5ea7 (48455) &4 Echo (ping) réquest id-0x0022, $eqe17/4353, ttlasd (no response found!)
15 3032-08-04 07:22:14. 341544773  192.8.2.100 198.51.180. 168 1M 12 BnSeba (A0554) &4 Echo (ping) request id-8x0922, seqe18/4608, ttlet4 (no response found!)
30 2022-08-04 07:27:14.341545245  192.8.2.100 198.51.180. 168 100 182 Bxdeba [48554) &4 Echo (ping) request id-x0022, $eqe18/4608, ttlasd (no response found!)
21 3033-08-04 07:23:15.365041588  192.8.2.100 198.51.188. 168 oM 12 endefb (40699) &4 Echo (ping) request id-8xd022, $eqe135/4864, ttla5d {no response found!)
32 3023-08-D4 07:22:15.365043566 192.0.32.108 198.51.108, 160 oW 103 exdefb [48695) &4 Eche {ping) request id-0x0022, seq=19/4864, ttl=64 (no response found!)
23 3022-08-84 07:23:16.360973843  192.0.2.100 198.51.100. 168 TcH 112 exafel (48936) 64 Echo (ping) request id-8x0022, s0q-20/5128, ttle6d (no response found!)
24 3022-08-84 07:33:16.380975125  192.0.2.100 198.51.100. 109 N 182 exafes (40936) 64 Echo (ping) request i1d-@x8022, seq-28/5128, ttl-6d (no response found!)
25 2022-08-84 07:22:17,413936452  192.8,2.100 198.51.100. 109 bial 12 exa7o (41081} 64 Echio (ping) roquest id-@x0022, seq-21/5376, ttl=sa (no response found!)
26 2022-08-84 07:22:17,413038000  192.8,2.100 198.51.160. 108 1CHP 182 oxad70 (A1081) 64 Echio (ping) request 1d-@x0022, seq-21/5376, ttl-6a (no response found|)
37 2022-08-84 07:22:18.437954335 192.8.2.100 198.51.160. 108 1P 12 exalle (41246} 64 Echo (ping) request 1d-8x0022, seq-22/5632, ttl-64 (no response found|)
<
+ Frame 1: 112 bytes on wire (856 bits), 112 bytes captured (896 bits) on interface capture ud 1, id 8 6000 a2 76 F2 00 00 1b NS 90 8 be 89 26 80 54
s Ethéernet 11, Sre: VMware 9d:e8:be (80:50:56:0d:e8:be), Dit: a3:76:F2:00:00:1h (a2:76:72:00:00:1b) G010 00 03 81 00 80 66 81 00 00 cd A8 00 45 00 00 54
Jwi-Tag 10 95 74 40 90 40 91 b2 38 €0 09 02 64 o6 33 64 64
N e i s i = Birection: From Bridge 62 02 eb 95 06 22 00 @1 38 73 eb 52 00 08 02 00
A o) Polnter: vif d9 9d 00 00 00 09 00 @0 10 11 12 13 14 15 16 17

13 19 1a b 1c 1d 1e 1f 2@ 3N 22 23 24 35 26 37 1"aguR"

inat jon: :
DS InuTdon 0 28 20 2a 2b 2c 2d 2e 2F 30 31 32 33 34 35 36 37 ()%, ./ 01234567

Looped: No 4
Reserved: @

Versiom: @

- BRGD BROD BRGD - Scurcer @

!xE Rili) F\Firlual LAN (fxE100) -
o 802.3¢ Virtual LAN, PRI: @, DEI: @, ID: 182

e . = Priority: Best Effort (default) (8}
sedlbssin = . = DEL: Ineligible 3
o BROD B116 9116 - ID: 102
3 002,10 Virtual LAN (Ox@iod
802,10 Virtual LAN, PRI: @, DEI: @, 1D: 285
B, .. oeeae we.. = Priority: Best Effort (default) ()
ol waxe waae = DEL: IReligible

. BOOD 1108 1181 - ID: 205 2
Type: IPvd {Ox000)
Trtérnet Protocel Version 4, Sré: 192.9.2.100, Dit: 198.51.100.150
Internét Control Méssage Protocol

..00 DOOD D101 D108

Select the second packet and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. Theorigina packet header has the VLAN tag 205.

™ s - Demaston Fromuast = 3 FITL W
12822-08-84 07:21156.993302102  192.0.2.100 192.51.100. 109 ToMp 12 1 (38260) 64 Echo (ping) request |id=ow0az2, seqs=1/256, ttl=64 (no response found!)
2 2022-02-84 07:21:56.993303507  192.0.2.100 198.51.100. 100 IR 182 (38268) | &4 Echa (pi uest |ideoudoz?, seq=1/256, ttls=gd (no response found!)
3 20822-08-04 07:2 192.0.2.100 192.51.100., 100 1M 12 (39553) 64 Echo (ping) request id=ow022, seqe18/2560, ttl=sa (no response found!)
4 2022-08-04 07 192.0.2. 100 192, 51,100,100 i 182 (30553) 64 Echo (ping) request id=0w022, seqe1a/2560, ttl=sa (no response found!)
5 2022-08-04 07 192.0.2. 100 192, 51. 100, 100 (] 12 ox0ac3 (39619) 64 Echo (ping) request id=owe?, seq=11/2818, ttl=ed (no response foundl)
6 2023-08-04 07 192.0.2. 100 198.51.100. 100 M 102 oxoacy (39619) 64 Echo (ping) request id=ox0022, seq=11/2816, ttl=&d (no responce found!)
7 2022-08-04 192.0.2. 100 198.51.100. 100 M 112 oxob3y (30731) 64 Echo (ping) request id=ox0022, seq=12/3072, ttl=64 (no response foundl)
B8 2022-08-04 192.9.2.108 198,51, 100, 189 1cme 102 ex0b3d (39731) 64 Echo (ping) request i1de=0xo022, seqe12/3072, ttl=64 (no response foundl)
9 2022-08-04 192.9.2.100 198,51, 100, 100 1cme 112 fx0ce (39959) 64 Echo (pimg) request idedddld, seqeid/332@, ttl=td (no response foundl)
12 2022-08-24 192.9.2.100 198,51, 100, 100 Icme 102 fx0ce (39959) 64 Echo (pimg) request ide@wddl2, seqeid/3328, ttl=td (no response foundl)
11 2022-06-24 192.9,2. 100 198,51, 100, 100 Icme 12 dxOcch (40139) 64 Echo (ping) request ide@eddla, ttl=64 (no response foundl)
12 2032-06-04 192.9,2. 108 198.51.100. 100 Icme 102 fxfcch (40139) 64 Echo (ping) request ide@uodla, ttl=64 (no response foundl)
13 2032-06-84 1.391931262  192.0.2. 18 198.51.100. 100 IcMe 12 @cdid (48524) &4 Echo (ping) request 1de@wde22, seqe=15/3848, ttl=&d (no response foundl)
14 2032-08-84 1.391033608  192.0.2. 18 198,51 100, 100 Icme 102 @cfdid (48E2) &4 Echo (ping) request ide@wde22, seqe=15/3848, ttl=&d (no response foundl)
15 2032-98-84 2.325936521  192.0.2.100 198.51.100. 189 Icme 12 ncfdar (48E5L4) 64 Echo (ping) request id=2xB022, seq=16/4806, ttle&d {no response found!)
16 2022-08-84 2.325037895  192.9.2.1080 198.51.168. 189 ICHP 182 exfdaz (A8354) &4 Echo (ping) request id=2xdez2, seqe=16/4896, ttl=sd (no response Found!)
17 2022-08-84 07:22113.326988048  192.9.2.100 192.51.108. 109 (] 12 X007 (4B455) 64 Echo (ping) request id=Pw®az2, seqs=17/4352, ttl=6d (no response found!)

18 2032-92-84
19 2022-05-84

3.326990258  192.9.2.109 192.51.100. 109 ToHe 182 BxOe7 (48455) 64 Echo (ping) request id=ew®az?, seqs=17/4352, ttl=6d (no response found!)
2341948773 192.0.2.100 198.51.100. 100 TP 12 xgeBa (48554) 64 Echo (ping) request id=x9az2, seq=13/4688, ttl=sd (no response found!)

20 2022-08-04 2341946249 192.0.2.109 198.51.100., 100 1oHe 182 x9eBa (40554) 64 Echo (ping) request id=ox@az2, seq=18/4688, ttl=6d (no response found!)
21 2022-08-84 5.365941568  192.0.2.100 198,51, 100, 100 1M 12 oxgefh (40699) 64 Echo (ping) request id=ox@z?, seq=19/4864, ttl=6d (no response foundl)
22 2022-08-04 07:22:15.365942566  192.0.,2.100 198,51, 100, 109 M 102 oxgefh (a0699) 64 Echo (ping) request id=oxo0z2, seq=19/4864, ttl=s6d (no response found!)

23 1032-08-04 07
24 1032-08-04 07

6.385973843  192.0.2.100 198,51.100. 100 1eHe 12 oxsfes (a0936) 64 Echo (ping) request id=oxp0e2, seq=20/5120, ttl=6d (no response foundl)
6.385975129  192.0.2.100 198,51.100,109 1He 102 ousfed (40936) 64 Echo (ping) request id=oxe022, seq=20/5120, ttl=64 (no response foundl)

25 W032-08-04 07 T.313936452 192,02, 108 198,51, 109, 109 ICHP 12 fxadra (41881) 64 Echo (ping) request id=0xo022, seqe=21/5376, ttl=6d4 (no response foundl)
26 1W022-08-04 07 T.417938099  192.0,2. 108 198,51, 109, 189 ICHP 102 fxadTe (41881) 64 Echo (ping) request ide=0xddi2, seqe=21/5376, ttl=64 (no response foundl)
2F MW022-08-04 07 22118,437954335  192,0,2. 100 198,51, 109, 109 ICHP 12 dxalle (41246) 64 Echo (ping) request ld=0xd0i2, seqe=22/5632, ttl=64 (no response foundl)
> Frame 2: 102 bytes on wire (516 bits), 102 bytes captured (816 bits) on interface capture ue 1, id @ G000 aZ 76 12 00 00 1b 00 50 56 % €8 be B1 00 9 cd v PV
» Etherpet 1T, Src: VMware Sd:ed:be (00:50:56:9d:edibe), Dsti a2:76:f2:00:00:1b (a2:76:f2:00:00:1b) et OF O 45 00 0D 54 95 T4 40 B0 40 01 bB 38 ob B E--T-t g-@ -8
$02.1Q virtual LAN, PRI: ©, DEI: @, ID: 285 02 02 64 ¢6 33 64 64 08 B0 &b 95 90 22 00 01 88 73 d-3d8d R 1
[ P— = Priority: Best effort (default) (@) Sl b2 MR B0 A0 MM MENN D b
o R - DEI: Ineligible P04 12 13 14 15 16 17 18 1% 1a 1b 1c 1d 1e 1f 20 21 I
0000 N GUST 22 X3 24 25 26 2T 2B XY 2a b 2c 2d 2e f 30 31 CWRER'() ", -.000
b SRR0TR IR1US D e 2 i 32 33 34 35 M6 AT 2567
Type: 1Pva (0wddida)

Internet Protocol version 4, Src: 192,8.2.100, D5t: 196.51.100.100
Internet Control Message Protocol

Now open the capture files for Portchannel 1.207. Select the first packet and check the key points

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. Theoriginal packet header has the VLAN tag 207.

3. Theinternal switch inserts an additional port VLAN tag 1001 that identifies the ingress interface
Portchannel 1.

4. Theinternal switch inserts an additional VN tag.
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= 12022-08-04 00:19:24.572540860  192.168.247.100 192.168.247.102  ICWP 128 1 255 Echo (ping) request |id=0xpo7b, seqea/o, tEls2ss (no response found!)
2 2022-98-04 08:18:24.572550073 192.168.247.100 192.168.247.102  ICHP 112 255 Echo (ping) request |idsoxpa7h, seq=a/a, ttl=355 (no response found!)
3 2022-902-04 88:18:24.573286638 192.168.247.100 192.168.247.102 IcHp 128 255 EC id=gxpo7h, seq=1/256, ttl=255 (no response found!)
4 2027-92-04 BEI18124.5732B7640  192.168.247.108 192.168.247.182 ICHp 118 @x600f (24735) 255 Echo (ping) request id=expath, seqe=1/256, ttl=255 (no response found!)

5 2022-92-04 08:18:24.573704751 192.168.24
6 2022-98-04 08:18:24.573795748 192.168.24
7 2022-98-04 08:18:24.574368638 192.168.24
B 2022-98-84 BE:18:24,. 574360574 192, 168. 247

100 192.168.247.102  ICWP 128 Gw60a0 (24736) 255 Echo (ping) request id-expo7b, seqe2/512, ttl=3ss (no response found!)
100 192.168.247.102  ICWP 18 Ow6030 (24736) 255 Echo (ping) request id-expe7b, seq-2/512, ttl-3ss (no response found!)
100 192.168.247.102  ICWP 128 Bw60a1 (24737) 255 Echo (ping) request id-ex0e7b, seq-3/768, ttl-3ss (no response found!)
100 192.168.247.102  ICWP 18 @631 (24737) 255 Echo (ping) request id-8xpe7b, seq-3/768, ttl-2ss (no response found!)

9 2022-98-04 0B8:18:24,574914512  192.168.24 192.168.247. 102 ICHp 128 @x6@a2 (24738) 255 Echa (ping) request id-0udd7h, seqed/1024, ttl=255 (no response foundl)

10 2022-08-04 08:18:24,574915415 192, 168.24 192.168.247. 182 IcHp 118 @a6@a2 (24738) 255 Echa (ping) request id-0udd7h, seqed/1024, ttl=255 (no response foundl)

11 2022-08-04 08:18:24,.575442569 192,168.24 192.168.247. 182 ICHp 128 Bw60a3 (24730) 255 Echo (ping) request id=-0up07b, seqe5/1280, ttl=255 (no respomse Foundl)

12 2022-08-04 BB:18:24, 575443600 192,168, 247,180 192, 168.247.182 IcHp 118 @a6Bald (24739) 255 Echo (ping) request id=-0up07b, seqe5/1280, ttl=255 (no respomse Foundl)

13 2022-08-04 BB:18:24,.575918119 192,168,247, 180 192, 168.247.182 Ichp 128 @abBad (24748) 255 Echo (ping) request id=0up07b, seqe6/1536, ttl=255 (mo respomse Foundl)

14 2022-08-04 BB:18:24,.575919057 192,168,247, 180 192, 168.247.182 IcHp 118 Dubaad (24740) 255 Echo (ping) request id=0xp07b, seqe6/1536, ttl=255 (no respomse Foundl)

15 2022-08-04 BE:18:24, 576407671 192,160,247, 180 192, 168.247.182 IcHp 128 Dwbaas (24741) 255 Echo (ping) request Id=0xp07b, seqe7/1792, ttl=255 (no respomse Foundl)

16 2022-08-04 BE:18:24 . STEABESES 192,160,247, 180 192, 168,247,182 ICHp 118 Owbaas (24741) 255 Echa (ping) request Id=0xo7h, seqe?/1792, ttl=255 (Ao response foundl)

17 2022-08-04 BE:18:24. STER85643 192,168,247, 188 192, 168,247,182 ICHp 128 Oxbaab (24742) 255 Eche (ping) request id=0xdoTh, seqed/20a8, ttl=255 (Ao response Foundl)

18 2022-08-04 OB:18:24.576886561 192.168.247.100 192.168.247.102  IEHp 118 Oxb0ab (24742) 255 Echo (ping) requést id-Bx00Tb, seqe®/3088, ttle255 (o response Foundl)

15 2022-02-04 QB:18:24.577354328  192.160.247.100 192.168.247.102  IcHp 128 @x60a7 (24743) 295 Echo (ping) request id=0xBo7b, seqe5/2304, tt1=258 (no response found!)

202022-02-04 OB:18:24.577355338  192.168.247.100 192.168.247.102  IEHp 118 ox60a7 (24743) 255 Echo (ping) request id-Bxo0Th, seqes /2304, ttle358 (o response Foundl)

21 2023-08-04 B8:18:24. 577987632 192.168.247.100 192.168.247.162  ICHP 128 axbaag (24744) 255 Echa (ping) request idedxndoTh, ieqe10/3560, ttl=355 (no réesponsé Foundl)

22 2023-08-04 08:18:24. 577989200  192.168.247.100 192.168.247.162  ICHP 1z axbaag (24744) 255 Echa (ping) request ideBxBoTh, ieqe10/3%60, ttl=355 (no responsé Foundl)

23 2023-08-04 08:18:24. 578448781  192.158.247.100 192.188.247.182  ICHP 128 axbaad (24745) 255 Echo (ping) request ideBxdaTb, seqe11/3816, ttl=255 (no response Foundl)

24 2023-08-04 08:18:24.578449500  193.168.247.100 192.188.247.182  ICHP 1a GxbBad (24745) 255 Echo (ping) request ideBxdoTh, seqe11/3816, ttl=255 (no response Foundl)

75 2022-02-04 08:18:24.578900043  192.168.247.160 192.168.247.102  ICHP 128 @xbBaa (24746) 255 Echo (ping) request idsowxpo7b, seq=12/3972, ttl=255 (no response Foundl)

26 2027-02-04 BEI18:24.578900807 192.168.247.108 192.168.247.182 IChp 118 Bxdaa (24746) 255 Echo (ping) request id=expath, seq=12/3872, ttl=255 (no response Foundi)

27 2022-98-84 BBI18:24.5TOM26962 192.168.247.100 192.168.247.182 ICHP 128 Bubaab (24747) 255 Echo (ping) request id-Bwda?b, seqs13/3328, ttl=255 (no response Foundli)
» Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface capture_ud 3, id @ 00 80 1c 00 17 df d6 ec B0 89 26 80 3d
» Ethernet 11, Sre: Cisco db:ec:od (B0:17:df:déiec:00), Dat: ad:76:f2:00:00:1c (a2:76:F2:00:00:1¢) 00 03 00 Bl 90 00 cf 0F 0D 45 00 00 64
~ VN-Tag @0 ff 01 ea dd cd a8 7 64 ob aB 7 66
Lici wies sans sass siws sees seas wess = Direction: From Bridge :::::g:::: ‘:g:::::‘;?;::::
. pointer: vif_id et

.00 2000 BOL1 1181 Destination: &1

ed ab cd ab cd cd ab ¢d ab cd ab cd
ab cd ab ed ab cd ab «d cd ab «d ab cd ab cd

o
ab
ed ab cd ab cd  ab ¢
ab
ab

~f B82.1¢ Virtual LAN, PRI: @, DE1: @, I0: 1681

. = Priority: Best Effort (default) (@)

5 5 . = DEL: Ineligible 3
. 3311 1110 1001 - ID: 1001

Type: m:,!? Virtual LAN (0x8100)
| 992.1¢ virtual LAN, PRI: ©, DEI: @, ID: 207

B, wiar oeae we.. = Priority: Best Effort (default) (@)
) v wese wea. = DEL: Ineligible

o BOOD 1108 1111 - ID: 207 2
Type: IPva {@ed2oa)
o Internet Protocel Versiom 4, Sro: 192.168.247.168, DSt: 182.168.247.102
Intérnet Control Message Protocol

Select the second packet and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. Theorigina packet header has the VLAN tag 207.

e, Tena Seen [or— [ Longth P B
12022-08-04 DB11E:1 24572548060 192.168,247. 100 192, 168,247,182 e 128 1 255 Echo (ping) request Hd-0xd07h, seqe=0/8, ttl=255 (no response foundl)
| 23002-08-04 08:18:24.572550071  192.168.247.100 192.168.247.102  ICHP 118 . 56400, ttl=355 (no response Foundi)
30022-08-04 D2:18:24.572086630  192.168.247. 180 192,188, 247.182 IcHe 128 [T ARG deddTh, seq=1/256, ttl=255 (no response Foundl)
43027-08-04 02:18:34.573287640  192.168.247.100 192.168.247.182  ICHP 118 axgasf (24738) 295 Echo (ping) request id=DxBOTb, seq=1/256, Tl=29% (no response found!)
£3027.08-04 02:18:34.873794751  192.168.247.100 192.168.247.182  ICHP 128 axgoxd (24736) 255 Echo (ping) request id=DxBOTb, seq2/512, tl=29% (no response Found!)
6 2022-08-04 08:18:24.573795748  1592.168.247.100 132.168.247.102  ICHP 118 BxEaaD (24738) 356 Echo (ping) request id-BxB7h, seqe2/512, £tl=3%S (no response Found!)
7 2022-08-04 08:18:24.574368638 192.163.247.100 132.168.247.182  ICHP 128 Bxgdal (24737) 355 Echo (ping) request id-BxB7h, seqe3/768, ttl=255 (no response Found!)
8 2022-08-84 9B:18:24.574365574  192.168.347.188 192.168.247.182 ICHP 118 BxEdal (24737) 255 Echo (ping) request idBud7h, seqe3/768, ttl=255 (no response found!)
5 2022-08-04 05:18:24.574014512 192.165.247.100 192.168.747.102  ICHP 128 ax6daz (24738) 255 Echo (ping) request id-@xe7h, seqe4/1024, ttl-355 {no response found!)
10 2022-08-04 08:18:24.574015415 192.168.247.100 193.168.247.102  ICHP 118 axgfaz (24738) 255 Echo (ping) request id-Bx®07b, seqed/1024, ttle355 (no response found!)
11 2027-08-04 08:15:24.575442560 102.168.247. 100 192, 168.247.102  ICHP 138 awiiad (24739) 255 Echo (ping) request id-8xB07b, seqe5/1280, ttl255 (no response foundl)
17 2022 -08-04 08:18:24.575443601 192.168.247. 100 192,168.347.102  ICHP 118 awiad {24739) 255 Echo (ping) request 1d-0w007b, seqe5/1288, ttle255 (no response found!)
1% 2022 -08-04 08:18:24.575018110 192.168.247.100 192.168.347.102  ICHP 138 am6ad {24740) 255 Echo (ping) request id=0xB0Tb, seqe6/1536, ttl=355 (no response found!)
14 2007 -08-04 08:18:24.575010857  192.168.247.100 193.168.247.102 ICHP 18 dmbdad {24740} 255 Echo (ping) request 1d=0xddTh, seqe6/1536, ttl=255 (no response found!)
15 2027 -08-04 08:18:24.576407671  192.168.247.100 192, 168.247.102 ICHP 138 dxbdas (24741} 255 Echo (ping) request 1d=0x®dTh, seqs7/1792, ttl=255 (no response found!)
16 2027-08-04 05:18:24.576408585  192.168.247.100 192, 168,247,102 ICHP 118 oxbdas (24741} 255 Echo (ping) request id=0x®dTh, seqs7/1792, ttl=235 (no response found!)
17 2022-08-04 O5:18:24.576885643 192.108.247.100 192.168.347.102  ICHP 128 axgoat (24742) 395 Echo (ping) request id=0xd0Tb, seqe8/2048, ttl=355 (no response found!)
18 2022-08-04 03:18:24.576886561  192.168.247.100 192.168.247.182 ICHP 118 Oxbast (24742} 285 Echo (ping) request id-@x®d7b, seqe8/2043, ttl=255 (no response found!)
15 2023-08-04 08:18:24.577394328  192.168.347.100 192.168.247.102  ICHP 128 BxgdaT (24743) 355 Echo (ping) request id-BxBTh, seqe9/2304, ttla3%5 {no response found!)
20 2022-08-04 08:18:24.577395234  192.168.347.100 192.168.247.102  ICHP 118 Bxgda7 (24743) 255 Echo (ping) request ideBxdTh, seqe5/2304, ttla355 (no response found!)
21 2022-08-04 08:18:24.577087632 192.168.247.100 192.168.247.102  ICHP 128 oxEdaR (24744) 255 Echo (ping) request id-Bxpa7h, seqe10/2568, ttl-355 (no response found!)
27 2022-08-04 98:18:24.577089290  192.168.247.100 192.168.247.102  ICHP 118 omERaR (24744) 255 Echo (ping) request id-Gx@i7h, seq-10/2568, ttl-355 (no response found|)
23 2022-08-04 98:18:24.578448781 192.168.247.190 192.168.247.102  ICHP 128 omEaad (24745) 255 Echo (ping) request id-fw7b, seq-11/2816, £t1-255 (ne response found|)
24 2027 -08-04 05 15: 24578440000  192.168,247. 100 192, 168.247. 102 ICHR 118 Dm60a0 (24745) 255 Echo (ping) request id-@xB07b, seq-11/2816, ttl=255 (o response found|)
25 2027 -08-04 081524, 576000043 192,168, 247,100 192, 168,247, 102 ICHR 18 dx6aa (24746 255 Echo (ping) request id-mB07h, seq-12/3072, ttl=255 (me response found|)
26 2022 -08-04 08:18: 24575000897 192,168, 247,100 192, 168,247,102 ICHP iia dmidan (24746) 255 Echo (ping) request 1d-0mBd7hb, seq-12/3072, ttl=255 (no response found|)
2T 2022-08-04 08:18:24.573426962 192,168, 247,100 192, 168,247,102 ICHP 18 dmidal {24747} 255 Echo (ping) request 1d-dmdd7h, seq-13/3328, ttl=255 (mo response found|)
» Frame Z: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface capture_ue 3, id @ |[Ga0e a2 76 £2 00 60 1c 80 17 dFf &6 ec 00 81 08 0O cf
» Ethernet 11, Src: Cisco d6iec:dd (90:17:df:d6:ecze0), Dst: a2:76:f2:00:00:1c (a2:76:F2:00:00:1c) 68 62 45 00 00 64 50 9t B0 80 FF 01 ¢a dd b a3
| 802.1¢ virtual LAN, PRI: @, DEL: ©, ID: 207 7 64 co a8 f7 56 00 06 o5 c3 00 7h 00 00 00 00
= . = Priority: Best Effort (default) (o) 20 92 &4d 8c 42 78 ab ¢d ab cd ab ¢d ab cd ab cod
. . = 0E@: Ineligible ab cd ab od ab cd ab ¢d ab cd ab cd ab cd ab od
ees 0080 1100 1111 = ID: 207 2 ab ¢d ab od ab od ab cd  ab cd ab cd ab od ab od
ab cd ab od ab cd ab ¢d ab od ab od ab od ab ed
Typa: TPed (Bonas) abedabedabed o
Internet Protocel version 4, Sroi 192.168.247.109, Dst: 192.168.247.102
Internet Control Message Protocol

Explanation

When a packet capture on afront interface is configured, the switch simultaneously captures each packet
twice:

» After theinsertion of the port VLAN tag.
» After theinsertion of the VN tag.



In the order of operations, the VN tag isinserted at alater stage than the port VLAN tag insertion. But in the
capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag.
Additionally, in the case of subinterfaces, in the capture files, every second packet does not contain the port

VLAN tag.

This table summarizes the task:

Task

Capture point

Internal port
VLAN in captured
packets

Direction

Captured traffic

Configure and verify a

Ethernet1/3 and
Ethernetl/4

acket capture on Inaress ICMP echo requests from host
B ierf e Ethernet1/2.205 102 On?y 192.0.2.100 to host
Ethernet1/2.205 198.51.100.100
Configure and verify a
packet capture on
Portchannel 1 Ethernetl/3 Inaress |CMP echo requests from
subinterface with 1001 o 192.168.207.100 to host
member interfaces Ethernetl/4 y 192.168.207.102

Packet Capture Filters

Use the FCM and CLI to configure and verify a packet capture on interface Ethernet1/2 with afilter.

Topology, packet flow, and the capture points

4
-

Chassis

Internal Switch

Security Module

FTD/ASA

Backplane

@ ICMP echo-reply

198.51.100.100

Configuration

FCM

Y

Perform these steps on FCM to configure a capture filter for ICMP echo request packets from host
192.0.2.100 to host 198.51.100.100 and apply it to packet capture on interface Ethernet1/2:




1. Use Tools > Packet Capture> Filter List > Add Filter to create a capturefilter.

2. Specify the Filter Name, Protocol, Sour ce | Pv4, Destination | Pv4 and click Save:

.5

fiter_iamp. =100 001300 192.0.2.100 u ] 0123 001001 S0 19242500 u 0 1 ] (] ] &8
Edit Packet Fiter Tx
Filter Narme™
Proteal HP_P |
EtherType Any >
trear visn [} Outer visn ]

Soerce Destrnation
1Pl 19202000 1Pvd 196.51.100.000
[ E 18
Pt 0 Pert 0
HAC 00:00:0500:00:00 MAC 0000:00:00:00:00
Canzel

3. Use Tools > Packet Capture > Capture Session to create a new capture session:

Overview Interfaces Logical Devices Security Engine Platform Settings

o scmion T

¢ Refresh

No Session available

4. Select Ethernetl/2, provide the Session Name, apply the capture filter and click Save and Run to
activate the capture:

Select an instance: | fed1 - .
T Session Name® ol
I Selected Irterfaces Ethernesif2 I
Buffer Size 256 MB =
Srap length: 1518 Bytes
Store Packets Append
- Capture il ETTIl coetere A1
Bthemati/3
FTD sache Anther Fiker  Sraate Fiker
Etharneti/3, Echarneti/il

P fier_icmp v To | Ethemetf2 ~ 3

Etharmati/

FXOSCLI

Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:



1. Identify the application type and identifier:

<#root>

firepower#

sScope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. ldentify the I P protocol number in https://www.iana.org/assignments/protocol-numbers/protocol -
numbers.xhtml. In this case, the ICMP protocol number is 1.

3. Create a capture session:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create filter filter_icnp

firepower /packet-capture/filter* #

set destip 198.51.100. 100

firepower /packet-capture/filter* #

set protocol 1

firepower /packet-capture/filter* #

set srcip 192.0.2.100

firepower /packet-capture/filter* #

exit

firepower /packet-capture* #

create session capl


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

firepower /packet-capture/session* #

create phy-port Ethernetl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set filter filter_icnp

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

Verification

FCM

Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

Captore Sasmcn
Filter List Add Pl
From Ta
AL 1Pwd 1Pvé Part HAC IPed v Part

Verify the Interface Name, the Filter, ensure the Operational Statusis up, and the File Size (in bytes)
increases in Tools > Packet Capture > Capture Session:

& Rebosh CaptreScsmon | Diiete Al Sessorn

u capl Trop Cousti 0 aperational State; uwp Bulfer Sire; 256 MO Snap Lengthi 1518 Dytes

Enterisce Name | |m- ||ll-nau-hh-] ‘ File Hame Device Hame
BaM0

capl-ethernet-i-2-G.pcap L1




FXOSCLI

Verify the capture details in scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show filter detai

Configure a filter for packet capture:

Narme: filter_icnp

Protocol: 1

Ivlian: 0O
Ovlan: 0

Src Ip: 192.0.2.100

Dest [p: 198.51.100.100

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O

Dest Port: O

Ethertype: 0

Src Ipvé6:

Dest Ipvé6:

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up



Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 213784 bytes

Filter: filter_icnp

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture file. Select the first packet and check the key
points

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.

4. Theinternal switch inserts an additional VN tag.



<

VN-Tag

Direction: From
Pointer: vif_id
Destination: 1@
Looped: HNo

= Reserved: @
version: @
Source: @

Loas snas snas snas snus ssss sass

sues snan snas anas 0@ saen saen wass

.................... 2000 0000 POeR
Type: 802.19 Virtual LAN {8x8108)

e Tirmae Suisreh Dasenation
r 12022-8B-92 15:46:55.683277768 192.8.2.190 198.51.100.1689
2 29822-8B-92 15:46:55.68327068E 192.8.2.188 198.51.198.180
3 20822-8B-92 15:46:56.627139252 192.8.2.188 198.51.128.188
4 20922-88- 46:56.627140919 192.8.2.180 198.51.108.18@
5 2022-8B- t46:57.651185193  192.9.2.180 198.51.198.189
6 2022-08- 146:57.651186787  192.9.2.180 198.51.108.180
7 2022-08- 146:58.675153317  192.9.2.100 198.51.108. 188
B 2022-88- 146:58.675154503  192.9.2.100 198.51.108.160
9 2022-08- 146:59.609152639  192.9.2.180 198.51.108.100
10 2822-08- 146:59.6991536835 192.9.2.100 198.51.108.188
11 2022 -08- 147:00.723142641  192.9.2.100 198.51.100.169
12 2022-08- 147:09.723144643  192.9.2.100 198.51,100. 100
13 2022-08- 147:91.747162204  192.9.2.100 198.51.108. 169
14 2022 -08- :47:01.747163783  192.9.2.100 198.51.100. 109
15 2022-08-02 15:47:02.771209952  192.9.2.100 198,51, 100,100
16 2022-08-02 15:47:02.771211862 192.9.2.100 198.51.108. 169
17 2022-088-02 15:47:03.772258550 192.0.2.100 198.51.100. 108
18 2022-06-92 15:47:03,772259724  192.9.2.100 198,51, 108, 189
19 2822-08-82 15:47:04.791118519 192.0.2.100 198,51, 108,189
20 2022-08-92 15:47:04.791119721  192.9.2.100 198,51,100. 100

Bridge

» Frame 1: 188 bytes on wire (864 blts), ma Irytes captured (564 bits) on interface capture_ud_1, il
her

Pranscel Length PO PITL W
ICMP 108 1 ax6012 (18) 64 Echo (ping) request| id=exee1s, seq=349/23809, ttl=64 (no r
ICHP 182 Baa12 64 Echo i request| id=8x8@18, seq=349/23809, ttl=64 (no r
ICHP 188 eéxdddb (219) 64 Echo (ping) request id=-8x8818, seq=358/24865, ttl=64 (no r
IcHP 182 exoedb (219) 64 Echo (ping) request id=exee1s, seq=358/24865, ttl=6d (no r
cMP 188 @x@lch (459) 64 Echo (ping) request ide@x8e@18, seqe351/24321, ttlesd (no r
ICHP 182 @x@lch (459) 64 Echo (ping) request id=-@xBe18, seq=351/24321, ttle=sd (no r
ICHP 188 exelds (47@) 64 Echo (ping) request id=ex@e1s, seqe=352/24577, ttlesd (no r
ICMP 182 exdlds (47@) 64 Echo (ping) request ide@x@@18, seqe352f24577, ttlesd (no r
ICHP 188 axa1fa (500) 64 Echo (ping) request id-@x@e18, seqe=353/24833, ttlesd (no r
ICHP 182 axe1fa (500) 64 Echo (ping) request id=ex@e1s, seqe=353/24833, ttlesd (no r
1CHP 108 ax01f9 (505) 64 Echo (ping) request ide@x@18, seqe354/25089, ttls6d (no r
1CHP 182 axalfe (505) 64 Echo (ping) request id=@x@@18, seq=354/25089, ttlesd (no r
ICHP 108 exd26e (622) 64 Echo (ping) request ide@x0@18, seqe355/25345, ttlesa (no r
ICHP 182 @x026e (622) 64 Echo (ping) request id=@ue@18, seq=355/25345, ttlssa (no r
ICHP 188 exfzbe (700) 64 Echo (ping) request id=ex@@18, seq=356/25601, ttl=64 (no r
ICHP 182 exe2bec (70@) 64 Echo (ping) request id=@xe@18, seq=356/256081, ttls=&4 (no r
1CHP 188 ox032f (815) 64 Echo (ping) request id=-0x0018, seq=357/25857, ttl=64 (no r
1CHP 182 exe32f (815) 64 Echo (ping) request id=exee1s, seq=357/25857, ttl=64 (no r
ICHP 188 exedef (1839) 64 Echo (ping) request id=ex@@18, seq=358/26113, ttl=6d4 (no
1CHP 182 exeef (1839) 64 Echo (ping) request id=0x@18, seq=358/26113, ttl=64 (no
¥
58 97 bd b9 77 Ge @6 50 56 9d e8 be 89 26 60 B2 X WP Voo
(58:97:bd:b9:77 :8e) ©0 90 81 60 00 66 05 00 45 00 00 54 00 12 40 0O - s EeeTeo@
48 @1 4d 9b c@ 88 82 64 <6 33 64 64 BB 09 ¢ 67 --d 30d--g
82 18 91 5d e2 46 0 62 0D OO 90 00 <1 a6 Ac 80 ]Fb b
89 90 00 00 12 11 12 13 14 15 156 17 12 19 1a 1b .
1c 1d 1e 1f 20 21 22 23 24 35 26 27 28 29 2a 3b - 1"s m {)"+
2c 2d 2e 2f 3@ 31 32 33 34 35 36 37 s-./0123 ase7

'802.1Q Virtual LAN, PRI: &, DEI: @, 1D: 102
BB, ... s aaas = Priority: Best Effort (default) (@)
............ = DEI: Ineligible
veae 9800 Q118 9119 = ID: 182
Type: IPvd (Bx@E6)

3

| Internet Protocel Wersion 4, Src:
»| Internet Control Message Protocol

192.8.2.108, Dst:

198.51.188. 168

2

Select the second packet, and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. The original packet header is without the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Ethernetl/2.

Mo Time Source Destination
r 12022-88-02 15:46:55.603277760 192.9.2.100 198.51.
| 2 2022-08-02 15:46:55.603279688  192.0.2.100 198.51.
3 2022-08-02 15:46:56.627139252  192.9.2.100 198,51,
4 2022-88-02 15:46:56.627140919  192.8.2.100 198.51.
5 2022-08-02 15:46:57.651185193 192.8.2.180 198.51.
G 2022-08-92 15:46:57.651186787  192.0.2.100 198.51.
7 1822-08-02 15:46:58.675153317 192.8.2.180 198.51.
B 2022-08-082 15:46:58.675154503 192.8.2.180 198.51.
9 2022-08-92 15:46:59.699152639 192.9.2.100 198.51.
19 2022-88-82 15:46:59.659153835 192.8.2.18@ 198.51.
11 2022-08-92 15:47:09.723142641  192.9.2.100 198.51.
12 2022-08- 147:80.723144643  192.8.2.100 198.51.
13 2922-08-92 15:47:01.747162284 192.9.2.180 198.51.
14 2022-08-92 15:47:01.747163783  192.9.2.100 198.51.
15 2822-88- 147:92.771209952 192.8.2.180 198.51.
16 2022-88- t4A7:02.771211862 192.8.2.18Q 198.51.
17 2822-08- 147:03.772258558  192.8.2.100 198.51.
18 2022-8B- 147:@3.7723597324  192.8.2.18@ 198.51.
19 2022-88- t47:24.701118519 192.8.2.18Q 198.51.
20 2822-08- 147:084.791119721  192.8.2.100 198.51.

<

100, 189
100,108
100,108
109, 189
100, 188
100,108
108, 188
108,108
109,189
108,188
100,100
108188
108,188
100,100
188, 188
198.182
100, 188
198. 188
198.188
109, 188

v[@ez.10 At LAN, PRI: @, DEL: @, ID: 102

BB, ... eien o aaas = Priority: Best Effort (default) (@)
= DEI: Ineligible
ceae BOOD 9118 9118 = ID; 102

Type: IPvd (0xBE0O)

»| Internet Control Message Protocol

s Tnternet Protocol Version 4, Src: 192.0.2.100, Dst: 108.51.100.100

2

> Frame 2: 162 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture_ue 1, it
» Ethernet II, Src: Wware O9d:eB:be (@9:50:56:9d:eB:be), Dst: Cisco bo9:77:0e (58:97:bd:bo:77:0e)

Frotocol Length FD PTTL Info
ICMP 108 1 exeal: (1a8) 6d Echo (ping) request | id=exee18, seq=349/23809,
ICHMP 182 axee12 (18) 64 Echo (ping) reguest | id=0x0018, seq=349/23809,
ICHP 108 e:oedb {219) 64 Echo (ping) request 1d=-0x0018, seq=350/24065,
ICMP 102 axeddb (219) 64 Echo (ping) request id=9x@e18, seq=350/24065,
ICHP 108 axelch (459) 64 Echo (ping) request id=0x0018, seq=351/24321,
ICHP 182 @x@ich (459) 64 Echo (ping) request id=0x@018, seq=351/24321,
ICMP 108 exeids (47@) 64 Echo (ping) request id=9x@018, seq=352/24577,
ICMP 102 axe1dé (470} 64 Echo (ping) request id-0x0018, seq=352/24577,
ICHP 108 axe1fa (509) 64 Echo (ping) request id=0x@018, seq=353/24833,
ICMP 182 axelfa (sea) 64 Echo (ping) request id=exe818, seq=353/24833,
TP 108 exe1fa (505) 64 Echo (ping) request id-exee1s, seq-354/25089,
ICMP 182 axe1fs (5@5) 64 Echo (ping) request i seq=354/25089,
ICHP 168 axa2ee (622) 64 Echo (ping) request id=0x@018, seq=355/25345,
ICHP 182 ax@26e (622) 64 Echo (ping) request id=0x8018, seq=355/25345,
ICMP 188 axezbc (780) 64 Echo (ping) request id= seq=356/256@1,
ICHP 102 @x@2bc (700} 64 Echo (ping) request seq=356/25601,
ICHMP 168 ex832f (815) 64 Echo (ping) request seq=357/25857,
ICMP 182 exe32f (B15) 64 Echo (ping) request id=8x@81E, seq=357/25857,
ICHMP 168 axadef (1830) 64 Echo (ping) request id=0x@918, seq=358/26113,
ICHMP 182 exadaf (1939) 64 Echo (ping) request id-0x8018, seq=358/26113,
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Explanation

When a packet capture on afront interface is configured,

twice:

» After theinsertion of the port VLAN tag.
 After the insertion of the VN tag.

the switch simultaneously captures each packet




In the order of operations, the VN tag isinserted at alater stage than the port VLAN tag insertion. But in the
capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag.

When a capture filter is applied only the packets that match the filter in the ingress direction are captured.

This table summarizes the task:

Internal port
Task Capture  |VLANn Direction |User filter Captured traffic
point captured
packets
Configure and Protocol: ICMP
verify a packet
. ) ICMP echo requests from
capturewitna \oyorner1ip | g0p  [INOress \Sourcel92.0.2100 oq192.0.2.100 to host
filter on the front only 198.51.100.100
interface Destination: e
Ethernet1/2 198.51.100.100

Collect Firepower 4100/9300 I nternal Switch Capture Files

FCM
Perform these steps on FCM to collect internal switch capture files:

1. Click the Disable Session button to stop the active capture:

Overview Interfaces Logical Devices Security Engine Platform Settings

& Refrash Capitune Session Dot Al Sessons

- | 5 | capl Drogs Cosnts Operatianal State: up Miitfer Size: 256 MG Saap Length: 1511 Byt

2. Ensure the operational stateis DOWN - Session_Admin_Shut:

Overview Interfaces Logical Devices Security Engine Platform Settings

pra

G Refresh Capitune Sesson Deete Al Ses5006

S capl Drop Count: 0 Oparational State: DOWH - Sesskon_Admin_Shut Bufler Size: 256 MB Snap Length: 1518 Bytes

Interface Name Filter File Size (in bytes) Fil Namse Drarvice Name

218828 capl-athemats 1:2-0,pcap frdi

3. Click Download to download the capturefile:



Overview Interfaces Logical Devices Security Engine Platform Settings

& Refresh Capiture Sesion Delete Al Sessions
» capl Drop Count: 0 Operational Stata: DOWN - Session_Admin_Shut Bulfer Size: 256 MB Snap Length: 1518 Bytes i

Interface Name Filtar File Size {in bytes) Fibe Hame Dewicn Name

Etharnat/2 Nora 210828 capl-athemat-1-2-0.peap [ L,

In the case of port-channel interfaces, repeat this step for each member interface.
FXOSCLI
Perform these steps on the FXOS CL1 to collect capture files:

1. Stop the active capture:

<#root>

firepower#

scope packet -capture

firepower /packet-capture #

scope session capl

firepower /packet-capture/session #

di sabl e

firepower /packet-capture/session* #

comnmi t

firepower /packet-capture/session #

up
firepower /packet-capture #

show session capl detai

Traffic Monitoring Session:
Packet Capture Session Name:

capl

Session: 1

Adm n State: Disabled

Oper State: Down



Qper State Reason: Adnin Disable

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

STot Id: 1
Port Id: 2
Pcapfile:

/ wor kspace/ packet - capt ur e/ sessi on-1/ capl- et hernet-1-2-0. pcap

Pcapsize: 115744 bytes

Filter:

Sub Interface: 0

AppTlication Instance Identifier: ftdl
AppTlication Name: ftd

2. Upload the capture file from the local-mgmt command scope:

<#root>

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

copy / packet - capture/session-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

firepower(local-mgmt)#

copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap ftp://ftpuser@O0. 10. 10. 1/ capl- et hernet - 1- 2- 0. pc:

Password:

In the case of port-channel interfaces, copy the capture file for each member interface.



Guidelines, Limitations, and Best Practicesfor Internal Switch Packet Capture

For the guidelines and limitations related to Firepower 4100/9300 internal switch capture refer to the Cisco
Firepower 4100/9300 FXOS Chassis Manager Configuration Guide or Cisco Firepower 4100/9300 FXOS
CLI Configuration Guide, chapter Troubleshooting, section Packet Capture.

Thisisthelist of best practices based on the usage of packet capture in TAC cases.

» Beaware of guidelines and limitations.

» Capture packets on all port-channel member interfaces and analyze all capture files.

e Usecapturefilters.

» Consider the impact of NAT on packet | P addresses when a capture filter is configured.

* Increase or decrease the Snap L en that specifies frame size in case it differs from the default value of
1518 bytes. Shorter size results in an increased number of captured packets and vice versa.

* Adjust the Buffer Size as needed.

» Beaware of the Drop Count on FCM or FXOS CLI. Once the buffer size limit is reached, the drop
count counter increases.

» Usethefilter lvntag on Wireshark to display only packets without the VN-tag. Thisis useful to hide
V N-tagged packets in the front interface packet capture files.

» Usethefilter frame.number & 1 on Wireshark to display only odd frames. Thisis useful to hide
duplicate packets in the backplane interface packet capture files.

* Inthe case of protocols like TCP, Wireshark by default applies colorization rules that display packets
with specific conditions in different colors. In the case of internal switch captures due to duplicate
packets in capture files, the packet can be colored and marked in a false-positive way. If you analyze
packet capture files and apply any filter, then export the displayed packets to a new file and open the
new file instead.

Configuration and Verification on Secure Firewall 3100/4200

Unlike Firepower 4100/9300, the internal switch captures on the Secure Firewall 3100/4200 are configured
on the application command line interface via the captur e <name> switch command, where the switch
option specifies that the captures are configured on the internal switch.

Thisisthe capture command with the switch option:

<#froot>
> capture cap_sw sw tch

?

buffer Configure size of capture buffer, default is 256MB

ethernet-type Capture Ethernet packets of a particular type, default is IP

interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length Configure maximum Tength to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this

option with a slTow console connection may result in an
excessive amount of non-displayed packets due to performance
Timitations.

stop Stop packet capture

trace Trace the captured packets

type Capture packets based on a particular type



<Cr>

General steps for packet capture configuration are as follows:
1. Specify an ingress interface:

Switch capture configuration accepts the ingress interface nameif. The user can specify datainterfaces
names, internal uplink, or the management interfaces:

<#root>
>

capture capsw switch interface ?

Available interfaces to Tisten:
in_data_uplinkl Capture packets on internal data uplinkl interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205

management Name of interface Managementl/1l

The Secure Firewall 4200 supports bidirectional captures. The default value isingress, unless specified
otherwise:

<#root>
>

capture capi switch interface inside direction

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

Additionall, the Secure Firewall 4245 has 2 internal data and 2 management uplink interfaces:

<#root>
>

capture capsw switch interface

eventing Name of interface Managementl/2
in_data_uplinkl Capture packets on internal data uplinkl interface
in_data_uplink2 Capture packets on internal data uplink2 interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
in_mgmt_uplink2 Capture packets on internal mgmt uplink2 interface
management Name of interface Managementl/1l



2. Specify the ethernet frame EtherType. The default EtherType is IP. The ether net-type option values
specify the EtherType:

<#root>
>

capture capsw switch interface inside ethernet-type ?

802.1Q

<0-65535> Ethernet type
arp

ip

ip6

pppoed

pppoes
rarp

sgt
vlan

3. Specify the match conditions. The capture match option specifies the match criteria:

<#root>
>

capture capsw switch interface inside match ?

<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icmp

icmp6

igmp

igrp

ip

ipinip

ipsec

mac Mac-address filter
nos

ospf

pcp

pim

pptp

sctp

shp

spi SPI value
tcp

udp

<cr>

4. Specify other optional parameters such as the buffer size, the packet length, and so on.



5. Enable the capture. The command no capture <name> switch stop activates the capture:

<#root>
>

capture capsw switch interface inside match ip

>

no capture capsw switch stop

6. Verify the capture details:

» Administrative statusis enabled, and operational statusis up and active.

» Packet capture file size Pcapsize increases.

» The number of captured packets in the output of the show capture <cap_name> is non-zero.

» Capture path Pcapfile. The captured packets are automatically saved in the /mnt/diskO/packet-
capture/ folder.

» Capture conditions. The software automatically creates capture filters based on capture conditions.

<#root>
>

show capture capsw

27 packet captured on disk using switch capture

Reading of capture file from disk is not supported

>

show capture capsw detail

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:



Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et her net - 1- 1- 0. pcap
Pcapsi ze: 18838
Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovl an: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. Stop the captures when needed:

<#root>
>

capture capsw switch stop

>

show capture capsw det ai



Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

8. Collect the capture files. Perform the steps in the section Collect Secure Firewall Internal Switch
CaptureFiles.

In Secure Firewall software version 7.4, the internal switch capture configuration is not supported on the
FMC or FDM. In the case of ASA software version 9.18(1) and later, internal switch captures can be
configured in ASDM versions 7.18.1.x and later.



These scenarios cover common use cases of Secure Firewall 3100/4200 internal switch captures.

Packet Captureon a Physical or Port-channel Interface

Usethe FTD or ASA CLI to configure and verify a packet capture on interface Ethernetl/1 or Portchannel 1
interface. Both interfaces have the nameif inside.

Topology, packet flow, and the capture points
Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply outside =
198.51.100.100
Secure Firewall 4200 with bidirectional captures:
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink

@ ICMP echo-reply

outside
198.51.100.100

Configuration

Perform these stepson ASA or FTD CL1 to configure a packet capture on interface Ethernet1/1 or Port-
channel 1.

1. Verify the nameif:

<#froot>
>

show nanei f




Interface

Et hernet 1/ 1

Ethernetl/2
Managementl/1

<#root>
>

show nanei f

Interface

Port - channel 1

Ethernetl/2
Managementl/1

Name

i nsi de

outside
diagnostic

Name

i nsi de

outside
diagnostic

2. Create a capture session

<#root>

>

capture capsw switch interface inside

Security

0

Security

0

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. Enable the capture session:

<#root>

> no capture capsw switch stop



Verification

Verify the capture session name, administrative and operationa state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:

<#root>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 12653

Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipv6:

o o

- OO O OO
o o
o o



Src MAC: 00:00:00:00:00:00

Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

Secure Firewal 4200:

<#root>
>

show cap capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Direction: bot h

Drop: disable



Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

In the case of Port-channel1 the capture is configured on all member interfaces:

<#root>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2



Physical port:

Slot Id:

Port 1d:

Pcapfile:

Pcapsi ze:

Filter:

Name:
Protocol:
Ivlan:
Ovlan:
Src Ip:
Dest Ip:
Src Ipvé6:

Dest Ipvé6:

Src MAC:
Dest MAC:
Src Port:

Dest Port:
Ethertype:

Physical port:

Slot Id:

Port 1d:

Pcapfile:

Pcapsi ze:

Filter:

Name:
Protocol:
Ivlan:
Ovlan:
Src Ip:
Dest Ip:
Src Ipvé6:

Dest Ipvé6:

Src MAC:
Dest MAC:
Src Port:

Dest Port:
Ethertype:

/mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap

28824

capsw 1-4

Packet Capture Filter Info

capsw-1-4

[« ]

- OO0 O oo
o o
(=]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

/mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap

18399

capsw-1-3

Packet Capture Filter Info

capsw-1-3

[N e]

e NeloNelNel
o o
[ e]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

The port-channel member interfaces can be verified in the FXOS local-mgmt command shell viathe show
portchannel summary command:

<#root>
>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( V) Et h LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run the
command in the admin context.



Collect capturefiles
Perform the steps in the section Collect Secure Firewall Internal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture files for Ethernetl/1. In this example, the
packets capture on the Secure Firewall 3100 are analyzed. Select the first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header is without the VLAN tag.

N Time Saurce Destinzbon Protoced Length FD FPTIL kfo
120822-88- 925768 192.8.2.100 198.51.100.108 IcHP 182 1 Bcoale (36448 64 Echo (ping) request | id=2xee34, seq=1/256, ttl=64 (no res
2 2022-08- 921684 192.9.2.160 198.51.100. 100 ICHP 102 Bxdaia (39482) 64 Echo (ping) request 1d=0x0034, seq=2/512, ttl=64 (no res
3 2022-08- 924468 192.8.2.100 198.51.100.100 ICHP 182 exgaas (39590) 64 Echo (ping) request 1d=0x0034, seq=3/768, ttl=64 {(no res
42022-08- 928484 192.9.2.160 198.51.160.100 ICHP 102 oxgafe (39678) 64 Echo (ping) request id=0x0034, seq=4/1024, ttl=64 (no re
5 2022-08- 928245 192.9.2.100 198.51.100. 100 ICHP 192 fxobie (39696) 64 Echo (ping) request 1d=0x0034, seq=5/1280, ttl=64 (no re
6 2022-08- 929144 192.9.2.100 198.51.100. 100 ICHP 102 ocab3d (39732) 64 Echo (ping) request 1d=0x@e34, seqs6/1536, ttl=64 (no re
7 1022-08- 932043 192.8.2.100 198.51.100.108 ICHP 182 ecobe3 (39811) 64 Echo (ping) request id=0x0034, seq=7/1792, ttl=64 (no re
8 2022-08- §34155 192.9.2.160 198.51.160.100 ICHP 102 eabab (39819) 64 Echo (ping) request id=0x0034, seq=8/2048, ttl=64 (no re
9 2022-088- 932004 192.9.2.100 198.51.160. 160 ICHP 102 Bx9caT (39943) 64 Echo (ping) request id=@xee34, seq=9/23e4, ttl=64 (no re
10 2022-08- 937143 162.8.2.160 198.51.160.100 ICHP 102 Bxdcch (48134) 64 Echo (ping) request 1d=0x0034, seq=18/2560, ttl=64 (no r
11 2022 -88- S34848 192.8.2.189 198.51.100, 198 ICHP 192 exodes (40296) 64 Echo (ping) request 1d=0x0034, seq=11/2816, ttl=s64 (no r
12 2022-88- LELA 1692.8.2.10@ 198.51.100 .10 ICHP 182 ecoded (18429) 64 Echo (ping) request id=2x@e34, seq=12/3@72, ttl=64 (no r
13 2022-08- 939584 192.9.2.109 198,51.100.100 ICHP 182 Bxge5a (40538) 64 Echo (ping) request 1d=0x0034, $eq=13/3328, ttl=64 (no r
14 2022-08- 941262 192.0.2.100 198.51.100.100 TCHP 102 ocdefh (40699) 64 Echo (ping) request 1d=@xee34, seqs14/3584, ttls=64 (no r
15 2022-88- S4R716 1692.8.2.10@ 198.51.100 .10 ICHP 182 @xofs5e (18784) 64 Echo (ping) request id=2x@e34, seq=15/3840, ttl=64 (no r
16 2022-08- 240288 192.9.2.109 198,51.100.100 e 182 pxofed (40932) 64 Echo (ping) request 1d=0x0034, seq=16/4096, ttl=84 (no r
17 2022-88- -943302 192.8.2.100 198.51.100 .10 IcHP 182 exad3l (41889) 64 Echo (ping) request id=8x@034, seq=17/4352, ttl=s4 (no r
18 2022-88- 944679 192.8.2.10@ 198.51.100 .18 ICHP 182 Bxads? (41863) 64 Echo (ping) request id=2x9034, seq=18/4608, ttl=64 (no r
< *
»| Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) | be @7 12 34 9a 14 00 S50 56 9d e8 be 63 @9 45 29 eavde e s WeseaEs
»|Ethernet IXI, Src: VMware od:e8:be (98:50:56:9d:e8:be), Dst: Cisco_34:9a:14 (becie7:12:34:0a:14) 98 54 92 1@ 48 9@ 40 @1 b3 9c ¢/ @8 62 64 ¢6 33 To@@ coo-ed3
»| Internet Protocel Version 4, Src: 192.6.2.10@, Dst: 198.51.190.108 2 G020 64 64 02 0@ €6 91 90 34 00 01 61 17 f@ 62 00 00  dd.-.-4 --a--be-
»| Internet control Message Protocol 030 90 88 1% eC @B 00 80 80 80 82 18 11 12 12 14 15 e
6 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24 25 .-« co1TaE%
6 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 &' ()%+,- ./e12345
36 37 55 55 55 55 7V

Open the capture files for Portchannel 1 member interfaces. Select the first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header is without the VLAN tag.

N Time Source Destriation Froocol Length FED FTIL o
1 2022-88-07 20:40:58.657533 192.9.2.100 198.51.108. 108 ICHP 182 1 Bx8206 (37526 64 Echo (ping) request | id=0x@03s, seq=1/256, ttl=64 (no res
2 2022-08-07 20:40:59.658611 192.9.2.100 198,51.100, 109 ICHP 102 x9370 (37744) 64 Echo (ping) request id=@x@35, seq=2/512, ttl=64 (no res
3 2022-08-07 20:41:00.655662 192.0.2.100 198.51.100.100 IcHP 102 axaife (37872) 64 Echo (ping) request id=exe3s, seq=3/768, ttl=6d (no res
42022-08-07 20:41:01.659749 192.0.2.100 198.51,100.100 cHp 102 ax946f (37999) 64 Echo (ping) request id=0xe03s, seq=4/1024, ttl=6a (no re
5 2022-08-07 20:41:02.660624 192.0.2.100 198,51.100.100 ICHP 102 ax9dad (38052) 64 Echo (ping) request id-0xe3s, seq=5/12808, ttl=64 (no re
6 2022-08-07 20:41:03.663226 192.9.2.100 198.51.108. 188 ICHP 182 @x952d (38189) 64 Echo (ping) request id=@xee3s, seq=6/1536, ttl=64 (no r
7 2022-08-07 20:41:04.561262 192.9.2.1908 198.51.108. 188 ICHP 182 @x958d (28285) 64 Echo (ping) request id=0x0035, seq=7/1792, ttl=64 (no rd
8 2022-08-07 20:41:05.665955 192.9.2.109 198.51.108. 180 ICHP 182 ex95d8 (38360) 64 Echo (ping) request id=exee3s, seq=8/2048, ttl=64 (no re
9 2022-08-07 20:41:06.566538 192.9.2.108 198.51.108. 188 ICHP 182 @x964b (38475) 64 Echo (ping) request id=ex@e3s, seq=9/2384, ttl=6d (no r
19 2022-08-97 20:41:07.667298 192.9.2.180 198,51.108, 109 IcMp 182 ax972b (38699) 64 Echo (ping) request id=0x@035, seq=10/2560, ttl=64 (no r
11 2022-88-87 28:41:088.678548 192.9.2.108 198.51.108. 188 ICHP 182 oxgE0a (28922) 64 Echo (ping) request id=exee3s, seq=11/2816, ttl=64 (no r
12 2022-88-97 20:41:09.668278 192.9.2.108 198.51.108. 188 ICHP 182 ex9831 (38961) 64 Echo (ping) request id=x@035, seq=12/3072, ttl=64 (no r
13 2822-08-97 20:41:10.672417 192.9.2.100 198.51.108. 109 ICHP 182 oxdEa2 (29974) 64 Echo (ping) request id=0x@035, seq=13/3328, ttl=64 (no r
14 2022-88-87 28:41:11.671369 192.9.2.108 198.51.108. 188 ICHP 182 ex38f7 (39159) 64 Echo (ping) request id=e@x@e3s, seq=14/3584, ttl=64 (no r
15 2022-88-87 28:41:12.675462 192.9.2.108 198.51.108. 1082 ICHP 182 ex99e4 (39396) 64 Echo (ping) request id=ex@035, seq=15/3848, ttl=64 (no r
16 2022-08-97 20:41:13.674503 192.9.2.100 198.51.108. 109 ICHP 182 @x9aBd (39556) 64 Echo (ping) request id=0x@035, seq=16/4835, ttl=64 (no r
17 2022-88-87 28:41:14.674893 192.9.2.188 198.51.108. 188 ICHP 182 exdaf3 (39667) 64 Echo (ping) request id=ex@e3s, seq=17/4352, ttl=64 (no r
18 2022-08-07 20:41:15.676904 192.8.2.100 198.51.100.100 IcMp 182 @xobge (30822) 64 Echo (ping) request  id=0x@935, seq=18/4608, ttl=64 (no r
< >
*|Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) oo be €7 12 34 9a 2 00 58 56 9d eB be 03 00 45 80 seaie o WeesesE
»| Ethernet II, Src: VMware 9d:eB:be (@0:50:56:9d:e8:be), Dst: Cisco 34:9a:2c (bc:e?:l2:34:9a:2c) & 98 54 92 96 40 00 42 @1 bb 16 ¢0 00 02 64 ¢6 33 T @@ -----d-3
»| Internet Protocol Wersion 4, Src: 192.9.2.100, Dst: 108.51.106.16@ #9920 64 64 08 00 58 a8 00 35 00 @1 4d 23 fo 62 00 @0 dd-X--5 --M4-b-
| Internet Control Message Protocol 2 i} 29 98 Je cE B4 90 B9 8@ 09 8@ 18 11 12 13 14 15 - SIS (s
4 16 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24 25 . = 1"usk
26 27 28 29 2a b 2c 2d 2e 2f 38 31 32 33 34 35 BT()%+,- .fe12345
36 37 55 55 55 55 sIUUUY

Explanation
The switch captures are configured on interfaces Ethernet1/1 or Portchannel 1.

This table summarizes the task:

Task Capture Internal |Direction |Captured traffic




point filter

Configure and verify a packet Ingress ICMP echo requests from host
capture on interface Ethernetl/1 Ethernetl/1 - |None only* 192.0.2.100 to host 198.51.100.100
Configure and verify a packet

(I;?)F::gizi\r(l)rr\]ell rlltiift?wc?nember Ethernet1/3 None Ingress |CMP echo requests from host
interfaces Ethernetl/3 and Ethernet1/4 only* 192.0.2.100 to host 198.51.100.100
Ethernetl/4

* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.

Packet Captureon a Subinterface of a Physical or Port-channel Interface

Usethe FTD or ASA CLI to configure and verify a packet capture on subinterfaces Ethernet1/1.205 or
Portchannel 1.205. Both subinterfaces have the nameif inside.

Topology, packet flow, and the capture points

Secure Firewall 3100:

Internal Switch

Chassis

Security Module

FTD/ASA

- -

192.0.2.100

Uplink

A

@ ICMP echo-reply

198.51.100.100

outside

Secure Firewall 4200:




Chassis

Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

outside
198.51.100.100

Uplink

v

Configuration

Perform these steps on ASA or FTD CLI to configure a packet capture on interface Ethernet1/1 or Port-
channel1:

1. Verify the nameif:

<#root>
>

show nanei f

Interface Name Security
Et hernet 1/ 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
<#root>

>

show nanei f

Interface Name Security
Port - channel 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Create a capture session:

<#root>



>

capture capsw switch interface inside

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. Enable the capture session:

<#root>

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:

<#root>
>

show capture capsw det ai |

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:



Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

In this case, afilter with outer VLAN Ovlan=205 is created and applied to the interface.

In the case of Port-channel1 the capture with afilter Ovlan=205 is configured on all member interfaces:

<#root>

>



show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port 1d: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 23442

Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

vl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0



Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

The port-channel member interfaces can be verified in the FXOS local-mgmt command shell via the show
portchannel summary command:

<#root>
>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmmary



Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( V) Et h LACP Et h1/ 3(P) Et h1/ 4(P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol(U) False False 0 clust

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run this
command in the admin context.

Collect capturefiles
Perform the stepsin the section Collect Secure Firewall Internal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture files for Ethernet1/1.205. In this example,
the packets capture on the Secure Firewall 3100 are analyzed. Select the first packet and check the key
points:

1. Only ICMP echo request packets are captured.
2. The original packet header has VLAN tag 205.



Moo Time Source Destination Lengeh [ PTIL info

Protoes

1 2822-08-07 21:21:01.667187 192.98.2.100 198.51.100. 106 ICHP 106 1 axd11f (16671 64 Echo (ping) request| id=0x0037, seq=1/256, ttl=64 (no res

2 2022-08-07 21:21:02.609418 192.8.2.180 198.51.180. 108 ICMP 186 Bxalia (16698) 64 Echo (ping) request id=0xe@37, seq=2/512, ttl=64 (no res

3 2022-08-07 21:21:03.610671 192.8.2.100 198.51.1688. 108 ICHP 186 exd21a (16922) 64 Echo (ping) request id-0xe037, seq=3/768, ttl=64 (no res

4 2022-08-07 H 609168 192.8.2.100 198.51.190. 108 ICMP 196 axa26c (17004) 64 Echo (ping) request id-exe937, seq=4/1024, ttl=64 (no re

5 2022-08-07 192.8.2.180 198.51.100 . 108 ICMP 186 Bxa31e (17168) 64 Echo (ping) request id=ex@@37, seq=5/1280, ttl=64 (no re

6 2022-08-07 192.9.2.100 198.51.100. 100 ICHP 106 axa3df (17375) 64 Echo (ping) request id-0x0037, seq=6/1536, ttl=64 (no re

7 2022-08-07 192.0.2.100 198.51.100.108 IcHP 106 exaad3 (17619) 64 Echo (ping) request id-exee37, seq=7/1792, ttl=64 (no rq

8 2022-08-07 192.8.2.180 198.51.100. 108 ICMP 186 Bxa518 (17688) 64 Echo (ping) request id=ex@@37, seq=8/2048, ttl=64 (no re

9 2022-08-07 192.9.2.100 198.51.100. 100 ICHP 106 Bxa53d (17725) 64 Echo (ping) request id-0x0e37, seq=9/2304, ttl=s64 (no r

10 2022-88-07 192.8.2.10@ 198.51.160.100 IcHP 106 exa62b (17963) 64 Echo (ping) request id=0xee37, seq=10/2560, ttl=6a (no r

11 2022-08-27 192.9.2.100 198.51.109 . 108 ICHP 186 2x4707 (18183) 64 Echo (ping) request id=0x@@37, seq=11/2816, ttl=64 (no r

12 2022-08-97 21:21:12.619309 192.9.2.100 198.51.100. 100 ICHP 106 @x474b (18251) 64 Echo (ping) request id=0x0037, seq=12/3072, ttl=64 (no r

13 2022-08-07 21:21:13.620168 192.8.2.100 198.51.100 . 108 ICMP 186 Bx4781 (18305) 64 Echo (ping) request id=0xe@37, seq=13/3328, ttl=64 (no r

14 2022-08-97 21:21:14.623169 192.9.2.100 198.51.109 . 108 ICHP 186 Bx4858 (18520) 64 Echo (ping) request id=0x@@37, seq=14/3584, ttl=64 (no r

15 2022-08-97 21:21:15.622497 192.9.2.100 198.51.100. 100 ICHP 106 @x4909 (18697) 64 Echo (ping) request id=0x0037, seq=15/3848, ttl=64 (no r

16 2022-08-87 i 192.8.2.100 198.51.100 . 108 ICMP 186 ex499b (18699) 64 Echo (ping) request id=@x@@37, seq=16/4896, ttl=64 (no r

17 20822-08-87 192.8.2.100 198.51.108 . 108 ICHP 186 Bx4932 (18738) 64 Echo (ping) request id=-0x0037, seq=17/4352, ttl=64 (no

18 2022-08-07 192.8.2.100 198.51.1900 . 108 ICMP 186 @x4a05 (18949) 64 Echo (ping) request id=-0xee37, seq=18/a6e8, ttl=64 (no r

< >

» Wi i its) bc e7 12 34 93 14 98 5@ 56 9d e be £1 80 00 cd SRRT LREY - N
»| Ethernet II, Src: VMware 9d:ef:be (0B:50:56:9d:eB:be), Dst: Cisco_34:9a:14 (bc:e7:12:34:9a:14) 08 0O 45 00 00 54 41 1f 40 60 40 @1 Oc Be c¢d 0B ETA @@ -
+| 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 285 B2 64 €6 33 64 64 98 0@ @6 67 00 37 @B 81 b 2¢  d-3dd-- g7,
- Priority: Best Effort (default) (0) 0 62 00 90 0D 00 B¢ fo ©3 00 00 0D 80 00 10 11 b oooo-
; - DEI: Ineligible 121314 1516 17 18 19 la db ic 1d de 1f 2021 oo 1
.... 8000 1100 1101 = ID: 285 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 N ARG () "+,- .0
Type: IPva (0x0E00) 2 32 33 24 35 36 37 55 55 55 55 23456700 LW

Trailer: 55555555

»| Internet Protocol Wersion 4, Src: 192.9.2.100@, Dst: 198.51.100.100
| Internet Control Message Protocol

Open the capture files for Portchannel 1 member interfaces. Select the first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header has VLAN tag 205.

(8 Time Source Destnation Frotoeel Length P PTTL info
1 20822-88-87 21:21:81.687187 192.8.2.188 198.51.188.188 ICMP 186 1 ax411f (16671 64 Echo (piny uest | id=exee37, seq=1/256, ttl=64 (no res
2 2822-88-87 21:21:82.689418 192.8.2.188 198.51.188. 188 ICHMP 106 @x413a (16698) 64 Echo (ping) request id=ex@8@37, seq=2/512, ttl=64 (no reg
3 2022-98-07 21:21:03.610671 192.9.2.100 198.51.100. 100 ICHP 106 axd2la (16922) 64 Echo (ping) request id=-0x@037, seq=3/768, ttl=64 (no res
4 2022-88-87 21:2 - 689168 192.8.2.188 198.51.188. 188 ICHMP 186 axazec (178e4) 64 Echo (ping) request id=exee37, seq=4/1824, ttl=64 (no re
5 2022-88-87 21:21:85.689489 192.8.2.188 198.51.188. 188 ICHMP 106 2x4318 (17168) 64 Echo (ping) request id-8xee37, seq=5/1280, ttl=64 (no re
6 2022-98- 192.9.2.100 198.51.190, 108 ICMP 186 ax43df (17375) 64 Echo (ping) request id=-ex@@37, seq=6/1536, ttl=64 (no re
7 2822-88-87 21:21:87.616688 192.8.2.188 198.51.188. 188 ICHMP 186 axadd3 (17619) 64 Echo (ping) request id=exee37, seq=7/1792, ttl=64 (no re
822022-08-97 21:21:08.618023 192.9.2.100 193.51.100, 108 ICMp 106 Bx4518 (176828) 64 Echo (ping) request id-exee3?, seq=8/2048, ttl=s4 (no re
9 2022-08- : -619326 192.8.2.180 198.51.100.100 ICHP 106 8x453d (17725) 64 Echo (ping) request id=ex@@37, seq=9/2384, ttl=64 (no re
18 2022-88- @. 616696 192.8.2.188 198.51.108. 188 ICMP 186 axa62b (17962) 64 Echo (ping) request id=ex@e37, seq=10/256@, ttl=64 (no r
11 20232-98- 1.621629 192.9.2.100 198.51.100, 108 TcHP 106 oxa707 (18183) 64 Echo (ping) request id=8x@037, seq=11/2816, ttl=64 (no r
12 7022-88- 21:21:12.619389 192.8.2.188 198.51.108. 188 ICMP 186 ax474b (18251) 64 Echo (ping) request id=exee37, seq=12/30872, ttl=64 (no r
13 2022-88-87 21:21:13.620168 192.8.2.188 198.51.188. 188 ICMP 106 ox4781 (18305) 64 Echo (ping) request id=0x@e37, seq=13/3328, ttl=64 (no r
14 2022-08-97 21:21:14,623169 192.9.2.100 193.51.100, 108 ICHP 106 @x4858 (18520) 64 Eche (ping) request id=0x0e37, seq=14/3584, ttl=64 (no r
15 2022-88-87 21:21:15.632497 192.8.2.188 198.51.188. 188 ICMP 186 Bx49@¢9 (18697) 64 Echo (ping) request id=exee37, seq=15/384@, ttl=64 (no r
16 2022-88- 21:21:16.626226 192.8.2.188 198.51.108. 188 IcMP 106 ox400b (18699) 64 Echo (ping) request id-0x08@37, seq=16/4096, ttl=64 (no 1
17 2022-98- 192.9.2.10@ 198.51.1909.100 ICMP 106 Bx4932 (18738) 64 Eche (ping) request id=exee37, seq=17/4352, ttl=64 (no r
18 2022-88-87 21:21:18.626651 192.8.2.188 198.51.1088. 188 ICMP 186 axdaes (18949) 64 Echo (ping) request id=exee37, seq=18/46e8, ttl=64 (no r
< >

be @7 12 34 92 14 00 50 56 9d o8 be 81 00 00 cd srallei P Wevasase
B8 00 45 00 09 54 41 1f 40 20 40 81 dc Be <O 00 B TA- @ .
B2 64 b 33 64 64 0B 90 @6 67 @@ 3IT 00 81 bo 2« d-3dd-- -g-7--,
2 62 00 20 80 00 8c fe @3 90 00 00 20 00 10 11 Berrses sarnsnne
12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f 280 21 oo oo '
q 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 3@ 31 “#EER() *4,-. 01
2 @60 32 33 34 35 36 37 55 55 55 55 23456700 LU

B8, .... ...n w:.. = Priority: Best Effort (default) (@)
aes@ srar asas asae = DEI: Ineligible

ee. B089 1189 1101 = ID: 205

Type: IPvd (@x0E8a)

Trailer: 55555555

:| Internet Protocol Version 4, Src: 192.9.2.100, Dst: 108.51.100.1008
| Internet Control Message Protocol

Explanation

The switch captures are configured on subinterfaces Ethernet1/1.205 or Portchannel 1.205 with a filter that
matches outer VLAN 205.

This table summarizes the task:

Capture Internal

Task point filter

Direction |Captured traffic

ICMP echo requests from host
192.0.2.100 to host
198.51.100.100

Configure and verify a packet
capture on subinterface Ethernetl/1
Ethernet1/1.205

Outer Ingress
VLAN 205 [only*




Configure and verify a packet

capture on subinterface Ethernetl/3 Outer Ingress ICMP echo requests from host
Portchannel 1.205 with member VLAN 205 lonlv* 192.0.2.100 to host
interfaces Ethernet1/3 and Ethernet1/4 y 198.51.100.100

Ethernetl/4

* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.

Packet Captureon Internal Interfaces

The Secure Firewall 3100 has 2 internal interfaces:

* in_data uplinkl - connects the application to the internal switch.

e in_mgmt_uplinkl - provides a dedicated packet path for management connections, such as SSH to
the management interface, or the management connection, also known as the sftunnel, between the
FMC and the FTD.

The Secure Firewall 4200 has up to 4 interna interfaces:

* in_data uplinkl andin_data uplink2 (4245 only) - these interfaces connect the application to the
internal switch. In the case of 4245, the packets are load balance across the 2 uplink interfaces.

e in_mgmt_uplinkl and in_mgmt_uplink2 - these interfaces provide a dedicated packet path for
management connections, such as SSH to the management interface, or the management connection,
also known as the sftunnel, between the FMC and the FTD. The Secure Firewall 4200 supports 2
managemet interfaces.

Task 1
Usethe FTD or ASA CLI to configure and verify a packet capture on the uplink interface in_data_uplink1.
Topology, packet flow, and the capture points

Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 in_data_uplink1
@ ICMP echo-reply :
198.51.100.100

Secure Firewall 4200:



Chassis
Internal Switch Security Module

FTD/ASA

in_data_uplink1

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

A 4

Configuration
Perform these stepson ASA or FTD CLI to configure a packet capture on interface in_data_uplink1:

1. Create a capture session:

<#froot>
>

capture capsw switch interface in_data_uplinkl

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface in_data uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_data uplinkl direction both

2.Enable the capture session:

<#root>

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operationa state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:



<#root>

>

show capture capsw det ai

Packet Capture info

Nane:

Session:

Adm n State:

Qper State:

Oper State Reason:

Config Success:
Config Fail Reason:
Append Flag:

capsw

enabl ed

up

Active

yes

overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518

Error Code:
Drop Count:

0
0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id:

Port 1d:

Pcapfile:

Pcapsi ze:

Filter:

18

/mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap

7704

capsw-1-18

Packet Capture Filter Info

Name:
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

capsw-1-18

[N e]

- OO0 O oo
o o
(=]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0



Total Physical breakout ports involved in Packet Capture: 0

66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

In this case, a capture is created on the interface with an internal ID 18 whichisthein_data uplinkl
interface on the Secure Firewall 3130. The show portmanager switch status command in the FXOS local-
mgmt command shell shows the interface IDs:

<#root>
>

connect fxos
firewall#
connect | ocal - ngnt

firewall(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/ 18 KR2 Up 50G Ful | None Li nk- Up

0/19 KR Up 25G Full None Link-Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down



0/26
0/27
0/28
0/29
0/30
0/31
0/32
0/33
0/34
0/35
0/36

n/a
n/a
n/a

1000_BaseX

n/a
n/a
n/a

1000_BaseX

n/a
n/a
n/a

Down n/a
Down n/a
Down n/a
Down 1G
Down n/a
Down n/a
Down n/a
Down 1G
Down n/a
Down n/a
Down n/a

Full N/A
Full N/A
Full N/A
Full None
Full N/A
Full N/A
Full N/A
Full None
Full N/A
Full N/A
Full N/A

Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run this
command in the admin context.

Collect capturefiles

Perform the stepsin the section Collect Secure Firewall Internal Switch Capture Files.

Capturefileanalysis

Use a packet capture file reader application to open the capture files for interface in_data_uplink1. In this
example, the packets capture on the Secure Firewall 3100 are analyzed.

Check the key point - in this case, ICMP echo request and echo reply packets are captured. These are the
packets sent from the application to the internal switch.

Timer
- 12022

¥ 2822

22022
3 2822~
42822~
5 2022
6 2822~

8 2022
9 2822~
18 28232 -
11 2823 -
12 2822
13 28232 -
14 2@22-
15 2822~
16 29232 -
17 2822
18 2822~

-8E-87 22:48:86.685686
|g-e7 186685615
BE-a7 187684219
BE-a7 187 .689388
eg-e7 1B8.6B5736
BE-e7 188. 698806
189698737
189.6008744
118. 692266
11@.6923732
+11.691159

-BE-87
|g-e7
BE-e7
BE-a7
8g-a7
BE-e7
BE-a7
e8-e7
BE-e7
eg-e7
BE-a7
BE-a7

i11.691166
112.692135
112.697209
+13.697328
113.697327
i14.698512
+14.698518

-

Frame 1: 182 bytes on wire (#16 bits), 182 bytes captured {816 bits)

Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.1008.188
Internet Control Message Protocol

Source Desmnguen Protocol Lewgih FI PTTL Info =
192.8.2.188 198.51.198.188 ICMP hez ex4d93 (19859) 64 Eche (ping) request |id=8x@83a, seq=33/8448, ttl=64 (repl
198.51.189.168 192.6.2.180 ICHMP 182 @xbcde (27868) 64 Echo (ping) reply id=ex003a, seq=33/Ba48, ttl=564 (req.
L TOE ST, 100, 100 TCAP 07 URAdeE (1904%] BAECRG (PINg) request  id-oxee3a, seq=34/8784, ttl=64 (repl
198.51.100.100 192.9.2.16@ ICHP 102 axodb2 (28082) 64 Echo (ping) reply id=9x903a, seq=34/8784, ttl=64 (req.
192.8.2.188 198.51.108. 188 ICHMP 182 @xdedc (20188) 64 Echo (ping) request id-8xP83a, seq=35/806@, ttl=54 (repl
198.51.189.1688 192.68.2.180 ICHMP 182 exedbf (28095) 64 Echo (ping) reply id=8x@03a, seq=35/8960, ttl=64 (requ
192.8.2.188 198.51.198.188 ICMP 182 exafad (20269) 64 Echo (ping) request id=-8xd83a, seq=36/9216, ttl=564 (repl
198.51.189.168 192.6.2.180 ICHMP 182 ax6esd (28288) 64 Echo (ping) reply id=8xp83a, seq=36/0216, ttl=564 (req.
192.8.2.188 198.51.108. 168 ICHMP 182 exafbl (28481) 64 Echo (ping) request id=8x@83a, seq=37/9a72, ttl=64 (repl
198.51.189.188 192.8.2.180 ICMP 182 axbeds (28373) 64 Eche (ping) reply id=8xp83a, seqe=37/0472, ttl=54 (req.
192.8.2.188 198.51.108. 188 ICHMP 182 Bx5088 (20488) 64 Echo (ping) request id=-8xP83a, seq=38/0728, ttl=64 (repl
198.51.100.160 192.9.2.16@ ICHP 102 ex6fib (28475) 64 Echo (ping) reply id=9x@83a, seq=38/9728, ttl=64 (req.
192.8.2.188 198.51.108. 188 ICHMP 182 Bx50bE (28664) 64 Echo (ping) request id=8x@@3a, seq=39/9984, ttl=64 (repl
196.51.100.180 192.9.2.180 ICHP 102 ox6fd7 (28631) &4 Echo (ping) reply id=-0x003a, seq=39/9984, ttl=-&4 (requ
192.9.2.100 198.51.100. 169 ICHP 102 @x5184 (20868) 64 Echo (ping) request id=9x@83a, seq=48/10248, ttl=64 (ref
198.51.100.180 102.9.2.100 IcHP 102 ex703e (28734) 64 Echo (ping) reply id=0x003a, seq-48/10248, ttl=64 (rec
192.9.2.198 198,51.108, 168 ICHMP 182 ex51dE (28952) 64 Echo (ping) request id-8x@@3a, seg=41/10496, ttl=64 (rep
198.51.100.100 192.9.2.16@ ICHP 102 @x7edd (28893) 64 Echo (ping) reply id=Bx@83a, seq=41/18496, ttl=64 (rec v
>
@0 S@ 56 9d e7 S8 bc eF 12 34 9a 15 68 0 45 @9 [ TR T T -2
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a3:15), Dst: VMware Sd:e?:58 (88:58:56:9d:e7:58) 90 54 4d 93 40 @0 40 01 @@ 13 0 80 02 64 o6 33 T™M-@@: -c--d-3
0020 64 64 oe o0 7F 15 [EJEE o0 21 30 3 fo 62 oo @0 dd- - 192-b- -
o0 69 8b 1a 05 00 00 0D 00 80 18 11 12 13 14 15 - === =
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 1"ag%
26 27 2B 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35  &'()%+,- .fe123as
36 37 55 55 55 55 GIULULY

Explanation

When a switch capture on the uplink interface is configured, only packets sent from the application to the
internal switch are captured. Packets sent to the application are not captured.

This table summarizes the task:

Task

Capture point

Internal
filter

Direction

Captured traffic

Configure and verify a packet

in_data_uplink1

None

Ingress

|CMP echo requests from host




capture on the uplink interface only* 192.0.2.100 to host
in_data_uplinkl 198.51.100.100

ICMP echo replies from host
198.51.100.100 to host
192.0.2.100

* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.
Task 2

Usethe FTD or ASA CLI to configure and verify a packet capture on the uplink interface
in_mgmt_uplink1. Only the packets of management plane connections are captured.

Topology, packet flow, and the capture points

Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA
Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC, 4
FMC ICMP echo-reply, @\
SSH, Sftunnel
Secure Firewall 4200:
Chassis
Internal Switch Security Module
FTD/ASA
@\ Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC, < ®
FMC ICMP echo-reply, @\

SSH, Sftunne

Configuration
Perform these steps on ASA or FTD CL1 to configure a packet capture on interface in_mgmt_uplink1:

1. Create a capture session:



<#root>
>

capture capsw switch interface in_ngnt_uplinkl

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface in_ngnt_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_nmgnt_uplinkl direction both

2. Enable the capture session:

<#root>

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:

<#root>

> show capture capsw detai l

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes



Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 19

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap
Pcapsi ze: 137248

Filter: capsw-1-19

Packet Capture Filter Info

Name: capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

281 packets captured on di sk using switch capture

Reading of capture file from disk is not supported

In this case, a capture is created on the interface with an internal 1D 19 whichisthein_mgmt_uplink1
interface on the Secure Firewall 3130. The show portmanager switch status command in the FXOS local-
mgmt command shell shows the interface IDs:

<#root>
>

connect fxos



firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/ 19 KR Up 25G Ful | None Li nk- Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset

0/35 n/a Down n/a Full N/A Reset

0/36 n/a Down n/a Full N/A Reset

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run this
command in the admin context.

Collect capturefiles
Perform the stepsin the section Collect Secure Firewall Internal Switch Capture Files.

Capturefileanalysis



Use a packet capture file reader application to open the capture files for interface in_mgmt_uplink1. In this
example, the packets capture on the Secure Firewall 3100 are analyzed.

Check the key point - in this case only the packets from the management | P address 192.0.2.200 are shown.
Examples are SSH, Sftunnel or ICMP echo reply packets. These are the packets sent from the application
management interface to the network through the internal switch.

Mo, Time

A6 MY A0 AT 1301468

Transport Layer Security

196 2022-08-87 23:21:45,
197 2022-08-07 23:21:45.
198 2022-08-07 23:21:45.
199 2022-08-07 23:21:45.
200 2022-08-07 23:21:45.
701 2022-08-07 23:21:45.
202 2022-08-07 23:21:46.
203 2022-08-07 23:21:46.
204 2022-08-07 23:21:46.
205 2022-08-07 23:21:46.
206 2022-88-07 23:21:46.
207 2022-88-87 23:21:46.
208 2022-08-07 23:21:47.
200 2022-88-87 23:21:48.
216 2822-88-87 23:21:48.
211 2022-88-07 23:21:48.
212 2022-88-87 23:21:50.
213 2022-08-07 23:21:50.
214 7022-88-07 23:21:50.
215 2022-08-07 23:21:50.
216 2022-08-07 23:21:51.
217 2822-08-07 23:21:51.
218 2022-98-07 23:21:52,
219 2022-08-87 23:21:53.
220 2022-08-87 23:21:53,
221 2022-08-07 23:21:53.
222 2022-08-87 23:21:53.
223 2022-08-87 23:21:54,
224 2022-88-87 23:21:54.

133362
133385
133388
928772
249024
949027
819895
819899
819903
819986
136415
958148
958489
AB6312
903236
994386
BRABSTE
148167
148171
148175
015864
1428432
230118
842744
873144
194906
SR5488
122859
SRIGTS

R T Y

-

Sowce Destinaton Protocol
192.0.2, 200 192.9.2.101 TCP
192.0.2.200 192.9.2.101 TP
192.8.2.200 192.0.2.101 TLSV.
192.0.2.200 192.0.2.100 IcHP
192.8.2.200 192.9.2.101 TLSV.
192.8.2.200 192.9.2.101 TP
192.0.2.200 192.0.2.101 TLSVL.
192.8.2.200 192.9.2.101 TLSVL.
192.0.2.200 192.9.2.101 e
192.8.2.200 192.8.2.101 TP
192.8.2.200 192.9.2.101 TP
192.2.2.200 192.9.2.100 IcHp
192.8.2.200 192.9.2.108 IcHe
192.8.2.200 192.0.2.101 e
192.8.2.200 192.8.2.101 TLSvL.
192.8.2.200 192.9.2.100 IcHe
192.0.2.200 192.0.2.100 IcHe
192.8,2, 200 192.9.2.101 Tcp
192.8.2.200 192.9.2.101 TcP
192.0.2.200 192.0.2.101 TLSVL.
192.8,2, 200 192.0.2.108 IcHP
192.8.2. 208 192.9.2.181 TCR
192.0.2.208 192.0.2.108 ICHP
192.9.2. 208 192.9.2.108 ICHP
192.8.2. 208 192.9.2.108 S5H
192.0.2.200 192.0.2.108 TCP
192.8.2. 208 192.9.2.181 TLSV1.
192.8.2. 200 192.9.2.108 ICHP
192.9.2. 208 192.9.2.101 TCP
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Frame 1: 747 bytes on wire (5976 bits), 747
Ethernet II, Src: Cisco_34:9a:8@ (bci:e7:12:34:9a:88), Dst: Cisco 11:38:2a (a4:53:8e:11:38:2a)
Internet Protocol Version 4, Src: 192.8.2.288, Dst: 192.8.2.181

Transmission Control Protocol, Src Port: 8385, Dst Port: 58885, Seq: 1, Ack:

bytes captured (5976 bits)
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64 39181 + 8385 [ACK] Seq=61372 Ack=875 Win=1324 Len=144% T¢
64 29181 » 8385 [hﬂt] Seq=62820 Ack=875 Win=1384 Len=1448 TS
64 Application Data

64 Echo (ping) reply id=0x0001, seq=4539/47889, ttl=64

64 application Data

64 B385 » SHEES [nc:] Seq=21997 Ack=26244 Win=4116 Len=8 TSy
64 application Data

64 Application Data

64 BI85 + SEEES [ACK] Seq=22853 Ack=26274 Win=4116 Len=8 TSy
64 B35 -+ 58885 [ACK] Seq=22853 Ack=26300 Win=4116 Len=8 TSy
64 39181 -+ 8385 [ACK] Seq=65188 Ack=921 Win=1384 Len=0 Tsval
64 Echo (ping) reply id=0xe0e1, seq=4540/48145, ttl=64
64 Echo (ping) reply id=eéxeael, seq=a541/48481, ttl=64
64 B385 » S8EES [ACK] Seqe=22853 Ack=26366 Win=4116 Len=8 TSy
64 Application Data

64 Echo (ping) reply idedx@del, seqed542/48657, ttle=s4

64 Echo (ping) reply id=0x0001, seqe=4543/48913, ttleca

64 39181 » 8365 [ACK] Seq=65188 Ack=921 Win=1384 Len=144% TS
64 39181 » 8305 [ACK] Seqe66636 Ack=921 Win=1384 Lenw1448 TS
64 Application Data

64 Echo (ping) reply id=gxeoel, seq=4544/49169, ttl=64

64 39181 + 8305 [ACK] Seqe=698@4 Ack=267 Win=1384 Len=@ Tsval
64 Echo (ping) reply id=oxenel, seq=1545/40425, ttl=64
64 Echo (ping) reply id=exeel, seq=4546/49681, ttl=64

64 Server: Encrypted packet (len=112)

64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@

64 Application Data

64 Echo (ping) reply id=0x0001, seq=4547/49937, ttl=64

64 8305 » 58885 [ACK] Seq=23487 Ack=26424 Win=4116 Len=8 TSy
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Explanation

When a switch capture on the management uplink interface is configured, only ingress packets sent from the
application management interface are captured. Packets destined for the application management interface

are not captured.

This table summarizes the task:

Task

Capture point

I nternal
filter

Direction

Captured traffic

Configure and
verify a packet
capture on the
management
uplink interface

in_mgmt_uplink1

None

Ingress only*

(from the
management
interface to the

network through the

internal switch)

ICMP echo repliesfrom FTD
management | P address
192.0.2.200 to host 192.0.2.100

Sftunnel from FTD management IP
address 192.0.2.200 to FMC IP
address 192.0.2.101

SSH from FTD management IP
address 192.0.2.200 to host
192.0.2.100




* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.
Packet Capture Filters

Internal switch packet capture filters are configured the same way as the data plane captures. Use the
ether net-type and match options to configure filters.

Configuration

Perform these stepson ASA or FTD CL1 to configure a packet capture with afilter that matches ARP
frames or ICMP packets from host 198.51.100.100 on interface Ethernet1/1:

1. Verify the nameif:

<#root>
>

show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Create a capture session for ARP or ICMP

<#root>
>

capture capsw switch interface inside ethernet-type arp

<#root>

> capture capsw switch interface inside match icnp 198.51. 100. 100

Verification

Verify the capture session name and the filter. The Ethertype value is 2054 in decimal and 0x0806 in
hexadecimal:

<#root>
>

show capture capsw det ai l



Packet Capture info

Name: capsw

Session: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: -
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Et hertype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

Thisisthe verification of thefilter for ICMP. IP protocol 1 isthe ICMP:



<#root>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Pr ot ocol : 1
Ivlan: 0
Ovlan: 0
Src |Ip: 198. 51. 100. 100
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0

Ethertype: 0



Total Physical breakout ports involved in Packet Capture: 0
0 packets captured on disk using switch capture

Reading of capture file from disk is not supported

Collect Secure Firewall Internal Switch Capture Files

Use ASA or FTD CLI to collect internal switch capture files. On FTD, the capture file can also be exported
viathe CLI copy command to destinations reachable via the data or diagnostic interfaces.

Alternatively, the file can be copied to /ngfw/var/common in expert mode and downloaded from FMC via
the File Download option.

In the case of port-channel interfaces ensure to collect packet capture files from all member interfaces.
ASA
Perform these steps on to collect internal switch capture fileson ASA CLI:

1. Stop the capture:

<#root>
asa#

capture capsw switch stop

2. Verify the capture session is stopped and note the capture file name,

<#root>

asa#

show capture capsw det ai |

Packet Capture info

Nanme: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adm n_Shut



Config Success: yes
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. Usethe CLI copy command to export the file to remote destinations:

<#root>

asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration



scp: Copy to scp: file system

smb: Copy to smb: file system

startup-config Copy to startup configuration

system: Copy to system: file system

tftp: Copy to tftp: file system
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

Perform these steps to collect internal switch capture fileson FTD CLI and copy them to servers reachable
viadata or diagnostic interfaces:

1. Go to diagnostic CLI:

<#root>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Click 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower>

enabl e

Password:

<-- Enter

firepower#

2. Stop the capture:

<#root>
firepower#

capture capi switch stop

3. Verify the capture session is stopped and note the capture file name;



<#root>

firepower#

show capture capsw det ai

Packet Capture info

Narne: capsw
Session: 1

Admi n State: di sabl ed
Oper State: down

Oper State Reason: Session_Adni n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1
Protocol:
Ivlan:
Ovlan:

Src Ip:

Dest Ip:

Src Ipvé6:
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port:
Dest Port:
Ethertype:

o o

- OO O OO
o o
o o

o O O

Total Physical breakout ports involved in Packet Capture:



886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. Use the CLI copy command to export the file to remote destinations.

<#root>
firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

Perform these steps on to collect capture files from FMC via the File Download option:

1. Stop the capture:

<#root>
>

capture capsw switch stop

2. Verify the capture session is stopped and note the file name and full capture file path:

<#root>
>

show capture capsw det ai



Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess-1- capsw et her net - 1- 1- 0. pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported

3. Go to expert mode and switch to root mode:

<#root>



>

expert

admin@firepower:~$

sudo su

root@firepower:/home/admin

4. Copy the capture file to /ngfw/var/common/:

<#root>

root@KSEC-FPR3100-1:/home/admin

cp / mt/ di skO/ packet - capt ur e/ sess- 1- capsw et hernet - 1- 1- 0. pcap / ngf w/ var/ conmon/

root@KSEC-FPR3100-1:/home/admin

I's -1 /ngfw var/conmon/ sess*

-rwxr-xr-x 1 root admin 139826 Aug 7 20:14

/ ngf w/ var/ common/ sess- 1- capsw- et her net - 1- 1- 0. pcap

-rwxr-xr-x 1 root admin 24 Aug 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap

5. On FMC choose Devices > File Download:



Firewall Management Center [
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6. Choose the FTD, provide the capture file name, and click Download:

Firewall Mahag?mem Center Overview Analysis Policies Devices Objects Integration Deploy ﬁo £+ @ lab_comain |\ admin¥ = 5
ense Cl
Device
FPR3100-1 v

File:

sess-1-capsw-ethernet-1-1-0.pcap

Guidelines, Limitations, and Best Practicesfor Internal Switch Packet Capture

Guiddlines and limitations;

» Multiple switch capture configuration sessions are supported, but only 1 switch capture session can be
active at atime. An attempt to enable 2 or more capture sessions resultsin an error "ERROR: Failed
to enable session, aslimit of maximum 1 active packet capture sessionsreached”.

* An active switch capture cannot be deleted.

 Switch captures cannot be read on the application. The user must export the files.

 Certain data plane capture options such as dump, decode, packet-number, trace, and others are not
supported for switch captures.

* Inthe case of multi-context ASA, the switch captures on data interfaces are configured in user
contexts. The switch captures on interfacesin_data _uplinkl, and in_mgmt_uplink1 are supported only
in the admin context.

Thisisthelist of best practices based on the usage of packet capture in TAC cases.



Be aware of guidelines and limitations.

Use capturefilters.

Consider the impact of NAT on packet | P addresses when a capture filter is configured.

Increase or decrease the packet-length that specifies frame size, in case it differs from the default
value of 1518 bytes. Shorter size results in an increased number of captured packets and vice versa.

* Adjust the buffer size as needed.

» Beaware of the Drop Count in the output of the show cap <cap_name> detail command. Once the
buffer size limit is reached, the drop count counter increases.

Related | nfor mation

* Firepower 4100/9300 Chassis Manager and FXOS CL| Configuration Guides
» Cisco Secure Firewall 3100 Getting Started Guide
» Cisco Firepower 4100/9300 FXOS Command Reference



https://www.cisco.com/c/en/us/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/getting-started/3100/secure-firewall-3100-gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html

