Firepower Data Path Troubleshooting Phase
5. SSL Policy
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Introduction

This article is part of a series of articles which explain how to systematically troubleshoot the data
path on Firepower systems to determine whether components of Firepower may be affecting
traffic. Please refer to the Overview article for information about the architecture of Firepower
platforms and links to the other Data Path Troubleshooting articles.

This article covers the fifth stage of the Firepower data path troubleshooting, the Secure Sockets
Layer (SSL) Policy feature.

Packet
Ingress

Prerequisites

- The information in this article applies to any Firepower platform SSL decryption for the
Adaptive Security Appliance (ASA) with FirePOWER services (SFR module) only available in
6.0+Client Hello Modification feature is only available in 6.1+

- Confirm that SSL Policy is being used in the Access Control Policy


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html
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Prefilter Policy: Default Prefilter Policy SSL Policy: TEST SSL _POLICY

Rules  Security Intelligence  HTTP Responses

General Settings

Maximum URL characters to store in connection events 1024
Allow an Interactive Block to bypass blocking for (seconds) 600
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Inspect traffic during policy apply Yes

Identity Policy Settings

>

Identity Policy None

SSL Policy Settings

i

SSL Policy to use for inspecting encrypted connections I TEST_SSL_POLICY I
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Send Connection Events to:

Save Cancel

- Check the Undecryptable Actions tab to see if any option is set to block traffic

- In the Connection events, when you are in the table view of connection events, enable all of
the fields with 'SSL' in the name
Most are disabled by default and need to be enabled in the Connection Events viewer
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Troubleshooting the SSL Policy Phase

Specific steps can be followed to help understand why SSL Policy may be dropping traffic that is
expected to be allowed.

Check SSL Fields in the Connection Events

If the SSL Policy is suspected of causing traffic issues, the first place to check is the Connection
Events section (under Analysis > Connections > Events) after enabling all the SSL fields, as
outlined above.

If SSL Policy is blocking traffic, the Reason field displays "SSL Block". The SSL Flow Error
column has useful information about why the block occurred. The other SSL fields have
information about SSL data that Firepower detected in the flow.
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This data can be provided to the Cisco Technical Assistance Center (TAC) when opening a case
for SSL Policy. In order to easily export this information, Report Designer button at the top right
corner can be used.

If this button is clicked from the Connection Events section, the filters and time window options are
copied to the report template automatically.

Bookmark This Page | Report Designer j Dashboard View Bookmarks Search v

Il 2019-06-28 09:54:40 - 2019-06-28 11:02:22 &
Expanding

Make sure all mentioned SSL Fields are added at the 'Field' section.
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Click on Generate to create a Report on PDF or CSV formats.

Debug the SSL Policy

If the Connection Events do not contain enough information about the flow, SSL debugging can be
run on the Firepower Command Line Interface (CLI).

Note: All of the debug content below is based on the SSL decryption that happens in
software on the x86 architecture. This content does not include debugs from SSL hardware
offload features that were added in version 6.2.3 and on, which are different.

Note: On the Firepower 9300 and 4100 platforms, the shell in question can be accessed via
the following commands:

# connect module 1 console
Firepower-module1l> connect ftd
>

For multi-instances, the logical device CLI can be accessed with the following commands.
# connect module 1 telnet
Firepower-module1l> connect ftd ftd1

Connecting to container ftd(ftd1) console... enter "exit" to return to Boot CLI
>

The system support ssl-debug debug_policy_all command can be run to generate debugging
information for every flow processed by the SSL Policy.

Caution: The snort process must be restarted before and after running the SSL debug,
which can cause a few packets to be dropped depending on the snort-down policies and
deployment used. TCP traffic will be retransmitted, but UDP traffic can be negatively affected
if the applications passing through the firewall don't tolerate minimum packet loss.
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can be dor iat | command
'pmtool restartbyty ionEngine’.

Warning: Do not forget to turn off debugging after the necessary data is collected with the
system suport ssl-debug-reset command.

There will be a file written for each snort process running on the Firepower device. The location of
the files will be:

- Ilvar/common for non-FTD platforms
- Ingfw/var/common for FTD platforms

bug_24383

These are some of the helpful fields in the debug logs.



2017-05-30 04:02:05.893 Verdict callback.
Logstr: ssl_policy_decision: Found maiching rule.
Process ID: 24383
Flow context: 0x414eael
Flow info: 0x7ffead4b8ccf0
flowid: 0x80000039
error; 0x00000000
cipher_suite: 49199 - TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
ssl_wversion: TLS1.2
server_cert_h: 89

flags: 0x40820004048181c3/0x00000088c0000000
Connection Event: 0x7ffea4b8c9e8 messages: 0x00000038
Policy ID: 93a182e8-1d00-11e6-9e03-b6d00120637b

Rule 1D: 1

Logging is on: 1

Cipher Suite: 49199 - TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

SSL Version: 16 - TLS1.2

Server Cert Status: 2 - valid ca chain

URL Category Matched: 0

App ID Matched: 0

Client Hello Server Name: (null)

SSL Flow Error: 0x00000000 - NSLIB:Logging [0x00000000;code:0;sub:0] Success;
SSL Flow Messages: 0x00000038 - CLIENT_HELLO,SERVER_HELLO,SERVER_CERTIFICATE

SSL Flow Flags: 0x00000088¢48181c3 -
VALID,INITIALIZED,SSL_DETECTED,CERTIFICATE_DECODED,FULL_HANDSHAKE,CLIENT_HELL
O_SESSTKT,SERVER_HELLO_SESSTKT,CH_PROCESSED,SH_PROCESSED,CH_CIPHERS_MO
DIFIED,CH_CURVES_MODIFIED,CH_EXTENSION_REMOVED,CH_ALPN_HAS H2

SSL Session ID:

SSL Session Ticket

Network parameters:
src_addr: 192.168.1.200
src_port: 55113
src_intf: 3
src_zone: -1
dst_addr: 216.58.218.234
dst_port: 443
dst_intf: 2
dst_zone: -1
vian: 0

Matching Rule:
ordinal rule id: 1
rule id: 1

Verdict

2017-05-30 04:02:05.894 Error callback
Logstr: ssl_policy_error_callback
Process |D: 24383
Flow context: O0x414eael
Flow info: 0x7ffea4b8d3a0
flowid: 0x80000039
error: O0xb7000a20
FLOW ERROR FOUND:
- NSE:PubCrypto [0xb7000a20;code:32;sub:10] OpenSSL RSA operation failure;
cipher_suite: 65535 - Unknown
ssl_version: UNKNOWN
server_ceri_h: -1
flags: Oxca4a0407068181c5/0x00000088c0000000
messages: 0x00000078
Connection Event: 0x7ffea4b8d290
Policy ID: 93a182e8-1d00-11e6-9e03-b6d00120637b

Note: If there is an error with decryption which occurs after Firepower begins decrypting, the
traffic must be dropped since the firewall have already modified/man-in-the-middled the




session, so it is not possible for the client and server to resume communication as they have
different TCP stacks as well as different encryption keys used in the flow.

The debug files can be copied off of the Firepower device from the > prompt using the directions in
this article.

Alternatively, there is an option on the FMC in Firepower version 6.2.0 and greater. To access this
Ul utility on the FMC, navigate to Devices > Device Management. Then, click on the <% icon next
to the device in question, followed by Advanced Troubleshooting > File Download. You can
then enter the name of a file in question and click Download.

Overview Analysis Polides Devices Objects AMP  Intelligence

Advanced Troubleshooting

Generate a Decrypted Packet Capture

It is possible to collect an unencrypted packet capture for the sessions which get decrypted by
Firepower. The command is system support debug-DAQ debug_daq_write_pcap

Caution: The snort process must be restarted before generating the decrypted packet
capture, which can cause a few packets to be dropped. Stateful protocols such as TCP
traffic are retransmitted, but other traffic, such as UDP, can be negatively affected.

> system support debug-DAQ debug_daqg_write_pcap
Parameter debug_daq_write_pcap successfully added to configuration file.

Configuration file contents:
debug_daq_write_pcap

You must restart snort before this change will take affect
This can be done via the CLI command
'system support pmtool restartbytype DetectionEngine'.

> system support pmtool restartbytype DetectionEngine

> expert

admin@firepower:~$ cd /var/common/
admin@firepower:/var/common$ Is
daqg_decrypted_15903.pcap daq_decrypted_15909.pcap

admin@firepower:/var/common$ tar pczf daq_pcaps.tgz daq_decrypted_*
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Caution: Before submitting a decrypted PCAP capture to TAC, it is recommended to filter
out and limit the capture file to the problematic flows, as to avoid revealing any sensitive data
unnecessarily.

Look for Client Hello Modifications (CHMod)

The packet capture can also be evaluated to see if any client hello modification is taking place.

The packet capture on the left depicts the original client hello. The one on the right shows that
server-side packets. Notice that the extended master secret has been removed via the CHMod

feature in Firepower.



soe T eapinpean

re ® RT A= EFEL]E aaq
W tcparcpont = 63232 =R
Mo, & Tima Sourcn SRC PAT Dostirgton DSTPORT  Longth o Protocl
314 3.9790445  192.168.1.200 83232 172.217.5.226 a3 86 63232 = 443 [SYN] Seqe@ Win=H192 Len=g MSS=1468 WS=4 SACK_PERM=1 e
324 4.000952  192,160.1.208 63232 172.217.5.226 443 54 63232 - 443 [ACK] Seq=1 Ack=1 Win=56240 Len=0 TCP
102,168, 1. 200 3232 2
332 4.862885  192.168.1.780 63232 172.217.5.226 a3 54 63232 = 443 [ACK] 5eqs218 ACkwl057 WineB&248 Lens® TP
336 4.867959 192.168.1.200 63232 172.217.5.226 a3 54 63232 - 443 [ACK] 5eq218 Ack=2118 Win=B5876 Lens@ TCP
334 4.072598  192.168.1.200 63232 172.217.5.226 443 186 Client Key Exchange, (hange Cipher Spec, hello Request, Hello Reque. TLSVL.Z
339 4.061448  192,168.1.200 3232 172.217.5.226 4“3 107 Application Dota Tisva.z
349 4.081463  102.168.1.200 63232 172,217.5.226 3 118 Applicatien Data TLSv.2
¥ andihake Protucol: Client T"u:n ‘see = copalpce
ndshake Type: Client Hello . =11 [ Tr—
Length: 208 d n @ RO QéeasEF & = &Qa
v ol TLS 1.2 (@x8303) 1 — B - p:
10 Length: & Mo A Time Sowrce SAC PRT Destination DSTPOAT  Langth Infe Protocal
Cipher Suites Length: 28 F 707 12.608129 192.168.1.200 63232 172.217.5.226 443 56 63232 - 443 [SYN] Seqs® Win=B192 Lensd MSS=1468 WS=d SACK_PERMs1 TR
Suites (14 suites) 717 12.630388 192.168.1. 200 63232 172.217.5.226 443 54 63232 ~ 443 IACK) Seq=1 Ack=1 Win=66248 Len=g TCP
son Methods Length: 1 718 12.636387 192.166.1. 200 63232 172.211.5.226 3 253 Client Hello
Methods (1 method) 730 12.672869 192.168.1.200 63232 172.217.5.226 443 54 63232 - 443 [ACK] Seq=200 Ack=2761 Win=66248 Len=8 TCP

ength: 118

o oy Loy 734 12.697358 192,168.1.200 63232 172.217.5.226 443 54 63232 ~+ 443 [ACK] Seq=200 Ack=4207 Win=66240 Len=6 Tcr
4 ::t:‘:“n: ‘: own "?“'_ . 738 12.711685 192,168.1.200 63232 172.217.5.226 443 18 Client Key Exchange, Change Cipher Spec, Encrypted Hondshake Message TLSv1.2 ™
it b 739 12.712021 192.168.1.200 63232 172.217.5.226 443 167 Application Data TLSvl.2
[ rtension: Extencas master secret | 740 12.712097 152,168,1.200 63232 172.217.5,226 443 118 Application Data Tisvie2

Vversion: TLS 1.0 (8x0301)
Length: 194
* Hendshake Protocal: Client Hello
Handshake Type: Client Hello (1)

rtificate_tisestasp
on Layer Protocol Megotiation

» Extension: channel_id Lemgth: 198

» Extension: ec_point_formats Version: TLS 1.2 {@x@383)
» Extension: elliptic_curves + Random

» Extension: Unknown SE826 Session 1D Length: @

Cipher Suites Length: 22
» Cipher Suites (11 suites)
Compression Methods Length: 1

38
=
3
5
g

o0 8
5 62 {7 80 81 bb &7 72 B 12 89 b2 2
48 D0 24 05 29 00 16 03 B1 00 04 01 89 1 + (ompression Methods (1 sethod)
B34b 14 dSdedcal 11 7c860167 149221 .K... Extensions Length: 127
Serrmiaan 4 X 2N + Extension: Unknown 6682
#0 00 80 1c 4a 4o cb 2b o0 2f cB Zc @ 3 cc . . :
£C B €8 13 €8 14 B8 9c O 90 98 21 €9 35 88 82 ...... Extension: renegotiation_info
@1 00 80 65 1a 1a B8 60 11 01 60 01 60 00 00 M0 ...... v Extenslon: server_name
2200 20 00 80 1d 70 61 67 65 61 64 32 2e 67 61 . ... » Extension: SessionTicket TLS
— » Extension: signature_olgorithes

+ Extension: status_reguest
+ Extension: signed_certificate_tisestomp

+ Extensien: Application Layer Protocal Megotiation
+ Extension: ec_point_forsats

+ Extensien: elliptic_curves

+ Extension: Unknown 56026

80 0c 29 22 01 06 00 @c 29 61 17 Bb 08 9 45 00 ..
80 ef 19 02 40 00 48 06 ab db <@ a8 01 c8 ac B0 ..
@5 ez 70001 bbe7 72 80 f4 09 b2 21 ba 50 18 ..

b8 b3 39 00 00 16 03 01 00 c2 81 00 @@ be 03
83 4b {1 14 d5 oe 1c a3 11 Tc 86 91 67 fd 92 21
@7 63 16 30 20 5d 04 44 27 96 72 B4 la b2 20 30 .

€8 21 c Zc <@ 30 ¢ 13 co 14

35 09 Ba 91 80 00 Jf 1a la
00 00 22 00 20 92 00 1d
67 6f 6f 67 6c 65 73 79 pagead2. googlesy

@ 7 camu Packets: 1300 - ispiiyed: 68 (0.1%) - Lo lim: 00184 Protie. Detsust

288
2
z28
zax
-4

¥E

Make Sure Client Trusts Resigning CA For Decrypt/Resign

For SSL Policy rules with an action of "Decrypt - Resign”, make sure that the client hosts trust the
Certificate Authority (CA) used as the resigning CA. The end users should have no indication that
they are being man-in-the-middled by the firewall. They should trust the signing CA. This is most
commonly enforced through Active Directory (AD) Group Policy but it depends on the company
policy and AD Infrastructure.

For more information, you can review the following article, which outlines how to create an SSL
Policy.

Mitigation Steps
Some basic mitigation steps can be followed in order to:

- Re-configure the SSL Policy to not decrypt certain traffic
. Strip certain data out of a client hello packet so that decryption will succeed

Add Do Not Decrypt (DnD) Rules

In the following example scenario, it has been determined that traffic to google.com is breaking
when passing through SSL Policy inspection. A rule is added, based off of the Common Name
(CN) in the server certificate so that traffic to google.com is not decrypted.


https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/200202-Configuration-of-an-SSL-Inspection-Polic.html
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After saving and deploying the policy, the troubleshooting steps outlined above can be followed
again to see what Firepower is doing with the traffic.

Client Hello Modification Tuning

In some cases, troubleshooting can reveal that Firepower is running into an issue with decrypting
certain traffic. The system support ssl-client-hello-tuning utility can be run on the CLI to cause
Firepower to remove certain data from a client hello packet.

In the example below, a configuration is added so that certain TLS extensions are removed. The
numerical ID's are found by searching for information on TLS extensions and standards.

Caution: The snort process must be restarted before the client hello modification changes
take effect, which can cause a few packets to be dropped. Stateful protocols such as TCP
traffic are retransmitted, but other traffic, such as UDP, can be negatively affected.

16 = Application Layer Protocol Negotiation
13172 = Next protocol negotiation

L tuning configuration file




In order to revert any changes made to the client hello modification settings, the system support
ssl-client-hello-reset command can be implemented.

Data to Provide to TAC

Data Instructions
Troubleshoot
files from the
Firepower
Management
Center
(FMC) and
Firepower
devices

SSL Debugs See this article for instructions
Full session
packet
captures
(from the
client side,
Firepower
device itself
and server
side when
possible)
Connection
Event
screenshots
or reports

http://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-techi

http://www.cisco.com/c/en/us/support/docs/security/sourcefire-firepower-8000-series-applia

See this article for instructions

Next Step

If it has been determined that the SSL Policy component is not the cause of the issue, the next
step would be to troubleshoot the Active Authentication feature.

Click here to proceed with the next article.


http://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
http://www.cisco.com/c/en/us/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/214608-firepower-data-path-troubleshooting-phas.html
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