Upgrade Procedurethrough FM C for Firepower
Devices
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This document describes the procedure to upgrade devices with Firepower Services, Adaptative Security
Appliance (ASA), FTD and FMC.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these products:
* Firepower Management Center (FMC)
* Firepower Threat Defense (FTD)

* FirePOWER (SFR) service module running on ASA

It isalso required to download the software for firepower devices from:
https://software.cisco.com/downl oad/find/firepower

Components Used

The information in this document is based on these products and software versions:

» Firepower Management Center
* FirePOWER service module running on ASA


https://software.cisco.com/download/find/firepower

"The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Procedure

Step 1. Navigate to System > updates and look for the version you want to upgrade to, as shown in the
image.

Overview Analysis Policies Davices Objects AMP Intelliganca Dieploy R Help v admin v

Configuration Users Domaing Integration Updares Licenses v Health = Monitgring * Toals »

ORI E  pule Updates  Gealocation Updates

& upioad update

Version Belease Hotes Beboot
294 16 ™ % 5
20 0¥ L w5
-+ This Aug 10 14:37:14 UTC 2007 C L]
85 Ths Jul 20 18:30:07 UTC 2017 Mo LIS
gerprint Database Updates 8|1 Tue May 23 21:37:59 L Mo w5
tch (¥6.2.1 and abeva) 6.2.2.2-109 Mon Fab 26 15:37:13 UTC 2018 Yas w5
Seurcafies 30 Dat tor 53 Patch (v6.2.1 and abova) £.2.2.1-73 Fri Now 3 10:09:03 UTE 2017 Yo W g
Seurcafire 30 Centar 53 Patch Uninstaller (v5.2.1 and above) 6.2.2.1-73 Fri Nov 3 19:08:23 UTC 2007 Yoz %G5
and above) 6.2.2.1=72 i P 17:48: 24 UTC 2017 Tirg L]
s W
L &, e 3 2 irg WG
Sourcefire 30 Dafense Centar 53 Upgrade 6.2.1-342 Sat May 13 00:57:15 UTC 2007 Yas WG
© Patch 6.2.0.5-38 wed Feb 28 03:06:53 UTC 2018 L]
Ework Senser Patch 6.2.0.4-85 Fri Doc 22 00:50:20 UTC 2017 Yos W g
Cisco FTD Patch £.2.0.4-85 Thu Dec 21 23:39:03 UTC 2007 W og
Sourcefire 30 Defense Center 53 Patch 6.2.0.3-108 Fri Sep 15 23:58:11 UTC 2017 Yos % 5

If the version that you want to upgrade is not shown on the screen, continue with step 2.
If the version that you want to upgrade is shown on the screen, continue with step 4.

Step 2. Upload the upgrade files on the FM C. Navigate to system>updates and click Upload Update, as
shown in the image.
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Step 3. Choose thefile that you want to upload, and then select Upload, as shown in the
image.
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Step 4. Select the install icon, as shown in the image.
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_& Caution: After the upgrade, the system performs a reboot.

Step 5. Choose the device and select the Install button to start the upgrade, as shown in the image.
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Step 6. Verify the upgrade process on Notification 1con > Tasks, as shown in the image.
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Verify
Firepower Management Center Upgrade

Navigateto Help > About to verify you have the desired version, as shown in the image.
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Firepower Devices Upgrade

Navigateto Devices> Device Management andverify you have the desired version, as shown in the image.
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Troubleshoot

If the upgrade procedure fails, generate the troubleshoot files and open a TAC case. Please refer to this
guide in order to generate the troubleshoot files.



» Cisco Firepower Troubleshoot File Generation Procedures



https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#anc4

