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| ntr oduction

This document describes how to configure inbound and outbound mail to exempt |P addresses, domains, or
email addresses for the Cisco Email Security Appliance (ESA).

Exempt | P AddressessDomaingEmail Addresses from the ESA
Bounce Configuration

You can specify recipient domains on which to disable Bounce Verification when the ESA delivers to those
domains. Y ou will need to configure both outbound and inbound mail.

Outbound Mail

1. Go to Mail Policies > Destination Controls.

2. Select "Add destination...".

3. Call the new destination "example.com".

4. In the settings, set "Bounce Verification" to No.
5. Submit and Commit changes.



Destination Controks

Destination:  [example.com [

IP Address Preference; Default (IPv6 Preferred) &

Lirnits: Coneurrent | | Use Default (500
Connections: | (& Maximum of [500 {betwaen 1 and 1,000)
Maxirmurn Messages Per | | Use Default (50
Connection: | (= Maximum of |50 {between 1 and 1,000)
Recipients: | (=) Use Default (No Lirmit)
' Maximum of [0 |so

Number of reciplents bebtween O and 1,000, 000, 000
per number of minutes between 1 and 60

Apply limits: | Per Destination:
i Entire Domain
(_ Emeh Mail Exehanger [MX Reesrd) [P address

Per ESA hostname:
(®) Systern Wide
_ Each irtual Gateway
(recommendead IF Wrtusl Galeways are in uge)

TLS Support: | Default (Noneh z

A security certificateskey has not yet been configured. Enabling TLS will automatically enable the
"Deme” cortificata oy, (To configure a diferont cortificate/koy, start the CL and use the
certoonfig command,)

Bounee Yerificatian: Perform address tagging: ' Default (Mg)
Mo

e

_Yes
Applies only If bowrce verification address tagging 15 i use. Ses Mail Polickes = Bownce Veniicabtion.
Bounce Prafile: Default =
Bounce Profife can be configured ot Metwark = Bownce Profiles,

% Note: For outbound mail, you can only refer to the destination domain and not an IP address or email
address.

|nbound M all

1. From Mail Policies > Mail Flow Palicies, use an exisiting Mail Flow Policy or create a new Mail
Flow Policy, and set the Bounce Verification/" Consider Untagged Bounces to be valid” to Yes.

2. From Mail Policies> Hat Overview, add the domain to a Sender Group that uses the modified or
created Mail Flow Policy.
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% Notes: Failure to configure your inbound mail may cause your ESA to drop valid bounce messages
for messages.



% Notes: To verify that Bounce Verification is disabled for this domain, you can enable "domain debug
logs' and tail the logs to verify.

Related | nfor mation

e Cisco Email Security Appliance - End-User Guides
e Technical Support & Documentation - Cisco Systems



http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

