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Introduction

This document provides a sample configuration for Dynamic Multipoint VPN (DMVPN) tunnel between hub
and spoke routers using Cisco Configuration Professional (Cisco CP). Dynamic Multipoint VPN is a
technology that integrates different concepts such as GRE, IPSec encryption, NHRP and Routing to provide
sophisticated solution that allows the end users to communicate effectively through the dynamically created

spoke—-to—spoke IPSec tunnels.

Prerequisites

Requirements

For best DMVPN functionality, it is recommended that you run Cisco IOS® Software Release 12.4
mainline,12.4T and later.

Components Used
The information in this document is based on these software and hardware versions:

 Cisco I0S Router 3800 series with Software release 12.4 (22)
 Cisco I0S Router 1800 series with Software release 12.3 (8)
« Cisco Configuration Professional version 2.5

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Background Information
This document provides information how to configure a router as a spoke and another router as a hub using
Cisco CP. Initially spoke configuration is shown, but later in the document, hub related configuration is also
shown in detail to provide a better understanding. Other spokes can also be configured using the similar
approach to connect to hub. Present scenario uses these parameters:

* Hub Router Public Network — 209.165.201.0

* Tunnel Network — 192.168.10.0
* Routing Protocol Used — OSPF

Configure
In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Network Diagram

This document uses this network setup:

DMVPN Tunnel between Hub and Spoke
Turmel network ; 192.156810.0/24

Internal fao Internal

2 © Intemet = Network
Network - ’ Cloud @ Jetwork
s Hub Router 2091832010 Spoke Router
17216200/24 \ 1721618.0/24

Other zpoke router to be
added to DMVPN cloud

Spoke Configuration using Cisco CP

This section shows how to configure a router as a spoke using the step—by-step DMVPN wizard in the Cisc
Configuration Professional.

1. In order to start the Cisco CP application and launch the DMVPN wizard, go to Configure > Security
> VPN > Dynamic Multipoint VPN. Then, select the Create a spoke in a DMVPN option and click
Launch the selected task.



Configure > Security > VPN > Dynamic Multipoint VPN g

&7, VPN
L

Create Dynamic Multipoint VPN (OMVPN) | Edit Dynamic MulSpoint VPN DMVPN) |

Coafgure DMVEN Spoke

Use this option to configure the router as a spoke In a full mesh or hub
and spoke network topology. To complete this configuraion, you must
know the hub's IP address, NHRP information, pre-shared key, IKE
policy, IPSec Transform set and dynamic rouling profocol information

" Create o hub (server or head-end) in s DMUPN

Use this option to configure the router as a primary or backup hub. If you

are configuring 3 backup hub, you must know the primary hub's NHRP

informalion, pre-shared key, IKE policy, IPSec Transform set and

dynamic routing protocol Information. =

{aunch the selactad task)
N, ~ 4

: < | >
2. Click Next to begin.

DMYPN Spoke Wizard
Configure a DMVUPN spoke

DMVPN allow's you to create a scalable network thal connects mulliple remote routers to 3
cantral hud router using the same securlty features offered by site-10-site VPNs. DMYPN
uses |PSec, NHRP, GRE and routing protocols to create secure tunnels between a hub and
aspoke.

This wizard allows you to configure the router as a DMVPN spoke.,
The wizard guides you through these tasks:

1 * Specitying the DMVPN network topology.

* Providing hub information.

* Configuring @ GRE funnel interface,

* Configuring a pre-shared key,

* Configuring IKE policies.

* ConMguring an IPSec transform set.

* Configuning & dynamic routing protocol.

To beain, click Next

:"“"‘l Cancell Help l

3. Select the Hub and Spoke network option and click Next.



DMVYPN Spoke Wizard

10% Complete

DMVYPN Network Topology
Selectthe DMVPN network topology.

(5‘ Hub and Spoke network )

In this topology, all DMVPN traffic is routed through the hub, A point-to-point GRE interface
will be configured on the spoke, and the spoke will use itto create a lunnel to the hub which
will remain up. Spokes do not create GRE tunnels 1o other spokes In this topology.

" Fully meshed network

In this topology, the spoke dynamically establishes a direct tunnel to another spoke device,
and sends DMYPN traffic directly to it. A multipoint GRE tunnel interface is configured on the
spoke to support this functionality.

| Note: Cisco supports Tully hed DMVPH ke only in the following Cisco 10S
images: 12.3(8)T1 and 12.3(9) or later.

4. Specify the Hub related information, such as Hub router's public interface and Hub router's tunnel

interface.

DMYPN Spoke Wizard (Hub and Spoke Topology) - 20% Complete
Specify Hub Information

Enter the IP address of the hub and the IP address ofthe hub's mGRE tunnel interface.
Contactyour nefwork administrator to get this information

Hub Information

IP address of hub's physical interface: :203._1_85-201_.2 l

IP address of hub's MGRE tunnel interface: 192168102 I

Public P addiess
1o be entered abova

Spoke
You are conligurng
this spoke fouler IP address of the mGRE tunnel
o be entered sbove

<Back"Ne:d>“ Finisl ] Cancel] Help J
e

5. Specify the tunnel interface details of the spoke and the public interface of the spoke. Then, click

Advanced.



DHMVYPN Spoke Wizard (Hub and Spoke Topology) - 30% Complete

GRE Tunnel Interface Configuration

Selectthe intarface that connects to the Intemet; QFaSiElhemelﬂ ] v

A Selecting an interface configured for a dialup connection may cause the connection to
be always up.

GRE TunnelInterface

A GRE tunnel interface will be created for this DMVPN connection. Please enter the
adaress information for this interface.

IP address of the tunnel interface Advanced settings
IP Address: Click Advanced to verify that values
192168105 | match peer settings.
Subnet Mask: 7
255256 2560 |[2¢ §

This is the interface from which
GRE/MGRE Tumel originaties-

<Back| Nexhl Sinis I CancelJ Help J

6. Verify the tunnel parameters and NHRP parameters, and make sure they match perfectly to the Hub
parameters.

Advanced configuration for the tunnelinter... @

Some of the following parameters should be identical
in all devices in this DMVPN. Obtain the correctvalues
from your network administrator before changing the

Cisco CP defaults.
NHRP
NHRP Authentication String: W
NHRP Network ID: foooo0
NHRP Hold Time: 360

GRE Tunnel Interface Informalion

Tunnel Key. 100000
Bandwidth: 1000
MTU: 1400
Tunnel Throughput Delay: 1000

IOK || Cancel J Help J
LT

7. Specify the pre—shared key and click Next.




DMVYPN Spoke Wizard (Hub and Spoke Topology) - 40% Complete

Authentication

Selectthe method you want to use to authenticate this router to the peer device(s) in the
DMVPN network. You can use digital cerfificate or a pre-shared key. If digital cedificate is used,
the router must have a valid certificate configured. If pre-shared keyis used, the key configured
on this router must malch the keys configured on all other routers in the DMVPN netework.

" Digital Certificates

& pre-shared Keys

pre-sharedkey, T |

Reenter key: {rreeeeee |

<Back [ Ned | “io | cancel| e |

DMYPN Spoke Wizard (Hub and Spoke Topology) - 50% Complete

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algonthm and key exchange
method that is used by this router when negotiating a VPN connection with the remoie
device. For the VPN connection to be established with the remotle device, the remote
device should be configured with at least one of the policies listed below.

Click the Add... button to add more policies and the Edit... button to edit an existing policy.

Priority| Encryption | Hash D-H Group | Authentication| Type
SHA 1 group2 PRE SHARE Cisto CP Defal
wa) [ e |
o m—
<Back| Ne)d>| Sinisl I Cancell Help |

9. Specify the encryption, authentication and hash parameters. Then, click OK.



Add IKE Policy

Configure IKE Policy

Priority: » vAuthenlicalion: ;
E | [PRE_SHARE vl
Encryption: D-H Group:

|AES_192 v |groupt v/
Hash: : Lifetime:

|

v 2o |[o | HHMmss

I 0K || Cancel | Help |
. pem—,

10.The newly created IKE policy can be seen here. Click Next.

DMYPN Spoke Wizard (Hub and Spoke Topology) - 50% Complete

IKE Proposals
IKE proposals specify the encryption algorithm, authentication algonthm and key exchange
method that is used by this router when negotiating a VPN connection with the remoie
device, For the VPN connection to be established with the remole device, the remote
device should be configured with atleast one of the policies listed below.

Click the Add... button to add more policies and the Edit... button to edit an existing policy.

Priority] Encryption D-H Group | Authentication| Type
aroup2 PRE _SHARE Cisco CP Defal
2 AES_182 SHA_1 groupt PRE_SHARE User Defined
| Add. | I

<Back|lNexd>I| minisl | Cancell Help |

11.Click Next to continue with the Default Transform Set.




DMVYPN Spoke Wizard (Hub and Spoke Topology) - 60% Complete

Transform Set
Atransform set specifies the encryption and autheniication algorithms used o protect the
data in the VPN tunnel. Since the two devices must use the same algorithms fo
communicate, the remote device must be configured with the same fransform set as the
one selecled below.

Click the Add... bution to add a new transform set and the Edit... button to editthe specified
transform set.

Select Transform Set:

Details of the specified transform set
Name ESP Encryplion | ESP Integrity AH Integrity

ESP-3DES-SHA ESP_3DES ESP_SHA_HMAC

DMVYPN Spoke Wizard (Hub and Spoke Topology) - 70% Complete

Select Routing Protocol
Routing protocols are used to advertise private networks behind this router to other routers

inthe DIVPN. Selectthe dynamic routing protocol you want to use.
MNote: You can only creale as many OSPF processes as the number of interfaces fhat are
configured with an IP address and have the status administratively up.

" EIGRP

<Back |(Nea=)| 1o | cancel| Heip |

13. Specify the OSPF process ID and Area ID. Click Add in order to add the networks to be advertised b
OSPF.




Add a Network

Network:

Wildeard Mask

Area:

DHMVYPN Spoke Wizard (Hub and Spoke Topology)

80% Complete

Routing Information

 Select an existng OSPE process 10

% Create a new OSFF process ID. .—[ﬁ 1

OSFF Area ID for lunnel network:
— |

Add the private networks thal you want 1o advertise to the other routers in this DMVPN, OSPF
must be enabled on the other routers to send and raceive these adverisements.

Private networks advertised using OSPF

Network | wilgcard Mask | Area [ Ada.. |
EdH I
Dalaete

Puivarte Network that will be
Suvertised tu the DMVPN uloud,

<Back| Nexd = | Finisl l Cancell Help |

192.168.10.0 \

10.0.0.255 \

i

Cancel |

[ ok ||
T

15. Add the private network behind the spoke router. Then, click Next.



DMVYPN Spoke Wizard (Hub and Spoke Topology) - 80% Complete

Routing Information
" Selectan existing OSPE orocess D

% Create a new OSFF process ID. [710 1
OSPF Area ID for lunnel network: 2 ‘l

Add the private networks thal you want lo adverlise to the other routers in this DMVPN, OSPF
must be enabled on the other routers to send and receive these advertisements.

Private networks advertised using OSPF

Network |Wildcard Mask | Area " ada

192.168.10.0 0.0.0.255 2
1721618.0 000255 2

Puivarte Netwurk that will be
Suvertised tu the DMVPN uloud,

*Back| I Finisl | CancelJ Help I

DMYPN Spoke Wizard (Hub and Spoke Topology) - 90% Complete

Summary of the Configuration

Click Finish to deltver the configuration 1o the router.

Role of his router: DMYPNSpoke (Hub & Spoke topology) A
Public IP address of primary hub:209.165.201.2
IP address of primary hubs mGRE tunnel {0}
Interface that connects this router fo the InternetFastEthemnsld
IP address of this router's lunnelinterface192.168.10.5 Mask 255.255.255.0
Adyanced configuration for the tunnel inferface.
NHRP Authentication String: DMYPN_NW
NHRP Network ID: 100,000
NHRP Holdlime: 360
Tunnel Key: 100,000
Bandwidth:1,000
MTU:1,400
Delay 1,000
Routing Protocol OSPF
OSPF Process ID 10
OSPF Arez 1D for funnel network: 2
Private networks adverised:
192.168.10.0Area2

4724810 NAranD

‘Back| |[Finishl Cancel] Help I

17.Click Deliver to execute the commands. Check the Save running config to device's startup config
check box if you want to save the configuration.




Deliver Configuration to Device @

Deliver delta commands to the devics's running config,

Previewy commands thet will be delivered to the device's running configuration.

crycto ipsec transform.cet ESP.3DES.SHA esp-sha-hmac esp.3des ~
mode transport

ext

cryoto insec profile CiscoCP_Profilel

set fransform-set ESP-3DES-SHA

axt

nterfacs Tunnel

exk

defoult interface Tunnell

nterface Tunneld
hansheacth 1000

The differences between the running configuration and the startup configuration are lost whenever
the device is turned off.

[ Save running config. to device's starlup config
This operation can take several mnutes.

( Deiver ]| Cancel ] Saveto fie Help

e

CLI Configuration for Spoke

The related CLI configuration is shown here:

Spoke Router

crypto ipsec transform-set ESP-3DES-SHA esp-sha—-hmac esp—-3des
mode transport

exit

crypto ipsec profile CiscoCP_Profilel

set transform-set ESP-3DES—-SHA

exit

interface TunnelO

exit

default interface TunnelO

interface TunnelO

bandwidth 1000

delay 1000

ip nhrp holdtime 360

ip nhrp network—id 100000

ip nhrp authentication DMVPN_NW

ip ospf network point-to—multipoint

ip mtu 1400

no shutdown

ip address 192.168.10.5 255.255.255.0
ip tcp adjust-mss 1360

ip nhrp nhs 192.168.10.2

ip nhrp map 192.168.10.2 209.165.201.2
tunnel source FastEthernetO

tunnel destination 209.165.201.2

tunnel protection ipsec profile CiscoCP_Profilel
tunnel key 100000

exit

router ospf 10

network 192.168.10.0 0.0.0.255 area 2
network 172.16.18.0 0.0.0.255 area 2
exit

crypto isakmp key ******** gddress 209.165.201.2
crypto isakmp policy 2

authentication pre—share

encr aes 192

hash sha




group 1

lifetime 86400

exit

crypto isakmp policy 1
authentication pre—share
encr 3des

hash sha

group 2

lifetime 86400

exit

Hub Configuration using Cisco CP

A step—-by-step approach on how to configure the hub router for the DMVPN is shown in this section.

1. Go to Configure > Security > VPN > Dynamic Multipoint VPN and select the Create a hub in a
DMVPN option. The, click Launch the selected task.

Configure > Security > VPN > Dynamic Multipoint VPN

Create Dynamic Multipoint VPN (DMVPN) | Edit Dynamic Multipoint VPN (DMVPN)

h y o
i W
Iﬁ 9 \ u"" —

Spoke 2 Hub

(" Create a spoke (client) in a DMVPN

Use this oplion to configure the router as a spoke in a full mesh or hub
and spoke network topology. To complete this configuration, you must
know the hub's IP address, NHRP information, pre-shared key, IKE
policy, IPSec Transform set and dynamic routing protocol information.

..........................................................................

("7 iCreate a hub {server or head-end} in a DMYPH! )

Use this optlon to configure the router as a primary or backup hub. ifyou
are configuring a backup hub, you must know the primary hub's NHRP
information, pre-shared key, IKE policy, IPSec Transform set and
dynamic routing profocol information

(Launch the selected task]

2. Click Next.



DMYPN Hub Wizard 3

Configure a DMVPH hub

DMVPN allows you to create a scalable network that connects mulliple remote routers to a
cantral hubd router using the same securlty features offered by site-10-site VPNs. DMYPN
uses IPSec, NHRP, GRE and routing protocols to create secure tunnels between a hub and
aspoke.

This wizard allows you to configure the router as a DMVPN hub.
S The wizard guides you through these tasks:
4 * Specilying the DMVPN network topology.
* Specifying the hub type.
* Configuring & multipoint GRE tunnel
* Configuring a pre-shared key,
* Configuring IKE policies.
* ConMguring an IPSec transform set.
* Configuring a dynamic routing protocol.

To beain, click Next

DMVYPN Hub Wizard - 10% Complete

DMVYPN Network Topology
Selectthe DMVPN network topology.

((: Hub and Spoke network )

In this topology, all DMVPN {raffic is routed through the hub, A point-fo-point GRE interface
will be configured on the spoke, and the spoke will use itto create a lunnel to the hub which
will remain up. Spokes do not create GRE tunnels 1o other spokes In this topology.

" Fully meshed network

In this topology, the spoke dynamically establishes a direct tunnel to another spoke device,
and sends DMYPN traffic directty to it. A multipoint GRE tunnel interface is configured on the
spoke to support this functionality.

Note: Ciseo supporte fully meshed DMVPH networks only in the following Cisco 10S
images: 12.3(8)T1 and 12.3(3) or later.

*Batkl Nexh” Finis I Oancell Help ]

4. Select Primary Hub. Then, click Next.



DMYPN Hub Wizard (Hub and Spoke Topology] - 15% Complete

Type of Hub

In a DMYPN neterork there will be a hub router and multiple spoke routers connecting to the
hub, You can also configure multiple routers as hubs. The additional routers will act as
backups, Selectthe type of hub you want to configure this router as,

* Primary hub

 Backup Hub(Cisco GP does not support backup hub configuration on this route

<Back|(Nexh]| Firis! J Cantel] Help J

5. Specify the Tunnel interface parameters and click Advanced.

DMYPN Hub Wizard (Hub and Spoke Topology] - 30% Complete E

Multipoint GRE Tunnel Interface Configuration R
Selectthe interface that connects to the Intemet: ( |GigabitEthemetoi0 | v

&\ Selecting an interface configured for a dialup connection may cause the connection to
be ahvays up.

Multi point GRE (mGRE) Tunnel Interface

A GRE tunnel interface will be created for this DMVPN connection. Please enter the
address information for this interface.

IP address of the tunnel interface Advanced settings
IP Address: Click Advanced to verify thatvalues
192.168.10.2 ] match peer seftings.
Subnet Mask:
255.255.255.0 2 B

Logical GRE/MGRE Tuninel interface.
IP address of GRE/MGRE tunnel
interface on all hube and spoke rwsh:o
4 10 Intemet
This is the interface from which
GRE/MGRE Tumel originaties-

For more information please dick the
bution.

m
OMVPN
Cloud = L7 i

- h--l.l Ala.a o I - I I Pl TN l T ata

6. Specify the Tunnel parameters and NHRP parameters. Then, click OK.



Advanced configuration for the tunnelinter... @

Some of the following parameters should be identical
in all devices in this DMVPN, Obtain the correctvalues
from your network administrator before changing the
Cisco CP defaults.

NHRP
NHRP Authentication String: | puvPN_NYY
NHRP Network ID: Mosoos |

NHRP Hold Time: 360 )

GRE Tunnel Interface Informalion

Tunnel Key. 1100000

Bandwidth: ]1000—
MTU: :;bvo—
Tunnel Throughput Delay: W

[ ok || cancet |  Hew |
—

7. Specify the option based on your network setup.

Cisco CP Warning m

A Do you use the same router for Easy VPN Server.

8. Select Pre—shared Keys and specify the pre—shared keys. Then, click Next.

Yes |

DMYPN Hub Wizard (Hub and Spoke Topology] - 40% Complete

Authentication

Select the method you want to use to authenticate this router to the peer device(s) in the
DMVPN network. You can use digital cerlificate or a pre-shared key. If digital cerdificate is used,
the router must have a valid cerificate configured. If pre-shared key is used, the key configured
on this router must malch the keys configured on all other routers in the DMYPN netework.

" Digital Certificates

((: Pre-shared Keys J

pre-shared key. sereeesr ]

Reenter key:  iaiaiainieid ]

‘Backl(Nexh]I -inisl I Cancel] Help |
9. Click Add in order to add a separate IKE proposal.




DMYPN Hub Wizard (Hub and Spoke Topology] - 50% Complete

IKE Proposals
IKE proposals specify the encryption algorithm, authentication algonthm and key exchange
method that is used by this router when negotiating a VPN connection with the remote
device, For the VPN connection to be established with the remote device, the remote
device should be configurad with atleast one of the policies listed below.

Click the Add... button to add more policies and the Edit... button to edit an existing policy.

Priority| Encryption Hash D-H Group | Authentication| Type

SHA 1 qQroup2 PRE_SHARE Cisco CP Defal

<Back | Net» | 7iri=i | cancel| Heip |

Prioity. _ Authentication:

2 PRE_SHARE v|
Encryption: D-H Group: )

[ 92 groupl v]
Hash: Lifetime:

EX vl [2][o o | Hemwss
| 0K || Cancel | Help I

11.The newly created IKE policy can be seen here. Click Next.




DMYPN Hub Wizard (Hub and Spoke Topology] - 50% Complete

IKE Proposals
IKE proposals specify the encryption algorithm, authentication algonthm and key exchange
method that is used by this router when negotiating a VPN connection with the remote
device. For the VPN connection to be established with the remote device, the remote
device should be configured with at least one of the policies listed below.

Click the Add... button to add more policies and the Edit... button to edit an existing policy.

Priority| Encryption D-H Group | Authentication| Type
aQroup2 PRE SHARE CiscoCP Defal
2 AES_192 SHA_1 groupt PRE_SHARE UserDefined
{ Adg. | | Ed |

*Backll Finisl I Cancell Help |

DMYPN Hub Wizard (Hub and Spoke Topology] - 60% Complete

Transform Set

Atransform set specifies the encryption and authenification algorithms used o protect the
data inthe VPN tunnel. Since the two devices must use the same algorithms to
communicate, the remote device must be configured with the same fransform set as the
one selecled below.

Click the Add... bution to add a new transform set and the Edit... button to editthe specified
transform set.

Select Transform Set:

Cisco CP Default Transform Set ~

Details of the specified transform set
Name ESP Encryplion| ESP Integrity AH Integrity

ESP-3DES-SHA ESP_3DES ESP_SHA _HMAC

|~

<Back|lNe)d’I| Finist l Cancel] Help ]

13. Select the required routing protocol. Here, OSPF is selected.




DMYPN Hub Wizard (Hub and Spoke Topology] - 70% Complete

Select Routing Protocol

Routing protocols are used to advertise private networks behind this router to other routers
inthe DIMVPN. Selectthe dynamic routing protocol you want to use.

MNote: You can only create as many OSPF processes as the number of interfaces that are
configured with an IP address and have the status administratively up.

" EIGRP

<Back |(Nea )| “ii= | cancel| e |

14. Specify the OSPF process ID and Area ID. Click Add in order to add the networks to be advertised b
OSPF.

DMYPN Hub Wizard (Hub and Spoke Topology] - 80% Complete

Routing Information

" Selectan existing OSPF process (D
% Create a new OSFPF process ID.
OSPF Area ID for tunnel network:

Add the private networks thal you want o advertise to the other routers in this DMVPN, OSPF
must be enabled on the other routers to send and receive these advertisements.

Private networks advertised using OSPF

Network | wildcard Mask | Area

Privarte Netwurk that will be
Suvertised tu the DMVPN uloud,

<Back | Ne» | 7irio | cancer| Heip |

15. Add the tunnel network and click OK.



Network: 182163100
Wildeard Mask | 0.0.0.255 l
Area: . 2
oK. )i Cancel |
Rssss s

% Creato a now OSFF process I
OSPF Area 1D for lunnol nedwork: 2

Private nedworks aderlised using OSPF

Network

| widcarg mask | Ares [

192168100
17216200

DMYPN Hub Wizard (Hub and Spoke Topology)

000255 2
0.00.255 2

Add 1he private nedworks thal you want [o acvartise to the other routers in this OMVPN. OSPF
rrwst be enabled on the other routers to send snd recene these advertisements.

90% Complete

Summary of the Configuration

Click Finish to deltver the conflguration to the router.

Role of this router: DMYPNHUb (Primary)
Interface that connects this router 1o the Internel.GigabitElthernetio

IP address ofthis router's tunnelinterface:192.168.10.2 Mask 255.255.255.0
Advanced configuralion for the tunnel inferface.

NHRP Authentication String.DMYPN_NWY
NHRP Network ID: 100,000

NHRP Holdlime:360

Tunnel Key.100,000

Bandwidth:1,000

MTU1,400

Delay.1,000

Routing Protocol. OSPF

OSPF Process 1D 10
OSPF Area ID for tunnel network: 2

Private networks adverlised:

192.168.10 0Area2
172.16.20 DArea2

Transform Set:

Marma: COD 2NEQ OUA

< BackJ

Spoke Configurafion... |

||:Finish Il Ca"‘e'l pell I




18. Click Deliver to execute the commands.

Deliver Configuration to Device @

Deliver deita commands 10 the device’s running config

Preview commands that will be delivered to the device's running configuration,

crypto keyring cop-dirvpn-keyring ~
pre-shared-key address 0.0.0.0 0.0.0.0 key s 3
exk

crypto insec transform-set ESP-3DES-SHA esp-sha-hmac esp-3des

mode transport

axt

crypto lsskmp profie cop.dmypn-tsakmgpronile

keyring oop-dirvpn-keyring

mekch identily address 0000

ext
rrrk s inrac weatile Clera™D Ovafilot

The differences between the running configuration and the startup configuration are lost whenever
the device is turned off.

[V Save running config. to device's startup config.
Thiz cperation can take several minutes.

'Deiver | Cancel Save to file Heg

CLI Configuration for Hub

Related CLI configuration is shown here:

Hub Router

|

crypto isakmp policy 1
encr 3des
authentication pre—share
group 2

|

crypto isakmp policy 2

encr aes 192

authentication pre—share

crypto isakmp key abcd123 address 0.0.0.0 0.0.0.0
|

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp—sha—-hmac
mode transport

|

crypto ipsec profile CiscoCP_Profilel
set transform-set ESP-3DES-SHA
|

interface TunnelO

bandwidth 1000

ip address 192.168.10.2 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication DMVPN_NW
ip nhrp map multicast dynamic

ip nhrp network—-id 100000

ip nhrp holdtime 360

ip tcp adjust—-mss 1360

ip ospf network point-to—multipoint
delay 1000

tunnel source GigabitEthernet0/0
tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile CiscoCP_Profilel
[




router ospf 10
log—adjacency-changes
network 172.16.20.0 0.0.0.255 area 2

network 192.168.10.0 0.0.0.255 area 2
!

Edit the DMVPN Configuration using CCP

You can edit the existing DMVPN tunnel parameters manually when you select the tunnel interface and clicl
Edit.

configure > Security = VPN > Dynamic Multipoint VPN

Create Dynamic Multipolnt VPN (DMVPN) 1 Edit Dynamic Multipoint VPN (DMVPN) |
aad..| Eon.)| oeiete |

Interface IPSec Profile IP Address Description

Tunnell CiscoCP_Profilel 192168102

Details for interface Tunnel0:

ttern Name item Value o |
Inferface Tunneld ‘
IPSec Profile CiscoCP_Proflel
P Address 192.168.10.2
Description <MNone» - ‘
Tunnel Bandwidth 1000
MTU 1400 |
NHRP Authentication DMVYPN_NVY
NHRP Network 1D 100000 -
NHRP Hold Time 360
Delay{0} 1000 2|

Tunnel interface parameters such as MTU and Tunnel key, are modified under the General tab.



DMYPN Tunnel Configuration

General | NHRP | Routing |

@ Thiz iz an mutipoint GRE Tunnel

P address: ] 192.168.10.2
Maskc (2652652550 |26 E
Tunngl Source
@ iterface: | GigatEtherneton v/
P address ' ]
Tunned Deztination:

" IP /Hostnaeme: ’
PSec Profle: ‘CoscoCP_Proﬂ V‘ Add...
MTL ’i 400 '
Sandwidtic ]'i 000
Delay: {5 000
Tunnel Key: 100000

OK I Cancel I Help I

1. NHRP related parameters are found and modified as per the requirement under the NHRP tab. For ¢
spoke router, you should be able to view the NHS as the Hub router's IP address. Click Add in the
NHRP Map section in order to add the NHRP mapping.

DMVYPN Tunnel Configuration

[ General | NHRP | Routing |

Authertication String: ]owm_rw

Hold Time: ]360

Network : {100000

Next Hop Servers

Next Hop Servers

NHRP Map

Mask ]
«None»

Destination
«None>

|~
e

OK l Cancel | Help I

2. Depending on the network setup, NHRP mapping parameters can be configured as shown here:



(X

NHRP #Map Configuration

" Statically configure the IP-to-NMBA address mapping
of IP destinations connected to a NBMA network.

Destination reachable through NBMA netéork

=i

NEBMA address directly reachable

P
P Afdress

or multicast packets to be sent aver a tunnel network.
@« Dynamically add spokes' IP addresses to hub's multicast cache

" IP address of NBMA address directly reachable

OK ] Cancel I Help I

The routing related parameters are viewed and modified under the Routing tab.

DMVYPN Tunnel Configuration m

| General | NHRP | Routing |

Routing Protocok S

v OsPF
OSPF Network Type: pdm.(o.m“ipq'm vl
QOSPF Priorty: \
Heldo Inkervad: | I

|

Dead Interval

OK | Cancel I Help

More Information
The DMVPN tunnels are configured in these two ways:

» Spoke-to—Spoke Communication through the Hub



» Spoke-to—Spoke Communication without the Hub

In this document, only the first method is discussed. In order to allow the establishment of spoke-to—spoke
dynamic IPSec tunnels, this approach is used to add the spoke to the DMVPN cloud:

1. Launch the DMVPN wizard and select the Spoke configuration option.
2. From the DMVPN Network Topology window, select the Full meshed network option instead of the
Hub and Spoke network option.

DMYPN Spoke Wizard - 10% Complete

DMVPN Network Topology
Selectthe DMYPN network topology.

" Hub and Spoke network

In this topology, all DMVPN fraffic is routed through the hub, A point-fo-point GRE interface
will he configured on the spoke, and the spoke will use itto create a lunnel to the hub which
will rermain up. Spokes do not create GRE tunnels 1o other spokes In this topology.

((3 Fully meshed network j

| Inthis topology, the spoke dynamically establishes a directtunnel to another spoke device,
and sends DMVPN traffic directly to it. A multipoint GRE tunnel interface is configured on the
spoke to support this functionality.

Note: Cisco supports fully meshed DMVPH networks only in the following Cisco 10S
images: 12.3(8)T1 and 12.3(9) or later.

Fully meshed Network

<Back| Nexh[ | ] Cantel] Help ]

3. Complete the rest of the configuration using the same steps as the other configurations in this
document.

Verify

There is currently no verification procedure available for this configuration.
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