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I ntroduction

This document describes an example of the implementation of certificate-based authentication and duo
SAML authentication.

Prerequisites

The tools and devices used in the guide are:

Cisco Firepower Threat Defense (FTD)
Firepower Management Center (FMC)
Internal Certificate Authority (CA)
Cisco DUO Premier Account

Cisco DUO Authentication Proxy
Cisco Secure Client (CSC)

Requirements

Cisco recommends that you have knowledge of these topics:

Basic VPN,

SSL/TLS

Public Key Infrastucture
Experience with FMC

Cisco Secure Client

FTD code 7.2.0 or Higher

Cisco DUO Authentication Proxy



Components Used

The information in this document is based on these software and hardware versions:

» CiscoFTD (7.3.2)

Cisco FMC (7.3.1)

Cisco Secure Client (5.0.02075)

Cisco DUO Authentication Proxy (6.0.1)
Mac OS (13.4.1)

Active Directory

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure Stepson DUO

This section describes the steps to configure Cisco DUO Single Sign-on (SSO). Before you begin, be sure to
have the authentication proxy implemented.

War ning: If an authentication proxy has not been implemented, thislink has the guide for this
task. DUO Authentication Proxy Guide

Create an Application Protection Policy

Step 1. Sign on to the admin panel viathislink Cisco Duo


https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
https://duo.com

. O

1:I|.$Iéll'1. B AR AbouDus - Blog - Camsecd | Now Hisng! G

,E":'E Proguct Eidit A Pricing Sohitinns Farinerafaps Buppor Doy Docnamain s Coniet Sale =

Easy, Flexible
Cybersecurity
Solutions for
Everyone

SE‘{:.:I'II'IQ your entire organization has never bean aasiar.
Duex's multi-factor authentication (MFA), single shgn-on
(S50}, remote access and access conitrol products
I:!‘.’!F’:-::'J:,- rast in any emargnmeant Wea i“'-:'!lp KEED oo M panses
sater than aver bakong with minirmal downtima and
optimized productivity.

Start & Froe Trial

Jump ta:  Our Products  Wirecutter Picks Duo  Security Solutions  Mews & Lipdates

Authenticate Once and Work
Uninterrupted—Securely

Are repeated authentication requests intermupting workiorce produwctivity? Make them
Inisible, Boost workforcs productivity, enhance sacurity, and streamiine your user
authemtication experience,

Explons Streamilned Authemlicalion

By contruing 10 use our wets, you ackncwiedge the use of cackies : Duo Editions: Strong Security That
Priacy Blmermant | CABOON EaMon - Powers High Productivity

Cisco DUO homepage

Step 2. Navigate to Dashboard > Applications > Protect an Application.

In the search bar, enter "Cisco Firepower Threat Defense VPN" and select "Protect”.
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* Identity Provider Entity ID
* SSO URL
» Logout URL



See the Clsco ASA 550 documentation [f to integrate Duo into your SAML-enabled service provider,

Metadata

Entity I @q
Sign In URL Copy }-1
Sign Out URL @1

Example of information to copy

Note: The links have been omitted from the screenshot.

Step 4. Select "Download certificate” to download the Identity Provider Certificate under Downloads.
Step 5. Fill in the Service Provider Information
Cisco Firepower Base URL - The FQDN used to reach the FTD

Connection Profile Name- The Tunnel-Group Name
Create Application Policy

Step 1: To create an Application Policy under Policy Select "Apply a policy to all users' then select "Or,
create a new Policy" as shown in the image.

Policy

Policy defines when and how users will authenticate when accessing this application. Your global policy always applies, but you can override its

Group policies Apply a policy to groups of users

Application policy Apply a policy to all users

Example of creating an application policy

Apply a Policy X

Policy

Select a Policy -



: "Skip Check for CA flag in basic constraints of the CA Certificate" can be used if needed. Use
this option with caution.

Step 4: Select the newly created certificate enrollment object under "Cert Enrollment*:" then select "Add"
as shown in the image.



Add New Certificate

Add a new certificate to the device using cert enroliment object
generate CA and identify certificate.

Device*:

HA v

Cert Enrollment*:

[ duocert] v| +

Cert Enrollment Details:

Name: duocert
Enrollment Type: Manual (CA Only)
Enroliment URL: N/A

Screenshot of added certificate enrollment object and device

Note: Once added, the certificate deploys immediately.

Creating the SAML SSO Object

This section describes the steps to configure SAML SSO via FMC. Before you begin, be sure to deploy all
configurations.

Step 1. Navigate to Objects > AAA Server > Single Sign-on Server and select "Add Single Sign-on
Server".

Firewall Man agement Center Overview Analysis Policies Devices Objects Integration Deploy



"Certificate Enrollment:*" : Idenity certificate created during "Deploy Identity Certificate to the FTD"
portion of this guide
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Tip: If this has not been created, add a new certificate enrollment object by selecting the "+."

Step 6. Summary

Verify al the information. If everything is correct, continue with 'Finish."
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