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| ntroduction

This document describes how to configure Captive portal authentication (Active Authentication) and Single-
Sign-On (Passive Authentication).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Sourcefire Firepower devices



 Virtua device models
» Light Weight Directory Service (LDAP)
» Firepower UserAgent

Components Used

The information in this document is based on these software and hardware versions;

» Firepower Management Center (FMC) version 6.0.0 and higher
» Firepower sensor version 6.0.0 and higher

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Captive Portal Authentication or Active Authentication prompts alogin page and user credentials are
required for a host to get the internet access.

Single-Sign-On or Passive Authentication provides seamless authentication to a user for network resources
and internet access without multiple user credential occurrences. The Single-Sign-on authentication can be
achieved either by Firepower user agent or NTLM browser authentication.

% Note: For Captive Portal Authentication, the appliance must be in routed mode.

Configure

Step 1. Configurethe Firepower User Agent for Single-Sign-On

This article explains how to configure Firepower User Agent in a Windows machine:

Installation and Uninstallation of Sour cefire User Agent

Step 2. Integrate the Firepower Management Center (FM C) with the User Agent

Log in to Firepower Management Center, navigate to System > Integration > I dentity Sour ces. Clickthe
New Agent option. Configure the | P address of User Agent system & click the Add button.

Click the Save button to save the changes.

User Agent

Host Name/IP Address | 162.168.10.11



https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118131-technote-sourcefire-00.html

Step 3. Integrate Firepower with Active Directory
Step 3.1 Createthe Realm

Log in to the FMC, navigate to System > Integration > Realm. Clickthe Add New Realm option.
Name & Description: Give a name/description to uniquely identify realm.

Type: AD

AD Primary Domain: Domain name of Active Directory

Directory Username: <username>

Directory Password: <password>

Base DN: Domain or Specific OU DN from where the system starts a search in LDAP database
Group DN: group DN

Group Attribute: Member

Add MNew Realm

HName * Servertest

Description

Type * AD

AD Primary Domain * servertest.com ex: domain.com
Dérectory Username * servertesthadmin ez useri@domain
Directory Password *

Base DN * demservertest, demeom ! su=user,dc=cisco,do=com

Group DN * En=TAC, ou = Security-Team,dcms: oz ousgroup, descisco,do=com

Group Attribute Memiber

* Required Field

This article helps you to figure out the Base DN and Group DN values.

Identify Active Directory L DAP Object Attributes

Step 3.2 Add the Directory Server

Click the Add button in order to navigate to next step and thereafter Click the Add directory option.
Hostname/l P Address. Configure the IP address/hostname of the AD server.

Port: 389 (Active Directory LDAP port number )

Encryption/SSL Certificate: (optional) To encrypt the connection between FMC & AD server , refer to the

article: Verification of Authentication Object on FireSIGHT System for Microsoft AD Authentication
Over SSL/TLS.



https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118721-configure-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118635-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118635-technote-firesight-00.html

Edit directory

Hostname / 1P 192.168.10.11
Address

Port 389
Encryption STARTTLS () LDAFS ® Nene
S5L Certificate ~ @

R —

Click the Test button in order to verify if FMC is able to connect to the AD server.
Step 3.3 Modify the Realm Configuration

Navigate to Realm Configuration in order to verify integration configuration of AD server and you can
modify the AD configuration.

Step 3.4 Download the User Database

Navigate to User Download option to fetch the user database from the AD server.

Enable the check box to download Download users and groups and define the time interval about how
frequently FMC contacts AD to download user database.

Select the group and put it into the I nclude option for which you want to configure the authentication.

Directory  Realm Configuration

[ Downlosd users and greups

Begin sutomastic dewnload 8¢ |12 |~ | |aM | | America/New York  Repest Every 34 |+ | Heurs

| ks Download How
Avallable Groups ¢ Groups to Include (1) Groups to Excuda (0]
[& search by name & Tac a8l [

4

Enter User Inclusion | | add | |bntr~ru.r.rr Exclusion | add |

As shown in theimage, enable the AD state:

lovemew Analysis  Policies Devices Objects AMP Di=ploy N System EEECERY
Dashboards »  Reporting  Summary »

Cisco €51 lﬁm Identity Sources  eStreamer  Host Input Client  Smart Software Satellite

# Compare reslms &3 Mew realm

servertest-1 Global a0 de=servertest demcom  cne=TAC, ou=Security-Tear member d, el |



Step 4. Configurethe ldentity Policy

An identity policy performs user authentication. If the user does not authenticate, access to network
resources is refused. This enforces Role-Based Access Control (RBAC) to your organization’s network and
resources.

Step 4.1 Captive Portal (Active Authentication)

Active Authentication asks for username/password at the browser to identify a user identity to alow any
connection. The browser authenticates user with an authentication page or authenticates silently with
NTLM authentication. NTLM uses the web browser to send and receive authentication information. Active
Authentication uses various types to verify the identity of the user. Different types of Authentication are:

1. HTTP Basic: In this method, the browser prompts for user credentials.

2.NTLM: NTLM uses windows workstation credentials and negotiates it with Active directory through
aweb browser. You need to enable the NTLM authentication in the browser. User Authentication
happens transparently without prompts for credentials. It provides a single sign-on experience for
users.

3. HTTP Negotiate:In this type, the system tries to authenticate with NTLM. If it fails, then the sensor
uses HTTP Basic authentication type as afallback method and prompts a dialog box for user
credentials.

4. HTTP Response page: Thisissimilar to HTTP basic type, however, here user is prompted to fill the
authentication in an HTML form which can be customized.

Each browser has a specific way to enable the NTLM authentication and hence they adhere to browser
guidelinesin order to enable the NTLM authentication.

To securely share the credential with the routed sensor, you need to install either self-signed server
certificate or publicly-signed server certificate in the identity policy.

Generate a simple self-signed certificate using openSSL -

Step 1. Generate the Private key
openss1 genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openss1 req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openss1 x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt

Navigateto Policies> Access Control > Identity. Click the Add Policy & give anameto policy and save
it.



Mew Identity policy

Tdentity_Policy

Navigate to Active Authentication tab & in the Server Certificate option, click theicon (+) and upload the
certificate & private key which you generated in the previous step with openSSL.

WS Policies p ploy 1 Help + admin ¥

Access Control » Identity Network Discovery Application Detectors Carrelation Actions =
]dent|tv_Po| ICY You have unsaved changes [ H Save ] 3 Cancel |

Enter a description

T2 Active Authentication

Server Certificate * Self_Sign_Cert v 9
Port 885 (885 or 1025 - 65535)
Maximum login attempts * 3 (0 or greater, Use 0 to indicate unlimited login attempts)

Active Authentication Response Page
This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication
Type.

System-provided ¥l %

* Required when using Active Authentication

Now click the Add rule button & give a name to the Rule & choose the action as Active Authentication.
Define the source/destination zone, source/destination network for which you want to enable the
user authentication.

Select the Realm, which you have configured in the previous step and authentication type that best suits
your environment.

Add Rule

Name | Captive_Portal [ Enabled Insert | into Cabegery ¥ | Standard Rules
Action | Active Authentication ~ | Realm: Servertest (AD)  Authentication Type: HTTP Negotiate Exclude HTTP User-Agents: Nene

Zones  Metworks VLAN Tags Ports Realm & Settings

Realm * Servertest (AD)

L mdentify as Special Identities/Guest if authentication cannat identify user
Authentication Type HTTP Hegotiste
Application Filters & Available Applications (83) & Exclude HTTP User-Agents (0)

%\ Search by name % Search by name |

« gl Risks (4ny Selected) == (= R
[ ll very Low 19 B M sdcbesmm ol | addtorue |
Bl Low d ] Advanced Packaging Tocl o
[ Medium 1 ] sirkay L

A, LH"P"‘ 1 amazon Instant Video o~

* Required Field

ASA configuration for Captive Portal

For ASA Firepower module, Configure these commands on the ASA in order to configure the captive
portal.



ASA(config)# captive-portal global port 1055

Ensure that the server port, TCP 1055 is configured in the port option of the Identity Policy Active
Authentication tab.

In order to verify the active rules and their hit counts, run the command:

ASA# show asp table classify domain captive-portal

% Note: The captive portal command is available in ASA version 9.5(2) and later.

Step 4.2 Single-Sign-On  (Passive Authentication)

In passive authentication, when a domain user logsin and is able to authenticate the AD, the Firepower User
Agent polls the User-1P mapping details from the security logs of AD and shares this information with
Firepower Management Center (FMC). FM C sends these details to the sensor in order to enforce the access
control.

Click the Add rule button & give aname to the Rule & choose the Action as Passive Authentication.
Define the source/destination zone, source/destination network for which you want to enable the user
authentication.

Select the Realm which you have configured in the previous step and authentication type which best suites
your environment, as shown in thisimage.

Here you can choose fallback method as Active authentication if passive authentication cannot identify
the user identity.

Editing Rule - Captive_Portal

Name  Single_Sign_on Enabled

Action | Passive Authentication ¥ | Realm: Servertest Authentication Type:

\ xclude P User-Agents
Zones  Networks  WLAN Tags  Forts Realm & Settings

Realm * Servertest

Use active authentication if passive authentication cannot identify user

* Required Field




Step 5. Configurethe Access Control Policy

Navigate to Policies > Access Control > Create/Edit aPolicy.

Click the Identity Policy (left-hand side upper corner), choose the Identify Policy that you have configured
in the previous step and click the OK button, as shown in thisimage.

Identity Policy

Identity_Paolicy

Revert to Defaults

Click the Add rule button to add a new rule. Navigate to User s and select the users for which access control
rule enforces, as shown in thisimage. Click OK and click Save in order to save the changes.

Editing Rule - Allow_LAN_User

MName  Allow_LAN_User & Enabled Move

Action " Allow v | IPS: no policies  Variables: nfa Filas: no inspection Logging: connections: Event Viewer

Zones  Networks ViaNTogs [[IES| Aeplications Ports URLs . ISE Attributes Inspection  Logging

Available Realms & Available Users & Selected Users (2)

[ =4, Search by name or value | | -4, Search by name or value & servertest/sunil

@ special Identities & servertest/admin

@ servertest

Step 6. Deploy the Access Control Policy

Navigate to Deploy option, choose the Device and click the Deploy option to push the configuration change
to the sensor. Monitor the Deployment of policy from the M essage Center 1con (icon between Deploy and
System option) option and ensure that policy must apply successfully, as shown in thisimage.
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Step 7. Monitor User Events & Connections Events

Group

Current Version

2015-12-10 09:14 PM

Deploy Cancel

Currently, active user sessions are available in the Analysis> Users > Users section.

User Activity monitoring helps to figure out which user has associated with which 1P address and how is
user detected by the system either by active or passive authentication: Analysis > Users> User Activity.

User Activity

Table View of Events » Users

Mo Search Constraints (Edit Search)

* Time * Event » Realm * Username Type * Authentication 4 1P Address »
Type
3 2015-12-1011:15:34 User Login  Servertest 4 sunil [ LD&P  Active Authentication 192.168.20.20
3 2015-12-10 10:47:31 User Login  Servertest I « admin LDAP  Passive ;-'-.uthenticationl 192.168.0.6

Navigate to Analysis> Connections > Events, to monitor the type of traffic that is used by the user.



Analysis Wall= el AMP Deploy &, System Helpv admins
Context Explorer Connections » Events Intrusions » Files v Hosts » Users v Vulnerabilities v Correlation v Custom Search
Bockmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events (swich worknion

1 2015-12-05 00:17:00 - 2015-12-12 01:22:07 3
Connections with Application Details * Table View of Connection Events Bl ant==ieg B ;

Expanding
» Scarch Constraints (Edit Scarch Save Scarch) Disabied Columns
Jump ts... ¥
~ First Packet Last Packet Actlon ¥ [Initiator IP % Initiator Usgr Respander IP Access Control Rulg Ingress Intgrface Egress Interfacg * Count
' 2015-12-11 10:31:55  2015-12-11 10:34:18  Allgw 192,168, 20.20 4 sunil {Servertestisunil, LDAP 74,201.154.156 Allgw LAN Usger Insige-2 Outside 1
3 2015-12-11 10;31:59 Allgrey 192.168.20.20 4 sunil {Servertestisynil, LDAP) 74,201.154.156  Allgw LAN User Insige-2 Cutside 1
} 2018-13-17 09:46:28  2015-12-11 09:46:29  Allow 192.168.20.20 4 sunil {Servertestisunil, LDAP) 173.194,207.113  Allow LAN User Inside-2 Outside 1
] 2015-12-11 09:46:28 Allgres 192.168.20.20 \sunil, LOAPY 173,194.207.113  Allow LAN User Inside-2 Quiskle 1
1 2015-12-11 094607 2015-12-11 09:46:58 Aoy 192.168.20. 20 4 zunil (Servervestisunil, LDAR] 173,194,207, 113  Allow LAN User Inzige-2 Qutside 1
' 2015-12-11 05:46:07 Mllgw 192.168.20.20 4 sunil (Servertestisunil, LDAP) 173.194.207.113  Allow LAN User Insige-2 Dutside 1
I D15-12-11 09:45:45 015-13-11 09:46:36  Allow 192.168.20.20 4 2unil iServeriestisynil, LDAPY 173.194.307.11 Allgw LAN User Insige-3 Dutsige 1

Last login on Thursday, 2015-12-10 at 11:17:25 AM from 10.65.59. 1698 EEEaH By T

Verify and Troubleshoot

Navigate to Analysis > Users in orderto verify the User authentication/Authentication type/User-IP mapping/access rule associated with the traffic flow.

Verify Connectivity between FM C and User Agent (Passive Authentication)

Firepower Management Center (FMC ) uses TCP port 3306, in order to receive user activity log datafrom
the User Agent.

In order to verify the FMC service status, use this command in the FMC.

admin@firepower:~$ netstat -tan | grep 3306

Run packet capture on the FMC in order to verify connectivity with the User Agent.

admin@firepower:~$ sudo tcpdump -i ethO0 -n port 3306

Navigate to Analysis > Users> User Activity in order to verify whether the FMC receives user login
details from the User Agent.

Verify Connectivity between FM C and Active Directory

FMC uses TCP port 389 in order to retrieve User Database from the Active directory.

Run packet capture on the FMC to verify connectivity with the Active Directory.

admin@firepower:~$ sudo tcpdump -i ethO0 -n port 389

Ensure that the user credential used in FMC Realm configuration has sufficient privilege to fetch the AD
User database.

Verify the FMC realm configuration, and ensure that the users/groups are downloaded and the user session
timeout is configured correctly.



Navigate to M essage Center > Tasks and ensure that the task user s/gr oups download completes
successfully, as shown in this image.

Deploy & System Help admin

Deployments & 7
(20+ total) 0 waiting O running O retrying 20+ success 1 failure
' LDAP Download - Global 2z MW

Download users/groups from servertest-1. LDAP download
- successful: 1 groups, 0 users downloaded

" LDAP Download - Global 4m 53s X

I Download users/groups from servertest-1. LDAP download
successful: 1 groups, 5 users downloaded

Verify Connectivity between Firepower Sensor and End system (Active
Authentication)

For active authentication, ensure that the certificate and port are configured correctly in FMC Identity
policy. By default, Firepower sensor listens on TCP port 885 for active authentication.

Verify Policy Configuration & Policy Deployment

Ensure that the Realm, Authentication type, User Agent and Action fields are configured correctly in
|dentity Policy.

Ensure that the Identity policy is correctly associated with the Access Control policy.

Navigate to M essage Center > Tasks and ensure that the Policy Deployment completes successfully.
Analyze the Events L ogs

Connection and the User Activity events can be used to diagnose whether the user login is successful or not.
These events

can also verify which Access Control ruleis applied on the flow.
Navigate to Analysis > User to check the user eventslogs.

Navigate to Analysis > Connection Eventsto check the connection events.

Related Information
+ Technical Support & Documentation - Cisco Systems


https://www.cisco.com/c/en/us/support/index.html

