ASA/PIX: Static IP Addressing for IPSec VPN
Client with CLI and ASDM Configuration
Example
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Introduction

This document describes how to configure the Cisco 5500 Series Adaptive Security Appliance
(ASA) to provide the Static IP address to the VPN client with the Adaptive Security Device
Manager (ASDM) or CLI. The ASDM delivers world-class security management and monitoring
through an intuitive, easy-to-use Web-based management interface. Once the Cisco ASA
configuration is complete, it can be verified with the Cisco VPN Client.

Refer to PIX/ASA 7.x and Cisco VPN Client 4.x with Windows 2003 IAS RADIUS (Against Active
Directory) Authentication Configuration Example in order to set up the remote access VPN
connection between a Cisco VPN Client (4.x for Windows) and the PIX 500 Series Security
Appliance 7.x. The remote VPN Client user authenticates against the Active Directory with a
Microsoft Windows 2003 Internet Authentication Service (IAS) RADIUS server.

Refer to PIX/ASA 7.x and Cisco VPN Client 4.x for Cisco Secure ACS Authentication
Configuration Example in order to set up a remote access VPN connection between a Cisco VPN
Client (4.x for Windows) and the PIX 500 Series Security Appliance 7.x with a Cisco Secure
Access Control Server (ACS version 3.2) for extended authentication (Xauth).

Prerequisites

Reguirements



http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00806de37e.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00806de37e.shtml
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This document assumes that the ASA is fully operational and configured to allow the Cisco ASDM
or CLI to make configuration changes.

Note: Refer to Allowing HTTPS Access for ASDM or PIX/ASA 7.x: SSH on the Inside and Outside
Interface Configuration Example to allow the device to be remotely configured by the ASDM or
Secure Shell (SSH).

Components Used

The information in this document is based on these software and hardware versions:

- Cisco Adaptive Security Appliance Software Version 7.x and later
- Adaptive Security Device Manager Version 5.x and later
. Cisco VPN Client Version 4.x and later
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

This configuration can also be used with Cisco PIX Security Appliance Version 7.x and later.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this
document.

Note: Use the Command Lookup Tool (registered customers only) in order to obtain more
information on the commands used in this section.

Network Diagram

This document uses this network setup:
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Note: The IP addressing schemes used in this configuration are not legally routable on the
Internet. They are RFC 1918 addresses, which were used in a lab environment.

Configure Remote Access VPN (IPSec)

ASDM Procedure

Complete these steps in order to configure the remote access VPN:

1. Choose Configuration > Remote Access VPN > Network (Client) Access > Advanced >
IPSec > IKE Policies > Add in order to create a ISAKMP
policy.
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2. Provide the ISAKMP policy
details.



B Add IKE Policy

Priarity:

Authentication: | pre-share W

Encryption: D-H Group: E L

Hash: Lifetime: (O Unlimited

(&) | &

G400 seconds

Click OK and Apply.

3. Choose Configuration > Remote Access VPN > Network (Client) Access > Advanced >

IPSec > IKE Parameters to enable the IKE on the Outside
Interface.
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4. Choose Configuration > Remote Access VPN > Network (Clien
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IPSec > IPSec Transform Sets > Add in order to create the ESP-

as

t) Access > Advanced >
DES-SHA transform set,



8% Add Transform Set

Sek Marne: ESP-DES-5HA,

Properties

Mode: {(*) Tunnel () Transport:

ESP Encryption:

ESP &uthentication:

shown.
lick OK and Apply.

5. Choose Configuration > Remote Access VPN > Network (Client) Access > Advanced >
IPSec > Crypto Maps > Add in order to create a crypto map with dynamic policy of priority
1, as
shown.

C



B Create IPsec Rule

Tunnel Pobicy {Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection |

Interface: | outside v| Pollcy Type: dynianic v. Priority : 1

Transform Seks

ESP-DES-SHA

3

Transform Sek to Be Added;

ESP-DES-MDS v |

Peer Settings - Optional for Dynamic Crypto Map Entries

The Conrection Type is applicable ko skabic turinel policies only. Uni-directional cornection bype polices are used
Fior Lak-to-LAN redurdancy, Tunnel policies of the 'Originate Orby”* conrechion bype may specify up to 10
redundant peers,

Click OK and Apply.
6. Choose Configuration > Remote Access VPN > AAA Setup > Local Users > Add in order

to create the user account (for example, username - ciscol123 and Password - cisco123) for
VPN client
access.



& Add User Account

-

VPN Policy Lisarname! | cisco123

Passward, s

Confirm Password: | sxxxxxee

[] User authenticated using MSOHAR

arcess Restriction
Select one of the options below ko restrick ASDM, 55H, Telnet and Console access,
Moke: Al users have network access, regardless of these settings,

() Full access{ASDM, S5H, Telnet and Console)
Privilege lewel is used with command authaorization.
Priviege Level: 2 -

{3 LT login promgt For S5H, Telnet and console (no ASDM access)

This sething is effective only iIF A%% autherticate conscle command is configured,
{73 Mo ASDM, 55H, Telret or Console access

The= ==tbing is effective only IF &84 sutherticate console command & configured,

Find: | @res @ previo

e | .

7. Go to VPN Policy and add the Static/Dedicated IP Address for user "ciscol23," as
follows.
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8. Choose Configuration > Remote Access VPN > Network (Client) Access > Address
Assignment > Address Pools and click Add to add the VPN Client for VPN Client
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. Choose Configuration > Remote Access VPN > Network (Client) Access > IPSec
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Connection Profiles > Add in order to add a tunnel group (for example, TunnelGroupl and
the Preshared key as cisco123), as

shown.
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Click OK.

10. Choose Advanced > Client Addressing and check the Use address pool check box to
assign the IP Address to the VPN clients.Note: Make sure to uncheck the check boxes for

Use authentication server and Use
DHCP.



E_.-‘:_?‘f Add IPsec Remote Access Connection Profile

~Basic Global Client Address Assignment Policy
S-Advanced This policy affects all Metwork (Client) Access connections. The following are fried in
{oieneral order until 3 address |5 found,
b (BT A e
- Authentication [ Juse authentication server
F-Authorization
--ACcounting [[Juse DHCP
E‘F'F'F' [_ USEI address poo| _]
Interface-Specific Address Pools
&+ Aﬂjlﬂ Edit| i Delets |
Interface Address Pools
| Find: | | @rent @ Previous
[ Ok | [ Cancel | | Help ]
Click OK.

11. Enable the Outside interface for IPSec Access. Click Apply to
proceed.
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Configure the ASA/PIX with CLI

[Psec Enabled

Complete these steps in order to configure the DHCP server to provide IP addresses to the VPN
clients from the command line. Refer to Configuring Remote Access VPNs or Cisco ASA 5500
Series Adaptive Security Appliances-Command References for more information on each

command that is used.

Running Configuration on the ASA Device

ASA# sh run

ASA Version 8.0(2)

|

l--- Specify the hostname for the Security Appliance.

host name ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes
I 1--- Configure the outside and inside interfaces. interface
Et hernet 0/ 0 naneif inside security-level 100 ip address
10.1.1.1 255.255.255.0 ! interface Ethernet0/1 naneif outside
security-level 0 ip address 192.168.1.1 255.255.255.0 !
interface Ethernet0/2 naneif DWZ security-level 50 ip address
192.168.10. 2 255.255.255.0 !--- Qutput is suppressed. passwd
2KFQnbNI dI . 2KYQU encrypt ed boot system di skO:/asa802- k8. bi n
ftp node passive access-list 101 extended permt ip 10.1.1.0
255. 255.255. 0 192.168.5. 0 255. 255. 255. 0 pager |lines 24

| oggi ng enabl e | ogging asdm informational ntu inside 1500 ntu
out si de 1500 ntu dnz 1500 ip local pool vpnclientl

192. 168. 5. 10- 192. 168. 5. 100 nmask 255. 255.255.0 no fail over
icmp unreachable rate-limt 1 burst-size 1 !--- Specify the

| ocation of the ASDM inmage for ASA to fetch the inmage for
ASDM access. asdm i mage di sk0:/asdm 613. bin no asdm history
enabl e arp tineout 14400 gl obal (outside) 1 192.168.1.5 nat
(inside) 0 access-list 101 nat (inside) 1 0.0.0.0 0.0.0.0
route outside 0.0.0.0 0.0.0.0 192.168.1.2 1 timeout xlate
3:00: 00 tinmeout conn 1:00:00 hal f-closed 0:10: 00 udp 0: 02: 00
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icnp 0:00:02 timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00
ngcp 0: 05: 00 ngcp-pat 0: 05:00 timeout sip 0:30:00 sip_nedia
0:02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00 timeout
uaut h 0: 05: 00 absol ute dynam c-access-policy-record

Df I t AccessPolicy http server enable http 0.0.0.0 0.0.0.0

i nside no snnp-server |ocation no snnp-server contact snnp-
server enable traps snnp authentication linkup |inkdown
coldstart crypto ipsec transformset ESP-DES-SHA esp-des esp-
sha- hmac crypto dynam c-map outside_dyn_map 1 set transform
set ESP-DES- SHA crypto map outside_nmap 1 ipsec-isaknp dynanic
outside_dyn_map !--- Specifies the interface to be used with
l--- the settings defined in this configuration. crypto nmap
outside_map interface outside !--- PHASE 1 CONFlI GURATION ---!
I--- This configuration uses | SAKMP policy 2. !--- The
configuration conmmands here define the Phase !--- 1 policy
paraneters that are used. crypto i saknp enabl e outside crypto
i sakmp policy 2 authentication pre-share encryption des hash
sha group 2 lifetine 86400 no crypto isakmp nat-traversal !--
- Specifies that the | P address to the vpn clients are

assi gned by the local and not by AAA or dhcp. The CLI vpn-
addr-assign local for VPN address assignnent through ASA is
hi dden in the CLI provided by show run command. no vpn-addr-
assign aaa no vpn-addr-assi gn dhcp telnet tinmeout 5 ssh
tinmeout 5 console tinmeout O threat-detection basic-threat
threat-detection statistics access-list ! class-map

i nspection_default match defaul t-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
message- | engt h maxi mum 512 policy-map gl obal _policy class

i nspection_default inspect dns preset_dns_nap inspect ftp

i nspect h323 h225 inspect h323 ras inspect netbios inspect
rsh inspect rtsp inspect skinny inspect esntp inspect sql net
i nspect sunrpc inspect tftp inspect sip inspect xdnctp !

servi ce-policy global_policy global ! group-policy

DfltG pPolicy attributes vpn-tunnel -protocol |PSec webvpn
group-policy GoupPolicyl internal !--- In order to identify
renote access users to the Security Appliance, !'--- you can

al so configure usernanes and passwords on the device. !---
specify the IP address to assign to a particul ar user, use
the vpn-franed-i p-address comand !--- in usernane node
usernanme ciscol23 password ffl RPGDSQIh9YLg encrypted
usernanme ciscol23 attributes vpn-franed-ip-address
192.168.5.1 255.255.255.0 !--- Create a new tunnel group and
set the connection !--- type to renote-access. tunnel-group
Tunnel G oupl type renote-access tunnel -group Tunnel G oupl
general -attri butes address-pool vpnclientl !--- Enter the
pre-shared-key to configure the authentication nethod
tunnel - group Tunnel Groupl i psec-attributes pre-shared-key *
pronpt host name cont ext

Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end ASA#

Cisco VPN Client Configuration

Attempt to connect to the Cisco ASA with the Cisco VPN Client in order to verify that the ASA is
successfully configured.

1. Choose Start > Programs > Cisco Systems VPN Client > VPN Client.
2. Click New to launch the Create New VPN Connection Entry



# status: Disconnected | VPN Client - Yersion 5.0.03.0530

Connection Entries  Skatus  Certificates Log ©ptions  Help

Connect Mew {mport t iy Lelete

Connection Entriez | Certificates i Log ;

Connection Entry Host

window.
3. Fill in the details of your new connection.Enter the name of the Connection Entry along with a
description. Enter the outside IP address of the ASA in the Host box. Then enter the VPN

Tunnel Group name (TunnelGroupl) and password (Pre-shared Key - cisco123) as
configured in ASA. Click

# YPN Client | Create New VPN Connection Entry

Connection Entr: (A58

cthian],
CiSCO

Dezcrption: |vprtunne

Host {192.168.1.1

Authentication lTranﬂpDrt Backup Servers 1 Dial-Up i

o Group Authentication 7 Mutual Group Authentication

Marne: TunnelGroupl

HEMNMEENEE

Fazzward:

:-:xx:-:xx:-n1

Confirm Password:

" Certificate Authentication

Hame:;

[T Send Cé Certificate Chain

Erase Lizer Password 1

Save.

4. Click the connection that you want to use, and click Connect from the VPN Client main
window.



# sztatus: Connected | VPN Client - Yersion 5.0.03.0530
Connection Entries  Stabus  Certificates Log Options Help

o = %3 S
5| 18 B X il
Comect | New pot  Modhy  Delete cCiISCO

Connection Entries Eﬂﬂtl'rnataa | Log |
Connechon Ertmy

Hest Trarspon
19216811 IPSec/UDP

T 1 e B e s e B s e  Connected Time; O day(s), 00:01,18 | w
5. When prompted, enter the Username : cisco123 and Password : cisco123 as configured

in the ASA for Xauth, and click OK to connect to the remote

# VPN Client | User Authentication for "ASA"

The zerver haz requested the following information to complete the uzer
authentication,

oif o i, Hzemame: |cizcol3
cisco

:-::-:x:-:xxm1

Pazsword:

] I Cancel |

network.
6. The VPN Client is connected with the ASA at the central

site.

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Skatus  Certificatas Log Ogptions  Help

S % a X ol

.E;-_ﬁ = . ‘,-__-{'] chfhelfiy
Dmconnect Hew ﬁrl Modiy Delete CiIsCOo
Connechon Enlries | Cerlificates i Log |

|r Host Transgpot i
192 168.1.1 IPSec/UDP

Coreecton Enby

- Conrected Time: O dayis), 00:01.18 ~ w|

7. Once the connection is successfully established, choose Statistics from the Status menu to



verify the details of the
tunnel.

# status: Connected | VPN Client - ¥ersion 5.0.03.0530

T
b

e tll'llEll

Motificabions...  Chrl+i

Dscannect B - Déﬂe CISCO
Conrechion Enlriss Reset stats

Connechon Entry Host Tranzport
” ASA 19216811 IPSec/UDP

[Cormadedtn ™SR, e e T beneched That O tlowte), O0:006 S

Verify

show Commands

Use this section to confirm that your configuration works properly.

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

- show crypto isakmp sa—Shows all current IKE Security Associations (SAs) at a peer.
- show crypto ipsec sa—Shows the settings used by current SAs.

Troubleshoot

This section provides information you can use to troubleshoot your configuration. Sample debug
output is also shown.

Note: For more information on troubleshooting Remote Access IPSec VPN refer Most Common
L2L and Remote Access IPSec VPN Troubleshooting Solutions.

Clear Security Associations

When you troubleshoot, make sure to clear existent Security Associations after you make a
change. In the privileged mode of the PIX, use these commands:

- clear [crypto] ipsec sa—Deletes the active IPSec SAs. The keyword crypto is optional.
- clear [crypto] isakmp sa—Deletes the active IKE SAs. The keyword crypto is optional.

Troubleshooting Commands
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The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

Note: Refer to Important Information on Debug Commands before you use debug commands.

. debug crypto ipsec 7—Displays the IPSec negotiations of Phase 2.
- debug crypto isakmp 7—Displays the ISAKMP negotiations of Phase 1.

Related Information

- Cisco ASA 5500 Series Adaptive Security Appliances Support Page
. Cisco ASA 5500 Series Adaptive Security Appliances Command References
. Cisco PIX 500 Series Security Appliances Support Page

. Cisco PIX 500 Series Security Appliances Command Reference

. Cisco Adaptive Security Device Manager

. IPSec Negotiation/IKE Protocols Support Page

. Cisco VPN Client Support Page

. Cisco PIX Firewall Software

. Cisco Secure PIX Firewall Command References

- Security Product Field Notices (including PIX)

. Requests for Comments (RFCs) o

. Technical Support & Documentation - Cisco Systems
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