ASA/PIX 8.x: Block Certain Websites (URLS)
Using Regular Expressions With MPF
Configuration Example
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Introduction

This document describes how to configure the Cisco Security Appliances ASA/PIX 8.x that uses
Regular Expressions with Modular Policy Framework (MPF) in order to block the certain websites
(URLs).

Note: This configuration does not block all application downloads. For reliable file blocking, a
dedicated appliance such as Ironport S Series or a module such as the CSC module for the ASA
should be used.

Note: HTTPS filtering is not supported on ASA. ASA cannot do deep packet inspection or

inspection based on regular expression for HTTPS traffic, because in HTTPS, content of packet is
encrypted (SSL).

Prerequisites

Requirements




This document assumes that Cisco Security Appliance is configured and works properly.

Components Used

- Cisco 5500 Series Adaptive Security Appliance (ASA) that runs the software version 8.0(x)
and later
. Cisco Adaptive Security Device Manager (ASDM) version 6.x for ASA 8.x

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

This configuration can also be used with the Cisco 500 Series PIX that runs the software version
8.0(x) and later.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Modular Policy Framework Overview

MPF provides a consistent and flexible way to configure security appliance features. For example,
you can use MPF to create a timeout configuration that is specific to a particular TCP application,
as opposed to one that applies to all TCP applications.

MPF supports these features:

- TCP normalization, TCP and UDP connection limits and timeouts, and TCP sequence number
randomization
- CSC
- Application inspection
- IPS
- QoS input policing
- QoS output policing
- QOS priority queue
The configuration of the MPF consists of four tasks:

1. Identify the Layer 3 and 4 traffic to which you want to apply actions. Refer to ldentifying
Traffic Using a Layer 3/4 Class Map for more information.

2. (Application inspection only) Define special actions for application inspection traffic. Refer to
Configuring Special Actions for Application Inspections for more information.

3. Apply actions to the Layer 3 and 4 traffic. Refer to Defining Actions Using a Layer 3/4 Policy
Map for more information.

4. Activate the actions on an interface. Refer to Applying a Layer 3/4 Policy to an Interface
Using a Service Policy for more information.
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Reqgular Expression

A regular expression matches text strings either literally as an exact string, or by the use of
metacharacters so you can match multiple variants of a text string. You can use a regular
expression to match the content of certain application traffic; for example, you can match a URL
string inside an HTTP packet.

Note: Use Ctrl+V in order to escape all of the special characters in the CLI, such as question
mark (?) or a tab. For example, type d[Ctrl+V]?g in order to enter d?g in the configuration.

For the creation of a regular expression, use the regex command, which can be used for various
features that require text matching. For example, you can configure special actions for application
inspection with the use of the Modular Policy Framework that uses an inspection policy map. Refer
to the policy map type inspect command for more information. In the inspection policy map, you
can identify the traffic you want to act upon if you create an inspection class map that contains one
or more match commands or you can use match commands directly in the inspection policy map.
Some match commands let you identify text in a packet using a regular expression; for example,
you can match URL strings inside HTTP packets. You can group regular expressions in a regular
expression class map. Refer to the class-map type regex command for more information.

This table lists the metacharacters that have special meanings.

Char .
Descri
acte : Notes
) ption
Matches any single character. For
example, d.g matches dog, dag, dtg, and
Dot :
any word that contains those characters,
such as doggonnit.
A subexpression segregates characters
from surrounding characters, so that you
can use other metacharacters on the
subexpression. For example, d(o]a)g
Subex
(exp) | pressio matches dog and dag, but do|ag matches
n do and ag. A subexpression can also be
used with repeat quantifiers to
differentiate the characters meant for
repetition. For example, ab(xy){3}z
matches abxyxyxyz.
Matches either expression it separates.
Alterna
| tion For example, dog|cat matches dog or
cat.
A quantifier that indicates that there are 0
. |lor 1 of the previous expression. For
Questi 5
5 on example, lo?se matches Ise or lose.
' Note: You must enter Ctrl+V and then the
mark : o
guestion mark or else the help function is
invoked.
~ |lA quantifier that indicates that there are O,
* Asteris |1 or any number of the previous
k expression. For example, lo*se matches



http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html#wp1100130
http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html#wp1104509

Ise, lose, loose, and so forth.

x} Rﬁgﬁtﬁti Repeat exactly x times. For example,
gr ab(xy){3}z matches abxyxyxyz.
Minimu
m Repeat at least x times. For example,

{x,} [repeat [ab(xy){2,}z matches abxyxyz, abxyxyxyz,
guantifi ||and so forth.
er
Charac .

Matches any character in the brackets.

[abc] |ter

For example, [abc] matches a, b, or c.
class
Negate Matches a single character that is not
d 9 contained within the brackets. For
[*ab charact example, [*abc] matches any character
c] er other than a, b, or c. [*A-Z] matches any
single character that is not an uppercase
class
letter.
Matches any character in the range. [a-z]
matches any lowercase letter. You can
Charac ||mix characters and ranges: [abcQ-z]

[a-c] ter matches a, b, c,q,r,s,t,u,v,w, X, Y, z,
range [and so does [a-cq-z]. The dash (-)
class | character is literal only if it is the last or

the first character within the brackets:
[abc-] or [-abc].
Quotati | Preserves trailing or leading spaces in the
on string. For example, " test" preserves the
marks |leading space when it looks for a match.

A Caret | Specifies the beginning of a line
Escape | When used with a metacharacter,

\ charact || matches a literal character. For example,
er \[ matches the left square bracket.
Charac |When character is not a metacharacter,

char )
ter matches the literal character.
Carriag

\r e Matches a carriage return 0x0d
return

\n gewlln Matches a new line 0x0a

\t Tab Matches a tab 0x09

\f Zgrmfe Matches a form feed 0xOc
Escape
d
hexade | Matches an ASCII character that uses a

\XNN | . . . -
cimal [ hexadecimal that is exactly two digits

numbe
r




Escape
P€ | Matches an ASCII character as octal that
\NN [ doctal |. .
is exactly three digits. For example, the
N numbe
; character 040 represents a space.
Configure

In this section, you are presented with the information to configure the features described in this
document.

Note: Use the Command Lookup Tool (registered customers only) in order to obtain more
information on the commands used in this section.

Network Diagram

This document uses this network setup:

Faiin

Selected Websites are
Blocked using regular
expressions

Inside Network

Configurations

This document uses these configurations:

. ASA CLI Configuration
. ASA Configuration 8.x with ASDM 6.x

ASA CLI Configuration

ASA CLI Configuration



http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

ci scoasa#show running-config : Saved : ASA Version
8.0(2) ! hostnane ciscoasa domai n-name

defaul t. domain.invalid enable password 8Ry2Yj | yt 7RRXU24
encrypted nanes ! interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.5 255.255.255.0 ! interface

Et hernet 0/ 2 naneif DMZ security-level 90 ip address

10. 77. 241. 142 255. 255.255.192 | interface Ethernet0/3
shut down no naneif no security-level no ip address

i nterface Managenment 0/ 0 shutdown no naneif no security-
level no ip address ! passwd 2KFOnbNI dl . 2KYQU encr ypt ed
regex urllistl

"N ([Ee] [Xx][Ee] | [Ce] [Qo] [M [ [Bb] [Aa] [Tt])
HTTP/1.[01]" !--- Extensions such as .exe, .com .bat to
be captured and !--- provided the http version being
used by web browser nust be either 1.0 or 1.1 regex
urllist2 ">\ ([Pp] [Vi][Ff]I[W][Bb][Ss]|[VW [Ss][Hh])
HTTP/1.[01]" !--- Extensions such as .pif, .vbs, .wsh to
be captured !--- and provided the http version being
used by web browser nust be either !--- 1.0 or 1.1 regex
urllist3 ".*\. ([Dd][Oo] [Cc] [ [Xx][LIT[Ss]|[Pp][PpI[Tt])
HTTP/1.[01]" !--- Extensions such as .doc(word),
.xlI's(nms-excel), .ppt to be captured and provided !---
the http version being used by web browser nust be
either 1.0 or 1.1 regex urllist4

SN[ ZzI TV PRl [T [Aa] [R]T[TE] [ GOl [ Z2])
HTTP/1.[01]" !--- Extensions such as .zip, .tar, .tgz to
be captured and provided !--- the http version being
used by web browser nust be either 1.0 or 1.1 regex
domainlistl "\.yahoo\.com' regex domainlist2

"\ . nmyspace\.con regex domminlist3 "\.youtube\.com !---
Captures the URLs with domain name |ike yahoo.com !---
yout ube. com and myspace. com regex contenttype "Content-
Type" regex applicati onheader "application/.*" !---
Captures the application header and type of !--- content
in order for analysis boot system diskO:/asa802-k8. bin
ftp nmode passive dns server-group Defaul t DNS domai n- nane
defaul t. domain.invalid access-list inside_npc extended
pernmit tcp any any eq www access-list inside_npc

extended pernmit tcp any any eq 8080 !--- Filters the
http and port 8080 !--- traffic in order to block the
specific traffic with regular !--- expressions pager

lines 24 nu inside 1500 ntu outside 1500 ntu DMZ 1500
no failover icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdm 602. bin no asdm hi story enabl e
arp timeout 14400 route DMZ 0.0.0.0 0.0.0.0
10.77.241.129 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05: 00 absol ute dynam c-access-policy-
record Dflt AccessPolicy http server enable http 0.0.0.0
0.0.0.0 DVZ no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

I'i nkup I'i nkdown col dstart no crypto i saknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type regex match-any
Dorei nBl ockLi st match regex domminlistl match regex
domainlist2 match regex domainlist3 !--- Cdass map
created in order to match the domain nanmes !--- to be
bl ocked cl ass-map type inspect http match-al




Bl ockDonmai nsCl ass natch request header host regex class
Domai nBl ockList !--- Inspect the identified traffic by
class !--- "Donmi nBl ockLi st". class-map type regex

mat ch- any URLBI ockLi st match regex urllistl match regex
urllist2 match regex urllist3 match regex urllist4 !---
Class map created in order to match the URLs !--- to be
bl ocked cl ass-map i nspection_default match default-

i nspection-traffic class-map type inspect http match-all
AppHeader Cl ass natch response header regex contenttype

regex applicationheader !--- Inspect the captured
traffic by regular !--- expressions "content-type" and
"applicationheader". class-map httptraffic match access-
list inside_npc !--- Class nap created in order to match
the !--- filtered traffic by ACL cl ass-map type inspect
http match-all Bl ockURLsCl ass match request uri regex
class URLBl ockList ! !--- Inspect the identified traffic
by class !--- "URLBIl ockList". ! policy-map type inspect

dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map type inspect http http_i nspection_policy
parameters protocol -violation action drop-connection

cl ass AppHeader d ass drop-connection | og match request
met hod connect drop-connection |og class

Bl ockDonai nsCl ass reset |og class Bl ockURLsCl ass reset
log !'--- Define the actions such as drop, reset or |og
I--- in the inspection policy nmap. policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp policy-map
inside-policy class httptraffic inspect http

http_i nspection_policy !--- Map the inspection policy
map to the class !--- "httptraffic" under the policy map
created for the !--- inside network traffic. ! service-
policy gl obal _policy gl obal service-policy inside-policy
interface inside !--- Apply the policy to the interface

i nside where the websites are bl ocked. pronpt hostnane
context Cryptochecksum e629251a7c37af 205¢289cf 78629f c11
end ci scoasa#

ASA Configuration 8.x with ASDM 6.x

Complete these steps in order to configure the regular expressions and apply them into MPF to
block the specific websites as shown.

1. Create Regular ExpressionsChoose Configuration > Firewall> Objects > Regular
Expressions and click Add under the tab Regular Expression in order to create regular
expressions as shown.Create a regular expression domainlistl in order to capture the
domain name yahoo.com. Click
OK.



Configuration > Firewall > Objects > Regular Expressions

Eag.llar Expressons -}
Conflgure regular expressions for uss in patoern makching. Regulzr sxpressions wath names starong with *_default” are default regular expressions an
carnot be modfied ar delketed,

h Hizme |
#5 add Regular Expression .

. Name:| |domainistt | [ N CeTall N Ce 2o Mm] Fraliis

] syahioah.com ‘j Bk, |

Value:

[ e | | ﬂ

Create a regular expression domainlist2 in order to capture the domain name
myspace.com. Click

@= Add Regular Expression

Mame: ||domainliskz

JTrivspace), com Euwiild

Yalue:
Tesk,..

I iZancel | Help |

OK. Create a regular

expression domainlist3 in order to capture the domain name youtube.com. Click
g% Add Regular Expression

Mame: Idu:nmainlistS ]

.';.fu:nutul:ue'l,.n:cumu Euil

Yalue:

2K, I iZancel Help

OK. Create a regular
expression urllistl in order to capture the file extensions such as exe, com and bat provided
that the http version being used by web browser must be either 1.0 or 1.1. Click




@& Add Regular Expression

Mame Iurllisl:l

M ([Eellx=]Ee]|[Scl[alMm]|[Eb][Aa][TE]) HTT E
F/1.[01] [
Walue: -
T
OK. ok Cancel Help Create a regular

expression urllist2 in order to capture the file extensions such as pif, vbs and wsh provided
that the http version being used by web browser must be either 1.0 or 1.1. Click

A= Add Regular Expression

Mame: 1urllist2 1
S (PRILIFF D ITBB][Ss] I D] [S=]THR T HTTF‘J Ewild
vatue f1101] -
alue:
Test.,
Ok Canicel | Help |
OK.

Create a regular
expression urllist3 in order to capture the file extensions such as doc, xlIs and ppt provided

that the http version being used by web browser must be either 1.0 or 1.1. Click

g% Add Regular Expression

Mame:| |urllists

Yalue: 1.[01]

. (DI OoTCellxIUTS= ]I PrIlPRITE) HTTFU —

Tesk,

2K, I iZancel | Help
OK.

Create a regular
expression urllist4 in order to capture the file extensions such as zip, tar and tgz provided

that the http version being used by web browser must be either 1.0 or 1.1. Click



g% Add Regular Expression

Mame: !urllist*’r '|

-E‘l-'I][lzz][li][F'p]I[Tt][Aa][Rr]l[Tt][Gg][zz]} HTTF',|'1J
[01 B

YWalue:

2K, I iZancel I Help
OK. Create a regular expression

contenttype in order to capture the content type. Click
@& Add Regular Expression

Mame; In:u:nnl:enl:l:ype

Content-Type| ) Build..

Walue:
Test,.

2K, iZancel Help

OK. Create a regular
expression applicationheader in order to capture the various application header. Click
f= Add Regular Expression

Mame: ||applicationheader

Ty
application), Ei

Yalue: x

T

Ik I Cancel Help
OK. Equivalent CLI
Configuration

2. Create Regular Expression ClassesChoose Configuration > Firewall > Objects >
Regular Expressions and click Add under the tab Regular Expression Classes in order to
create the various classes as shown.Create a regular expression class DomainBlockList in
order to match any of the regular expressions domainlistl, domainlist2 and domainlist3. Click
OK.




& Add Regular Expression Class Map

Configure a regular expression class using available reguiar expressions. For a class bo be considered a match, only one of its match
conditions needs to be met,

Fame: | IDm‘pahEInu:I-:List |

Description: |

Awailable Regular Expressions Configured Match Conditiors

Reqular Expression l Match Type I Regular Expression
L -] ) domainlist

iR, domainlist2

_default_gnu-hetp-tunnel_uri
_default_http-tunnel
_default_httpart-tunmel
_default_icy-metadata
_default_msr-messenger
_default_shoutcast-tunneling-protocol
_default_windows-media-playes-tunnel )
_default_xz-kazaa-network
_default_yshoo-messenger

applicationheader

conktentbype

porlist, |
urlist2

urlst 3

wrlists -

E|j:-||-| | Mew... Mt ch TEFH: EEMHH‘I

oK Cancel . Help I

Create a regular expression class URLBIlockList in order to match any of the regular
expressions urllistl, urllist2, urllist3 and urllist4. Click
OK.



i Hegular Expression Liass Map

Corfiqure & regular expression class using available regular expressions. For a class ko be corsidered a match, anky ane of ks mat

conditions needs ko be met,
Marme: RLEdockList |
Description: |
Available Regular Expressions Canfigured Match Conditians
Regular Expression I_ Match Type I Regular Expression
T Ayl :]

_defaulk_gnu-hetp-tunmel_arg
_defauk_gru-htbp-tunmel_ur
_dafaulk_kttp-tuninsl
_defauk_hktport-tunnel
_defaulk_icy-metadata
_defaulk_msn-messsnger
_defauk_shoutcast-tunnelng-protoool
_dafaulk_windoves-media-player-turinel
_default_x-kazaa-network
_d=fauk_yshoo-messanger
applicationheader

contenttype

Jomairkist3
domairdist2
|l:||:ma1'ri5t1

.|

MWI-lI-

L]

Equivalent CLI Configuration

=y urllist1
or [ urllist2

e T

Match Type: 0 Match

3. Inspect the identified traffic with Class mapsChoose Configuration > Firewall > Objects
> Class Maps > HTTP > Add in order to create a class map to inspect the http traffic
identified by various regular expressions as shown.Create a class map AppHeaderClass in
order to match the response header with regular expressions

captures.



f= Add HTTP Tralfic Class Map '
Mame: (appHeaderClass )

Descripkion: |

Match Option: (& Match Al ¢~ Match Any

Match Type | Criterion Value | Cadd:
& Add HTTP Match Criterion N x| Edt
Match Tvpe: % Match Mo Match Dieteta
Criterion: Gﬂuqua:st Header Field j =]
Walue
~Field
" Predefined: |an:n:e|:4: _'_]
i:ﬁ' Regular Expression: Imnterlttvpe EI:J Manage... |
Ve
- s
b (" Reogular Expression Class: IDc.rr-aIrBI-:utkLlst _:J Marage.. .
| (874 l Cancel | Help [

Click OKCreate a class map BlockDomainsClass in order to match the request header with
regular expressions

captures.
ge Add HTTP Traffic Class Map : B

Marme: |Eind<.D-:umai'|9CIassJ
Description: |
Makch Option: (= Makch &l ¢ Match Any
Match Type | Crikesion I Walue I ':-_A_:_Ii;)
@% Add HTTP Match Criterion - £| Ecit
Match Type:  Makch ¢ Mo Match Dt e
Criterion: [lRequast Header Fieldj |
Walue
~Fleld

(¢ Predefined: [host ) =]
i~ Regular Expression: ]n:nnteni‘.t‘_—-pe ;I Manage. |

~Walue
™ Regular Expression: |_':IE'F-EI'J||.'__G".IT':IT“1':.-'F'C-|:L:J'IFE| ;’ R0
[ Fequiar Expression Class] [DomainBlocklist] | Manage...

[ o« | canest | Heo |



Click OK.Create a class map BlockURLsClass in order to match the request uri with regular
expressions

captures.
= Add HTTP Traltic Class Map - B

Marme! BhocklR Lslass

Description: |

Makch Option: (& Match Al € Match Any

Match Type | Criterion | Yalue | G

Edit
@& Add HTTP Match Criterion X] Ll

LIEsErE

Makch Type: (+ Match ¢ NoMatch

Criterion:  ||Request LR =]
Value
" Regular Expression: | _default_GoToMyPC-tunnel ] | Haege.

(7 o Exresion s, (DT ~| s

I - 1 .- . | vl I
Click OK.Equivalent CLI Configuration

4. Set the actions for the matched traffic in the inspection policyChoose Configuration >
Firewall > Objects > Inspect Maps > HTTP in order to create a http_inspection_policy to

set the action for the matched traffic as shown. Click
OK.



= -

i C F

Mame: ﬂhttp_hspecti:ﬂjnlty J

Description: |

Parameters Inspections |

Match Twpe Criterion Wb Action Log Add

fowve Lip

[Aove Dhawin

| Cancel Help

Choose Configuration > Firewall > Objects > Inspect Maps > HTTP >
http_inspection_policy (double click) and click Details > Add in order to set the actions
for the various Classes created so

far.
& Edit HTTP Inspect Map

Marme: @ttp_inspectinnjnlicy :I

Description: I

Security Lewvel || |. Dekails J

Parameters Inspections

Match Type Criterion YWalue fickion Lag

Edit

Set the action as Drop Connection and Enable the logging for the Criterion as Request
Method and Value as



Match Criteria

{* Single Match

Match Tywpe: {* Makch (7 Mo Makch

_ritetion: ( Requesk Methn:u:IJ -

Yalue

{+ Method:

" Regular Expression

{¢ Feqular Expression; ~default GoToMyPiZ-tunnsl

{ Hegular Expression Class:  |DomainBlockLisk

™ Multiple matches

HTTF Traffic Class: [AppHeaderZlass - Marrat

Bckions

Ackion: W+ Drop Connection | ¢ Reset (7 Log

Log: * Enable " Disable

connect. 8]4 I Zancel Help

OKSet the action as Drop Connection and Enable the logging for the class
AppHeaderClass



A% Add HTTP Inspect

Makch Criteria
£ Single Match

Match Type; & Match €7 Mo Match

Zriterian: RequestiResponse Conkent Type Mismatch LI

Yalue

Mot applicable.

[F Mulkiple matn:he}

HTTF Traffic Classlz .ﬁ.ppHeaderCIassj il Mar
actions
Ackion: f nection { Reset " Log
Log: i~ Disable
ok | conce Help Click OK.Set the

action as Reset and Enable the logging for the class
= Add HTTP Inspect

Makch Criteria
" Single Match

Match Type; & Match: € Mo Match

Zriberian; Request/Response Content Tvpe Mismatch ;l

W ale

Mot applicatle.

&:' Mulkiple matn:l'ua;l

HTTP Traffic Class: IEIncanmainsclagls |

actions

Acktion: { Drop Conneckion

Log: {~ Disable

2K, I Zancel Help

BlockDomainsClass. Click



OKSet the action as Reset and Enable the logging for the class

= Add HTTP Inspect

Match Criteria

i Single Match

Match Type; @ Match £ Ma Match

FiEerian: Reguest/Response Content Tvpe Mismatch )

Walle

ot applicatle.

(: Multiple matches]

HTTP Traffic Class:

L= i

BlockiURLsC|

Hckions

Ackion: (& Drop Conneckion i Log
Log: " Disable

]9 iZancel | Help

BlockURLsClass.
OK.Click Apply.Equivalent CLI Configuration

5. Apply the inspection http policy to the interfaceChoose Configuration > Firewall >
Service Policy Rules > Add > Add Service Policy

Rule.
Configuration > Firewall = Service Policy Rules

Click

dp Add  +| [ Edit ﬁ Dielete | 4+ & | & BB B -| QFnd Diagram | Packet Tra
[‘E‘ ﬁddﬂarﬂrmpt""{?&”lﬁ' i iaffin: Classificakion
g Add Management Service Policy Rule. .. 20FCE Destination SErVice
Insert. .,
% 1y &P any @, defaul-inspe..

HTTP TrafficChoose the Interface radio button with inside interface from the drop down
menu and Policy Name as inside-policy. Click
Next.



fdding a new service policy rule requires three steps:

Step 1: Configure a service palicy,
Skep 21 Configure the traffic classification criteria For the service policy rule,

Step 3: Configure actions on the traffic classified by the service policy rule.

Create & Service Policy and apply To:

Cnly one service policy can be configured per interface or at global level. IF a service policy already exists, the
nes rule inko Ehe existing setvice policy, Otherwise, wou can create a new service policy.

lif;' Interface:  |inside - (create new service policy) = _}

Policy Marme:| iinside-pnlic}-’

Descripkion: I

= Global - applies to all interfaces

Palicy: Tame: Iginba‘_gm!.w

rescrpkian) |

= Back I |

Create a class map httptraffic and check the Source and Destination IP Address (uses
ACL). Click

Next.




{* Create a new traffic class: |!htt|:utraffin: |

Descripkion (opkional; I

Traffic Makch Criteria
[T Defaulk Inspection Traffic

[IF Bource and Destination IP Address (uses SCLE j

[T Turnel Group

[T TCP ar UDP Destination Part
[T RTP Range

[T IP CiffSery CodePaints (DSCR)
[T IP Precedence

[T &ny braffic

{~ Use an existing traffic class:  |inspection _default _v_l

" Use class-default as the traffic class.

If traffic does not match a existing kraffic class, then it will match the class-defaulk traffic class, Class-defaul
all situatian.

< bk

Choose the Source and Destination as any with service as tcp-udp/http. Click
Next.



= Add Service Policy Rule Wizard - Traltic Makch - Source and Destination Address

'+ Makch € Da not makch
T

Check the HTTP radio button and click



Protacal Inspection | Connection Settings | Gos |

[~ CTIGBE
[~ DCERPC ] =
[~ DNS COnfigure. ..,
[~ ESMTP COnFgure..
[~ FTR ConRfigure; .
[T H.323H.225 Cankigure..
[ H.323 RAS EonFigure:.,
[IF HTTF : Configure. ..
[ P

[~ ICMP Error

y S
[ IM Configure.,,
[T IPSec-Pass-Thru ] [ =
[~ MGCP 6 [ =
[~ METBEIOS Configure...
[~ PPTP
Configure. < Back | | Cancel |Check the radio button Select a

HTTP inspect map for the control over inspection as shown. Click



%= Select HTTP Inspect Map

i Use the default HTTR inspection map

Ig:' Select a HTTP inspect map for fine control D}er

OK.

I, I Cancel |

Help

Click

Finish.

Configuration = Firewall > Service Policy Rules

fadd - HEde o | £ 4 | Y B @ -

C, Find Diagram [ Pe

Traffic Classification

Marne # | Enabled Match Source Destination Ser
[=l Global; Palicy: global_palicy
inspection_defau [y Match @@ any g any 0, defau

htkpkraffic 1 v

Inkerface: inside; Policy: inside-policy

(&4 Match @@ any

@ any

ek hkbp

Port 8080 TrafficAgain, choose Add > Add Service Policy

Rule.



Configuration > Firewall > Service Policy Rules

@ add | & Edi Delete | 4 & | & Ba B -| QFind Diagram £ P

g Add Service Palicy Rule. .. afFic Classification

gp  Add Management Service Policy Rule. .. SOUrCE Destination et
Insert. ..

% B y @@ any 0, defau

o Insert After. ..

[] Interface: inside; Palicy: inside-policy
httptraffic 1 W CEyMatch @@ any P any uok hikkp

Click
Next.

= Add Service Policy Rule Wizard - Service Policy

#dding a new service policy rule requires three steps:
Step 1 Configure a service policy,
Step 2: Configure the traffic classification criteria for the service policy rule.

Step 3 Configure actions an the kraffic dassified by the service palicy rule,

_reate a Service Policy and &pply To:

Cnly one service policy can be configured per interface or at global level, IF a service policy already exists, the
new rule into the existing service policy. Otherwise, vou can create a new service policy,

LI (11=11 == (i side - inside-poalicy

Descripkion: l

" Global - applies ko all inkerfaces

Falicy Marme: iginbai_nl:uhn:';.f

[Hescripkior: I

*Only one service policy is allowed, Existing service policy names cannot be changed.,

cose | Qo)

Choose the radio button Add rule to existing traffic class and choose httptraffic from the
drop down menu. Click
Next.




[ Default Inspection Traffic

[~ Saurce and Destination IF Address {LSES

[ Tunnel Group

-_.‘i f"ZF—' -':_'[" I_IEJFI-”
[~ RTFRange
[ 1P i

[~ IF Frecedence;

[~ Ay

Choose the Source and Destination as any with tcp/8080. Click
Next.



= Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Click
Finish.



B% Add Service Policy Rule Wizard - Rule Actions

@ The Rule Actions are applied ko all the rules grouped in the Traffic Match,

tProtocol Inspection | Connection Settingsl Qu:uSl

[~ CTIGEE

[T DCERPC Configure..

[~ ohs COnfigure: .

[~ ESMTP Configure, ..

[~ FTF Zontaure, .,

[~ H.323H.225 Eorfigure:. .

[ H.323RAS Zonfigures.

[v HTTFP Configure. .. HTTF Inspect Map: http_inspeckion_policy
[~ ICMP

[T ICMP Error

™IS

[ Conbigure, ..
[~ IPSec-Pass-Thru Configure:. .
[ MaCP Eorfigure:. .
[~ METBICS Configures.

<= Back | Finish || Cancel

Configuration > Firewall = Service Policy Rules
g add ~ [ Edit ‘m‘l‘nelete| + & | s B2 R -

Traffic Classification

1, Find Diagram = Far

-,

Marme # | Enabled Makch Source Destination Ser
[=l Global; Palicy: global_palicy
inspection_defau [y Match @@ any @ any Q, defaul
] Inkerface: inside; Policy: inside-policy
httptraffic 1 WM [EyMatch @@ any P any uok hkkp
2 ¥ [EyMatch @@ any &P any TeE- 050

Click Apply.Equivalent CLI Configuration

Verify

Use this section in order to confirm that your configuration works properly.



The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

- show running-config regex—Shows the regular expressions that have been

configuredci scoasa#show runni ng-config regex regex urllist1

"\, ([Ee][Xx][Ee] | [Cc][Oo] [M |[Bb][Aa] [Tt]) HTTP/1.[01]" regex urllist2

N ([Pp][HIT[F]I[W][Bb][Ss]|[WM[Ss][Hnh]) HTTP/1.[01]" regex urllist3

"\ ([DA][Oo] [Cc] | [ XX][LIT[Ss]|[Pp]l[Pp][Tt]) HTTP/1.[01]" regex urllist4

N ([Zz] Vi ][ PPl | [Tt][Aa] [Rr]|[Tt][Gg]l[Zz]) HTTP/1.[01]" regex domainlistl “\.yahoo\.cont
regex domainlist2 "\.nyspace\.com' regex domainlist3 "\.youtube\.con regex contenttype
"Content - Type" regex applicati onheader "application/.*" ciscoasa#

- show running-config class-map—Shows the class maps that have been

Conﬁguredciscoasa#show runni ng-config class-map ! class-map type regex match-any
Dorrei nBl ockLi st match regex domainlistl match regex domainlist2 match regex domainlist3
class-map type inspect http match-all Bl ockDomai nsCl ass match request header host regex

cl ass Donmi nBl ockLi st class-map type regex match-any URLBI ockLi st match regex urllistl match
regex urllist2 match regex urllist3 match regex urllist4 class-map inspection_default match
default-inspection-traffic class-map type inspect http match-all AppHeaderd ass natch
response header regex contenttype regex applicationheader class-map httptraffic match
access-list inside_npc class-map type inspect http match-all Bl ockURLsCl ass match request

uri regex class URLBI ockList ! ciscoasa#

- show running-config policy-map type inspect http—Shows the policy maps that inspects

the http traffic that have been configuredci scoasa#show runni ng- confi g policy-mp type i nspect
http ! policy-map type inspect http http_inspection_policy paraneters protocol-violation
action drop-connection class AppHeader Cl ass drop-connection | og nmatch request nethod connect
drop-connection | og class Bl ockDonai nsCl ass reset |og class Bl ockURLsC ass reset |og

ci scoasa#

- show running-config policy-map—Displays all the policy-map configurations as well as the

default policy-map configurationci scoasa#show runni ng-config policy-map ! policy-mp type

i nspect dns preset_dns_map paraneters nmessage-| ength maxi num 512 policy-nmap type inspect
http http_i nspection_policy paranmeters protocol -violation action drop-connection class
AppHeader d ass drop-connection | og match request nmethod connect drop-connection |og class

Bl ockDonmi nsC ass reset 1og class Bl ockURLsC ass reset |og policy-map gl obal _policy class

i nspection_default inspect dns preset_dns_nap inspect ftp inspect h323 h225 inspect h323 ras
i nspect netbios inspect rsh inspect rtsp inspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp policy-map inside-policy class httptraffic
inspect http http_inspection_policy ! ciscoasa#

- show running-config service-policy—Displays all currently running service policy

ConﬂguraﬂonSciscoasa#show runni ng-config service-policy service-policy global_policy
gl obal service-policy inside-policy interface inside

- show running-config access-list—Displays the access-list configuration that runs on the

Securﬁyiipp”anceciscoasa#shOM/running-config access-list access-list inside_npc extended
pernmit tcp any any eq www access-list inside_npc extended pernmit tcp any any eq 8080
ci scoasa#

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

Note: Refer to Important Information on Debug Commands before you use debug commands.

- debug http—Shows the debug messages for HTTP traffic

Related Information



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

. Cisco ASA 5500 Series Adaptive Security Appliances Support
. Cisco Adaptive Security Device Manager (ASDM) Support

- Cisco PIX 500 Series Security Appliances Support

. Cisco PIX Firewall Software

. Cisco Secure PIX Firewall Command References

- Security Product Field Notices (including PIX)

. Requests for Comments (RFCs) o

. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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