Configure AnyConnect Secure Mobility Client
for Linux with Client Certificate
Authentication on an ASA
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Introduction

This document describes a configuration example for Adaptive Security Appliance (ASA) Cisco
AnyConnect Secure Mobility Client access.

Background

The configuration example described in this document is for Adaptive Security Appliance (ASA)
Cisco AnyConnect Secure Mobility Client access that uses client certificate for authentication for a
Linux Operative System (OS) for an AnyConnect user to connect successfully to an ASA
Headend.

Prerequisites

Requirements

This document assumes that the ASA is fully operational and configured to allow the Cisco
Adaptive Security Device Manager (ASDM) or Command Line Interface (CLI) to make
configuration changes.

Cisco recommends that you have knowledge of these topics:



Basic knowledge of the ASA CLI and ASDM

SSL VPN configuration on the Cisco ASA Head End
Fundamental knowledge of PKI

Familiarity with Linux OS

Components Used

The information in this document is based on these software and hardware versions:

Cisco Adaptive Security Appliance ASA5585-SSP-20

Cisco Adaptive Security Appliance Software Version 9.9(2)36
Adaptive Security Device Manager Version 7.9(1)
AnyConnect Version 4.6.03049

Ubuntu OS 16.04.1 LTS

Note: Download the AnyConnect VPN Client package (anyconnect-linux*.pkg) from the
Cisco Software Download site. Copy the AnyConnect VPN Client to the ASA flash memory,
which is then downloaded to the remote user computers in order to establish the SSL VPN
connection with the ASA.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

For a successful client certificate authentication on Linux devices, AnyConnect secure mobility
client supports these certificate stores:

1. Linux OS (PEM) certificate store
2. Firefox (NSS) certificate store

This document is based on client certificate authentication that uses a Linux OS (PEM)
certificate store.

1. To use Linux OS certificate store, PEM file-based certificates are placed in these directories.

Entity Path Example
tactest:~$ Is /opt/.cisco/certificates/ca
Certificate authority (CA) Joptl.ciscolcertificates/ca CACERT.pem
certificate ’ VeriSignClass3PublicPrimaryCertificationAl
y-G5.pem
tactest:~$ Is

/home/tactest/.cisco/certificate

User certificate )
s/client

/home/tactest/.cisco/certificates/client
myclient.pem


https://software.cisco.com/download/home/286281283/type/282364313/release/4.7.04056?i=!pp

tactest:~$ Is
/home/tactest/.cisco/certificates/client/privat
myclient.key

User private key [Initially /homel/tactest/.cisco/certificate
used to create CSR] : s/client/private

Note: By default, the path to install the client certificate and the private key is not present, so

it needs to be manually created with this command:
mkdir -p .cisco/certificates/client/private/

If you use a Windows Certificate Authority:

1. Download the CA Certificate (Base64 encoded) with extension .cer
2. Download the User Identity Certificate (Base64 encoded) with extension .cer
3. Change the extension of certificates from .cer to .pem extension

2. To use the Firefox (NSS) certificate store, users can import their certificate by Firefox.

The CA certificate for the ASA can be imported into the NSS certificate store by AnyConnect client
automatically if the user clicks the Aways Connect button on the certificate security message dialog
box when navigation to ASA is performed with HTTPS.

AnyConnect Linux uses the Firefox certificate store (NSS) as default. If that fails, then it would
next use the Linux OS certificate store.

Note: Currently, AnyConnect on a Linux OS does not support GNOME Key, so AnyConnect
IS unable to use the certificate imported to the GNOME Keyring.

Please make sure there are no related certificates in the Linux OS certificate store and the
Firefox (NSS) certificate store before you import a new user certificate.

Ensure that your files meet these requirements:

- All certificate files must end with the extension .pem.

- All private key files must end with the extension .key.

- A client certificate and its associated private key must have the same filename. For example:
client.pem and client.key.

For a clean start, please use this approach:

- Linux OS (PEM) certificate store:
A. Remove unnecessary PEM files under /opt/.cisco/certificates, but keep the
lopt/.ciscolcertificates/ca/VeriSignClass3PublicPrimaryCertificationAuthority-G5.pem certificate intact. This is
the CA certificate AnyConnect relies on to perform the code signature verification.
B. Remove the user certificates that are not required from the path ~/.cisco/certificates.



- Firefox (NSS) certificate store:
Use Firefox settings to inspect and delete related certificates imported by the user or by
AnyConnect.

Configure

Network Diagram

-
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LAN Sepment Internet Anyconnect Client
ASH WAN IP 10,106.44.166

Configurations

Linux Client Setup

1. Download the AnyConnect package, extract the contents and install the AnyConnect application
on the Linux client.

tact est: Docunent s$ pwd

/home/tactest/Documents

tact est: Docunents$ |'s

anyconnect - | i nux64- 4. 6. 03049- pr edepl oy-k9. tar. gz

tact est: Docunent s$ tar -xvf anyconnect-linux64-4.6.03049-predeploy-k9.tar.gz
tact est: Docunents$ |'s

anyconnect-linux64-4.6.03049 anyconnect-|inux64-4.6.03049-predepl oy-k9.tar.gz
tact est: Docunent s$ cd anyconnect-linux64-4.6.03049/vpn/

tactest:vpn$ sudo su

[sudo] password for tactest:

root:vpn# pwd

/ home/ t act est / Docunment s/ anyconnect - | i nux64- 4. 6. 03049/ vpn

root:vpn# ./vpn_install.sh

Installing C sco AnyConnect Secure Mbility dient...

2. Create a certificate signature request for the identity certificate on Linux client with the use of
OpenSSL.

[di ne@ocal host ~]$ openssl genrsa -des3 -out server.key 2048
Generating RSA private key, 2048 bit |ong nodul us

e is 65537 (0x10001)
Ent er pass phrase for server.key:



Verifying - Enter pass phrase for server.key:

[di re@ocal host ~]$

[di ne@ocal host ~]$ openssl rsa -in server.key -out server.key.insecure
Ent er pass phrase for server.key:

witing RSA key

[di ne@ocal host ~]$ mv server.key server.key.secure

[di re@ocal host ~]$

[di ne@ocal host ~]$ mv server.key.insecure server.key

[di re@ocal host ~]$

[dine@ocal host ~]$ ! The insecure key is now named server.key, and you can use this file to

generate the CSR without passphrase.

[di re@ocal host ~]$

[di ne@ocal host ~]$ openssl req -new -key server.key -out server.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:us

State or Province Nane (full nanme) []:ca

Locality Name (eg, city) [Default Cty]:sJ

Organi zati on Name (eg, conpany) [Default Conpany Ltd]:cisco
Organi zational Unit Name (eg, section) []:HTTS

Conmmon Nane (eg, your name or your server's hostnane) []:dimenet
Emai | Address []:

Pl ease enter the following 'extra' attributes

to be sent with your certificate request

A chal | enge password []:

An optional conpany nanme []:

[di re@ocal host ~]$

[di mre@ocal host ~]$ |Is | grep -i server

server.csr server.key server.Kkey.secure

[di re@ocal host ~]$

[di ne@ocal host ~]$ cat server.csr

----- BEG N CERTI FI CATE REQUEST- - - - -

M | Cv TCCAaUCAQAWYTEL MAk GA1 UEBhMCVVIVK Cz AJ Bg NVBAg MAK NBMs WCQYDVQH
DAJTS] EOVAWGALUECgWFQ2I z'Y28x DTAL BgNVBAs MBEhUVFMk GTAXBgNVBAMVEGRp
bW/i CGb1 CAgl CAgl CAgwggEi MAOGCSqGSI b3DQEBAQUAA4| BDWAWggEKA0I BAQC/
0e5PF09y 45/ +vl f ZbuWRawlv U JPxy80dXZhKT7VnDSi t dTnPs2Q7cf zVaMLGdI w
¢/ HoHTL+r mmCn2Ccc9NGCoWk 3damhhul9xAt 2VXz 8] S6mv5bqTeBLYEW 2Tgh7wA
4/ 0aPG LZCKQNNn3Pr uTLe8dqf EnFUBNGp7i JKNj | vyd34Di 5YLINhEQGDZ9q7aK
5VE3nBhgELNMPA e53Pt / ZYWh i 138QN8QoIbXOZmOnRXgRuc FaeNOVIVF+0EnnAJ
Y58+yi | mEvgKe8h1OCx T2H TH+5+XRHygee/ zZvi s7TIMNMKACOU QBscTrj p+z
TWACM2 Crox 3BAEC QJ 9y g/ AgMBAAGYFz AVBgk ghki GOwWOBCQex CAWGY2I zY281 MAOG
CSqGS| b3DQEBOMUAA4| BAQC7uURbj +0Jx Uw7 REXc41Ma30W xhhzvn6QGax8+EPI L
c7wpsM CSWW7BOgFLKgl 7h+dc ME+Cf BYI cPre2/ 5LMY0336i 9i 0t sodV/ +EU3NBg
L/ RSoHO99wBI Eo7Xxx30xi 38PvnCPnbZZEL2]1 W gTy Q4ohEQU] EOYnD16kUJvI Sy
Ky8z/ 3gGDRuhks2Yv4CTTRcvQAvI j sSLCOZi yaWWr p2xnsPt Hxr dévLr upoxdNpJy
xGLP/ 67IJM.S3qgpTuvAgXT5uT20BAC2hBgMauKZCOC3nmR4W no EDIwo FPESUUMOF
NMKOksgQ¥ r r xOZKPyhV8J4j By Aj LSw6vh41dJHY9gKaGo

----- END CERTI FI CATE REQUEST- - - - -

[di re@ocal host ~]$

3. The CSR generated previously can be used to request CA to issue a user identity certificate.

4. Once the certificate is issued by CA, copy the certificate to the Linux client.

a. Create a .pem file at /nomettactest/.cisco/certificates/client by use of the command
touch myclient.pem



b. Copy the Base64 encoded certificate content from the client identity certificate issued by
the CA.

c. Edit the file by the use of

Vi myclientcert.pem Or nano myclientcert.pem
d. Press "i" to insert text in the file.

e. Paste the Base64 encoded certificate.
f. Press Escape and then enter :wq! to save and stop the file edit function.

5. Similarly, place the CA certificate in the path /opt/.cisco/certificates/ca

ASA CLI Configuration

This section provides the CLI configuration for the Cisco AnyConnect Secure Mobility Client for
reference purposes.

interface G gabitEthernet0/1

nanei f out si de

security-level 0O

i p address 10.106.63. 179 255. 255.255.0
1
interface G gabitEthernet0/2

nanei f inside

security-level 100

i p address 192.168.30.1 255. 255. 255.0

asdm i mage di sk0:/asdm 791. bi n
route outside 0.0.0.0 0.0.0.0 10.106.63.1 1

ip local pool ANYCONNECT-POOL 192.168.100. 1-192. 168. 100. 254 mask 255. 255. 255.0

crypto ca trustpoint |IDENTITY
enrol I ment termnnal
subj ect - name CN=bgl anyconnect . ci sco. com
keypair | D_CERT
crl configure

ssl trust-point |IDENTITY outside

webvpn
enabl e outsi de
anyconnect image di sk0:/anyconnect-|inux64-4.6.03049-webdepl oy-k9. pkg 1
anyconnect enabl e
tunnel -group-1ist enable



group-policy G oupPolicy_ ANYCONNECT- PROFI LE i nt ernal
group-policy G oupPolicy ANYCONNECT- PROFI LE attri butes
dns-server val ue 10.10.10. 99
vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel -policy tunnel specified
split-tunnel -network-1ist val ue SPLI T- TUNNEL
def aul t - domai n val ue ci sco.com

tunnel - group ANYCONNECT_PROFI LE type renpote-access
tunnel - group ANYCONNECT_PROFI LE general -attri butes
addr ess- pool ANYCONNECT- POOL
def aul t - group-policy G oupPolicy_ ANYCONNECT- PROFI LE
tunnel - group ANYCONNECT _PROFI LE webvpn-attri butes
aut hentication certificate
group-al i as ANYCONNECT- PROFI LE enabl e

end

Verify
Use this section in order to confirm that your configuration works properly.

1. On an Ubuntu OS 16.04.1 LTS, connect AnyConnect by the GUI.

Clsco Anyconnect Secure Mobiliey Client

Clsco AnyConnect Secure Mabllity Client

% Connection | @ Statistics B Aabouk

rlllullll
CISCO

Connect ba: | bglanyconnect.cisco.com a

Group: ANYOONMECT-PROFILE =

Connect

Your client certificate will be used For authentication

2. If you want to connect AnyConnect by the command line on a Linux client, navigate to this
path:



tactest:vpn$ c¢d /opt/cisco/anyconnect/bin

tact est:vpn$

tactest: bin$ ./vpn

Ci sco AnyConnect Secure Mbility Cient (version 4.6.03049)

Copyright (c) 2004 - 2018 Cisco Systems, Inc. Al R ghts Reserved.

>> state: Disconnected

>> state: Disconnected

>> notice: Ready to connect.

>> registered with | ocal VPN subsystem
VPN>

. Verify the AnyConnect client is able to establish the connection:

VPN> connect bglanyconnect.cisco.com
connect bgl anyconnect . ci sco. com
>> contacting host (bglanyconnect.cisco.con) for login information...
>> notice: Contacting bglanyconnect. ci sco.com

>> Your client certificate will be used for authentication
Group: ANYCONNECT-PROFILE
>> state: Connecting
>> notice: Establishing VPN session...
The AnyConnect Downl oader is analyzing this conmputer. Please wait...
The AnyConnect Downl oader is perform ng update checks...
>> notice: The AnyConnect Downl oader is perform ng update checks...
>> notice: Checking for profile updates...
The AnyConnect Downl oader updates have been conpl et ed.
Pl ease wait while the VPN connection is established...
>> state: Connecting
>> notice: Checking for product updates...
>> notice: Checking for customn zation updates...
>> notice: Perform ng any required updates...
>> notice: The AnyConnect Downl oader updates have been conpl et ed.
>> notice: Establishing VPN session...
>> notice: Establishing VPN - Initiating connection...
>> notice: Establishing VPN - Exam ning system..
>> notice: Establishing VPN - Activating VPN adapter. ..
>> notice: Establishing VPN - Configuring system..
>> notice: Establishing VPN. ..
>> state: Connected
>> notice: Connected to bgl anyconnect. ci sco. com
>> state: Connected
>> notice: Connected to bglanyconnect.cisco.com.

VPN> disconnect
di sconnect
>> state: Disconnecting
>> notice: Disconnect in progress, please wait...
>> state: Disconnecting
>> notice: Disconnect in progress, please wait...
>> state: Disconnecting
>> state: Disconnected
>> notice: Ready to connect.
>> state: Disconnected
>> notice: Ready to connect.
VPN>

Note: If AnyConnect GUI client is already opened and you try to connect AnyConnect by the
CLI, you get this error.



VPN> connect bgl anyconnect. ci sco. com

connect bgl anyconnect. ci sco. com

>> contacting host (bglanyconnect.cisco.con) for login information...

>> state: Disconnected

>> error: Connect not available. Another AnyConnect application is running
or this functionality was not requested by this application.

VPN>

4. Once successfully connected, AnyConnect client details can be verified by the selection of
the statistics tab in the AnyConnect GUI client

Ubuntu DeskEap

él "-i!tl;_:u.'ll'ur_'r_!_l:un B statistics ﬂ..ﬁ';u:,_.t

e
Conmection Stabe: Connected
Client Address (IPv4): 1652 168.100.1
Server Address: 10.106.63.179
Client Address (IPvE) Mot Available
Bytes Sani: 1807
Bytes Received: 26584
Time Connected: 0 14:03
Session Disconnect: Mone
2 Details...
Connected bo bglanyconneck.cisco.com.

5. This command is used to confirm the CA and Identity certificates present on the Adaptive
Security Appliance (ASA).

bgl anyconnect # show crypto ca certificate
Certificate
Status: Avail able
Certificate Serial Nunmber: 640000004944f a39c42d24¢c199000000000049
Certificate Usage: Ceneral Purpose
Public Key Type: RSA (1024 bits)
Signature Algorithm SHA256 with RSA Encryption
| ssuer Nanme:
cn=SHERLOCK- CA
dc=cal o
dc=l ab
Subj ect Nane:
cn=bgl anyconnect . ci sco. com
CRL Distribution Points:



[1] I dap:/// CN=SHERLOCK-
CA, CN=sher | ock, CN=CDP, CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Conf i gur ati on, DC=cal o, DC=l a
b?certificat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt
Validity Date:
start date: 03:00:53 UTC Jun 28 2019
end date: 03:00:53 UTC Jun 27 2021
Storage: config
Associ ated Trustpoints: | DENTITY

CA Certificate
Status: Avail able
Certificate Serial Nunber: 4a39345869f 0e2aa4e8d60143b6d90f 7
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
Signature Algorithm SHA256 with RSA Encryption
| ssuer Nane:
cn=SHERLOCK- CA
dc=cal o
dc=l ab
Subj ect Nane:
cn=SHERLOCK- CA
dc=cal o
dc=l ab
Validity Date:
start date: 10:23:28 UTC Sep 22 2017
end date: 10:33:28 UTC Sep 22 2037
Storage: config
Associ ated Trustpoints: | DENTITY

6. These show commands can be executed to confirm the status of AnyConnect client and its
statistics.

7. In order to confirm if the Linux client has the certificate in the correct format (Base64
encoding with .pem extension), browse to the given path and use this command:

tactest:client$ cd /home/tactest/.cisco/certificates/client
tactest-client$
tactest:client$ |Is
myclient.pem
tactest-client$
tactest:client$ openssl x509 -in myclient.pem -text -noout
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
64: 00: 00: 00: 47: 14: e8: bc: 85: e5: 1d: bf : c4: 00: 00: 00: 00: 00: 47
Si gnature Al gorithm sha256WthRSAEncryption
| ssuer: DC=l ab, DC=cal o, CN=SHERLOCK- CA
Validity
Not Before: Jun 27 15:02:04 2019 GV
Not After : Jun 26 15:02:04 2021 GV
Subj ect: C=US, ST=CA, L=SJ, O=Cisco, OU=HTTS, CN=di nenet
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption

Publ i c- Key: (2048 bit)

Modul us:
00:c3:42:18:d8:fc:09:72:92: 81: 2f: 5d: aa: d4: c6
bf: 4c: 10: b0: f 6: ad: 21: ae: f 9: 9c: 50: Ob: f 0: aa: b7
02: a0: 11: 52: e0: 23: 68: €0: 71: f 7: 67: b9: 9f : bd: Ob:
9d: 88: 70: 66: d2: 26: 3d: ac: a9: la: ad: 1f : 47: Oc: 9f :
5e:51: 09: 68: 4a: 31: f 1: ed: 86: 48: bb: 82: 24: 06: ad:



d4: e4: 0a: 9e: 56: f2: 7d: f9: bc: 11: 97: d1: b6: 52: 3e:
4b: a6: fe: 99: ff: 6b: c3: ab: 32: d9: 24: ae: 15: 70: 82:
d5: le: 62: ef : 68: f0: e3: b7: 84: 29: 58: b0: d2: 8f : 40:
60: 96: cf:ca: fd: 04: 72: a4: Oa: 37: ab: 88: 2e: 59: 3b:
eb: 86: 41: 6f: da: be: a6: 64: bl: 6¢: be: e5: 00: 42: af :
a8: 82: 1f: 2c: 14: 78: 26: 4f : c4: 61: 19: 94: 96: df : cc:
05:21:e5:12:36:ff:4d:f5:ac: f5:f6:45: 1f: 4c: 16:
47:73:9b: 84: ad: 48: 66: 04: a9: 15: 49: ba: cc: d6: 58:
f9:30: 71: c5:46:f9: 05: el: b5: 09: 3b: ee: 3c: ce: f5:
fa: 89:54:d3: 7f: 14: 8a: b3: 32: 1c: 3f: 19: 07: 6¢: la:
cb: 95: 23: 16: 8b: ca: 44: ¢7: d6: Oa: 3c: 35: a3: ec: bd:
f9:2b: 58:41: 11: 32: 00: 53: 43: 31: 70: 36: cc: 86: 04:
6d: 4b
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Subj ect Key ldentifier:
45: 64:99: B1: 5F: Al: 7C. 5F: 4F: 77: OD: 12: CE: B8: F8: CA: 40: 4D: FA: A8
X509v3 Authority Key ldentifier:
keyi d: 1B: 51: FF: 8A: 71: E7: 9C: 2B: 66: 29: 28: FD: 44: 16: BF: 44: A4: Al1: 7D: E1

X509v3 CRL Distribution Points:

Ful I Nane:
URI : | dap: / /| CN=SHERL OCK-
CA, CN=sher | ock, CN=CDP, CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Conf i gur ati on, DC=cal o, DC=l a
b?certificat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt

Authority Information Access:
CA Issuers - URl:Idap:/// CN=SHERLCOCK-
CA, CN=AI A, CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Conf i gur at i on, DC=cal o, DC=l ab?cACertific
at e?base?obj ect Cl ass=certificationAuthority

X509v3 Key Usage: critical
Digital Signature, Key Enci phernent
1.3.6.1.4.1.311.21. 7:

X509v3 Ext ended Key Usage:
TLS Wb Cient Authentication
1.3.6.1.4.1.311. 21. 10:
0.0
Signature Al gorithm sha256W t hRSAEncryption

Ob: 4d: 46: f e: dd: Ob: 78: 1a: 35: ea: 2b: d6: d6: 33: ef : 5a: 86: 5a:
07: 63: db: ef : ae: b3: 87: e3: 4d: c7: e8: d2: 39: fe: 5a: f 2: 8b: 40:
le: f0:92: 3f:48: ed: 4d: 67: €3: a6: 44: 05: 6f: db: d8: 96: bb: a6:
a4:c7:98:fa: 40: ab: aa: 2d: 1f: 4b: 49: 32: 1a: 86: 71: 3d: 72: 69:
f3:3f:e6:9f:f7:94:56: 2e: 10: 0c: 4c: cl: 74: f 1: ee: Oe: 28: 00:
bb: 84: 84: 99: 4d: 07: ba: 1b: 68: 1d: b5: 98: f 6: b7: 96: 55: c1: b8:
5e: 14: 53: 88: 82: 07: 4e: 3c: d8: 7e: b0: f 4: 8d: 1c: 05: f d: 8b: 20:
12: a4: 94: 05: 7c: ad: 81: 63: 50: 05: 8d: 44: 40: 31: 7c: e0: a8: 33:
le: a3:19:c2:cb: bf:c8:03: b3: 05: 08: 52: 23: 7e: 11: ad: 45: 04:
bd: Oe: 5a: 8b: 26: 60: 8f: 3e: 1c: 98: 41: f 9: 4d: 3e: 1a: 1f: c8: d5:
97: e3: 0a: 40: cb: Ob: 23: ba: 9a: f 7: 27: d6: al: c¢5: fd: 91: dc: 6d:
04: ab: b7: d5: 1d: 54: d7: b3: ab: 99: 45: df : c1: 01: b8: 16: 6e: 40:
c9: 76: 9e: 36: 36: b8: fc: e3: al: 03: 86: 61: 2b: ac: ec: 6d: c9: f 4:
91: ff:81:58:30: 24: d3: 81: 8b: f0: 20: 23: 49: 7a: 84: 0f : 91: 80:
2b: 54: 96: 4d

If you received the error shown here, it means that you attempted to view a DER-encoded
certificate and it was not a PEM-encoded certificate



unable to load certificate
12626: error: 0906D06C: PEM r out i nes: PEM read_bi o: no start line:pemlib.c:647: Expecting:
TRUSTED CERTI FI CATE

Troubleshoot

This section provides the information you can use in order to troubleshoot your configuration.

Note: Refer to Important Information on Debug Commands before you use debug
commands.

Caution: On the ASA, you can set various debug levels; by default, level 1 is used. If you
change the debug level, the verbosity of the debugs can increase. Do this with caution,
especially in production environments.

To troubleshoot an inbound AnyConnect client connection from Linux OS client, use:

- For AnyConnect process on an ASA

debug webvpn anyconnect 255
Here is a sample debug taken on an ASA from a work scenario:

Y%ASA- 7- 609001: Built | ocal -host outside:10.106. 44. 166

%ASA-6-302013: Built inbound TCP connection 13540 for outside:10.106.44.166/58944
(10.106.44.166/58944) to identity:10.106.63.179/443 (10.106.63.179/443)
Y%ASA- 6- 725001: Starting SSL handshake with client outside:10.106.44.166/58944 to
10. 106. 63. 179/ 443 for TLS session

YASA- 7- 725010: Devi ce supports the following 20 ci pher(s)

%ASA- 7- 725011: Ci pher[1] : ECDHE- ECDSA- AES256- GCM SHA384

%ASA- 7- 725011: Ci pher[2] : ECDHE- RSA- AES256- GCM SHA384

Y%ASA- 7- 725011: Ci pher[3] : DHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Ci pher[4] : AES256- GCM SHA384

Y%ASA- 7- 725011: Ci pher[5] : ECDHE- ECDSA- AES256- SHA384

%ASA- 7- 725011: Ci pher[6] : ECDHE- RSA- AES256- SHA384

Y%ASA- 7- 725011: Cipher[7] : DHE- RSA- AES256- SHA256

%ASA- 7- 725011: Cipher[8] : AES256- SHA256

%ASA- 7- 725011: Ci pher[9] : ECDHE- ECDSA- AES128- GCM SHA256

Y%ASA- 7- 725011: Ci pher[10] : ECDHE- RSA- AES128- GCM SHA256

Y%ASA- 7- 725011: Ci pher[11] : DHE- RSA- AES128- GCM SHA256

%ASA- 7- 725011: Cipher[12] : AES128- GCM SHA256

%ASA- 7- 725011: Cipher[13] : ECDHE- ECDSA- AES128- SHA256

Y%ASA- 7- 725011: Ci pher[14] : ECDHE- RSA- AES128- SHA256

%ASA- 7- 725011: Ci pher[15] : DHE- RSA- AES128- SHA256

%ASA- 7- 725011: Cipher[16] : AES128- SHA256

YASA- 7- 725011: Ci pher[17] : DHE- RSA- AES256- SHA

%ASA- 7- 725011: Ci pher[18] : AES256- SHA

YASA- 7- 725011: Ci pher[19] : DHE- RSA- AES128- SHA


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

%ASA- 7- 725011: Cipher[20] : AES128- SHA

YASA- 7- 725008: SSL client outside: 10. 106. 44. 166/ 58944 to 10.106. 63. 179/ 443 proposes the
follow ng 21 cipher(s)

Y%ASA- 7- 725011: Cipher[1] : ECDHE- ECDSA- AES256- GCCM SHA384

%ASA- 7- 725011: Cipher[2] : ECDHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Cipher[3] : DHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Cipher[4] : AES256- GCM SHA384

%ASA- 7- 725011: Cipher[5] : ECDHE- ECDSA- AES256- SHA384

%ASA- 7- 725011: Cipher[6] : ECDHE- RSA- AES256- SHA384

%ASA- 7- 725011: Cipher[7] : DHE- RSA- AES256- SHA256

%ASA- 7- 725011: Cipher[8] : AES256- SHA256

%ASA- 7- 725011: Cipher[9] : ECDHE- ECDSA- AES128- GCCM SHA256

%ASA- 7- 725011: Ci pher[10] : ECDHE- RSA- AES128- GCCM SHA256

%ASA- 7- 725011: Cipher[11] : DHE- RSA- AES128- GCM SHA256

Y%ASA- 7- 725011: Cipher[12] : AES128- GCM SHA256

%ASA- 7- 725011: Ci pher[13] : ECDHE- ECDSA- AES128- SHA256

%ASA- 7- 725011: Ci pher[14] : ECDHE- RSA- AES128- SHA256

%ASA- 7- 725011: Cipher[15] : DHE- RSA- AES128- SHA256

%ASA- 7- 725011: Cipher[16] : AES128- SHA256

%ASA- 7- 725011: Cipher[17] : DHE- RSA- AES256- SHA

%ASA- 7- 725011: Cipher[18] : AES256- SHA

%ASA- 7- 725011: Cipher[19] : DHE- RSA- AES128- SHA

%ASA- 7- 725011: Cipher[20] : AES128- SHA

%ASA- 7- 725011: Ci pher[21] : DES- CBC3- SHA

%ASA-7-725012: Device chooses cipher ECDHE-RSA-AES256-GCM-SHA384 for the SSL session with client
outside:10.106.44.166/58944 to 10.106.63.179/443

Y%ASA- 6- 725016: Devi ce selects trust-point IDENTITY for client outside:10.106. 44. 166/ 58944 to
10. 106. 63. 179/ 443

Y%ASA- 6- 725002: Devi ce conpl eted SSL handshake with client outside:10. 106. 44. 166/ 58944 to
10. 106. 63. 179/ 443 for TLSvl.2 session

%ASA- 6- 725007: SSL session with client outside:10.106.44.166/ 58944 to 10.106. 63. 179/ 443
t erm nat ed

%ASA- 6- 302014: Teardown TCP connection 13540 for outside: 10.106. 44. 166/ 58944 to
identity:10.106. 63. 179/ 443 duration 0:00: 00 bytes 2948 TCP Reset-l1 fromidentity

%ASA- 7- 609002: Teardown | ocal - host outsi de: 10. 106. 44. 166 duration 0: 00: 00

%ASA- 7- 609001: Built | ocal -host outside: 10.106. 44. 166

%ASA- 6- 302013: Built inbound TCP connection 13541 for outside:10.106. 44. 166/ 58946

(10. 106. 44. 166/ 58946) to identity:10.106.63.179/443 (10.106. 63. 179/ 443)

%ASA-6-725001: Starting SSL handshake with client outside:10.106.44.166/58946 to
10.106.63.179/443 for TLS session

Y%ASA- 7- 725010: Devi ce supports the followi ng 20 ci pher(s)

%ASA- 7- 725011: Cipher[1] : ECDHE- ECDSA- AES256- GCCM SHA384

%ASA- 7- 725011: Cipher[2] : ECDHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Cipher[3] : DHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Cipher[4] : AES256- GCM SHA384

%ASA- 7- 725011: Cipher[5] : ECDHE- ECDSA- AES256- SHA384

%ASA- 7- 725011: Cipher[6] : ECDHE- RSA- AES256- SHA384

%ASA- 7- 725011: Cipher[7] : DHE- RSA- AES256- SHA256

%ASA- 7- 725011: Cipher[8] : AES256- SHA256

http_parse_cstp_net hod()

...input: ' CONNECT /CSCOSSLC/tunnel HTTP/1.1'

webvpn_cst p_parse_request _field()

...input: 'Host: bglanyconnect. cisco.con

Processi ng CSTP header line: 'Host: bglanyconnect. ci sco. coni

webvpn_cst p_parse_request _field()

...input: '"User-Agent: Ci sco AnyConnect VPN Agent for Linux 4.6.03049

Processi ng CSTP header line: 'User-Agent: G sco AnyConnect VPN Agent for Linux 4.6.03049
Setting user-agent to: 'Cisco AnyConnect VPN Agent for Linux 4.6.03049

webvpn_cst p_parse_request _field()

...input: ' Cookie: webvpn=05B9EB@92512@\755@A99DF461C27977CA12A0EAB41F5D7CD46AD8162'
Processi ng CSTP header line: 'Cookie:
webvpn=05B9EB@L92512@A755@A99DF461C27977CA12A0EAB41F5D7 CDA6AD8162"

Found WbVPN cooki e: ' webvpn=05B9EB@L92512@\755@A99DF461C27977CA12A0EAB41F5D7CDA6AD8162"
WebVPN Cooki e: ' webvpn=05B9EB@L92512@\755@A99DF461C27977CAL12A0EAB41F5D7CD46AD8162"



webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Version: 1'

Processi ng CSTP header line: 'X-CSTP-Version: 1'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Hostnanme: tactest-virtual-machine’

Processi ng CSTP header line: 'X-CSTP-Hostnane: tactest-virtual-machine'

Setting hostname to: 'tactest-virtual-nachine'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-MIU. 1399’

Processi ng CSTP header line: 'X-CSTP-MIU: 1399

webvpn_cst p_parse_request _field()

...input: 'X-CSTP- Address-Type: |Pv6, | Pv4'

Processi ng CSTP header line: 'X-CSTP-Address-Type: |Pv6, | Pv4

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Local - Address-1P4: 10.106. 44. 166"

Processi ng CSTP header line: 'X-CSTP-Local - Address-1P4: 10.106. 44. 166’

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Base- MIU: 1500

Processi ng CSTP header line: 'X-CSTP-Base-MIU: 1500

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Renot e- Address-1P4: 10.106. 63. 179’

Processi ng CSTP header line: 'X-CSTP-Renote-Address-|P4: 10.106.63.179'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Full-1Pv6-Capability: true'

Processi ng CSTP header line: 'X-CSTP-Full-I1Pv6-Capability: true'

webvpn_cst p_parse_request _field()

...input: 'X-DTLS- Master-Secret:
F731F1B9371ECAE34DF4FF3FE230D5150B621C30F45D44D9579918COCFFO3BC7 EEA7TAEALAS9D247F6B70FC8B24237639
Processi ng CSTP header line: 'X-DTLS-Master-Secret:
F731F1B9371ECAE34DF4FF3FE230D5150B621C30F45D44D9579918COCFFO3BC7 EEA7AEALAS9D247F6B70FC8B24237639
webvpn_cst p_parse_request _field()

...input: ' X-DTLS-C pher Suite: DHE- RSA- AES256- GCM SHA384: DHE- RSA- AES256- SHA256: DHE- RSA- AES256-
SHA: DHE- RSA- AES128- GCCM SHA256: DHE- RSA- AES128- SHA256: DHE- RSA- AES128- SHA: AES256- SHA: AES128-
SHA: DES- CBC3- SHA'

Processi ng CSTP header line: 'X-DTLS-Ci pherSuite: DHE- RSA- AES256- GCM SHA384: DHE- RSA- AES256-
SHA256: DHE- RSA- AES256- SHA: DHE- RSA- AES128- GCM SHA256: DHE- RSA- AES128- SHA256: DHE- RSA- AES128-
SHA: AES256- SHA: AES128- SHA: DES- CBC3- SHA'

webvpn_cst p_parse_request _field()

...input: 'X-DTLS-Accept-Encoding: |zs'

Processi ng CSTL header line: 'X-DTLS-Accept-Encoding: |zs'

webvpn_cst p_parse_request _field()

...input: 'X-DTLS-Header- Pad-Length: 0

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Accept-Encodi ng: |zs'

Processi ng CSTP header line: 'X-CSTP-Accept-Encoding: |zs'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Protocol: Copyright (c) 2004 C sco Systenms, Inc.'

Processi ng CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 C sco Systens, Inc.'
cstp_util address_ipv4_accept: address asigned: 192.168.100.1

cstp_util _address_i pv6_accept: No | Pv6 Address

np_svc_creat e_sessi on(0x2F000, 0x00007f 884ad8f b00, TRUE)

webvpn_svc_np_set up

SVC ACL Name: NULL

SVC ACL ID -1

vpn_put_uauth success for ip 192.168.100.1!

No SVC ACL

| phdr =20 base- nt u=1500 def - mt u=1500 conf - nt u=1406

tcp-mss = 1460

path-mu = 1460( nss)

TLS Bl ock size = 16, version = 0x303

ntu = 1460(path-mtu) - 12(opts) - 5(ssl) - 16(iv) = 1427

nmod-ntu = 1427(mtu) & OxfffO(conplement) = 1424



tls-mu = 1424(nod-ntu) -
DTLS Bl ock size = 16

ntu = 1500( base-ntu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv)

8(cstp) - 48(nmac) - 1(pad) = 1367

nmod-ntu = 1443(mtu) & OxfffO(conpl enent) = 1440

dtls-mu = 1440(nod-ntu) -

1(cdtp) - 20(mac) - 1(pad) =

conputed tls-ntu=1367 dtls-ntu=1418 conf-nt u=1406
DTLS enabl ed for intf=3 (outside)
overide conputed dtls-nmu=1418 with conf-nt u=1406

tls-ntu=1367 dtls-ntu=1406
SVC. adding to sessngnt

Sendi ng X- CSTP-DNS: 10.10. 10. 99

Sendi ng X-CSTP-Split-Include nmsgs: for ACL - SPLIT-TUNNEL: Start

Sendi ng X- CSTP-Split-Include: 10.0.0.0/255.255.255.0

Sendi ng X- CSTP- MIU: 1367
Sendi ng X- DTLS- MTU: 1406

Sendi ng X- CSTP- FW RULE nsgs: Start
Sendi ng X- CSTP- FW RULE nsgs: Done

Sendi ng X- CSTP- Quar ant i ne:

fal se

Sendi ng X- CSTP- Di sabl e- Al ways- On- VPN: f al se
Sendi ng X- CSTP-d i ent - Bypass- Protocol : fal se

Y%ASA- 7- 725011: Ci pher[ 9]
%ASA- 7- 725011: Ci pher[ 10]
%ASA- 7- 725011: Ci pher[11]
%ASA- 7- 725011: Ci pher[12]
%ASA- 7- 725011: Ci pher[13]
%ASA- 7- 725011: Ci pher[ 14]
%ASA- 7- 725011: Ci pher[ 15]
%ASA- 7- 725011: Ci pher[ 16]
%ASA- 7- 725011: Ci pher[17]
%ASA- 7- 725011: Ci pher[ 18]
%ASA- 7- 725011: Ci pher[19]
%ASA- 7- 725011: Ci pher[ 20]
%ASA- 7- 725008: SSL cli ent
follow ng 21 cipher(s)
YASA- 7- 725011: Ci pher[ 1]
YASA- 7- 725011: Ci pher[ 2]
Y%ASA- 7- 725011: Ci pher[ 3]
YASA- 7- 725011: Ci pher[ 4]
Y%ASA- 7- 725011: C pher[ 5]
Y%ASA- 7- 725011: Ci pher[ 6]
YASA- 7- 725011: Ci pher[ 7]
Y%ASA- 7- 725011: Ci pher[ 8]
Y%ASA- 7- 725011: Ci pher[ 9]
%ASA- 7- 725011: Ci pher[ 10]
%ASA- 7- 725011: Ci pher[ 11]
%ASA- 7- 725011: Ci pher[12]
%ASA- 7- 725011: Ci pher[13]
%ASA- 7- 725011: Ci pher[ 14]
%ASA- 7- 725011: Ci pher[ 15]
%ASA- 7- 725011: Ci pher[ 16]
%ASA- 7- 725011: Ci pher[17]
%ASA- 7- 725011: Ci pher[ 18]
%ASA- 7- 725011: Ci pher[19]
%ASA- 7- 725011: Ci pher[ 20]
%ASA- 7- 725011: Ci pher[ 21]

YASA- 7- 725012: Devi ce chooses ci pher

. ECDHE- ECDSA- AES128- GCCM SHA256

ECDHE- RSA- AES128- GCM SHA256
DHE- RSA- AES128- GCM SHA256
AES128- GCCM SHA256

ECDHE- ECDSA- AES128- SHA256
ECDHE- RSA- AES128- SHA256
DHE- RSA- AES128- SHA256
AES128- SHA256

DHE- RSA- AES256- SHA
AES256- SHA

DHE- RSA- AES128- SHA
AES128- SHA

1443

out si de: 10. 106. 44. 166/ 58946 to 10. 106. 63. 179/ 443 proposes the

ECDHE- ECDSA- AES256- GCM SHA384
ECDHE- RSA- AES256- GCCM SHA384
DHE- RSA- AES256- GCM SHA384
AES256- GCCM SHA384

ECDHE- ECDSA- AES256- SHA384
ECDHE- RSA- AES256- SHA384

DHE- RSA- AES256- SHA256

AES256- SHA256

. ECDHE- ECDSA- AES128- GCCM SHA256

ECDHE- RSA- AES128- GCM SHA256
DHE- RSA- AES128- GCM SHA256
AES128- GCCM SHA256

ECDHE- ECDSA- AES128- SHA256
ECDHE- RSA- AES128- SHA256
DHE- RSA- AES128- SHA256
AES128- SHA256

DHE- RSA- AES256- SHA
AES256- SHA

DHE- RSA- AES128- SHA
AES128- SHA

DES- CBC3- SHA

out si de: 10. 106. 44. 166/ 58946 to 10. 106. 63. 179/ 443

Y%ASA- 6- 725016: Device selects trust-point IDENTITY for client

10. 106. 63. 179/ 443

ECDHE- RSA- AES256- GCM SHA384 f or

the SSL session with client

out si de: 10. 106. 44. 166/ 58946 to

YASA- 7- 717025: Validating certificate chain containing 1 certificate(s).
%ASA-7-717029: Identified client certificate within certificate chain. serial number:
640000004714E8BC85E51DBFC4000000000047, subject name:
cn=dimenet, ou=HTTS, o=Cisco,1=SJ, st=CA,c=US.
%ASA-7-717030: Found a suitable trustpoint IDCERT to validate certificate.



%ASA-6-717022: Certificate was successfully validated. serial number:
640000004714E8BC85E51DBFC4000000000047, subject name:

cn=dimenet, ou=HTTS, o=Cisco,1=SJ, st=CA,c=US.

YASA- 6- 717028: Certificate chain was successfully validated with warning, revocation status was
not checked.

Y%ASA- 6- 725002: Devi ce conpl eted SSL handshake with client outside:10. 106. 44. 166/ 58946 to

10. 106. 63. 179/ 443 for TLSvl.2 session

Y%ASA- 7- 717036: Looking for a tunnel group match based on certificate maps for peer certificate
with serial nunber: 640000004714E8BC85E51DBFC4000000000047, subject nane:

cn=di nenet, ou=HTTS, 0=Ci sco, | =SJ, st =CA, c=US, issuer_nane: cn=SHERLOCK- CA, dc=cal o, dc=I ab.
Y%ASA- 4- 717037: Tunnel group search using certificate maps failed for peer certificate: serial
nunber: 640000004714E8BC35E51DBFC4000000000047, subject nane:

cn=di nenet, ou=HTTS, 0=Ci sco, | =SJ, st =CA, c=US, issuer_nane: cn=SHERLOCK- CA, dc=cal o, dc=I ab.

Y%ASA- 7-113028: Extraction of username from VPN client certificate has been requested. [Request
36]

Y%ASA- 7- 113028: Extraction of username from VPN client certificate has started. [Request 36]
Y%ASA- 7-113028: Extraction of username from VPN client certificate has finished successfully.

[ Request 36]

YASA- 7-113028: Extraction of username from VPN client certificate has conpleted. [Request 36]
YASA- 6- 113009: AAA retrieved default group policy (G oupPolicy_ ANYCONNECT- PROFI LE) for user =
di menet

YASA- 7- 734003: DAP: User dinenet, Addr 10.106.44.166: Session Attribute aaa.cisco.grouppolicy
G oupPol i cy_ANYCONNECT- PROFI LE

YASA- 7- 734003: DAP: User dinenet, Addr 10.106. 44.166: Session Attri bute aaa.cisco.usernane =
di menet

YASA- 7- 734003: DAP: User dinenet, Addr 10. 106. 44. 166: Session Attri bute aaa.cisco. usernanel
di menet

YASA- 7- 734003: DAP: User dinenet, Addr 10. 106. 44. 166: Session Attri bute aaa.cisco.usernane2 =
Y%ASA- 7- 734003: DAP: User dinenet, Addr 10.106.44.166: Session Attribute aaa.cisco.tunnel group =
ANYCONNECT_PRCFI LE

%ASA- 6- 734001: DAP: User dinenet, Addr 10.106.44. 166, Connection AnyConnect: The fol |l owi ng DAP
records were selected for this connection: DfltAccessPolicy

%ASA-6-113039: G oup <G oupPol i cy_ ANYCONNECT- PROFI LE> User <di nenet> | P <10.106. 44. 166>
AnyConnect parent session started. %ASA- 6- 725016: Device selects trust-point IDENTITY for client
out si de: 10. 106. 44. 166/ 58946 to 10. 106. 63. 179/ 443

%ASA- 6- 302013: Built inbound TCP connection 13542 for outside:10.106. 44. 166/ 58952

(10. 106. 44. 166/ 58952) to identity:10.106.63.179/443 (10.106.63.179/443)

Y%ASA- 6- 725001: Starting SSL handshake with client outside:10.106.44.166/58952 to

10. 106. 63. 179/ 443 for TLS session

YASA- 7- 725010: Devi ce supports the followi ng 20 cipher(s)

%ASA- 7- 725011: Ci pher[1] : ECDHE- ECDSA- AES256- GCM SHA384

%ASA- 7- 725011: Ci pher[2] : ECDHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Cipher[3] : DHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Ci pher[4] : AES256- GCM SHA384

%ASA- 7- 725011: Cipher[5] : ECDHE- ECDSA- AES256- SHA384

%ASA- 7- 725011: Ci pher[6] : ECDHE- RSA- AES256- SHA384

%ASA- 7- 725011: Cipher[7] : DHE- RSA- AES256- SHA256

%ASA- 7- 725011: Cipher[8] : AES256- SHA256

%ASA- 7- 725011: Cipher[9] : ECDHE- ECDSA- AES128- GCM SHA256

%ASA- 7- 725011: Ci pher[10] : ECDHE- RSA- AES128- GCM SHA256

Y%ASA- 7- 725011: Cipher[11] : DHE- RSA- AES128- GCM SHA256

%ASA- 7- 725011: Cipher[12] : AES128- GCM SHA256

Y%ASA- 7- 725011: Cipher[13] : ECDHE- ECDSA- AES128- SHA256

%ASA- 7- 725011: Ci pher[14] : ECDHE- RSA- AES128- SHA256

%ASA- 7- 725011: Ci pher[15] : DHE- RSA- AES128- SHA256

%ASA- 7- 725011: Cipher[16] : AES128- SHA256

%ASA- 7- 725011: Ci pher[17] : DHE- RSA- AES256- SHA

%ASA- 7- 725011: Ci pher[18] : AES256- SHA

%ASA- 7- 725011: Cipher[19] : DHE- RSA- AES128- SHA

%ASA- 7- 725011: Ci pher[20] : AES128- SHA

YASA- 7- 725008: SSL client outside: 10. 106. 44. 166/ 58952 to 10.106. 63. 179/ 443 proposes the

follow ng 21 cipher(s)

%ASA- 7- 725011: Ci pher[1] : ECDHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Cipher[2] : ECDHE- ECDSA- AES256- GCM SHA384



%ASA- 7- 725011: Cipher[3] : ECDHE- RSA- AES256- SHA384

%ASA- 7- 725011: Ci pher[4] : ECDHE- ECDSA- AES256- SHA384

%ASA- 7- 725011: Cipher[5] : DHE- RSA- AES256- GCM SHA384

%ASA- 7- 725011: Cipher[6] : DHE- RSA- AES256- SHA256

Y%ASA- 7- 725011: Cipher[7] : DHE- RSA- AES256- SHA

%ASA- 7- 725011: Cipher[8] : AES256- GCM SHA384

%ASA- 7- 725011: Cipher[9] : AES256- SHA256

%ASA- 7- 725011: Cipher[10] : AES256- SHA

%ASA- 7- 725011: Cipher[11] : ECDHE- RSA- AES128- GCCM SHA256

%ASA- 7- 725011: Cipher[12] : ECDHE- ECDSA- AES128- GCM SHA256

%ASA- 7- 725011: Cipher[13] : ECDHE- RSA- AES128- SHA256

%ASA- 7- 725011: Ci pher[14] : ECDHE- ECDSA- AES128- SHA256

%ASA- 7- 725011: Ci pher[15] : DHE- RSA- AES128- GCM SHA256

%ASA- 7- 725011: Cipher[16] : DHE- RSA- AES128- SHA256

%ASA- 7- 725011: Cipher[17] : DHE- RSA- AES128- SHA

%ASA- 7- 725011: Cipher[18] : AES128- GCM SHA256

%ASA- 7- 725011: Cipher[19] : AES128- SHA256

%ASA- 7- 725011: Cipher[20] : AES128- SHA

%ASA- 7- 725011: Cipher[21] : DES- CBC3- SHA

YASA- 7- 725012: Devi ce chooses ci pher ECDHE- RSA- AES256- GCM SHA384 for the SSL session with client
out si de: 10. 106. 44. 166/ 58952 to 10. 106. 63. 179/ 443

Y%ASA- 6- 725016: Devi ce sel ects trust-point IDENTITY for client outside:10.106. 44. 166/ 58952 to
10. 106. 63. 179/ 443

YASA- 7- 725017: No certificates received during the handshake with client

out si de: 10. 106. 44. 166/ 58952 to 10. 106. 63. 179/ 443 for DTLSv1l session

Y%ASA- 6- 725002: Devi ce conpl eted SSL handshake with client outside:10. 106. 44. 166/ 58952 to

10. 106. 63. 179/ 443 for TLSv1.2 session

YASA- 7- 737035: | PAA: Sessi on=0x0002f 000, '|Pv4 address request' nessage queued

YASA- 7- 737035: | PAA: Sessi on=0x0002f 000, '|Pv6 address request' nessage queued

YASA- 7- 737001: | PAA: Sessi on=0x0002f 000, Received nmessage '|Pv4 address request’

Y%ASA- 5- 737003: | PAA: Sessi on=0x0002f 000, DHCP configured, no viable servers found for tunnel-
group ' ANYCONNECT_PROFI LE'

%ASA-6-737026: IPAA: Session=0x0002£000, Client assigned 192.168.100.1 from local pool

YASA- 6- 737006: | PAA: Sessi on=0x0002f 000, Local pool request succeeded for tunnel-group

" ANYCONNECT _PROFI LE'

YASA- 7- 737001: | PAA: Sessi on=0x0002f 000, Received nmessage '|Pv6 address request’

YASA- 5- 737034: | PAA: Sessi on=0x0002f 000, | Pv6 address: no | Pv6 address avail able from | ocal
pool s

YASA- 5- 737034: | PAA: Sessi on=0x0002f 000, | Pv6 address: call back failed during |IPv6 request
YASA- 4- 722041: Tunnel Group <ANYCONNECT_PROFI LE> GroupPol i cy <G oupPol i cy_ANYCONNECT- PROFI LE>
User <dinmenet> | P <10.106.44. 166> No | Pv6 address avail able for SVC connection

%ASA- 7- 609001: Built | ocal -host outside:192. 168. 100. 1

%ASA- 5- 722033: G oup <G oupPol i cy_ANYCONNECT- PROFI LE> User <di nenet> | P <10. 106. 44. 166> Fi rst
TCP SVC connection established for SVC session.

%ASA-6-722022: Group <GroupPolicy ANYCONNECT-PROFILE> User <dimenet> IP <10.106.44.166> TCP SVC
connection established without compression

YASA- 7- 746012: user-identity: Add |IP-User mapping 192.168. 100.1 - LOCAL\di menet Succeeded - VPN
user

YASA- 6- 722055: G oup <G oupPol i cy_ANYCONNECT- PROFI LE> User <di nenet> | P <10. 106. 44. 166> Cient
Type: Cisco AnyConnect VPN Agent for Linux 4.6.03049

Y%ASA- 4- 722051: Group <G oupPol i cy_ANYCONNECT- PROFI LE> User <di nenet> | P <10. 106. 44. 166> | Pv4
Address <192. 168. 100. 1> | Pv6 address <::> assigned to session

%ASA- 6- 302015: Built inbound UDP connection 13543 for outside: 10. 106. 44. 166/ 42354

(10. 106. 44. 166/ 42354) to identity:10.106.63.179/443 (10.106. 63. 179/ 443)

Y%ASA- 6- 725001: Starting SSL handshake with client outside:10.106.44.166/42354 to

10. 106. 63. 179/ 443 for DTLS session

%ASA- 7- 609001: Built | ocal -host outside: 10.10. 10. 99

Y%ASA- 6- 302016: Teardown UDP connection 13544 for outside:192.168. 100. 1/ 60514( LOCAL\ di menet) to
out si de: 10. 10. 10. 99/ 53 duration 0: 00: 00 bytes 0 (di nmenet)

Y%ASA- 7- 609002: Teardown | ocal - host outside: 10.10. 10. 99 durati on 0: 00: 00

Y%ASA- 6- 302016: Teardown UDP connection 13543 for outside: 10. 106. 44. 166/ 42354 to
identity:10.106. 63.179/443 duration 0:00: 00 bytes 147

%ASA- 6- 302015: Built inbound UDP connection 13545 for outside: 10. 106. 44. 166/ 42354

(10. 106. 44. 166/ 42354) to identity:10.106.63.179/443 (10.106. 63. 179/ 443)



Y%ASA- 6- 725001: Starting SSL handshake with client outside:10.106.44.166/42354 to

10. 106. 63. 179/ 443 for DTLS session

Y%ASA- 6- 725003: SSL client outside: 10. 106. 44. 166/ 42354 to 10. 106. 63. 179/ 443 request to resume
previ ous session

Y%ASA- 6- 725002: Devi ce conpl eted SSL handshake with client outside:10. 106. 44. 166/ 42354 to

10. 106. 63. 179/ 443 for DTLSv0.9 session

%ASA- 5- 722033: G oup <G oupPol i cy_ANYCONNECT- PROFI LE> User <di nenet> | P <10. 106. 44. 166> Fi r st
UDP SVC connection established for SVC session.

YASA- 6- 722022: G oup <G oupPol i cy_ANYCONNECT- PRCFI LE> User <di nenet> | P <10.106. 44. 166> UDP SVC
connecti on established wi thout conpression

%ASA- 6- 725007: SSL session with client outside:10.106.44.166/ 58946 to 10.106. 63. 179/ 443

t erm nat ed

. For client certificate authentication on an ASA

debug crypto ca 255
debug crypto ca messages 255
debug crypto ca transactions 255
Here is a sample debug taken for a successful client certificate authentication on an ASA:

CERT_API : PKI session 0x05ba525b open Successful with type SSL

CERT_API : Aut henticate session 0x05ba525b, non-bl ocki ng cb=0x00007f 88839daf 00
CERT APl thread wakes up!

CERT_API : process nsg cnd=0, sessi on=0x05ba525b

CERT_API: Async | ocked for session 0x05ba525b

CRYPTO _PKI: Begin sorted cert chain

--------- Certificate--------:

Serial: 640000004714E8BC85E51DBFC4000000000047
Subj ect: cn=di menet, ou=HTTS, 0=Ci sco, | =SJ, st =CA, c=US
I ssuer: ¢n=SHERLOCK- CA, dc=cal o, dc=I ab

CRYPTO_PKI: End sorted cert chain

CRYPTO_PKlI: Cert chain pre-processing: List size is 1, trustpool is not in use

CRYPTO_PKI : List pruning is not necessary.

CRYPTO PKI: Sorted chain size is: 1

CRYPTO_PKI: Found ID cert. serial number: 640000004714E8BC85E51DBFC4000000000047, subject name:
cn=dimenet, ou=HTTS, o=Cisco,1=SJ, st=CA, c=US

CRYPTO PKI: Verifying certificate with serial nunber: 640000004714E8BC85E51DBFC4000000000047
subj ect nane: cn=di nenet, ou=HTTS, 0=Ci sco, | =SJ, st =CA, ¢c=US, i ssuer_nanme: cn=SHERLOCK-

CA, dc=cal o, dc=l ab, signature alg: SHA256/ RSA.

CRYPTO_PKI: Checking to see if an identical cert is
already in the database..

CRYPTO_PKI (Cert Lookup) issuer="cn=SHERLOCK- CA, dc=cal o, dc=l ab" serial nunber=64 00 00 00 47 14
e8 bc 85 e5 1d bf c4 00 00 00 | d...G..........
00 00 47 | ..G

CRYPTO_PKI : | ooking for cert in handl e=0x00007f 8825ce6c90, di gest=
9c 05 9b 71 14 9a 6b 35 35 9f f3 4f c5 eb d8 2a | ...0..k55..0..*%

CRYPTO_PKlI: Cert record not found, returning E_NOT_FOUND
CRYPTO PKlI: Cert not found in database.

CRYPTO_PKI: Looking for suitable trustpoints for connection type SSL

CRYPTO_PKI : Found suitable tp: |DCERT
CRYPTO_PKI : Storage context |ocked by thread CERT AP



CRYPTO_PKI: Found a suitable authenticated trustpoint |DCERT.
CRYPTO_PKI: ExtendedKeyUsage OID = 1.3.6.1.5.5.7.3.2 acceptable for usage type: SSL VPN Peer
CRYPTO_PKI : check_key_usage: Key Usage check K

CRYPTO PKI: Certificate validation: Successful, status: O

CRYPTO_PKI : bypassi ng revocation checking based on policy configuration

CRYPTO_PKI:Certificate validated. serial number: 640000004714E8BC85E51DBFC4000000000047, subject
name: cn=dimenet,ou=HTTS,o=Cisco,1=SJ,st=CA,c=US.

CRYPTO_PKI: Storage context released by thread CERT API
CRYPTO PKI: Certificate validated wi thout revocation check
CRYPTO PKI: valid cert with warning.

CRYPTO_PKI: valid cert status.

CERT_API: cal ling user call back=0x00007f 88839daf 00 with status=0(Success)
CERT_API: Cl ose session 0x05ba525b asynchronously

CERT_API: Async unl ocked for session 0x05ba525b

CERT_API: process nmsg cmd=1, sessi on=0x05ba525b

CERT_API : Async | ocked for session 0x05ba525b

CERT_API: Async unl ocked for session 0x05ba525b

CERT APl thread sl eeps!

- For the AnyConnect process on a Linux client

On a Linux device, AnyConnect logs can be found in the file named syslog at path: wvar/log/

Here is a sample of work logs taken from a Linux client. This command can be run to gather live
logs for an AnyConnect client connection:

tactest:client$ tail -f /var/log/syslog

Jul 1 08:42:48 machine acvpnui[l11774]: An SSL VPN connection to bglanyconnect.cisco.com has
been requested by the user.

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..l..Ivpn/ Api/ProfileMr.cpp Line: 1250 No profile avail able for host bglanyconnect.cisco.com
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getHostlnitSettings File:

..l..Ivpn/ Api/ProfileMyr.cpp Line: 1334 Profile () not found. Using default settings.

Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: |oadProfiles File:

..l..Ivpn/ Api/ProfileMr.cpp Line: 189 No profile is avail able.

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..l..Ivpn/ Api/ProfileMyr.cpp Line: 1250 No profile available for host bglanyconnect.cisco.com
Jul 1 08:42:48 nmachi ne acvpnui [11774]: Using default preferences. Sone settings (e.g.
certificate matching) may not function as expected if a local profile is expected to be used.
Verify that the selected host is in the server list section of the profile and that the profile
is configured on the secure gateway.

Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: setConnectionData Fil e:

../l..Ivpn/ Api/ Connect Myr. cpp Line: 2015 Resetting certificate list.

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..l..Ivpn/ Api/ProfileMr.cpp Line: 1250 No profile available for host bglanyconnect.cisco.com
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getHostlnitSettings File:

..l..Ivpn/ Api/ProfileMyr.cpp Line: 1334 Profile () not found. Using default settings.

Jul 1 08:42:48 machine acvpnui[l11774]: Function: getCertList File: ../../vpn/Api/ApiCert.cpp
Line: 497 Number of certificates found: 1

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..l..Ivpn/ Api/ProfileMr.cpp Line: 1250 No profile available for host bglanyconnect.cisco.com
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getHostlnitSettings File:

..l..Ivpn/ Api/ProfileMyr.cpp Line: 1334 Profile () not found. Using default settings.

Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: setConnectionData Fil e:



..1../lvpn/ Api/ Connect Mgyr. cpp Line: 2148 Using certificate which matched stored preferences
Jul 1 08:42:48 machine acvpnui[11774]: Function: setConnectionData File:
../../vpn/Api/ConnectMgr.cpp Line: 2287 Certificate retrieved from preferences: Subject Name:
C=US, ST=CA, L=SJ, O=Cisco, OU=HTTS, CN=dimenet Issuer Name : DC=lab, DC=calo, CN=SHERLOCK-CA
Store : PEM File User

Jul 1 08:42:48 machi ne acvpnui[11774]: Message type information sent to the user: Contacting
bgl anyconnect . ci sco. com

Jul 1 08:42:48 machine acvpnui[l11774]: Initiating VPN connection to the secure gateway
https://bglanyconnect.cisco.com

Jul 1 08:42:48 machi ne acvpnagent[1785]: Using default preferences. Some settings (e.g.
certificate matching) may not function as expected if a local profile is expected to be used.
Verify that the selected host is in the server list section of the profile and that the profile
is configured on the secure gateway.

Jul 1 08:42:48 machi ne acvpnagent[1785]: Function: processConnectNotification File:
..1..Ivpn/ Agent/ Mai nThread. cpp Line: 13590 Received connect notification (host

bgl anyconnect . ci sco.com profile N A)

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../../Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface ens32.

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: message repeated 2 tinmes: [ Function:

get DnsConfiguration File: ../../vpn/Conmon/ Wility/Netlnterface_unix.cpp Line: 1247 Unable to
get domain list for interface ens32.]

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: Function: resol veHost Nane Fil e:

../l../lvpn/ Common/ Utility/HostLocator.cpp Line: 721 | nvoked Functi on:

CHost Locat or: : resol veHost NaneAl't Return Code: -29229035 (0xFE420015) Descri ption:
DNSREQUEST_ERROR_EMPTY_RESPONSE

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: Function: getHost| PAddrByNane Fil e:

../l ..Ivpn/ Common/ | PC/ Socket Support.cpp Line: 344 Invoked Function: ::getaddrinfo Return Code: 11
(0x0000000B) Description: unknown

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: Function: resol veHost Nane Fil e:

../l../lvpn/ Common/ Utility/HostLocator.cpp Line: 733 | nvoked Function:

CSocket Support : : get Host | PAddr ByNanme Return Code: -31129588 (O0xFE25000C) Description:
SOCKETSUPPORT_ERROR_GETADDRI NFO

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: Function: Resol veHostnane Fil e:

../l../lvpn/ Common/ Utility/HostLocator.cpp Line: 843 |nvoked Function:

CHost Locat or: : resol veHost Nane Return Code: -31129588 (0xFE25000C) Descri ption:
SOCKETSUPPORT_ERROR_GETADDRI NFO fail ed to resol ve host name bgl anyconnect. ci sco.comto | Pv6
addr ess

Jul 1 08:42:48 nmachi ne acvpnagent|[1785]: Function: |ogResolutionResult File:

../..Ivpn/ Common/ Utility/HostLocator.cpp Line: 927 Host bgl anyconnect. ci sco.com has been
resolved to | P address 10.106. 63. 179

Jul 1 08:42:48 machi ne acvpnagent[1785]: Witing to hosts file:

10. 106. 63. 179#011bgl anyconnect . ci sco. com ###C sco AnyConnect VPN client nodified this file.

Pl ease do not nodify contents until this conment is renopved.

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: Function: respondToConnectNotification File:
..1..Ivpn/ Agent/ Mai nThread. cpp Line: 5831 The requested VPN connection to

bgl anyconnect . ci sco.comwi || target the followi ng I P protocols and addresses: primary - |Pv4
(address 10.106. 63.179), secondary - NA

Jul 1 08:42:48 nmachi ne acvpnagent[1785]: Function: deterni neAci dexMacAddr MapForTIv File:
..1..Ivpn/ Agent/ Mai nThread. cpp Line: 6143 [ ACIDEX] Determ ned public interface MAC address 00-
50-56- bd-87-1f (interface |Pv4 address: 10.106. 44. 166)

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getUserNane File:

../l..Ivpn/ Api/CTransportCurl Static.cpp Line: 2249 PasswordEntry usernanme is tactest

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: findProfile File:

..1l../Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 666 NSS Profile directory:
/hone/tactest/.nozillal/firefox/6ai 2dwgd. def aul t

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: InitNSS File:

..1../Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 408 |Invoked Function: NSS Initialize
Ret urn Code: -8015 (OxFFFFEOB1) Description: unknown Unknown

Jul 1 08:42:48 machi ne acvpnui [11774]: Function: CNSSCertStore File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCert Store.cpp Line: 76 Invoked Function:

CNSSCert Utils::1nitNSS Return Code: -31457269 (O0xFE20000B) Descri ption:

CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:48 machi ne acvpnui[11774]: Function: addNSSStore File:



./Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 1874 |nvoked Functi on:
CNSSCert Store: : CNSSCert Store Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: OpenStores File:

.Ivpn/ CommonCrypt/ Certificates/CollectiveCertStore.cpp Line: 449 |Invoked Function:
CCol | ectiveCert Store::addNSSSt ore Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 nmachi ne acvpnui [11774]: Function: verify_callback File:

./Ivpn/ CommonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Function:

X509 verify_cert Return Code: O (0x00000000) Description: ok
Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: verify_callback File:

./Ivpn/ CommonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Function:
X509 verify_cert Return Code: O (0x00000000) Description: ok
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: PeerCertVerifyCB File:

./Ivpn/ Api / CTransport Curl Static.cpp Line: 959 Return success from VerifyServerCertificate
Jul 1 08:42:48 machine acvpnui[l11774]: Function: processResponseStringFromSG File:
../../vpn/Api/ConnectMgr.cpp Line: 11991 Client certificate requested by peer (via AggAuth)
Jul 1 08:42:48 machi ne acvpnui[11774]: Function: getUserNane File:

./Ivpn/ Api / CTransport Curl Static. cpp Line: 2249 PasswordEntry usernanme is tactest
Jul 1 08:42:48 machi ne acvpnui[11774]: Function: findProfile File:

./Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 666 NSS Profile directory:
/hone/tactest/.nozillal/firefox/6ai 2dwgd. def aul t
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: InitNSS File:

.Ivpn/ CommonCrypt/ Certificates/ NSSCertUtils.cpp Line: 408 Invoked Function: NSS Initialize
Ret urn Code: -8015 (OxFFFFEOB1) Description: unknown Unknown
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: CNSSCertStore File:

.Ivpn/ CommonCrypt/ Certificates/ NSSCert Store.cpp Line: 76 Invoked Function:

CNSSCert Utils::1nitNSS Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: addNSSStore File:

./Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 1874 | nvoked Functi on:
CNSSCert Store: : CNSSCert Store Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: OpenStores File:

.Ivpn/ CommonCrypt/ Certificates/CollectiveCertStore.cpp Line: 449 |Invoked Function:
CCol | ectiveCert Store::addNSSSt ore Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: verify_callback File:

./Ivpn/ CommonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Function:

X509 verify_cert Return Code: O (0x00000000) Description: ok
Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: verify_callback File:

./Ivpn/ CommonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Function:
X509 _verify_cert Return Code: O (0x00000000) Description: ok
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: PeerCertVerifyCB File:

../l..Ivpn/ Api/CTransportCurl Static.cpp Line: 959 Return success from VerifyServerCertificate
Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: CientCertSetCB File:
../l..Ivpn/ Api/CTransportCurl Static.cpp Line: 1063 Cient certificate requested by peer
Jul 1 08:42:48 machi ne acvpnui[11774]: Function: getUserNane File:
..1l..Ivpn/ Api/CTransportCurl Static.cpp Line: 2249 PasswordEntry usernanme is tactest
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: findProfile File:
./ ..lvpn/ ConmonCrypt/ Certificates/NSSCertUils.cpp Line: 666 NSS Profile directory:
/home/tact est/.nozilla/firefox/6ai 2dwgd. def aul t
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: InitNSS File:

.Ivpn/ CommonCrypt/ Certificates/ NSSCertUtils.cpp Line: 408 Invoked Function: NSS Initialize
Ret urn Code: -8015 (OxFFFFEOB1) Description: unknown Unknown
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: CNSSCertStore File:

.Ivpn/ CommonCrypt/ Certificates/ NSSCert Store.cpp Line: 76 Invoked Function:

CNSSCert Utils::1nitNSS Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: addNSSStore File:

.Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 1874 | nvoked Functi on:
CNSSCert Store: : CNSSCert Store Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: OpenStores File:



..1../Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 449 |nvoked Function:
CCol | ectiveCert Store::addNSSSt ore Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:48 nmachi ne acvpnui [11774]: Function: GetCertChain File:
..1..Ivpn/ CommonCrypt/Certificates/FileCertStore.cpp Line: 618 Invoked Function: enumnerateCert
Ret urn Code: -31457266 (OxFE20000E) Descri pti on: CERTSTORE_ERROR_CERT_NOT_FOUND
Jul 1 08:42:48 nmachi ne acvpnui[11774]: Function: ProcessPronptData Fil e:
../../Ivpn/ Api/SDI Myr.cpp Line: 336 Authentication is not token based (OTP).
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:
..l../Ivpn/ Api/ProfileMyr.cpp Line: 1250 No profile avail able for host bglanyconnect.cisco.com
Jul 1 08:42:48 machi ne acvpnui [11774]: Function: getHostlnitSettings File:
... lvpn/ Api/ProfileMr.cpp Line: 1334 Profile () not found. Using default settings.
Jul 1 08:42:48 machine acvpnui[l1774]: Message type prompt sent to the user: Your client
certificate will be used for authentication
Jul 1 08:42:50 nmachi ne acvpnui[11774]: Function: userResponse File:
../l ..Ivpn/ Api/ Connect Myr. cpp Line: 1606 Processing user response.
Jul 1 08:42:50 machine acvpnui[11774]: Function: processIfcData File:
../../vpn/Api/ConnectMgr.cpp Line: 3650 Authentication succeeded
Jul 1 08:42:50 nmachi ne acvpnui[11774]: VPN state: Connecting Network state: Network Accessible
Net work control state: Network Access: Available Network type: Undefined
Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Establishing
VPN session. ..
Jul 1 08:42:50 nmachi ne acvpnui[11774]: Function: getProfil eConfiguredOnSG Fil e:
..1..Ivpn/ Api/ Connect Myr. cpp Line: 10896 VPN Profile Manifest entry not present
Jul 1 08:42:50 machi ne acvpnui[11774]: Function: initiateTunnel File:
..1..Ivpn/ Api/ Connect Myr. cpp Line: 11279 |Invoked Function: Connect Myr:: getProfil eConfi guredOnSG
Ret urn Code: -29556727 (OxFE3D0009) Description: CONNECTMGR_ERRCOR_UNEXPECTED
Jul 1 08:42:50 machi ne acvpnui[11774]: Function: |aunchCachedDownl oader Fil e:
../l ..Ivpn/ Api/ Connect Myr. cpp Line: 8228 Launching Cached Downl oader: path:
"/ opt/ci scol anyconnect/ bi n/ vpndownl oader' cmd: '"-ipc#01lgc#011-cd"'
Jul 1 08:42:50 machi ne acvpnui [11774]: Function: IsValid File:
..1..Ivpn/ CommonCrypt/ VerifyFil eSi gnatureQpenSSL. cpp Line: 280 Not validating original nane for
file (/opt/cisco/anyconnect/bin/vpndownl oader)
Jul 1 08:42:50 machi ne acvpnui[11774]: Function: findProfile File:
..1l..Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 666 NSS Profile directory:
/hone/tactest/.nozillal/firefox/6ai 2dwgd. def aul t
Jul 1 08:42:50 machi ne acvpnui [11774]: Function: InitNSS File:
..1..Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 408 |Invoked Function: NSS Initialize
Ret urn Code: -8015 (OxFFFFEOB1) Description: unknown Unknown
Jul 1 08:42:50 machi ne acvpnui [11774]: Function: CNSSCertStore File:
..1..Ivpn/ CommonCrypt/Certificates/ NSSCert Store.cpp Line: 76 Invoked Function:
CNSSCert Utils::1nitNSS Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:50 machi ne acvpnui[11774]: Function: addNSSStore File:
..1../Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 1874 |nvoked Functi on:
CNSSCert Store: : CNSSCert Store Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:50 machi ne acvpnui [11774]: Function: OpenStores File:
..1../Ivpn/ CommonCrypt/Certificates/ CollectiveCertStore.cpp Line: 449 |nvoked Function:
CCol | ectiveCert Store::addNSSSt ore Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:50 nmachi ne acvpnui[11774]: Function: verify_callback File:
..1l..Ivpn/ CommonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Function:
X509 verify_cert Return Code: O (0x00000000) Description: ok
Jul 1 08:42:50 machi ne acvpnui[11774]: nessage repeated 2 times: [ Function: verify_call back
File: ../../vpn/ ConmonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Functi on:
X509 _verify_cert Return Code: O (0x00000000) Description: ok]
Jul 1 08:42:50 machi ne acvpnui[11774]: Server certificate validation was successful
Jul 1 08:42:50 machi ne acvpnui[11774]: Function: |aunchCachedDownl oader File:
..1..Ivpn/ Api/ Connect Myr. cpp Line: 8247 |nvoked Function: Connect Myr::| aunchCachedDownl oader
Return Code: 0 (0x00000000) Description: Successfully launched the cached downl oader
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: Ci sco AnyConnect Secure Mbility Cient
Downl oader (VPN) started, version 4.6.03049
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: Function: handlelnvalidPid File:



..1../lvpn/ Common/ Fi r st | nstance. cpp Li ne:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
../l ../lvpn/ Common/i 18n/ MsgCat al og. cpp Li ne:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
..1l..Ivpn/ Api/Profil eMyr.cpp Line:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
..1..Ivpn/ Api/ PreferenceMyr.cpp Line:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
fal se ShowPreConnect Message:
Local LanAccess:
ProxySettings:

PPPExcl usi onServer | P:  Aut omat i cVPNPol i cy:

Unt r ust edNet wor kPol i cy: Connect Trust edDNSDomai ns:
fal se Term nat eScri pt OnNext Event :

Enabl eScri pti ng:
Aut henti cati onTi neout :
Bl ockUnt r ust edSer vers:

12 1 PPr ot ocol Support:

fal se AutoConnectOnStart:

fal se Di sabl eCaptivePortal Detection:
Native Al |l owLocal ProxyConnecti ons:
fal se TrustedNetworkPolicy: Di sconnect

fal se PublicProxyServer Address:

524 PID file does not exist.

Function: init File:

373 initialized catal og: AnyConnect with |ocal e:

Function: |oadProfiles File:

189 No profile is avail able.

Function: invokePreferenceUpdateCBs Fil e:

1512 Cal | back interface address is NULL.

Current Preference Settings: ServiceD sable:
fal se M ninm zeOnConnect: true
fal se Aut oReconnect: true AutoUpdate:

Di sabl e

true
t rue PPPExcl usi on:

Trust edDNSServers: TrustedHtt psServerList:

f al se Enabl eAut omati cServer Sel ection: false
| Pv4, 1 Pv6 Al | owvanual Host I nput: true
CertificatePinning: false

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: The AnyConnect Downl oader is performng update
checks. ..

Jul 1 08:42:50 nmachi ne acvpnui[11774]: Message type information sent to the user: The
AnyConnect Downl oader is perform ng update checks...

Jul 1 08:42:50 nmachi ne acvpnui[11774]: Function: processDnl dr ArgsRequest File:

..1..Ivpn/ Api / Connect Myr. cpp Line: 15162 Determ ne proxy: false

Jul 1 08:42:50 machi ne acvpnui[11774]: Function: findProfile File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 666 NSS Profile directory:
/hone/tactest/.nozillal/firefox/6ai 2dwgd. def aul t

Jul 1 08:42:50 machi ne acvpnui [11774]: Function: InitNSS File:

..1../Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 408 |Invoked Function: NSS Initialize

Ret urn Code:
Jul

- 8015 (OxFFFFEOB1) Descri ption:
1 08:42:50 machi ne acvpnui [11774]:

CNSSCert Utils::1nitNSS Return Code:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:50 machi ne acvpnui [11774]:

CNSSCert Store: : CNSSCert St ore Return Code:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:50 machi ne acvpnui [11774]:

CCol | ectiveCert Store::addNSSSt ore Return Code:
CERTSTORE_ERROR_PROVI DER_ERROR
Jul 1 08:42:50 machi ne acvpnui [11774]:

Ret urn Code:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
oo
Jul

1 08:42:50 machi ne acvpndownl oader [ 13609] :
..1l..1../vpn/ Downl oader/ Downl oader Ar gs. cpp Line:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
..1l..1../vpn/ Downl oader/ Downl oader Ar gs. cpp Line:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
..1l..1../vpn/ Downl oader/ Downl oader Ar gs. cpp Line:
xm .

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:

..1l..1../vpn/ Downl oader/ Downl oader Ar gs. cpp Line:

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:

..1l..1../vpn/ Downl oader/ Downl oader Ar gs. cpp Line:

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:

..1l..1../vpn/ Downl oader/ Downl oader Ar gs. cpp Li ne:

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:

policy. Treating bgl anyconnect.cisco.com as authorized. Any configured | ocal

profile |l ocks do not apply.
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:
Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]:

Functi on:
..1l../Ivpn/ CommonCrypt/Certificates/ NSSCert Store.
- 31457269 (O0xFE20000B) Descri ption:

Functi on:
..1l..Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line:
- 31457269 (O0xFE20000B) Descri ption:

Functi on:
..1l..Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line:
- 31457269 (O0xFE20000B) Descri ption:

Functi on:
..1l..Ivpn/ CommonCrypt/Certificates/FileCertStore.cpp Line:
- 31457266 (OxFE20000E) Descri ption:

../ vpn/ Downl oader / Downl oader Ar gs. cpp Li ne:

unknown Unknown

CNSSCert Store File:
cpp Line: 76 Invoked Function:

addNSSSt ore Fil e:
1874 | nvoked Functi on:

penStores File:
449 | nvoked Functi on:

GetCertChain File:
618 | nvoked Functi on:
CERTSTORE_ERROR_CERT_NOT_FOUND
Function: get Mani f est FronConfi gXm File:
657 Language nani fest not present
Function: get Mani f est FronConfi gXm File:
666 Custoni zation manifest not present
Function: get Mani f est FronConfi gXm File:
675 Profile mani fest not present
Function: parseBaseConfig File:
872 No optional nodules in aggregate config

enuner at eCert

Function: parseMsclnfo File:

898 VPN Profile Manifest entry not present
Function: parseCustomAttributes File:

937 Custom attribute entry not present
Function: setHost nameAndPort File:

545 Defaulting to port 443
Connecting to bgl anyconnect. ci sco. com
Li st defined in | ocal

policy software and

Aut hori zed Server i's not

Checki ng for
Checki ng for

profile updates...
product updates...



Jul 1 08:42:50 machine acvpnui[l11774]: Message type information sent to the user: Checking for

profile updates...

Jul 1 08:42:50 machi ne acvpndownl oader[13609]: Ski ppi ng update of AnyConnect Secure Mobility

Client 4.6.03049 because an up-to-date version is already installed.

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: Ski ppi ng update of AnyConnect DART 4. 6. 03049

because an up-to-date version is already installed.

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: Checking for custonization updates...

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: Perform ng any required updates...

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: The AnyConnect Downl oader updates have been

conpl et ed.

Jul 1 08:42:50 machi ne acvpnagent[1785]: Function: OnlpcMessageReceived Fil e:

../l../lvpn/ Common/ | PC/ | PCDepot . cpp Line: 1115 Invoked Functi on:

Cl pcTransport:: OnSocket ReadConpl ete Return Code: -33292279 (0xFE040009) Description:

| PCTRANSPORT_ERROR_UNEXPECTED

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: Function: Serialize File:

../l../lvpn/ Common/ TLV/ CertificatelnfoTlv.cpp Line: 799 Data to serialize is enpty

Jul 1 08:42:50 machi ne acvpndownl oader[13609]: Function: Assign File:

..1..Ivpn/ Comron/ TLV/ Certificatel nfoTlv.cpp Line: 87 Invoked Function:

CCertificatelnfoTlv::Serialize Return Code: -21954549 (OxFEB1000B) Descri pti on:

CERTI FI CATEI NFO_ERROR _NO DATA: No certificate data was found

Jul 1 08:42:50 nmachi ne acvpndownl oader[13609]: Function: Get AggAuthCertificatelnfo File:
.1..1../vpn/ Downl oader/ Downl oader Args. cpp Line: 1828 |nvoked Functi on:

CCertificatelnfoTlv::Assign Return Code: -21954549 (OxFEB1000B) Descri pti on:

CERTI FI CATEI NFO_ERROR_NO DATA: No certificate data was found

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: GetAggAuthCertificatelnfo File:

../l ..Ivpn/ Common/ TLV/ st art paraneters. cpp Line: 1365 |nvoked Functi on:

CStart Paraneters:: GetlnfoByType Return Code: -32440304 (OxFE110010) Description:

TLV_ERROR_NO_ATTRI BUTE

Jul 1 08:42:50 machine acvpnagent[1785]: Tunnel initiated by GUI Client.

Jul 1 08:42:50 machi ne acvpnagent[1785]: Using default preferences. Some settings (e.g.

certificate matching) may not function as expected if a local profile is expected to be used.

Verify that the selected host is in the server list section of the profile and that the profile

is configured on the secure gateway.

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: Get AggAuthCertificatelnfo File:

../l ..Ivpn/ Common/ TLV/ st art paraneters. cpp Line: 1365 |nvoked Functi on:

CStart Paraneters:: GetlnfoByType Return Code: -32440304 (OxFE110010) Description:

TLV_ERROR_NO_ATTRI BUTE

Jul 1 08:42:50 machi ne acvpnagent[1785]: Function: Serialize File:

../l../lvpn/ Common/ TLV/ CertificatelnfoTlv.cpp Line: 799 Data to serialize is enpty

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: Assign File:

..1..Ivpn/ Comron/ TLV/ Certificatel nfoTlv.cpp Line: 87 Invoked Function:

CCertificatelnfoTlv::Serialize Return Code: -21954549 (OxFEB1000B) Descri pti on:

CERTI FI CATEI NFO_ERROR_NO DATA: No certificate data was found

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: SetAggAuthCertificatelnfo File:

..l..Ivpn/ Agent Utilities/vpnparam cpp Line: 1165 Invoked Function: CCertificatelnfoTlv::Assign

Ret urn Code: -21954549 (OxFEB1000B) Description: CERTI FI CATEI NFO_ ERROR_NO DATA: No certificate

data was found

Jul 1 08:42:50 machine acvpnagent[1785]: Secure Gateway Parameters: Primary IP Address:

10.106.63.179 Secondary IP Address: N/A Domain name: bglanyconnect.cisco.com Port: 443 URL:

"https://bglanyconnect.cisco.com:443/CACHE/stc/2/" Auth method: SSL Proxy Server: ""

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Initiating C sco AnyConnect Secure Mbility dient

connection, version 4.6.03049

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: OnTunnel St at eChange Fil e:

..1../lvpn/ Agent/ TND. cpp Line: 2030 tunnel state change notification (new 0, old 4)

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: STLoadLibrary File:

..1l..Ivpn/ Common/ Utility/Wn/Hvodul eMyr. cpp Line: 148 Invoked Function: dl open Return Code: O

(0x00000000) Description: libz.so: cannot open shared object file: No such file or directory

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: LoadLibrary File: ../../vpn/Agent/ CZLi b.cpp

Li ne: 246 Invoked Function: CHVodul eMyr:: STLoadLi brary Return Code: -33554425 (0xFE000007)

Description: GLOBAL_ERROR _NOT_I NI TI ALI ZED

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: CCstpProtocol File:

..1..lvpn/ Agent/ Cst pProtocol .cpp Line: 327 Invoked Function: CZLib Return Code: -31981557

(OxFE18000B) Description: CZLI B _ERROR LOAD LI BRARY

Jul 1 08:42:50 machi ne acvpnagent[1785]: Function: findProfile File:



..1../Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 666 NSS Profile directory:
/hone/tactest/.nozilla/firefox/6ai 2dwgd. def aul t

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: InitNSS File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 408 |Invoked Function: NSS Initialize
Ret urn Code: -8015 (OxFFFFEOB1) Description: unknown Unknown

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: CNSSCertStore File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCert Store.cpp Line: 76 |Invoked Function:

CNSSCert Utils::1nitNSS Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machi ne acvpnagent[1785]: Function: addNSSStore Fil e:

..1..Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 1874 |nvoked Functi on:
CNSSCert Store: : CNSSCert Store Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: OpenStores File:

..1../Ivpn/ CommonCrypt/Certificates/ CollectiveCertStore.cpp Line: 449 |nvoked Function:

CCol | ectiveCert Store::addNSSSt ore Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machine acvpnagent[1785]: The Primary SSL connection to the secure gateway is
being established.

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: OnTunnel St at eChange Fil e:

..1../lvpn/ Agent/ TND. cpp Line: 2030 tunnel state change notification (new 0, old 0)

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: post Socket Connect Processing File:
..1..Ivpn/ Agent/ Ssl Tunnel Transport.cpp Line: 1421 Opened SSL socket from [10.106.44.166]: 58980
to [10.106. 63.179]: 443

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.2702] manager: (cscotun0): new
Tun device (/org/freedesktop/ Net wor kManager/ Devi ces/ 16)

Jul 1 08:42:50 machi ne Networ kManager[940]: <info> [1561984970.2730] devi ces added (path:
/ sys/ devi ces/virtual / net/cscotun0O, iface: cscotun0)

Jul 1 08:42:50 machi ne Networ kManager[940]: <info> [1561984970.2730] devi ce added (path:
/ sys/ devi ces/virtual / net/cscotunO, iface: cscotun0): no ifupdown configuration found.

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: findProfile File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 666 NSS Profile directory:
/hone/tactest/.nozillal/firefox/6ai 2dwgd. def aul t

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: InitNSS File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 408 |Invoked Function: NSS Initialize
Ret urn Code: -8015 (OxFFFFEOB1) Description: unknown Unknown

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: CNSSCertStore File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCert Store.cpp Line: 76 |Invoked Function:

CNSSCert Utils::1nitNSS Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: addNSSStore Fil e:

..1../Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 1874 |nvoked Functi on:
CNSSCert Store: : CNSSCert Store Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: OpenStores File:

..1../Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 449 |nvoked Function:

CCol | ectiveCert Store::addNSSSt ore Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: findProfile File:

..1l../Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 666 NSS Profile directory:
/hone/tactest/.nozilla/firefox/6ai 2dwgd. def aul t

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: InitNSS File:

..1../Ivpn/ CommonCrypt/Certificates/ NSSCertUtils.cpp Line: 408 |Invoked Function: NSS Initialize
Ret urn Code: -8015 (OxFFFFEOB1) Description: unknown Unknown

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: CNSSCertStore File:

..1..Ivpn/ CommonCrypt/Certificates/ NSSCert Store.cpp Line: 76 Invoked Function:

CNSSCert Utils::1nitNSS Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: addNSSStore Fil e:

..1..Ivpn/ CommonCrypt/Certificates/CollectiveCertStore.cpp Line: 1874 |nvoked Functi on:
CNSSCert Store: : CNSSCert Store Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: OpenStores File:

..1../Ivpn/ CommonCrypt/Certificates/ CollectiveCertStore.cpp Line: 449 |nvoked Functi on:



CCol | ectiveCert Store::addNSSSt ore Return Code: -31457269 (O0xFE20000B) Descri ption:
CERTSTORE_ERROR_PROVI DER_ERROR

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: init File:

../l..Ivpn/ Commron/i 18n/ MsgCat al og. cpp Line: 373 initialized catal og: AnyConnect with |ocale:

Jul 1 08:42:50 nmachi ne acvpnagent|[13620]: Function: |oadProfiles File:

..l..Ivpn/ Api/ProfileMr.cpp Line: 189 No profile is avail able.

Jul 1 08:42:50 machi ne acvpnagent[13620]: Function: invokePreferenceUpdateCBs Fil e:
..1..Ivpn/ Api/ PreferenceMyr.cpp Line: 1512 Cal |l back interface address is NULL.

Jul 1 08:42:50 machi ne acvpnagent[13620]: Current Preference Settings: ServiceDisable: fal se
ShowPr eConnect Message: fal se AutoConnectOnStart: false Mninm zeOnConnect: true Local LanAccess:
fal se Disabl eCapti vePortal Detection: fal se AutoReconnect: true AutoUpdate: true ProxySettings:
Native All owLocal ProxyConnections: true PPPExcl usion: Disable PPPExcl usionServerlP:

Aut omati cVPNPol i cy: fal se TrustedNetworkPolicy: Disconnect UntrustedNetworkPolicy: Connect
Trust edDNSDonmi ns:  Trust edDNSServers: TrustedHttpsServerList: EnableScripting: false

Ter mi nat eScri pt OnNext Event: fal se Enabl eAut onati cServer Sel ection: fal se AuthenticationTi meout:
12 | PProtocol Support: |Pv4,1Pv6 Al l owvanual Host I nput: true Bl ockUntrustedServers: false

Publ i cProxyServer Address: CertificatePinning: false

Jul 1 08:42:50 nmachi ne acvpnagent|[13620]: Using default preferences. Some settings (e.g.
certificate matching) may not function as expected if a local profile is expected to be used.
Verify that the selected host is in the server list section of the profile and that the profile
is configured on the secure gateway.

Jul 1 08:42:50 nmachi ne acvpnagent|[13620]: Function: GetCertificatePins File:

..1..Ivpn/ Api/ PreferenceMyr.cpp Line: 1795 Invoked Function:

Profil eMr:: Get Profil eNaneFromAddress Return Code: -26083317 (O0xFE72000B) Descri ption:

PROFI LEMGR_ERROR_HOST_ADDRESS _NOT_FOUND_| N_ANY_PRCFI LE Server address bgl anyconnect. ci sco. com
not found in any profile.

Jul 1 08:42:50 nmachi ne acvpnagent[13620]: Function: verify_callback File:

..1l..Ivpn/ CommonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Function:

X509 verify_cert Return Code: O (0x00000000) Description: ok

Jul 1 08:42:50 nmachi ne acvpnagent|[13620]: Function: verify_callback File:

..1l..Ivpn/ CommonCrypt/Certificates/FileCertificate.cpp Line: 417 Invoked Function:

X509 verify_cert Return Code: O (0x00000000) Description: ok

Jul 1 08:42:50 machi ne acvpnagent[1785]: Function: verifyServerCertificate File:

..1..Ivpn/ Agent/ Cert OpenSSLAdapt er.cpp Line: 834 certificate confirmation reason=0x0

Jul 1 08:42:50 machi ne acvpnagent[1785]: A SSL connection has been established using cipher
ECDHE- RSA- AES256- GCM SHA384

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: cal cul ateTunnel MTU Fi |l e:

..1..lvpn/ Agent/ Cst pProtocol .cpp Line: 2846 The candi date MIU (1399) is derived fromthe
physical interface MIU.

Jul 1 08:42:50 machi ne acvpnagent[1785]: Function: startHTTPNegotiation File:

..1..lvpn/ Agent/ Cst pProtocol .cpp Line: 1018 Proposed base MIU i s 1500.

Jul 1 08:42:50 machi ne acvpnagent[1785]: Current Profile: none Received VPN Session
Configuration Settings: Keep Installed: enabled Rekey Method: disabled Proxy Setting: do not
nodi fy Proxy Server: none Proxy PAC URL: none Proxy Exceptions: none Proxy Lockdown: enabl ed
I Pv4 Split Exclude: disabled |1Pv6 Split Exclude: disabled |Pv4 Dynamc Split Exclude: disabled
I Pv6 Dynamic Split Exclude: disabled IPv4 Split Include: 1 IPv4 private networks |Pv6 Split
Include: disabled |Pv4 Dynanmic Split Include: disabled |Pv6 Dynamic Split |nclude: disabled
IPv4 Split DNS: disabled 1Pv6 Split DNS: disabled Tunnel all DNS: disabled |Pv4 Local LAN
Wl dcard: |ocal LAN access preference is disabled |1Pv6 Local LAN Wldcard: |ocal LAN access
preference is disabled Firewall Rules: none Cient Address: 192.168.100.1 dient Msk:
255.255.255.0 dient |Pv6 Address: FE8O0: 0:0: 0: 72F5: 2CAF: BCCC: 5145 (auto-generated) Cient |Pv6
Mask: FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFFC  TLS MIU:. 1367 TLS Conpression: disabled TLS
Keep Alive: 20 seconds TLS Rekey Interval: none TLS DPD: 30 seconds DTLS: enabled DTLS MU
1406 DITLS Conpression: disabled DITLS Keep Alive: 20 seconds DILS Rekey Interval: none DTLS
DPD: 30 seconds Session Timeout: none Session Tineout Alert Interval: 60 seconds Session

Ti meout Remmi ni ng: none Disconnect Timeout: 1800 seconds Idle Tineout: 1800 seconds Server:
ASA (9.9(2)36) MJS Host: unknown DAP User Message: none Quarantine State: disabled Al ways On
VPN: not disabled Lease Duration: 1209600 seconds Default Domain: cisco.com Home page:
unknown Smart Card Renoval Di sconnect: enabled License Response: unknown SG TCP Keep Alive:
enabl ed Peer's Local |Pv4 Address: N A Peer's Local |Pv6 Address: NNA Peer's Renote |Pv4
Address: NA Peer's Remote | Pv6 Address: N A Peer's host nane: bgl anyconnect.cisco.com Cdient
Prot ocol Bypass: false

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: The Primary SSL connection to the secure gateway has
been establi shed.



Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: OnTunnel St at eChange Fil e:
..1../lvpn/ Agent/ TND. cpp Line: 2030 tunnel state change notification (new 0, old 0)

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: addSplitlncl udeNetwor ksFor Tunnel DnsServers
File: ../../vpn/ Agent/VpnMyr.cpp Line: 1108 Added split-include network for tunnel DNS server
10. 10. 10. 99

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: VPN Adapter Configuration: |Pv4 address

192. 168.100.1/24 1Pv6 address: FE80:0: 0: 0: 72F5: 2CAF: BCCC: 5145/ 126 (auto-generated) Default
domai n: cisco.com DNS suffixes: NNA DNS servers: 10.10.10.99 WNS servers: NA MU 1406
Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Host Configuration: Public address: 10.106.44. 166/ 24
Potential public addresses: 10.106.44.166 Private Address: 192.168.100.1/24 Private |Pv6

Addr ess: FE80: 0: 0: 0: 72F5: 2CAF: BCCC: 5145/ 126 (aut o-generated) Renote Peers: 10.106.63.179 (TCP
port 443, UDP port 443, source address 10.106.44.166) Private Networks: 2 (10.0.0.0/ 24,

10. 10.10.99/32) Private I Pv6 Networks: none Public Networks: none Public |IPv6 Networks: none
Tunnel Mode: yes Tunnel all DNS: no

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3025] device (cscotunQ): state
change: unmanaged -> unavail abl e (reason 'connection-assuned') [10 20 41]

Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Checking for
product updates...

Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Checking for
custonmi zati on updates. ..

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3046] keyfile: add connection
in-menory (c9f 1c86e- 5e5c-4966- 8260- be7e751b642d, "cscot un0")

Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Performnng
any required updates...

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3051] device (cscotunQ): state
change: unavail abl e -> di sconnected (reason 'connection-assunmed') [20 30 41]

Jul 1 08:42:50 nmachi ne acvpnui[11774]: Message type information sent to the user: The
AnyConnect Downl oader updates have been conpl eted

Jul 1 08:42:50 machi ne Networ kManager[940]: <info> [1561984970.3058] device (cscotun0):
Activation: starting connection 'cscotun0' (c9f1lc86e-5e5c-4966-8260-be7e751b642d)

Jul 1 08:42:50 nmachi ne acvpnui[11774]: VPN state: Connecting Network state: Network Accessible
Net work control state: Network Access: Available Network type: Undefined

Jul 1 08:42:50 machine acvpnui[l11774]: Message type information sent to the user: Establishing
VPN session...

Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Establishing
VPN - Initiating connection..

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3064] device (cscotunQ): state
change: disconnected -> prepare (reason 'none') [30 40 O]

Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Establishing
VPN - Exami ning system ..

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3067] device (cscotunQ): state
change: prepare -> config (reason 'none') [40 50 0]

Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Establishing
VPN - Activating VPN adapter. ..

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3068] device (cscotunQ): state
change: config -> ip-config (reason 'none') [50 70 0]

Jul 1 08:42:50 machi ne acvpnui[11774]: Message type information sent to the user: Establishing
VPN - Configuring system..

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3070] device (cscotunQ): state
change: ip-config -> ip-check (reason 'none') [70 80 0]

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3073] device (cscotunQ): state
change: ip-check -> secondaries (reason 'none') [80 90 O]

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.3075] device (cscotunQ): state
change: secondaries -> activated (reason 'none') [90 100 O]

Jul 1 08:42:50 machi ne NetworkManager[940]: <info> [1561984970.3111] device (cscotun0):
Activation: successful, device activated

Jul 1 08:42:50 machi ne dbus[935]: [systen] Activating via systend: service

name=' or g. f r eedeskt op. nm_di spat cher' unit="dbus-org. freedesktop. nm di spat cher. servi ce'

Jul 1 08:42:50 nmachine systemd[1]: Starting Network Manager Script D spatcher Service...

Jul 1 08:42:50 nmachi ne dbus[935]: [systen] Successfully activated service

' org. freedeskt op. nm_di spat cher"’

Jul 1 08:42:50 nmachi ne systenmd[1]: Started Network Manager Script Dispatcher Service

Jul 1 08:42:50 machi ne nmdispatcher: req:1 'up' [cscotunO]: new request (1 scripts)

Jul 1 08:42:50 nmachi ne nmdispatcher: req:1 '"up' [cscotunO]: start running ordered scripts...



Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../..Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface ens32.

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../..Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface cscotunO.

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../../Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface ens32.

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../..Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface ens32.

Jul 1 08:42:50 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../../Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface cscotunO.

Jul 1 08:42:50 nmachi ne Networ kManager[940]: <info> [1561984970.6920] policy: set 'cscotun0'
(cscotun0) as default for |Pv6 routing and DNS

Jul 1 08:42:51 machi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../../Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface ens32.

Jul 1 08:42:51 machi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../../Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface cscotunO.

Jul 1 08:42:51 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../../Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface ens32.

Jul 1 08:42:51 nmachi ne acvpnagent[1785]: Function: getDnsConfiguration File:

../..Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface ens32.

Jul 1 08:42:51 machi ne systemd[1]: Rel oadi ng OpenBSD Secure Shell server.

Jul 1 08:42:51 machi ne systend[1]: Rel oaded OpenBSD Secure Shell server.

Jul 1 08:42:51 machi ne acvpnagent|[1785]: Function: getDnsConfiguration File:

../../Ivpn/ Common/ Utility/Netlnterface_unix.cpp Line: 1247 Unable to get domain list for
interface cscotunO.

Jul 1 08:42:52 machi ne acvpnagent[1785]: Function: applyFirewall Configuration File:
..l..Ivpn/ Agent Utilities/HostConfigMWyr.cpp Line: 1187 No Firewall Rules to configure

Jul 1 08:42:52 machi ne acvpnagent[1785]: The network control state changed to restricted.

Jul 1 08:42:52 machi ne acvpnui [11774]: Message type information sent to the user: Establishing
VPN. . .

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: setSessionlnfo File:

..1..Ivpn/ Api / VPNSt at sBase. cpp Line: 1097 |Invoked Functi on:

CSessi onl nf oTl v: : Get Appl i edSecur eRout eCount Return Code: -32440304 (O0xFE110010) Description:
TLV_ERROR_NO_ATTRI BUTE

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: setSessionlnfo File:

..1..Ivpn/ Api / VPNSt at sBase. cpp Line: 1204 |Invoked Functi on:

CSessi onl nf oTl v: : Get Appl i edNonsecur eRout eCount Return Code: -32440304 (O0xFE110010) Descri ption:
TLV_ERROR_NO_ATTRI BUTE

Jul 1 08:42:52 nmachi ne acvpnui [11774]: VPN state: Connected Network state: Network Accessible
Net work control state: Network Access: Restricted Network type: Undefined

Jul 1 08:42:52 machi ne acvpnui [11774]: Using default preferences. Sone settings (e.g.
certificate matching) may not function as expected if a local profile is expected to be used.
Verify that the selected host is in the server list section of the profile and that the profile
is configured on the secure gateway.

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..l..Ivpn/ Api/ProfileMr.cpp Line: 1250 No profile avail able for host bglanyconnect.ci sco.com
Jul 1 08:42:52 machi ne acvpnui [11774]: Function: getHostlnitSettings File:

..l..Ivpn/ Api/ProfileMyr.cpp Line: 1334 Profile () not found. Using default settings.

Jul 1 08:42:52 machine acvpnui[l11774]: Message type information sent to the user: Connected to
bglanyconnect.cisco.com.

Jul 1 08:42:52 nmachi ne acvpnagent[1785]: Function: OnTunnel St at eChange Fil e:

..1../lvpn/ Agent/ TND. cpp Line: 2030 tunnel state change notification (new 1, old 0)

Jul 1 08:42:52 nmachi ne acvpnagent[1785]: The VPN connection has been established and can now
pass dat a.

Jul 1 08:42:52 nmachi ne acvpnagent[1785]: The Primary DTLS connection to the secure gateway is



bei ng establi shed.

Jul 1 08:42:52 machi ne acvpnagent[1785]: Function: OnTunnel St at eChange Fil e:

..1../lvpn/ Agent/ TND. cpp Line: 2030 tunnel state change notification (new 1, old 1)

Jul 1 08:42:52 machi ne acvpnagent[1785]: Function: initiateTransport File:

..1../lvpn/ Agent/DtlsTunnel Transport.cpp Line: 238 Opened DTLS socket from [10.106.44. 166]: 35312
to [10.106. 63.179]:443

Jul 1 08:42:52 machi ne acvpndownl oader[13609]: Function: Wit ForConpletion File:

..1l../Ivpn/ Common/ Utility/ Thread.cpp Line: 311 The thread has successfully conpl eted execution.
Jul 1 08:42:52 nmachi ne acvpndownl oader[13609]: Ci sco AnyConnect Secure Mbility Cient

Downl oader (VPN) exiting, version 4.6.03049 , return code 0 [ 0x00000000]

Jul 1 08:42:52 machi ne acvpnagent[1785]: A routing table change notification has been received.
Starting automatic correction of the routing table.

Jul 1 08:42:52 machi ne acvpnagent[1785]: Automatic correction of the routing table has been
successful .

Jul 1 08:42:52 machi ne acvpnagent[1785]: Function: OnlpcMessageReceived Fil e:

../l../lvpn/ Common/ | PC/ | PCDepot . cpp Line: 1115 Invoked Functi on:

Cl pcTransport:: OnSocket ReadConpl ete Return Code: -33292279 (0xFE040009) Description:

| PCTRANSPORT_ERROR_UNEXPECTED

Jul 1 08:42:52 nmachi ne acvpnagent[1785]: Function: witeSocketBl ocking File:

..1../Ivpn/ Common/ | PC/ UdpTcpTransports_uni x. cpp Line: 429 Invoked Function: ::wite Return Code:
32 (0x00000020) Descri ption: unknown

Jul 1 08:42:52 machi ne acvpnagent[1785]: Function: term natel pcConnection File:

../l ..Ivpn/ Common/ | PC/ | PCTransport.cpp Line: 459 |nvoked Functi on:

CSocket Transport::witeSocket Bl ocki ng Return Code: -31588341 (OxFE1EQ00B) Descri ption:
SOCKETTRANSPORT_ERRCR VRl TE

Jul 1 08:42:52 machi ne acvpnagent[1785]: A DTLS connection has been established using cipher
DHE- RSA- AES256- SHA

Jul 1 08:42:52 machi ne acvpnagent[1785]: The Primary DTLS connection to the secure gateway has
been establi shed.

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: |aunchCachedDownl oader Fil e:

..1..Ivpn/ Api/ Connect Myr. cpp Line: 8274 |nvoked Function: Connect Myr::| aunchCachedDownl oader

Ret urn Code: 0 (0x00000000) Description: Cached Downl oader term nated normally

Jul 1 08:42:52 machi ne acvpnui [11774]: Using default preferences. Sone settings (e.g.
certificate matching) may not function as expected if a local profile is expected to be used.
Verify that the selected host is in the server list section of the profile and that the profile
is configured on the secure gateway.

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..1..Ivpn/ Api/ProfileMyr.cpp Line: 1250 No profile avail able for host bglanyconnect.ci sco.com
Jul 1 08:42:52 machi ne acvpnui [11774]: message repeated 2 times: [ Function:

get Profil eNameFronHost File: ../../vpn/Api/ProfileMyr.cpp Line: 1250 No profile available for
host bgl anyconnect . ci sco. com ]

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: rel oadPreferencesAfterUpdates File:

../l ..Ivpn/ Api/ Connect Myr. cpp Line: 10859 Secure gateway (bglanyconnect.cisco.con) was not found
in profile .

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..1../Ivpn/ Api/ProfileMyr.cpp Line: 1250 No profile avail able for host bglanyconnect.ci sco.com
Jul 1 08:42:52 machi ne acvpnui [11774]: Function: getHostlnitSettings File:

..l..Ivpn/ Api/ProfileMyr.cpp Line: 1334 Profile () not found. Using default settings.

Jul 1 08:42:52 machi ne acvpnui [11774]: Function: getProfil eNaneFronmHost Fil e:

..1../Ivpn/ Api/ProfileMyr.cpp Line: 1250 No profile avail able for host bglanyconnect.ci sco.com
Jul 1 08:42:52 machi ne acvpnui [11774]: Function: getHostlnitSettings File:

..l..Ivpn/ Api/ProfileMyr.cpp Line: 1334 Profile () not found. Using default settings.

Jul 1 08:42:52 nmachi ne acvpnui [11774]: VPN state: Connected Network state: Network Accessible
Net work control state: Network Access: Restricted Network type: Undefined

Jul 1 08:42:52 machi ne acvpnagent[1785]: Function: OnTunnel St at eChange Fil e:

..1../lvpn/ Agent/ TND. cpp Line: 2030 tunnel state change notification (new 1, old 1)

Jul 1 08:42:53 nmachi ne systemd[1]: Rel oadi ng OpenBSD Secure Shell server.

Jul 1 08:42:53 nmachi ne systend[1]: Rel oaded OpenBSD Secure Shell server.

Jul 1 08:42:53 machine acvpnui[l11774]: Message type information sent to the user: Connected to
bglanyconnect.cisco.com.

- DART (Diagnostic and Reporting Tool) on Linux Client



Similar to Windows and MAC, the Linux client also has DART functionality. This can be
used either by the GUI or CLI.
DART needs to be run as an admin user in order to collect complete logs on a Linux client.

1. DART can be executed from the command line by navigation to this path:

tactest: bin$ cd /opt/cisco/anyconnect/dart

tactest:dart$ |s

anyconnect - | i nux64- 4. 6. 03049- dar t - webdepl oy- k9- 20190627095410. | og dartui xm
dartcli resources
tactest:dart$ ./dartcli

Ci sco AnyConnect Diagnostic and Reporting Tool 4.6.03049

Copyright (c) 2008 - 2018 Cisco Systens, Inc.
Al Rights Reserved

Bundl e option sel ected: default
Bundl e | ocation: /home/tact est/ Deskt op/ DARTBundl e_0701_0933. zi p

Par si ng request and configuration XMs... 1% ptables v1.6.0: can't initialize
iptables table “filter': Perm ssion denied (you nust be root)

Per haps iptabl es or your kernel needs to be upgraded.

i p6tables v1.6.0: can't initialize ip6tables table "filter': Perm ssion denied (you nust be
root)

Per haps i p6tabl es or your kernel needs to be upgraded.

Processing Posture application |ogs... 76%h: 1:

/ hone/ tactest/.cisco/ hostscan/lib/wadi agnose: not found

sh: 1. /opt/ciscol/ hostscan/lib/wadi agnose: not found

DART has finished... 100%

2. To execute DART from GUI, search for anyconnect on the Linux GUI and click Cisco DART
and perform the instructions. The collected DART bundle is stored on the desktop.



Cisco DART

Cisco DART 4.6.03049

T
CISCO

Bundle Creation Result

The bundle was created successfullyin fhome/f
tactest/Desktop/DARTBundle_0701_0945.zip.

3. To copy the DART bundle from the Linux client to your workstation, use the command:

scp username@10.106.44.166:/home/<username>/Desktop/DARTBundle_0701_0945.zip /Users/dmoudgil/Desktop/Ubuntu/

Here is a document for reference to DART on different OS: How to collect the DART bundle
for Anyconnect

- In case of any unknown issues, VPN client can be restarted by this command line:

tactest:bin$ sudo /etc/init.d/vpnagentd restart
[ sudo] password for tactest:

[ ok ] Restarting vpnagentd (via systenttl): vpnagentd.service.
tact est: bin$


https://community.cisco.com:443/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
https://community.cisco.com:443/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
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