Configure AnyConnect Dynamic Split Tunnel on
FTD Managed by FMC
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| ntr oduction

This document describes how to configure AnyConnect Dynamic Split Tunnel on Firepower Threat Defense
(FTD) managed by Firepower Management Center.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco AnyConnect
» Basic knowledge of Firepower Management Center (FMC)

Components Used

The information in this document is based on these software versions:

e FMCversion 7.0
e FTD version7.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background Information

AnyConnect Dynamic Split Tunnel configuration on FTD managed by FMC isfully available on FMC
version 7.0 and newer. If you run an older version, you need to configure it via FlexConfig asinstructed in
the Advanced AnyConnect VPN Deployments for Firepower Threat Defense with FMC.

With Dynamic Split Tunnel configuration, you can fine-tune split tunnel configuration based on DNS
domain names. Because the IP addresses associated with full-qualified domain names (FQDN) can change,
split tunnel configuration based on DNS names provides a more dynamic definition of which trafficis, or is
not, included in the remote access Virtual Private Network (VPN) tunnel. If any addresses returned for
excluded domain names are within the address pool included in the VPN, those addresses are then excluded.
Excluded domains are not blocked. Instead, traffic to those domainsis kept outside the VPN tunnel.

Note: You can aso configure Dynamic Split Tunnel to define domains to include in the tunnel that
would otherwise be excluded based on IP address.

Limitations

Currently, these features are still unsupported:


https://www.cisco.com/c/en/us/td/docs/security/firepower/config_examples/advanced-anyconnect-ftd-fmc/advanced-anyconnect-vpn-ftd-fmc.html#Cisco_Generic_Topic.dita_f4684d5b-4851-4c57-8d83-5166ad810e46

» Dynamic Split Tunnel is not supported on iOS (Apple) devices. See Cisco bug ID CSCvr54798
» Dynamic Split Tunnél is not supported on AnyConnect Linux Clients. See Cisco bug IDCSCvi64988

Configure

This section describes how to configure AnyConnect Dynamic Split Tunnel on FTD managed by FMC.

Step 1. Edit the Group Policy to use Dynamic Split Tunnel

1. On the FMC, navigate to Devices > VPN > Remote Access, then select the Connection Profile you
desire to apply the configuration to.
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2. Select Edit Group Policy to modify one of the group policies aready created.
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1P Address for the remote clients can be assigned from local IF Address pools/DHCP Servers/AAk Servers.
Configure the ‘Chiant Addness Assignment Policy” In the Advanced tab to define the assignment criteria.
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Step 2. Configurethe AnyConnect Custom Attribute


https://tools.cisco.com/bugsearch/bug/CSCvr54798
https://tools.cisco.com/bugsearch/bug/CSCvt64988

1. Under the Group Policy configuration, navigate to AnyConnect > Custom Attributes, click the Add (+)
button:
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2. Select the Dynamic Split Tunneling AnyConnect Attribute, and click on the Add (+) button to create a
new Custom Attribute Object:
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3. Enter the Name of the AnyConnect Custom Attribute and configure the domains to be dynamically
included or excluded.

%‘ Note: Y ou can only configure either Include domains or Exclude domains.
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In this example, you configured cisco.com as the domain to be excluded, and named the custom attribute
Dynamic-Split-Tunnel, as shown in the image:
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Step 3. Verify the Configuration, Save and Deploy

Verify that the configured custom attribute is correct, save the configuration and deploy the changes to the
FTD in question.



Add Group Policy T K
hiareeg: ™ Anyoennect_Local_futh
Beescriphion:
R Arvcomect [T
Profie ArepConrect Custam Abtribute feature aBows & more expedited way of COMMQUING New
Marapemin Peolis endipoing feafunes on FTD, This feabure & pupporbed on FTD 7.0 omvands,
et Motk de=g
5L Settings
Connection Settings
DRI S DRndimie-SphL . Include domaing: Kone "B
Choiom A Tt b Excliete demaing: CHO L0 =
e
Verify

Y ou can run these commands on the FTD via Command Line interface (CLI) to confirm the Dynamic Split
Tunnel configuration:

 show running-config webvpn
» show running-config anyconnect-custom-data
» show running-config group-policy <Name of the group-policy>

In this example, the configuration is the next:

<#root>

ftd# show run group-policy AnyConnect _Local _Auth

group-policy AnyConnect_Local_Auth attributes
vpn-idle-timeout 30



vpn-simultaneous-Togins 3
vph-session-timeout none

vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy-tunnelall
split-tunnel-network-1list value AC_networks
Default-domain none

split-dns none

address-pools value AC_pool

anyconnect - cust om dynami c-spl i t - excl ude- domai ns val ue ci sco. com

anyconnect-custom dynamic-split-include-domains none
ftd# show run webvpn

webvpn
enable outside

anyconnect-customattr dynam c-split-exclude-domains

anyconnect-custom-attr dynamic-split-include-domains
http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

content-security-policy

anyconnect image diskO:/csm/anyconnect-win-4.1005111-webdeploy-k9.pkg regex "Windows"
anyconnect profiles xmltest diskO:/csm/xmltest.xml
anyconnect enable

tunnel-group-list enable

cache

disable

certificate-group-map cert_map_test 10 cert_auth
error-recovery disable

In order to verify the configured dynamic tunnel exclusions on the client:

1. Launch the AnyConnect software and click the gear icon, as shown the image:
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2. Navigate to VPN > Statistics, and confirm the domains displayed under Dynamic Split
Exclusion/Inclusion:
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Troubleshoot



Y ou can use the AnyConnect Diagnostics and Reporting Tool (DART) in order to collect the data that is
useful to troubleshoot AnyConnect installation and connection problems.

The DART assembles the logs, status, and diagnostic information for the Cisco Technical Assistance Center
(TAC) analysis and does not require administrator privileges to run on the client machine.

Problem

If awildcard is configured in the AnyConnect custom attributes, for example, * .cisco.com, the AnyConnect
session is disconnected.

Solution

Y ou can use the cisco.com domain value to allow the substitute of the wildcard. This change allows you to
either include or exclude domains such as www.cisco.com and tools.cisco.com.

Related | nfor mation

 For additional assistance, contact Technical Assistance center (TAC). A valid support contract is
required: Cisco Worldwide Support Contacts
* You can aso visit the Cisco VPN Community here.



http://www.cisco.com%C2%A0and
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn

