Re-Image the AMP Private Cloud PC3000 and
Restore the Backup
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Introduction

This document describes how to re-image Advanced Malware Protection (AMP) Private Cloud
hardware appliance to the factory state and then restore the backup. If you want to just revert the
appliance to the factory state, skip step 8 and follow the regular installation.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Cisco AMP Private Cloud PC3000
- Kernel-based Virtual Machine (KVM) access via Cisco Integrated Management Controller
(CIMC)

Components Used
The information in this document is based on these software and hardware versions:

. Cisco AMP Private Cloud PC3000 3.1.1
. Chrome browser to access the KVM console

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Step 1. Log in to CIMC. Open the KVM console.

Ensure pop-ups are enabled for that page in the browser.



Step 2. Reload the appliance.
You can reboot the appliance either via the admin portal, Secure Shell (SSH), or CIMC KVM.

Step 3. After the Basic Input Output System (BIOS) Power-on self-test (POST) finishes, GNU
GRand Unified Bootloader (GRUB) menu shows up:

Select Cisco AMP Private Cloud Recovery > Appliance Reinstall Options > Appliance
Reinstall.

Clsco AMP Private Cloud Recowse




Step 4. Enter username and password.
Username: reinstall

Password: yes

Step 5. Reimage starts and after reload you are presented with the initial menu.



8580808888800

Fain Frm
Yomr & Fricste Clhesd dessice rasnt e seesged sstil gosr ek
ddmbaiutril b jwlarlans b proged by fosd bgaied

B ST TR T

Floasr ool bgure your Ul sdsisiviralios isterfece by selociing
OO b6 TSR s Ll swess len oma.

-l allee oowncla - 5
[T Binplay dmcioe Pates - |aler o,

(S =

Step 6. Configure the network in CONFIG_NETWORK sub-menu.
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Step 7. Log in to AMP OPadmin portal with password from step 5.
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Password Required

Authentication s required to administer your AMP for Endpoints Private Cloud
davice. Tha password can ba found on the device console of your Privata Cloud
device

E,! I'_..ll

This sito is best viewod irc Interned Explorer 104, Firedox 14+, Satan s, or Chrosma 204
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Step 8. Use SFTP or SCP to download backup from remote server to /data/.
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Step 9. Confirm Hardware Configuration, click Next > Start Installation.



prr AMBE fur Endpc_nn!:‘. [ P —— Fislp B Lagout

- Lol arsnee. = [peraiodm * Sranum - Il Seppaar v -t T - -
T . Hardware Configuration
Irnitsies Wi Raduaiesd
CPU Corea i [ ]
Wemory 1510 GE 1% R

¥ Db el T

I Upfman Ny L

=
=
=
-
-
L
=
=
L 4
=



silisillis
L4k 14

Iradsilation Dptssm

!’.I-Ir'l"'i LR BT A D
il AT A

T el o Briirn

¥ L=

¥ e

 Cwephprerd doge

o ko [t an
AU A [rsacceen Cosare
B

¥ Flathears LirTqud e

Canfigurelie

i Pk,

i e v P

o Doy g inrias
R By Sy
» iEmali

B ]

F SEmkap

Foma

F

b L igdpmen

b

L T

LLLR Ll

Terikda

WL PETESTERY w
* AU reagaoiens. Comaai v
# it S
}Hhﬂlllh‘-r

I e e Py ol
e e | e
Tawaca

e e A R AT
e

%

¥

%

b

=
¢ Ferairm sl vt

I Snied ot el broni

AMP for Endpoimts s s s ses

Corrgarston - Dpsrainm -

Thap b Laga

Statem v Inlegraions = g T Sl W e

Review and Install

Apsrs T Fniceing informanon and | oncie pou am witeteg sth o confguranon peminge. g e
ervptalarna Bt a0 tha Do fd Sann G Dl SaraeE ba o s cenalanoe,

Restors Ready

omat Pl I T Bl e, ST e Slatd wal Ba Rt dhrng) Al Yo
iy e Gl ek e Pt ol e DGt on Eefor prodsacieg Wt saslanoe,

ratalrhie Pros A

Sraraibivst O iwwss tadd

Bl i, 3% Vel Pl (0P e e

T G W AN R By Corvielhhrd Saraped Dy T Oevos o fedded
(Cheffiri el Jusio'bied. i Paalbind By Wb v Cooad dimind.

[+ et oorda TE THA. day el a N S o erfoeralon.

4 Ligrisiss may b= downiondsd separstsy or Bdomeialy o the Ssece.

AR 10 [ ettt v A ] I

Hara Wy b it

Ermusl Addrws i w0 Lo

Fusnes Heme Crista - metusdin]

Basr oy
e mdioring Froem o backsp, @ meooveny mage s nol mouired

The device is installing...
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Step 10. Reboot is required after successful restore.

The device is installing...
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Verify

After the appliance is rebooted, check if both portals work fine. Try to open OPadmin and Console
portal in the web browser. It takes few minutes for both portals to be accessible.

Troubleshoot

In case backup restore process, password for OPadmin and Console portals are the same as
before. Otherwise, you need to use what you have set in the wizard.
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