Configure and Manage Exclusionsin Cisco Secure
Endpoint Connector
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| ntr oduction

This document describes how to create the exclusion for the different engines on the Cisco Secure Endpoint
console.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Modify and apply an exclusion list to a policy in the Secure Endpoint console
* Windows CSIDL convention

Components Used

The information in this document is based on these software and hardware versions:

* Cisco Secure Endpoint console 5.4.20211013
 Secure Endpoint User Guide revision Oct 15, 2021

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Secur e Endpoint wor kflow

In ahigh level of operations the Cisco Secure Endpoint processes a file Secure Hash Algorithm (SHA) in
this order through the main components of the connector:

Exclusions

Tetra Engine

Application control (Allow list / Blocklist)

SHA Engine

Exploit prevention (Exprev) / Malicious Activity Protection (MAP) / System Process Protection /
Network engine (Device Flow Correlation)

Note: Exclusion or Allow/Blocklist creation depends on which engine detected the file.

Cisco M aintained Exclusions

Cisco-Maintained Exclusions are created and maintained by Cisco to provide better compatibility between
the Secure Endpoint Connector and antivirus, and security products, or other software.

These exclusion sets contain different types of exclusions to ensure proper operation.

Y ou can track the changes performed to these exclusions in the article Cisco-Maintained Exclusion List
Changes for Cisco Secure Endpoint Console.

Custom Exclusions

Secure Endpoint engine

File Scan (CPU usage/ File detections) by Tetra& SHA engine:

Use these types of exclusions to avoid detection/quarantine of afile or to mitigate Secure Endpoint high
CPU.

The event on the Secure Endpoint console is as shown in the image.
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Note: CSIDL can be used for exclusions, please refer to this Microsoft document for more
information on CSIDL.

Path Exclusion


https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://docs.microsoft.com/en-us/windows/win32/shell/csidl

Path v | Ci\Users\luivelaz\Desktop\CCC psi

Wildcard Exclusion

Wildcard w | C\Users\*\Desktop\CCC ps1

] Apply to all drive letters

Note: Option Apply to all drive lettersisused to also apply the exclusion to drives [A-Z] attached to
the system.

File Extension Exclusion

File Extension w | -psl

Caution: Use thistype of exclusion with caution as it excludes al files with the file extension from
scans regardless of the path location.

Process: File Scan Exclusion

Process o Path | CA\Path\to\executable exe

File Scan SHA

Apply to child processes

System Process Protection (SPP)

System Process Protection engine is available from connector version 6.0.5 and it protects the next Windows
processes:

» Session Manager Subsystem (smss.exe)
Client/Server Runtime Subsystem (csrss.exe)
Local Security Authority Subsystem (Isass.exe)
Windows Logon Application (winlogon.exe)
Windows Start-up Application (wininit.exe)

Thisimage shows an SPP event.



¥ UMONTERO-Y3BYQ.cisco.com prevented unexpected access 1o Isass.exe by TestAMPprotect.exe Bl Ky &Y 'l:ﬂ

Connector Info

Comments

SPP Exclusion

Process

System Process

Process

System Process

Malicious Activity Protection (MAP)

File Mame

File Path

File Size

Reason

Parent Fingerprint (SHA-256)
Parent Filename

Parent File Size (bytes)

Analyze

T aa52b2d3

T lzass exe
CWindows\System32\lsass.axe

56.73 KB

Process module is not clean and not signed
T 13c7b460...1d3b 1 God
TestAMPprotect. exe

1608704

" Path | Path\to\the\executable.exe

SHA

You can provide path andfor SHA-256. If you specify both a path and SHA-256 then both cc

be met for the process to be excluded.

Apply to child processes

v | Path|

SHA | SHA-256 of the file (From the Parent Filename field)

not a valid SHA-256

You can provide path and/or SHA-256. If you specify both a path and SHA-256 then both co

be met for the process to be excluded.

Apply to child processes

Malicious Activity Protection (MAP) engine, defends your endpoint from a ransomware attack. It
identifies malicious actions or processes when they execute, and protects your data against encryption.

A MAP event is shown in thisimage.



¥ UMONTERO-Y36YQ.cisco.com detectad rewrite.axe as WiZMAPRansomware.rawrite

Malicious Activity Fingerprint (SHA-256)
Profection Aflected Files Count

Connectar Info

T G967155a... 29564820
5

CAUsers\umontenc) Deskiop\Test files\AMPJ4E-8120-5PP
COlsersiumonteno Deskiop\Test fles\AMPSE-8120-5FP

Comments
Affected Files C\Users\umontenc)Deskiop\Test files\AMP4E-8120-5PP
ChlsersiumontensDeskiop\Test fles\AMP4E-8120-3PP
CAUsers\umonterc) Deskiop\Test files\AMPJ4E-8120-5PP
Fibg Mami T rewrite. exe
File Path CUsersiumontens) Deskiop) Test files\AMP4E-8120-5PP
File Size 4.37 MB
Parent Fingerprint (SHA=-256) T 9967155a,.. 20564820
Parent Filaname T rewrite. axe
Anmalyzn .t. Reston: Fil X AN Compulers
MAP Exclusion
Process W Path | Path\to\the\executable.exe
Malicious Activity SHA

-MAP-EXPREV-test_files\Map\rewrite_datal 1 txtnew
=MAP-EXPREV-test_fles\Mapirewrite_data\ 0. D new
-MAP-EXPREV-test_files\Map\rewrite_data\4. bt new
=MAP-EXPREV-test_hles\Map\rewrite_data 2 Dl new
-MAP-EXPREV-test_files\Map\rewrite_datal3 tt_new

=MAP-EXPREV-test_filesiMap\rewrite exe

You can provide path and/or SHA-256. If you specify both a path and SHA-256 then both cc

be met for the process to be excluded.

Apply to child processes

Caution: Usethistype of exclusion with caution and after you confirm that the detection is indeed not

malicious.

Exploit Prevention (Exprev)

The exploit prevention engine defends your endpoints from memory injection attacks commonly used by
malware and other zero-day attacks on unpatched software
vulnerabilities. When it detects an attack against a protected processit will be blocked and generate an event

but there will not be a quarantine.

An Exprev event is shown in thisimage.



¥ Testing.machinel.amp.com prevented an exploid in CUDL.LOS,.exe process

Fingerprint (SHA-256) Y ab6b87b8.. 3eT0e087

Connector Details Attacked Module c:\program files (x86)\adobe\acrobat de\acrobat\bib.dil

Comments Application CUDL.LOS exe
Base Address O 7700000
File Name YCUDL.LOS exe
File Path C:AUsers\mabat\AppData\LocallApps\2 DAE9781GXN CIBOIXOIX5B. 94H len:
File Size 5.82 MB
Parent Fingerprint (SHA-256) T
Parent Filename dfsve.exe
Parent File Size 24.27 KB

Analyze
|

Exprev exclusion

'Executable b Name | CUDL.LOS. exe

Exploit Prevention Provide an executable name to be excluded from protection by the Exploit Prevention
ValidExecutable.exe).

[ + Add Exclusion Add Multiple Exclusions...

Caution: Use this exclusion whenever you trust the activity on the affected module/application.

Behavioral Protection (BP)

The behavioral protection engine enhances the ability to detect and stop threats behaviorally. It deepens the
ability to detect "living-off-the-land" attacks and provides
faster response to changes in the threat landscape through signature updates.

A BP event is shown in thisimage.



Testing.machine2.amp deiecied Scheduled Task Containing Suspicious Target Enomms Medium +

Event Croarview A suspicious scheduled task was created. This parscular task stands oul because it references a shorcut In

= Descrplon can create one-time only tasks, recumng tasks, and tasks that run based on speciic system events, such as |
Conngctor Detals
establish persistence

Comments
Occured Az 2022=-10=-20 170740 UTC
Tactics TADDOZ: Execution TAQDOZ: Persistence
MITRE  ATTACK
Techniques = T1053.005: Scheduled Task/Job: Scheduled Task
Observables
¥ File: schtasks. axe T013c013e. bDad28ef
BP exclusion
Process e Path | Path/to/thefexecutable/executable exe
Behavioral Protection SHA

You can provide path and/or SHA-256. If you specify both a path and SHA-256
be met for the process to be excluded.

(O Apply to child processes

+ Add Exclusion | [ Add Multiple Exclusions...

Related I nfor mation

* For moreinformation on the policy configuration, navigate to the User Guide
* Create Exclusionsin Cisco Secure Endpoint Connector video
* Technical Support & Documentation - Cisco Systems



https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf
https://video.cisco.com/detail/videos/latest-videos/video/6038277786001/create-exclusions-in-cisco-amp-for-endpoints?autoStart=true
https://www.cisco.com/c/en/us/support/index.html

