Configure Clientless SSL VPN (WebVPN) on the
ASA
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| ntroduction

This document describes configuration of the Cisco ASA 5500 Seriesto allow Clientless SSL VPN access
to internal network resources.

Prerequisites
Requirements

Ensure that you meet these requirements before you attempt this configuration:

SSL -enabled browser

ASA with Version 7.1 or higher

X.509 certificate issued to the ASA domain name

TCP port 443, which must not be blocked along the path from the client to the ASA

The full list of requirements can be found in Supported VPN Platforms, Cisco ASA 5500 Series.



https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

Components Used

The information in this document is based on these software and hardware versions:

* ASA Version 9.4(1)
* Adaptive Security Device Manager (ASDM) Version 7.4(2)
» ASA 5515-X

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

This document describes configuration for the Cisco Adaptive Security Appliance (ASA) 5500 Seriesto
allow Clientless Secure Sockets Layer (SSL) VPN access to internal network resources.

Clientless SSL Virtual Private Network (WebVPN) allows for limited, but valuable, secure access to the
corporate network from any location.

Users can achieve secure browser-based access to corporate resources at any time.
No additional client is needed in order to gain accessto internal resources.
The accessis provided through a Hypertext Transfer Protocol over SSL connection.

Clientless SSL VPN provides secure and easy access to a broad range of web resources and both web-
enabled and legacy applications from almost any computer that can reach Hypertext Transfer Protocol
Internet (HTTP) sites.

Thisincludes:

Internal websites

Microsoft SharePoint 2003, 2007, and 2010
Microsoft Outlook Web Access 2003, 2007, and 2013
Microsoft Outlook Web App 2010

Domino Web Access (DWA) 8.5 and 8.5.1

Citrix Metaframe Presentation Server 4.x

Citrix XenApp Version 5t0 6.5

Citrix XenDesktop Version 5t0 5.6, and 7.5
VMware View 4

A list of supported software can be found in Supported VPN Platforms, Cisco ASA 5500 Series.

Clientless VPN Support Matrix

Windows Windows/M ac Mac
Features/TechnoIogy/AppIicationsI\E/Idsge IE |Firefox |[Chrome |Safari [Comments



https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

RDP plug-in Y N N N
¥ End of support for
POST plug-in Y Y Y Y Jvas
. End of support for
ICA plug-in Y N N N Jvas
. End of support for
VNC plug-in Y N N N Jvas
r End of support for
SSH/TELNET plug-in Y N N N Jvas
. End of support for
FTP/CIFS plug-in Y Y Y Y Jvas
JavaWeb Folder Y N N N End of support for
Java 8
* Not supported on
*
Smart Tunnel Y N N N Mac 10.14+
. * Not supported on
Port-forwarding Y N* N N Mac 10.14+
AnyConnect WebL aunch Y N N N
Service Workers support N N N N
Feature introduced
GBP (client-side rewriter) N Y Y N* irom ASA 9.9.2+;
Supports only
Safari 11.1+
* 2013 only
supported
OWA N*  [N* N* N*
2013 EOS April
2023.
SharePoint N*  [N* N* N* * 2013 only




supported.

2013 EOS April
2023.
Office365 N N N N
. :
Citrix XenApp and XenDesktop 7.6 [N Y N Y HTMLS Recetver
supported
Citrix XenApp and XenDesktop N v vy v
7.15
* Works only
Citrix HTMLS5 Receiver N NE [N N HTML S Recetver
Version 1.7 with
StoreFront 3.0
Citrix NetScaler Gateway and Load N N N N
Balancer
Content Security Policy N N N N
Not supported, as
Cross-Origin Resource Sharing N N N N there is no possibility
to processit properly
Blob API N N N N
Fetch API N N N N
ASA does not expect
= spaces in chunk-size
Spaces between chunk-size N N N N and is not able to put
chunks together
SVG <use> N N N N
Server-side rewrite
mechanism has a
Stack size limitation (ASA <9.9.2) |N N N N [imited amount of

stack memory for file
rewrite. If afileis




too large or
complicated, it
is corrupted.
Majority of

recent applications
have such limitations

and ActionScript3

Stack size limitation (ASA >9.9.2) |N

Application with Oracle Forms N
Most of the
applications with
these Angular
features are not

Applications with Angular N supported:

Framework 1. Custom event
listeners and location
changes
2. JS bracket notation
assignments

Flash content with ActionScript2 N

Configure

This article describes the configuration process for both the ASDM and the CL 1. Use either of the toolsin
order to configure the WebV PN, but some of the configuration steps can only be achieved with the ASDM.

% Note: Use the Command L ookup Tool (registered customers only) to obtain more information about

the commands used in this section.

Network Diagram

This document uses this network setup:

'! Internet

Inside 10.21.22.1/24

Web semer:
10.21.22.100



http://tools.cisco.com/Support/CLILookup/
http://tools.cisco.com/RPF/register/register.do

Background Information

WebVPN uses the SSL protocol in order to secure the data transferred between the client and the server.

When the browser initiates a connection to the ASA, the ASA presents its certificate to authenticate itself to
the browser.

To ensure that the connection between the client and the ASA is secure, provide the ASA with the certificate
that is signed by the Certificate Authority that the client already trusts.

Otherwise the client does not have the meansto verify authenticity of the ASA which resultsin the
possibility of the man-in-the-middle attack and poor user experience, because the browser produces a
warning that the connection is not trusted.

% Note: By default, the ASA generates a self-signed X.509 certificate upon startup. This certificateis
used in order to serve client connections by default. It is not recommended to use this certificate
because its authenticity cannot be verified by the browser. Furthermore, this certificate is regenerated
upon each reboot so it changes after each reboot.

Certificate installation is out of the scope of this document.

Configuration

Configure the WebV PN on the ASA with five major steps:

» Configure the certificate that is used by the ASA.

Enable the WebVPN on an ASA interface.

Create alist of servers and/or Uniform Resource Locator (URL) for WebV PN access.
Create agroup policy for WebVPN users.

Apply the new group policy to a Tunnel Group.

% Note: In ASA releases later than Release 9.4, the algorithm used to choose SSL ciphers has been
changed (see Release Notes for the Cisco ASA Series, 9.4(x)).If only elliptic curve-capable clients
are used, then it is safe to use elliptic curve private key for the certificate. Otherwise the custom cipher
suiteisto be used in order to avoid a ASA present a self-signed temporary certificate. You can
configure the ASA to use only RSA-based ciphers with the ssl cipher tlsv1.2 custom " AES256-
SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:DES
CBC-SHA:RC4-SHA:RC4-MD5" command.

1. Option 1 - Import the certificate with the pkcsl2 file.

Choose Configuration > Firewall > Advanced > Certificate Management > | dentity Certificates
> Add. You caninstal it with the pkcsl2 file or paste the contents in the Privacy Enhanced Mail
(PEM) format.


https://www.cisco.com/c/en/us/td/docs/security/asa/asa94/release/notes/asarn94.html

@ Add Identity Certificate

Trustpoint Mame: ASDM_TrustPoint2

Decryption Passphrase:

File to Impart From:

| Add a new identity certificate:
Key Pair: <Default-RSA-Key = Show,..
Certificate Subject DM:  |CH=A5A Select. ..

Generate self-signed certificate

Enable CA flag in basic constraints extension

i@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

i

Act as local certificate authority and issue dynamic certificates to TLSProxy

’ &dd Certificate H Cancel H Help

CLI:

<#root>

ASA(config)#

crypto ca inport TrustPoint-nanme pkcsl2 "password"

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MITIJUQIBAzCCCRcGCSqGSIb3DQEHAACCCQ9EggkEMITIADCCBF8GCSqGSIb3DQEH
BqCCBfAwggXsAgEAMIIF5QYJKoZIhvcNAQcBMBwWGCiqGSIb3DQEMAQYwWDgQI8F3N
+vkvjUgCAggAgIIFuHFrv6enVf1Nv3sBByB/yZswhELY5KpeALbXhfrFDpLNncAB
z3xMfg6JkLYR6FaglKjShg+o4qkDh8r9y9GQpaBt8x30z00J]IxSAafmTwWgDOEQS/
7mHsakMoao+pv2LgKTWh007No4Ycx75Y5s0hyuQGPhLIRdionbilslioe4Dplx1lb

--- output ommited ---

Enter the base 64 encoded pkcsl2.



End with the word "quit" on a line by itself:

MIIJUQIBAzCCCRcGCSqGSIb3DQEHAQCCCQ9EggkEMITIADCCBT8GCSqGSIb3DQEH
BqCCBfAwggXsAgEAMIIF5QYJIKoZIhvcNAQcBMBWGCiqGSIb3DQEMAQYwDgQISF3N
+vkvjUgCAggAgIIFuHFrVeenVfINv3sBByYB/yZswhELY5KpeALbXhfrFDpLNncAB
z3xMfg6JkLYR6FaglKjShg+o4qkDh8r9y9GQpaBt8x30z00]IxSAafmTWgDOEQS/
7mHsaKMoao+pv2LgKTWh007No4Ycx75Y5s0hyuQGPhLIRdionbilslioe4Dplx1b

quit

INFO: Import PKCS12 operation completed successfully

Option 2 - Create a self-signed certificate.

Choose Configuration > Firewall > Advanced > Certificate Management > I dentity Certificates
> Add.

Click the Add a new identity certificate radio button. Check the Gener ate self-signed certificate
check box. Choose a Common Name (CN) that matches domain name of the ASA.

Add Identity Certificate | =

Trustpoint Mame: ASDM_TrustPointl

(") Import the identity certificate from a file (PKCS512 format with Certificate(s) +Private Key):

Decryption Passphrase:

=]
%]
m

File to Impart From:

@ Add a new identity certificate:

Key Pair: :{Dehult—F‘.S.ﬂ.—Key:: v[ Shaw... ] [ Mew...

Certificate Subject DN: | CN=ASA

Generate self-signed certificate

[ ] Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

[ Add Certificate H Cancel H Help

L=

Click New in order to create the keypair for the certificate. Choose the Key Type, Name, and Size.




-
@ Add Key Pair

B 20 T e

Key Type: (7) RSA @ ECDSA

Mame: (") Use default key pair name
|

@ Enter new key pair name: |ECDSA_KEYPAIR

|

Size: 384 -
i | .

Generate Mow | | Cancel | | Help

L8
CLI:
<#root>
ASA(config)#

crypto key generate ecdsa | abel ECDSA _KEYPAI R noconfirm

ASA(config)#

crypto ca trustpoint TrustPointl

ASA(config-ca-trustpoint)#

revocati on-check none

ASA(config-ca-trustpoint)#

i d-usage ssl-ipsec

ASA(config-ca-trustpoint)#

no fqgdn

ASA(config-ca-trustpoint)#

subj ect - nane CN=ASA

ASA(config-ca-trustpoint)#

enrol | ment self




ASA(config-ca-trustpoint)#

keypair ECDSA _KEYPAI R

ASA(config-ca-trustpoint)#

exit

ASA(config)#

crypto ca enroll TrustPointl noconfirm

2. Choose the certificate to be used to serve WebV PN connections.

Choose Configuration > Remote Access VPN > Advanced > SSL Settings. From the Certificates
menu, choose the trustpoint associated with the desired certificate for the outside interface. Click

apply.

P B
Select SSL Certificate | % |
Specfy enrolled trustpoints to be used for 551 authentication and VPM load balancng on the outside

interface. To enroll a frustpoint, go to Device Management > Certificate Management > Identity
Certificates.
Interface: outside
Primary Enrolled Certificate: ASDM_TrustPoint2:0=Cisco, ou=TAC, cn=asa.CsCco,com... w
Load Balancing Enrolled Certificate: | -- Mone — -
K, | | Cancel | | Help
L= =)

Equivalent CLI configuration:

<#root>

ASA(config)#

ssl trust-point <trustpoint-nane> outside

3. (Optional) Enable Domain Name Server (DNS) lookups.

WebV PN server acts as a proxy for client connections. It means that the ASA creates connections to
the resources on behalf of the client. If the clients require connections to the resources that use domain
names, then the ASA needs to perform the DNS lookup.

Choose Configuration > Remote Access VPN > DNS.

Configure at least one DNS server and enable DNS lookups on the interface that faces the DNS
server.



Spedfy how to resolve DNS requests,

Primary DMS Server: 10.11.12.101

Secondary Servers:
+

Domain Mame: CiSCo,Com
DMS Lookup
To canfigure DMS, enable DMS lookup on at least one interface.

Interface DMS Enabled

outside Falze
DMS Guard

This function enforces ane DMNS response per query. If DNS inspection is configured, this option is ignored on that interface.
Enable DNS Guard on all interfaces.

CLI:

<#root>

ASA(config)#

dns domai n-1 ookup inside

ASA(config)#

dns server-group Defaul t DNS



ASA(config-dns-server-group)#

nane-server 10.11.12.101

4. (Optional) Create Group Policy for WEBV PN connections.

Choose Configuration > Remote Access VPN > Clientless SSL VPN Access > Group Policies >

Add Internal Group Policy.

Under General Options change the Tunelling Protocols value to "Clientless SSL VPN".

(23 Add Intermal Graup Policy

|I - Porkd
=1 -More Oplions
- Customization
iLegn S=tng
~-Sirgle Sgron
~-NDL hooeis
* -Sesgion Setlings

MName:  |WSAVPH_Group_Policy

Baprer: |+ Inherit

More Dptiors
Tunrclng Frobocoks:

web A0
Ancmss Hours:
Smulanecus Logrs:

Restrict access o YLAN:

Inheris  |¥| Centheas 551 WP || S50 VPN Client Psec TKEVL || TPsec TKEYZ LITP fTPaer

W | Inhens
| Inhenz
| Inhenit

| Inherit

Connection Profile (Turnel Gooupd Lacks 5 Inherit

Maimum Sonnect Time:

iz Tmeous

Tmeout &lerts -
Seasion Alert Interval:

tdie Alert Trterval:

W | Inherg Jrlimibed iitea

W | Inhers e @ohal Defult MIMSTS
7| Inher Default minuses

¥ | Inhers Default minLses

Canfigure akert bt meesssaoes and visual cues In Customi zation under Cientess 550 YPN Access-Portal -Cushomization -Edit-Fortal Fage Timeout Alerts,

Perdic authenboation Intervak: | Inherit Urbmib=d qours
Find: D riext @ Prevous
] (] i
CLI:
<#root>
ASA(config)#

group-policy VEBVPN Group_Policy internal

ASA(config)#

group-policy VEEBVPN Group_Policy attributes

ASA(config-group-policy)#



vpn-tunnel -protocol ssl-clientless

5. Configure the Connection Profile.

In ASDM, choose Configuration > Remote Access VPN > Clientless SSL VPN Access >
Connection Profiles.

By default, the WebV PN connections use DefaultWEBV PNGroup profile. Y ou can create additional
profiles.

% Note: There are various ways to assign users to other profiles.

- Users can manually select the connection profile from the drop-down list or with a specific
URL. See ASA 8.x: Allow Usersto Select a Group at WebV PN L ogin via Group-Alias and
Group-URL Method.

- When you use an LDAP server, you can assign the user profile based on the attributes
received from the LDAP server, see ASA Use of L DAP Attribute Maps Configuration

Example.

Edit the DefaultWEBV PNGroup profile and choose the WEBVPN_Group_Policy under Default
Group Policy.


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html

EE) Edit Clientless 551 VPN Connection Profile: Default WEBVPNGroup

_E Mame: DefaultWEEVPNGroup
(= Advanced
Aliases:
|
! Authentication
[
Method: i@ AAA () Certificate (7) Both
ARA Sarver Group: | LOCAL -
| L ]
Use LOCAL if Server Group fais
Ll
| DNS
Server Group: :Default:DNE -
{Following fields are atiributes of the DMS server group selected above.)
I Servers: 10.21.22.101
| Domain Name: | Cisco, com
Default Graun Palicy 1
Group Policy: WEBVPMN_Group_Policy - I
II {Following field is an attrbute of the group policy selected above.) I
[ Enable dientiess 551 VPN protocal
Find: @ next @ Previous
Lok || Codl || neb
CLI:
<#root>
ASA(config)#

tunnel - group Def aul t WEBVPNG oup general -attri butes

ASA(config-tunnel-general)#

def aul t - gr oup- pol i cy WEBVPN_Group_Pol i cy

. In order to enable the WebV PN on the outside interface, choose Configuration > Remote Access

VPN > Clientless SSL VPN Access > Connection Profiles.

Check the Allow Access checkbox next to the outside interface.



Access Interfaces
Enable interfaces for dientless S5L WPM access.

Interface Allow Access

outside
inside

[ Device Certificate ... l

O=

[ Part Setting ... l

Bypass interface access lists for inbound YPM sessions

Access lists from group pelicy and user policy always apply to the traffic,

CLI:

<#root>
ASA(config)#

webvpn

ASA(config-webvpn)#

enabl e outsi de

. (Optional) Create bookmarks for content.
Bookmarks allow the user to browse the internal resource URLS.

In order to create a bookmark, choose Configuration > Remote Access VPN > Clientless SSL VPN
Access > Portal > Bookmarks > Add.



’
Add Bookmark List

L= )

Bookmark List Mame: |MyBookmarks
Bookmark Title LRL Add
Edit
Delete
Mowve Up
Mowve Down
Find: (2) (2 [ Match Case
Lok | cencel |

L

Choose Add in order to add a specific bookmark.



Sookmark Titke: |Examale bookmarl]

LRL: :hlt.l 1-::.I'|' LB, O 7]

“reload Hage [Cphonall
Braload LRL: Lhtp r::,l'f 'd

Uit Time: | (saonnds)

Other S=ttings (Optional)
Subtithas

st e

|3 Place tis bookreark an the VPN homs poge

|~ Enable Smart Tunnel

Advaniced Optans *

I T

CLI:
It isimpossible to create bookmarks viathe CLI because they are created as XML files.
8. (Optional) Assign bookmarks to a specific group policy.

Choose Configuration > Remote Access VPN > Clientless SSL VPN Access > Group Policies >
Edit > Portal > Bookmark List.



Edit Intemal Groug Palicy: DAGrpPolicy

;-Eﬂ Syukmark List: My_Bockmarks > | Manege..,
I |'i'..MurE Dptians LRL Entry: i Enable ) Disaie
Fie Ancess Contral
Sl S=rver Enbry: & Enable (7 Disable
File S=ryver Browesing: & Enable (7 Disable
ridden Share Access: 7 Enstile @) Disaie
Fort Fowarding Control

| Awrto Applet Dovnlioad

Fart Forvwarding List :—Hnne = - Manage... ]

Applet Mame: Application Access
Emarl Turmel
Metvorks | o prre—
Smart Tunnel Palicy: | Manage...
Tunnel Option: |Use lunnel for all network traffc =
Seart Tunnel Application: | —Mene — v | Manege..,

[ 5mart Tunnel &l Applcations (This feabure only works with Windows platforms)

7] sk Stert

Aubs Sign-on Server: -—N\:ne - - ] Manage... |

Wiindows Domain Mame: {opsonal):

ALrto sgreom vaorks only with Internes Explorer on Windows disnt or in Firefox on any platfom.

Arteey Relay
Activelt Relay: &) Enable ) Disabie
Mnre Dprtiores
[ Eindd: | et P revios

Lok J[ coal [[ tew

CLI:

<#root>

ASA(config)#

group-policy DfltGpPolicy attributes

ASA(config-group-policy)#

webvpn

ASA(config-group-webvpn)#

url-list value My_Bookmarks

Verify

Once the WebV PN has been configured, use the address https://<FQDN of the ASA> in the browser.



T,
\;Ty Login

Please enter your username and password.

USERNAME:
PASSWORD:

Login

After login, you are able to see the address bar used to navigate to websites and the bookmarks.

Hpa e ciwe enmy'- D500+ porsal himl

m = “PN S=nlil:=

‘_-:l_;i} hizp:ll I"\-""l . Browse

L]
ol | Homs - | Vel Dockmerks
il Cisun welsils

?) Web Applicatlons =

l--_lj Browse Networks -

Troubleshoot

Procedures Used to Troubleshoot

To troubleshoot your configuration:

In ASDM, choose Monitoring > Logging > Real-time Log Viewer > View. When aclient connects to the
ASA, note the establishment of TLS session, selection of group policy, and successful authentication of the
user.



Device completed 551 handshake with dient outside: 10,229, 20, 77/51307 to 10.48.65, 179443 for TLSv 1.2 session

Device completed 551 handshake with dient outside: 10,229, 20, 7761306 to 10,483,566, 179/443 for TLSv 1.2 session

551 dient outside: 10, 229,20, 77/6 1307 to 10.45,66. 179443 request to resume previous session

Starting S5L handshake with dient outside: 10,229, 20, 77/61307 to 10, 48.66. 179443 for TLS session

551 dient outside: 10,229, 20, 77/61306 to 10.45,66. 179443 request to resume previous session

Startmg 551 handshake with cient outside: 10, 229,20, 77761306 to 10.48.66. 179443 for TLS seszion

Built inbound TCP connection 107 for outside: 10,229, 20, 7761307 (10,229, 20, 77/5 1207) to identity: 10, 48,66, 179/443 (10.43.55, 179/443)
Built inbound TCP connection 106 for outside: 10,229, 20, 77/61306 (10,229, 20, 77/6 1306) to identity: 10,48.66. 179/443 (10.48.66. 179/443)
Group <WEBVPN_Group_Policy = User <admin= [P <10.229,20, 77> Authentication: successful, Session Type: WebWPN,

Device selects trust-point ASA-self-sioned for dient outside: 10,229, 20.77/53047 o 10.43,66, 179/443

Group <WEBVPM_Group_Policy = Liser <admin > 1P <10.229, 20, 77 = WebVPN session started.

DaP: User admim, &ddr 10,225, 20.77, Connection Clientess: The folowng DAP records were selected for this connecton: DfitAccessPolcy
Al ransaction status ACCEPT @ user = admin

AAA retrieved default group policy (WEBVPM_Group Palicy) for user = admin

AAA user authentication Successful ; local database ; user = admin

Device completed S50 handshake with disnt autside: 10,229, 20, 77051304 to 10,483,566, 179/443 for TLSv 1. 2 session

Device completed S5L handshake with dient eutside: 10, 229, 20. 776 1303 o 10.48.66. 173/443 for TL5v 1, 2 session

CLI:

<#root>
ASA(config)#

| oggi ng buffered debuggi ng

ASA(config)#

show | oggi ng

In ASDM, choose Monitoring > VPN > VPN Statistics > Sessions > Filter by: Clientless SSL VPN.
Look for the new WebVPN session. Be sure to choose the WebVPN filter and click Filter. If aproblem
occurs, temporarily bypass the ASA device to ensure that clients can access the desired network resources.
Review the configuration steps listed in this document.

Fiter By: | Chentless S50 VPN ~ |~ Al Sessons - - || Filter
Usermame Group Policy Profooal Login Time Bytes Tx
TP Address Cannsction Prafie Encryplion Curalien Eybes Bx Cer Auth Int  Cer Auth Left

WEBVPMN_Group_Policy 104004 UTC Tue May 26 2015 63991
DefzultVEBVWPHGraup  (Jientess: [1JMES 128 0 2m: 50 166375

CLI:

<#root>

ASA(config)#

show vpn-sessi ondb webvpn

Session Type: WebVPN

Username : admin Index 3



PubTlic IP 1 10.229.20.77

Protocol : Clientless

License : AnyConnect Premium

Encryption : Clientless: (1)AES128 Hashing : ClientTless: (1)SHA256
Bytes Tx 1 72214 Bytes Rx 1 270241

Group Policy : WEBVPN_Group_Policy Tunnel Group : DefaultWEBVPNGroup
Login Time : 10:40:04 UTC Tue May 26 2015

Duration : Oh:05m:21s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0al516010000300055644d84
Security Grp : none

Commands Used to Troubleshoot

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands. Use the
OIT to view an analysis of show command output.

% Note: Refer to Important |nformation on Debug Commands before you use debug commands.

» show webvpn - There are many show commands associated with WebVPN. In
order to see the use of show commands in detail, see the command reference
section of the Cisco Security Appliance.

» debug webvpn - The use of debug commands can adversely impact the ASA. In
order to see the use of debug commands in more detail, see the command reference
section of the Cisco Security Appliance.

Common Problems

Usear Cannot Log In

Problem

The message "Clientless (browser) SSL VPN accessis hot allowed.” appears in the browser after an
unsuccessful login attempt. The AnyConnect Premium license is not installed on the ASA or it isnot in use
as shown by "Premium AnyConnect license is not enabled on the ASA."

Solution

Enable the Premium AnyConnect license with these commands:

<#root>

ASA(config)#

webvpn

ASA(config-webvpn)#

no anyconnect -essential s


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

Problem

The message "L ogin failed" appears in the browser after an unsuccessful login attempt. The AnyConnect
license limit has been exceeded.

Solution

L ook for this message in the logs:

%ASA-4-716023: Group <DfT1tGrpPolicy> User <cisco> IP <192.168.1.100>
Session could not be established: session 1limit of 2 reached.

Also, verify your license limit:

<#froot>

ASA(config)#

show version | include Prem um

AnyConnect Premium Peers 12 perpetual
Problem

The message "AnyConnect is not enabled on the VPN server" appears in the browser after an unsuccessful
login attempt. Clientless VPN protocol is not enabled in the group-policy.

Solution

Look for this message in the logs:

%ASA-6-716002: Group <Df1tGrpPolicy> User <cisco> IP <192.168.1.100>
WebVPN session terminated: Client type not supported.

Make sure that Clientless VPN protocol is enabled for the desired group-policy:

ASA(config)# show run all group-policy | include vpn-tunnel-protocol
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-clientless

Unableto Connect More Than Three WebVPN Userstothe ASA

Problem

Only three WebV PN clients can connect to the ASA. The connection for the fourth client fails.



Solution
In most cases, thisissue is related to a simultaneous login parameter within the group policy. Use this

illustration in order to configure the desired number of simultaneous logins. In this example, the desired
valueis 20.

<#root>
ASA(config)#

group-policy Cisco attributes

ASA(config-group-policy)#

vpn-si mul t aneous- 1 ogi ns 20

WebVPN Clients Cannot Hit Bookmarksand is Grayed Out

Problem

If these bookmarks were configured for usersto sign in to the clientless VPN, but on the home screen under
"Web Applications’ they show up as grayed out, how can | enable these HTTP links so that the users are
ableto click them and go into the particular URL?

Solution

Verify that the ASA can resolve the websites through DNS. Try to ping the websites by name. If the ASA
cannot resolve the name, the link is grayed out. If the DNS servers are internal to your network, configure
the DNS domain-lookup private interface.

Citrix Connection Through WebVPN

Problem
The error message "the ica client received a corrupt icafile." occursfor Citrix over WebVPN.
Solution

If you use the secure gateway mode for Citrix connection through WebV PN, the ICA file can corrupt.
Because the ASA is not compatible with this mode of operation, create a new |CA file in the Direct Mode
(non-secure mode).

How to Avoid the Need for a Second Authentication for the Users

Problem

When you access CIFS links on the clientless WebV PN portal, you are prompted for credentials after you
click the bookmark. Lightweight Directory Access Protocol (LDAP) is used in order to authenticate both the
resources and the users already have entered LDAP credentialsto log in to the VPN session.

Solution

Y ou can use the auto-signon feature in this case. Under the specific group-policy used and under its



WebVPN attributes, configure this:

<#root>

ASA(config)#

group- policy WEBVPN G oup_Policy attributes

ASA(config-group-policy)#

webvpn
ASA(config-group-webvpn)#

auto-signon allow uri cifs://X X X. X/'* auth-type al

where x.x.Xx.x=IP of the CIFS server and *=rest of the path to reach the sharefile/folder in question.

An example configuration snippet is shown here:

<#root>

ASA(config)#

group-policy ExanplePolicy attributes

ASA(config-group-policy)#

webvpn

ASA(config-group-webvpn)#

aut o- si gnon all ow uri

https://*.example..com/* auth-type all

For more information about this, see Configure SSO with HTTP Basic or NTLM Authentication.

Related | nfor mation

« ASA: Smart Tunnel with ASDM Configuration Example
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