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Introduction

This document describes IOS PKI Server and client functionalities in detail. It addresses 10S PKI
initial design and deployment considerations.

PKI Infrastructure

e Root Certificate Authority (Root CA)

Subordinate Certificate Authority (Sub CA)

Registration Authority (RA)

PKI Clients

Certificate Authority

Certificate Authority (CA), also referred to as PKI Server throughout the document, is a trusted
entity that issues certificates. PKI is based on trust, and trust-hierarchy starts at Root Certificate



Authority (Root-CA). Because the Root-CA is at the top of the hierarchy, it has a self-signed
certificate.

Subordinate Certificate Authority

In PKI Trust-hierarchy all the certificate authorities below Root are known as Subordinate
Certificate Authorities (Sub-CA). Evidently, a Sub-CA certificate is issued by the CA, which is one
level above.

PKI imposes no limit on the number of Sub-CAs in a given hierarchy. However, in an enterprise
deployment with more than 3 levels of certificate authorities may become difficult to manage.

Registration Authority

PKI defines a special certificate authority known as Registration Authority (RA), which is
responsible for authorizing the PKI clients from enrolling to a given Sub-CA or Root-CA. RA does
not issue certificates to PKI clients, instead it decides which PKI-Client can or cannot be issued a
certificate by the Sub-CA or the Root-CA.

The main role of an RA is to offload basic client certificate request validation from the CA, and

protect the CA from direct exposure to the clients. This way, RA stands between the PKI clients
and the CA, thus protecting the CA from any kind of denial of service attacks.

PKI Client

Any device requesting for a certificate based on a resident public-private key-pair to prove its
identity to other devices is known as a PKI client.

A PKI client must be capable of generating or storing a a public-private key-pair such as RSA or
DSA or ECDSA.

A certificate is a proof of identity and validity of a given public-key, provided the corresponding
private-key exists on the device.

|IOS PKI Server

Table 1. I0S PKI Server Feature evolution
|IOS [ISR-G1, ISR-  10S-XE [ASRIK,

Feature G2] ISRAK]

IOS CA/PKI Server 12.3(4)T XE 3.14.0/15.5(1)S

I0S PKI Server

Certificate Rollover 12.4(1)T XE 3.14.0/15.5(1)S
NA [Implicit Inter-RP

I0OS PKI HA 15.0(1)M Redundancy is

available]
rd
IOS RA for 3 15.1(3)T XE 3.14.0 / 15.5(1)S

Party CA

Before getting into PKI Server configuration, the administrator must understand these core
concepts.



Authoritative Source of Time

One of the foundations of PKI infrastructure is Time. The system clock defines whether a
certificate is valid or not. Hence, in 10S, the clock must be made authoritative or trustworthy.
Without an authoritative source of time, PKI server may not function as expected, and it is highly
recommended to make the clock on IOS authoritative using these methods:

NTP (Network Time Protocol)

Synchronising the system clock with a Time Server is the only true way of making the system
clock trustworthy. An I0OS Router can be configured as an NTP client to a well-known and stable
NTP server in the network:

configure term na

ntp server <NTP Server |P address>
ntp source <source interface nane>
nt p updat e- cal endar

Il optional, if the NTP Server requires the clients to authenticate thensel ves
ntp authenticate
ntp aut hentication-key 1 nd5 <key>

Il optionally an access-list can be configured to restrict tine-updates froma specifc NTP
server

access-list 1 permit <NTP Server |P address>

ntp access-group peer 1

IOS can also be configured as an NTP server, which will mark the local system clock as
authoritative. In small-scale PKI deployment, the PKI server can be configured as an NTP server
for its PKI clients:

configure term na
ntp master <stratum nunber>

Il optionally, NTP authentication can be enforced
ntp aut henticate

ntp authentication-key 1 nd5 <key-1>

ntp aut hentication-key 2 nd5 <key-2>

ntp aut hentication-key 2 nd5 <key-2>

ntp trusted-key 1 - 3

Il optinally, an access-list can be configured to restrict NTP clients

'l first allowthe local router to synchronize with the local tine-server
access-list 1 permt 127.127.7.1

ntp access-group peer 1

Il define an access-list to which the local tine-server will serve tinme-synchronization services
access-list 2 permit <NTP-dient-I|P>
ntp access-group serve-only 2

Marking Hardware clock as trusted

In 10S, the hardware clock can be marked as authoritative using:



config term nal
cl ock cal endar-valid

This can be configured along with NTP, and the key reason for doing this is to keep the system
clock authoritative when a router reloads, for example due to a power outage, and the NTP
servers are not reachable. At this stage, PKI timers will stop functioning, which in turn leads to
Certificate Renewal/Rollover failures. clock calendar-valid acts as a safeguard in such situations.

While configuring this, it is key to understand that the system clock will go out of sync if the system
battery dies, and PKI will start trusting an out-of-sync clock. However, it is relatively safer to
configure this, than not having an authoritative source of time at all.

Note: clock calendar-valid command was added in I0S-XE version XE 3.10.0 / 15.3(3)S
onward.

Hostname and Domain Name

It is recommended to configure a hostname and a domain-name on Cisco 10S as one of the first
steps before configuring any PKI related services. The Router hostname and domain-name are
used in the following scenarios:

- Default RSA key-pair name is derived by combining the hostname and the domain-name
- When enrolling for a certificate, default subject-name consists of hostname attribute and an
unstructured-name, which is hostname and domain-name put together.

As for PKI Server, hostname and domain-name are not used:

- Default key-pair name will be the same as that of the PKI server name
- Default Subject-name consists of CN, which is the same as that of the PKI server name.
General recommendation is to configure an appropriate hostname and a domain-name.

config term nal
host nane <string>
ip domai n name <domai n>

HTTP Server

IOS PKI Server is enabled only if HTTP Server is enabled. It is important to note that, if the PKI
server is disabled due to HTTP server being disabled, it can continue to grant offline requests [via
terminal]. HTTP Server capability is required to process SCEP requests, and send out SCEP
responses.

IOS HTTP Server is enabled using:

ip http server

And the default HTTP server port can be changed from 80 to any valid port number using:

ip http port 8080



HTTP Max-connection

One of the bottlenecks, while deploying 10S as PKI server using SCEP is Maximum concurrent
HTTP connections and average HTTP connections per minute.

Currently, the maximum concurrent connections on an I0S HTTP Server is limited to 5 by default
and can be increased to 16, which is highly recommended in a medium scale deployment:

ip http max-connections 16
This 10S installations allow maximum concurrent HTTP connections up to 1000:

- UniversalK9 10S with uck9 license-set
The CLI is automatically changed to accept a numerical argument between 1 to 1000

ip http max-connections 1000

IOS HTTP server allows 80 connections per minute [580 in the case of IOS releases where Max
HTTP concurrent sessions can be increased to 1000] and when this limit is reached within a
minute, IOS HTTP listener starts throttling the incoming HTTP connections by shutting down the
listener for 15 seconds. This leads to client connection requests being dropped due to TCP
connection queue limit reached. More information on this can be found here

RSA Key-pair

RSA key-pair for PKI Server functionality on IOS can be auto-generated or manually generated.
While configuring a PKI Server, 10S automatically creates a Trustpoint by the same name as the
PKI Server in order to store the PKI Server certificate.

Manually generating PKI Server RSA Key-pair:

Step 1. Create an RSA Key-pair with the same name as that of the PKI Server:

crypto key generate rsa general -keys | abel <LABEL> nodul us 2048

Step 2. Before enabling the PKI Server, modify the PKI Server Trustpoint:

crypto pki trustpoint <PKl-SERVER- Nanme>
rsakeypair <LABEL>

Note: RSA Key-pair modulus value mentioned under the PKI Server trustpoint is not taken
into consideration until IOS ver 15.4(3)M4, and this is a known caveat. The default key
modulus is 1024 bits.

Auto-generating PKI Server RSA Key-pair:

When enabling the PKI Server, I0S automatically generates an RSA key-pair with the same name
as that of the PKI Server, and the key modulus size is 1024 bits.


https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/118734-probsol-ca-00.html

Starting 10S ver 15.4(3)M5, this configuration creates an RSA key-pair with <LABEL> as the name
and the key-strength will be as per the defined <MOD> modulus.

crypto pki trustpoint <PKl-SERVER- Nane>
rsakeypai r <LABEL> <MOD>

Spoiler
CSCuu73408 10S PKI server should allow for non-default key size for rollover cert.
CSCuu73408 10S PKI server should allow for non-default key size for rollover cert.

Current industry standard is to use a minimum of 2048 bits RSA key-pair.

Auto-rollover timer consideration

Currently, 10S PKI Server does not generate a rollover certificate by default, and it has to be
explicitly enabled under the PKI server using auto-rollover <days-before-expiry> command.
More on Certificate rollover is explained in

This command specifies how many days before the PKI Server/CA certificate expiry should the
IOS create a rollover CA certificate. Note that the rollover CA certificate is activated once the
current active CA certificate expires. The default value currently is 30 days. This value should be
set to a reasonable value depending on the CA certificate lifetime, and this in turn influences the
auto-enroll timer configuration on the PKI client.

Note: Auto-rollover timer should always trigger prior to auto-enroll timer on the client during
CA and Client certificate rollover [known as ]

CRL considerations

IOS PKI infrastructure supports two ways of distributing CRL:

Publish the CRL to an HTTP Server

IOS PKI Server can be configured to publish the CRL file to a specific location on an HTTP Server
using this command under the PKI Server:

crypto pki server <PKI-SERVER- Nane>
dat abase crl publish <URL>

And the PKI server can be configured to embed this CRL location into all the PKI client certificates
using this command under the PKI Server:

crypto pki server <PKI-SERVER- Nane>
cdp-url <CRL file | ocation>

SCEP GetCRL Method

IOS PKI Server automatically stores the CRL file at the specific database location, which by
default is nvram, and is highly recommended to keep a copy on an SCP/FTP/TFTP server using


https://techzone.cisco.com/#
https://tools.cisco.com/bugsearch/bug/CSCuu73408

this command under the PKI Server:

crypto pki server <PKI-SERVER- Nanme>
dat abase url <URL>

or

dat abase crl <URL>

By default, IOS PKI Server does not embed the CDP location into the PKI client certificates. If the
IOS PKI clients are configured to perform revocation check, but the certificate being validated
does not have a CDP embedded in it, and the validating CA trustpoint is configured with the CA
location (using http://<CA-Server-IP or FQDN>), IOS falls back to SCEP based GetCRL method
by default.

SCEP GetCRL performs CRL retrieval by executing HTTP GET on this URL:

http:://<CA-Server-| P/ FQDN>/ cgi - bi n/ pki cl i ent. exe?operati on=CGet CRL

Note: In IOS CLI, prior to entering ?, press Ctrl + V key-sequence.

IOS PKI Server can also embed this URL as the CDP location. The advantage of doing this is two-
fold:

- It ensures that all non-10S SCEP based PKI clients can perform CRL retrieval.

- Without an embedded CDP, 10S SCEP GetCRL request messages are signed (using a
temporary self-signed certificate) as defined in the SCEP draft. However, CRL retrieval
requests need not be signed, and by embedding the CDP URL for GetCRL method, signing
the CRL requests can be avoided.

Lifetime of CRL

IOS PKI Server's CRL lifetime can be controlled using this command under the PKI Server:

crypto pki server <PKI-SERVER- Nane>
lifetine crl <0 - 360>

The value is in hours. By default the lifetime of the CRL is set to 6 hours. Depending on how
frequently the certificates are revoked, tuning CRL lifetime to an optimum value increases the CRL
retrieval performance in the network.

Database considerations

IOS PKI Server uses nvram as the default database location, and it is highly recommended to use
an FTP or TFTP or SCP server as the database location. By default, IOS PKI Server creates two
files:

- <Server-Name>.ser — This contains the last serial number issued by the CA in hex. The file is
in plain-text format, and it contains this information:
db_version =1
last_serial = Ox4



- <Server-Name>.crl — This is the DER encoded CRL file published by the CA

IOS PKI Server stores information in the database at 3 configurable levels:

- Minimum — This is the default level, and at this level no file is created in the database, and
hence no information is available on the CA server regarding the client certificates granted in
the past.

- Names — At this level I0S PKI server creates a file named <Serial-Number>.cnm for each
client certificate issued, where the name <Serial-Number> refers to the serial number of the
issued client certificate And this cnm file contains subject-name and the expiry date of the
client certificate.

- Complete — At this level, I0OS PKI Server creates two files for each client certificate issued:

. <Serial-Number>.cnm

. <Serial-Number>.crt

here, the crt file is the client certificate file, which is DER encoded.

These points are important:

- Before issuing a client certificate, IOS PKI Server refers to <Server-Name>.ser to determine
and derive the Serial number of the certificate.

- With Database level set to Names or Complete, <Serial-Number>.cnm and <Serial-
Number>.crt need to be written to the database before sending the granted/issued certificate
to the client

- With database url set to Names or Complete, the database URL must have enough space to
save the files. Hence the recommendation is to configure an external file server [FTP or TFTP
or SCP] as the database URL.

- With External Database URL configured, it is absolutely necessary to make sure that the file
server is reachable during certificate grant process, which otherwise would mark the CA
Server as disabled. And manual intervention is required to bring the CA server back online.

Database archive

While deploying a PKI Server, it is important to consider the failure scenarios and be prepared,
should there be a hadrware failure. There are two ways to achieve this:

1. Redundancy
In this case, two devices or processing units act as Active-Standby to provide redundancy.
IOS PKI Server highavailability can be achieved using two HSRP enabled ISR Routers [ISR
G1 and ISR G2] as explained in

IOS XE based systems [ISR4K and ASR1Kk] do not have device-redundancy option available.
However, in ASR1k Inter-RP redundancy is available by default.

2. Archiving CA Server key-pair and files
IOS provides a facility to archive the PKI Server Key-pair and the certificate. Archiving can be
done using two types of files:
PEM - 10S creates PEM formatted files to store RSA Public Key, Encrypted RSA Private



Key, CA Server certificate. Rollover Key-pair and certificates are automatically
archivedPKCS12 - 10S creates a single PKCS12 file containing the CA Server certificate and
the corresponding RSA Private Key encrypted using a password.

Database archiving can be enabled using this command under the PKI Server:

crypto pki server <PKI-SERVER- Nane>
dat abase archive {pkcsl12 | pen} password <password>

It is also possible to store the archived files to a separate server, possibly using a secure protocol
(SCP) using the following command under the PKI Server:

crypto pki server <PKI-SERVER- Nane>
dat abase url {pl2 | pem} <URL>

Of all the files in the database except for the archived files and the .Ser file, all other files are in
clear text and pose no real threat if lost, and hence can be stored on a seperate server without
incurring much overhead while writing the files, for example a TFTP Server.

IOS as Sub-CA

IOS PKI Server by default takes up the role of a Root CA. To configure a subordinate PKI server
(Sub-CA), first enable this command under the PKI Server configuration section (before enabling
the PKI Server):

crypto pki server <Sub- PKl - SERVER- Nanme>
node sub-cs

Using this configure the Root-CA's URL under the PKI Server's trustpoint:

crypto pki trustpoi nt <Sub- PKI - SERVER- Nane>
enrol | ment url <Root-CA URL>

Enabling this PKI Server now triggers these events:

- PKI Server trustpoint is authenticated in order to install the Root-CA certificate.
- After the Root-CA is authenticated, 10S generates a CSR for the Subordinate-CA [x509 basic
constraint containing CA:TRUE flag] and sends it to the Root-CA

Irrespective of the grant mode configured on the Root-CA, I0S puts the CA (or RA) certificate
requests into pending queue. An administrator has to manually grant the CA certificates.
To view the pending certificate request and the request-id:

show crypto pki server <Server-Nane> requests

To grant the request:

crypto pki server <Server-Nane> grant <request-id>
- Using this, subsequent SCEP POLL (GetCertlnitial) operation downloads the Sub-CA
certificate and installs it on the router, which enables the Subordinate PKI Server

IOS as RA

IOs PKI Server can be configured as a Registration Authority to a given Subordinate or Root CA.
To configure the PKI Server as a registration authority, first enable this command under the PKI
Server configuration section (before enabling the PKI Server):

crypto pki server <RA- SERVER- Nane>



nmode ra
Following this, configure the CA's URL under the PKI Server's trustpoint. This indicates which CA
is protected by the RA:

crypto pki trustpoint <RA- SERVER- Nane>

enrol I ment url <CA URL>

subj ect - name CN=<Comon Nanme>, OU=i oscs RA, OU=TAC, O=Ci sco
A Registration Authority does not issue certificates, hence the issuer-name configuration under
the RA is not required, and is not effective even if it is configured. The subject-name of an RA is
configured under the RA trustpoint using subject-name command. It is important to configure OU
=ioscs RA as part of the subject-name in order for the IOS CA to identify the IOS RA i.e. to
identify the certificate requests authorized by the 10S RA.

IOS can act as a Registration Authority to 3rd Party CAs such as Microsoft CA, and in order to
stay compatible the 10S RA has to be enabled using this command under the PKI Server
configuration section (before enabling the PKI Server):

nmode ra tr anspar ent
In default RA mode, 10S signs the client requests [PKCS#10] using the RA certificate. This
operation indicates the 10S PKI Server that the certificate request has been authorized by an RA.

With transparent RA mode, 10S forwards the client requests in their original format without
introducing the RA certificate, and this is compatible with Microsoft CA as a well known example.

|IOS PKI Client

One of the most important configuration entity in IOS PKI Client is a Trustpoint. The trustpoint
configuration parameters are explained in detail in this section.

Authoritative Source of Time

As pointed out earlier, authoritative source of time is a requirement on the PKI client as well. I0OS
PKI client can be configured as an NTP client using these configuration:

configure term na

ntp server <NTP Server |P address>
ntp source <source interface nane>
ntp updat e-cal endar

Il optional, if the NTP Server requires the clients to authenticate thensel ves
ntp aut henticate
ntp aut hentication-key 1 nd5 <key>

Il Optionally an access-list can be configured to restrict tine-updates froma specifc NTP
server

access-list 1 permit <NTP Server |P address>

ntp access-group peer 1

Hostname and Domain Name

A general recommendation is to configure a hostname and a domain-name on the Router:

configure term na
host nane <string>
ip domai n namre <domai n>



RSA Key-Pair

In IOS PKI Client, RSA Key-pair for a given trustpoint enroliment can either be automatically
generated or manually generated.

Automatic RSA key generation process involves the following:

- 10S by default creates 512 bit RSA Key-pair
- The automatically generated key-pair name is hostname.domain-name, which is the device
hostname combined with the device domain-name
- The auto-generated key-pair is not marked as exportable.
Automatic RSA key generation process involves the following:

- Optionally, a general purpose RSA Key-pair of a suitable strength can be manually generated
using:

- crypto key generate rsa general -keys | abel <LABEL> nodul us < MOD> [exportabl e] Here, LABEL
- the RSA key-pair name

MOD - RSA key modulus or strength in bits between 360 till 4096, which is traditionally

512, 1024, 2048 or 4096.
The advantage of manually generating the RSA key-pair is the ability to mark the key-pair as
exportable, which in turn allows for the identity certificate to be completely exported, which
can then be restored on another device. However, one should understand the security
implications of this action.

- An RSA key-pair is linked to a trustpoint before enroliment using this command

crypto pki trustpoint M3V
rsakeypair <LABEL> [<MOD> <MoD>] Here, if an RSA Key-pair named <LABEL> already exists,
then it is picked up during trustpoint enrollment.

If an RSA Key-pair named <LABEL> does not exist, then one of the following action is
executed during the enroliment:

- If no <MOD> argument is passed, then a 512 bits key-pair named <LABEL> is
generated.

- if one <MOD> argument is passed, then a <MOD> bits general purpose key-pair
named <LABEL> is generated

- if two <MOD> arguments are passed, then one <MOD?> bits signature key-pair and
one <MOD> bits encryption key-pair, both named <LABEL> are generated

Trustpoint

A trustpoint is an abstract container to hold a certificate in 10S. A single trustpoint is capable of
storing two active certificates at any given time:

- A CA certificate - Loading a CA certificate into a given trustpoint is known as trustpoint
authentication process.
- An ID certificate issued by the CA - Loading or Importing an ID certificate into a given
trustpoint is known as trustpoint enrollment process.
A trustpoint configuration is known as a trust policy, and this defines that:



- Which CA certificate is loaded in the trustpoint?

- Which CA does the trustpoint enroll to?

- How does the 10S enroll the trustpoint?

- How a certificate issued by the given CA [loaded in the trustpoint] is validated?
Main components of a trustpoint are explained here.

Enrollment Mode

A trustpoint enroliment mode, which also defines the trustpoint authentication mode, can be
performed via 3 main methods:

1. Terminal Enrollment - manual method of performing trustpoint authentication and certificate
enrolment using copy-paste in the CLI terminal.

2. SCEP Enrollment - Trustpoint authentication and enrollment using SCEP over HTTP.

3. Enrollment Profile - Here, authentication and enroliment methods are defined separately.
Along with terminal and SCEP enrollment methods, enrollment profiles provide an option to
specify HTTP/TFTP commands to perform file retrieval from the Server, which is defined
using an authentication or enroliment url under the profile.

Source Interface and VRF

Trustpoint authentication and enrolment over HTTP (SCEP) or TFTP (Enroliment Profile) uses the
IOS file-system to perform file i/0 operations. These packet exchanges can be sourced from a
specific source interface and a VRF.

In case of classic trustpoint configuration, this functionality is enabled using source interface and
vrf sub-commands under the trustpoint.

In case of enrollment profiles, source interface and enroliment | authentication url
<http/tftp://Server-location> vrf <vrf-name> commands provide the same functionality.

Example configuration:

vrf definition MaMI
rd 1:1

address-fam |y ipv4
exit-address-famly

crypto pki trustpoint MAVT
source interface Ethernet0/0
vrf MAMT

or

crypto pki profile enroll ment MAMI- Prof
enrol I ment url http://10.1.1.1:80 vrf MGMI
source-interface Ethernet0/0

crypto pki trustpoint MAMI

enrol | ment profile M3AMI-Prof

Automatic Certificate Enrollment and Renewal

IOS PKI Client can be configured to perform automatic enroliment and renewal using this
command under the PKI trustpoint section:



crypto pki trustpoint MAMVT
aut o-enrol | <percentage> <regenerate>

Here, auto-enroll <percentage> [regenerate] command states that IOS should perform
certificate renewal at exactly 80% of the current certificate’s lifetime.

The keyword regenerate states that 10S should regenerate the RSA key-pair known as shadow
key-pair during every certificate renewal operation.

This is the automatic enrollment behavior:

- The moment auto-enroll is configured, if the trustpoint is authenticated, 10S will perform an
automatic enrollment to the server located at the URL mentioned as part of enrollment url
command under the PKI trustpoint section or under the enroliment profile.

- The moment a trustpoint is enrolled with a PKI Server or a CA, a RENEW or a SHADOW
timer is initialised on the PKI client based on the auto-enroll percentage of the current identity
certificate installed under the trustpoint. This timer is visible under show crypto pki timer
command. More on the timer fuctions refer to

- Renewal capability support comes from the PKI Server. More on this in
IOS PKI Client performs two types of renewal:

Implicit Renewal: If the PKI server does not send "Renewal” as a supported capability, IOS
performs an initial enrollment at the defined auto-enroll percentage. i.e. I0S uses a self-signed
certificate to sign the renewal request.Explicit Renewal: When the PKI Server supports PKI
client certificate renewal feature, it advertises "Renewal" as a supported capability. IOS takes
this capability into consideration during the certificate renewal i.e. IOS uses the current active
identity certificate to sign the renewal certificate request.

Care should be taken while configuring auto-enroll percentage. On any given PKI client in the

deployment, if a condition arises where the identity certificate expires at the same time as the

issuing CA certificate, then the auto-enroll value should always trigger the [shadow] renewal

operation after the CA has created the rollover certificate. Refer to PKI Timer dependencies
section in

Certificate Revocation-check

An authenticated PKI trustpoint i.e. a PKI trustpoint containing a CA certificate is capable of
performing certificate validation during an IKE or SSL negotiation, where the Peer certificate is
subjected to a thorough certificate validation. One of the validation methods is to check the peer
certificate revocation status using one of the following two methods:

- Certificate Revocation List (CRL) - This is a file containing the Serial numbers of the
certificates revoked by a given CA. This file is signed using the issuing CA certificate. CRL
method involves downloading the CRL file using HTTP or LDAP.

- Online Certificate Status Protocol (OCSP) - 10S establishes communication channel with an
entity called as OCSP Responder, which is a designated Server by the Issuing CA. A Client
such as I0S sends a request containing the serial number of the certificate is being validated.
The OCSP responder responds with the revocation status of the given serial number. The
communication channel could be established using any supported application/transport
protocol, which usually is HTTP.



Revocation check can be defined using these command under the PKI trustpoint section:

crypto pki trustpoint MAVI
revocation-check crl ocsp none

By default, a trustpoint is configured to perform revocation check using crl.

The methods can be re-ordered, and the revocation status check is performed in the defined
order. The method "none" bypasses the revocation-check.

CRL cache

With CRL based revocation-check, every certificate validation may trigger a fresh CRL file
download. And as the CRL file gets bigger or if the CRL distribution point (CDP) is farther away,
downloading the file during every validation process hampers the performance of the protocol
dependent on certificate validation. Hence, CRL caching is performed to improve the performance,
and caching the CRL takes the CRL validity into consideration.

CRL validity is defined using two time parameters: LastUpdate, which is the last time the CRL
was published by the issuing CA, and NextUpdate, which is the time is the future when a new
version of CRL file is published by the issuing CA.

IOS caches every downloaded CRL for as long as the CRL is valid. However, under certain
circumstances such as the CDP not being reachable temporarily, it may be necessary to retain the
CRL in the cache for an extended period of time. In IOS a cached CRL can retained for as long as
24 hours after the CRL validity expires, and this can be configured using this command under the
PKI trustpoint section:

crypto pki trustpoint MAVT
crl cache extend <0 - 1440>
I'l here the value is in mnutes

Under certain circumstances such as an issuing CA revoking certificates within the CRL validity
period, IOS can confiugured to delete the cache more frequently. By deleting the CRL
prematurely, IOS is forced to download the CRL more frequently to keep the CRL cache up-to-
date. This configuration option is available under the PKI trustpoint section:

crypto pki trustpoint MAVI
crl cache del ete-after <1-43200>
Il here the value is in mnutes

And finally, 10S can be configured to not cache the CRL file using this command under the PKI
trustpoint section:

crypto pki trustpoint MAVT
crl cache none

Recommended Configuration

A typical CA deployment with Root-CA and a Sub-CA configuration is as below. The example also
includes a Sub-CA configuration protected by an RA.

With 2048 bits RSA Key-pair across the board, this example recommends a setup where:
Root-CA has a lifetime of 8 years

Sub-CA has a lifetime of 3 years

Client certificates are issued for a year, which are configred to request for a certificate renewal,



automatically.

ROOT CA - Configuration

crypto pki server ROOTCA

dat abase | evel conplete

dat abase archi ve pkcsl12 password pl2password

i ssuer - name CN=Root CA, OU=TAC, O=Ci sco

lifetinme crl 120

lifetine certificate 1095

lifetinme ca-certificate 2920

grant auto rollover ca-cert

auto-rol |l over 85

dat abase url ftp:://10.1.1.1/ CA ROOT/

dat abase url crl ftp:://10.1.1.1/ CA ROOT/

dat abase url crl publish ftp:://10.1.1.1/ WWV CRL/ ROOT/
cdp-url http://10.1. 1.1/ WW CRL/ ROOT/ ROOTCA. cr |

SUBCA without RA - Configuration

crypto pki server SUBCA

dat abase | evel conplete

dat abase archive pkcsl2 password pl2password
i ssuer - name CN=SubCA, OU=TAC, O=Ci sco

lifetine crl 12

lifetine certificate 365

grant auto SUBCA

aut o-rol | over 85

dat abase url ftp:://10.1.1.1/ CA SUB/

dat abase url crl ftp:://10.1.1.1/ CA SUB/

dat abase url crl publish ftp:://10.1.1. 1/ WWV CRL/ SUB/
cdp-url http://10.1.1.1/ WWV CRL/ SUB/ SUBCA. cr |
node sub-cs

crypto pki trustpoint SUBCA
revocation-check crl

rsakeypai r SUBCA 2048

enrol Il ment url http://172.16.1.1

SUBCA with RA - Configuration

crypto pki server SUBCA
dat abase | evel conplete
dat abase archive pkcsl2 password pl2password
i ssuer - name CN=SubCA, OU=TAC, O=Ci sco
lifetinme crl 12
lifetine certificate 365
grant ra-auto
grant auto rollover ra-cert
aut o-rol | over 85
dat abase url ftp:://10.1.1.1/ CA SUB/
dat abase url crl ftp:://10.1.1.1/ CA SUB/
dat abase url crl publish ftp:://10.1.1. 1/ WWV CRL/ SUB/
cdp-url http://10.1.1.1/ WWV CRL/ SUB/ SUBCA. cr |
node sub-cs

crypto pki trustpoint SUBCA
revocation-check crl

rsakeypai r SUBCA 2048

enrol Il ment url http://172.16.1.1



RA for SUBCA - Configuration

crypto pki server RA-FOR- SUBCA

dat abase | evel conplete

dat abase archive pkcsl1l2 password pl2password
node ra

grant auto RA-FOR- SUBCA

auto-rol | over 85

dat abase url ftp:://10.1.1. 1/ CA RAASUB/

crypto pki trustpoint RA- FOR- SUBCA

enrol Il ment url http://172.16.1.2:80

password Chal | engePWL23

subj ect - name CN=RA, OU=i oscs RA, OU=TAC, O=Ci sco
revocati on-check crl

rsakeypair RA 2048

Certificate Enrollment

Manual Enrollment

Manual enrollment involves offline CSR generation on the PKI client, which is manually copied
over to the CA. Administrator manually signs the request, which is then imported into the client.

PKI Client

PKI Client configuration:

crypto pki trustpoint MAVI

enrol I ment term nal

seri al - nunber

i p-address none

password Chal | engePWL.23

subj ect - nane CN=PKI - d i ent, O=MAMI, OU=TAC, O=Ci sco
revocation-check crl

rsakeypair PKI - Key

Step 1. First authenticate the Trustpoint (this can also be performed after step 2).

crypto pki authenticate M3V
Il paste the CA, in this case the SUBCA certificate in pemformt and enter “quit” at the end

inaline by itself] PKI-Cient-1(config)# crypto pki authenticate M3V

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit” on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | DODCCAI CgAw BAgl BAj ANBgkghki G3w0BAQUFADAY MUAWDAYDVQRKEWDaXNj

bz EMVA0 GA1 UECX MDVEF DMBWDQYDVQQDEWZ Sh290Q0 EwHhc NMTUx MDE4AM AOM | 3
WhcNMTgx MDE3M AOM | 3W AuMAWDAYDVQRKEWDaXN] bz EMVA0 GALUECX MDVEFD
MAWDAYDVQQDEWVTA W DQTCCASI wbDQYJKoZI hvc NAQEBBQADgg EPADCCAQoCggEB
AJ7hKmBf Do/ GOQAEYY/ 1pt pg28Dej UEOZI Dor DKADP2vKf RI Okal SnCs2PI e01i p
7pHFur FVUx/ p8t eMCkmvnbr SBf y Ur WW9Yf Qe GOELb4d3dSW4j Gakmb MBI NRk O7 HP
s+l WTuJSeUZxov6DPa92Y/ 6HLay X151 q8ZL+KwmA90S5NeTi 1t Bbr cc3Hgq8V2 Ay
879nDDCOgDOs QU Kt c7E/ | A7SBj owl nt a6FUxzgJ5ye5MynRf RYAH+c4qZJIxwHTc
/tSnj i QJl M7rX5dt ehU/ XPEEEbs78peXOOFyzAbhCQt CRBVTnhc8WN j q84xu8Cej 7



LbXGBKI HSPOuDe 32 CVOno EUCAWEAAaNG MFAWDWYDVROTAQH BAUWAWEB/ z ALBgNV
HQB EBAMCAYYWHWYDVROj BBgwFoAU+oNBdI j 9nj pi e@@Z7v79JhKnL68WHQYDVROO
BBYEFFOv8xt HRoj MilJ650Q2PFBeD50H MAOGCSqGSI h3DQEBBQUAA4I BAQAZ/ WBP
Wjs4vu@j CnVEOV1PVQe/ VNS54P/ f pr QRel ceawi BCHA3DOSRgHqUWI Ul qBLv4sD
@BegnyTnS576C8YC/ j N7Vbl 30hf 6RAqP7CWIBEf 9sWPRC/ +Oy6e8Ai nr K+sVd2dp/
LLDWoBhS2bQFLW yRvCIFgycz XRdF+r hKTKeEVXGs 7C/ YK/ 9z+/ 00r VSGZAS+v
aPpzZW o0C3459t 51t 8Y3i E6G j BvnyxBwMf 01/ 5gCu6Mszi 7X/ kXdnggNf T5bBBnv
yj WE2ZS8Ns HAhwDZprDJ gx4ghr Hebw3i UmtpK9f ceZ/ HTYasxt cr 4NUvvxwXc 60y
Wt pg3g2Xf G-qFB
----- END CERTI FI CATE- - - - -
quit
Trustpoint 'MaGMI' is a subordinate CA and holds a non self signed cert
Certificate has the followi ng attributes:
Fi ngerprint MD5: DBEGAFAC 9E1C3697 01C5466B 78EODFE3
Fi ngerprint SHAl: EAD41B32 BB37BCl1 6EOFBC13 41701BFE 200DCAG6E

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully inported

Step 2. Generate Certificate Signing request and Take the CSR to the CA and get the granted
certificat:

PKI-Cient-1(config)# crypto pki enroll MM
% Start certificate enroll nent

% The subject name in the certificate will include: CN=PKI-Cient, OQU=MMI, OU=TAC, O=Ci sco
% The subject name in the certificate will include: PKI-Cient-1.cisco.com
% The serial nunber in the certificate will be: 104Certificate Request foll ows:

M | C2z CCAc MCAQAWD TEOVAWGALUEChMFQ2I z Y28x DDAKBgNVBAS TALRBQz ENVAS G
ALUECX METUd NVDET MBEGAL UEAX MKUEt J LUNs a\W/ud DEx MAo GA1 UEBRVDMT AOMCMG
CSqGSI b3DQEJAhYWUEL JLUNsaW/udCOx LmNpc2Nv Lni\vb TCCASI wDQYJKoZIl hveN
AQEBBQADg g EPADCCAQuCggEBANWA7g+DIxG57sMy020wlFdv9+m Z6R4l i vbt 7vo
AbWBj pzQ Mr4l V3r 6ul TJumhBvV7xI +1Zi j XPOEqqQZLNboYv37UTJgnB83DG67|

8RTn9Df DQHi gvht NuC5S3SCC/ hv CxFXnf NXqC3dkf uVkVWbJi LZY87R6j 44) Uq0
t TL5d8t 61 z2L0BeekzKJIl 0s73gONx0VgQy ! / W Di EM_0xF4DNHURaYyOxBWic7/ B
psDCf 7376nb7XXz0LB++E8SvvM Li 6+yQzYv1Lagr 0b8CAuE+t CDxG5Oni NDi S82
JXsVd43vKRFWB5W2ssr El gkuWAv S017 Xl wK+UDX21dt Fdf UCAWEAAaAhMBBGCSqG
S| b3DQEJDj ESMBAWDg YDVROPAQH BAQDAgWIMAOGCSqGS| h3DQEBBQUAAA I BAQA+
UgkgUzZar 9TdmB81 7AHku5n791 4208cuhwCccehxE6j nzh9P+Tt bOMe71 7L8Y2i R
yYyJHsL7n6t j K2+d | g7RIdoxG8l 8aMZS1r uXOBgFBr mo70Sz1nf Xpi Tyh88j yca
HW 8GBuaYuQoZl j 53BWQGRpn7J/ / kt nODAWBEUh9HE t MuYYX7BCOct 05BLgqi CCw
n+kKHZxz GXy 7JSZpU Dt vPPnnugVK7i Voy 3vt V6GoFOr xRoo05QvFeh SO/ mANFQ

mMXAOeTEguj SaQ 4i W e/ Uxr uQ 3p/ eHr 67M ZXLRI 0YDFgaQd7vD7f CsDx5pquKkV
j NEUT6FNHdsngr AKgodO

---End - This line not part of the certificate request---

Redi spl ay enrol |l ment request? [yes/no]: no

Step 3. Now import the granted certificate via terminal:

PKI-Client-1(config)# crypto pki import MGMI certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
M | DcDCCAl i gAwl BAgl BAz ANBgk ghki GOwOBAQQFADAUMMWDAYDVQQKEWDaXN|



bz EMVIA0 GA1 UECX MDVEFDMAWDAYDVQQDEWVTd W) DQT Ae FwOx NTEwMTky MDMLMDZa
FWOXNj EwITgy MDMLMDZaMHUX Dj AMBgNVBAO TBUNp ¢ 2 Nv MwwCg'YDVQQL EWNUQUIVK
DTALBgNVBAs TBELHTVQx Ez ARBgNVBAMTCl BLSS1Dbd | bnQx MTAKBgNVBAUTAz Ew
NDAj Bgkghki GwOBCQ WFI BLSS1Dbd | bnQx MS5] aXNj by5j b20wggEi MAOGCSqG
S| b3DQEBAQUAA4| BDWAWggEKAo0I BAQDc Gu4PgycRue7Dl NNt MNRXb/ f pi GekeJdYr

27e76AGLvI 6¢c0JTL+IVd6+r pUybpoQhle8SPt W01z 9BKgk GSzW6 AL 9+1Ey YIvNw
Xj uey PEU5/ (@BWOKR4gr 4bThguUt 0ggv4bws RV53zV6gt 3ZH71 ZFVqCYi 2WPQDeo+
O 1Kt LUy +Xf Lepc9i 9AXnpMyi ZTr 04D cdFYEM Plow4AhMCOVRe Az RLEWV sQV
i XO wabAwn+9++pm+1189CwW vhPEr 7zPy4uvskM2L9S20K9GE AuLhPr Qg8RuTp4j

QkvN V7FXeN7ykRWOVt r LKxJYJLI gLOt Nel5cCvl A19t XoRXX1AgMBAAG U BQ
MA4GALUd DWEB/ WQEAW FoDAf BgNVHSMEGDAWBRTr / MoR0Oal zHSeuaEN xQXg+aB
4j AdBgNVHQUEFgQUK+9/ | r| L+TyYxvsgxz Pww hmS5UnDQYJKoZI hvc NAQEEBQAD
ggEBAI r Lr zFLnnDz7ul aluRh03r 6dSCFy9Xk Ok6ZaHf ksbENoDkcgl wKoAs SFOE
r QMAAWSgXVU7 PEsqOntu8zEv7uui gMAD4AnDP69Hsy ToPj xVcoG7PSy KJYnXRgkVa
I YyMaSaRKW hb2uW 3XPLz S0/ ZBOGAGIr MBVzaqLf LAZgnQUVJIvws Nof e+ASoj k9
mMCRs EHD8W/uAz c nwYKXx 3j 3x/ T7j bB3i bPf bYKQql S12XFHhJoK+Hf SA2f yZBFLF
syN B20a0bvc71Yl YOQuYwz 3XOM HD6vARTOAf 0ZI Q¢ i 2dy1kHc+51 | dhLsn/ bA5
yUo7WknAEBLQoYI f 9i U9qOnmgk MU=

----- END CERTI FI CATE- - - - -

quit

% Router Certificate successfully inported

PKI Server

Step 1. First export the Issuing CA certificate from the CA, which in this case is SUBCA certificate.
This is imported during step 1 above on the PKI client, i.e. Trustpoint authentication.

SUBCA(config)# crypto pki export SUBCA pemternmninal

% CA certificate: !! Root-CA certificate

----- BEG N CERTI FI CATE- - - - -

M | DPDCCAI SgAwW BAgl BATANBgk ghki GOwOBAQQFADAY MUWDAYDVQOKEWDa XN
bz EMVIA0 GA1 UECX MDVEFDMBWDQYDVQQDEWZ Sh 290 Q0 EwHh e NMTUx MDE4M AWOTI x
WicNM MkVDE2M AwOTI x W Av MAWDAYDVQOKEWDa XN bz EMVA0 GA1UECX MDVEFD
MBWDQYDVQQDEWZ Sh290QOEWg g Ei MAOGCSqGS! b3DQEBAQUAAAI BDWAWGgEKAOI B
AQCaj f My8gU3ZXQF KgP/ wYKLBOcuywz YcDaSoNVI EvUZON Ul t CGPACH CXywoUOU
ZnyOr usi bMW7nt KTX5muaPCOXf T98r swPi ZVOqvEYpHF2YodPOUogR3FeK; / t Dbl
likcLrfj87aeMlj Cr WDB88wW TNOHWIX2QVD0oSxLbzTLt i ¢ XdXxwS5wx| ML6Gspmil
W.4f g1IRWj RgMrOcpf 7160r 88XJ2N2He W x VI wYQF 3t hHR6DgTdCgJ 1uqj VE6(q
1LQLg8k81mvuCZX0uLZi TMI69x0+Ct / RpeeE2RShx K5r h560bQu4MT4l bl PKgl xU
| bkzZWIh10N Ywj g TNWTs9GGy AgVBAAG Yz BhIVAB GAL Ud EWEB/ wQFMAVBAF 8wDg YD
VROPAQH BAQDAgGGVBBGAL Ud I wQYMBaAFPqDQXSI / Zo6YnkNne7+/ SYSpy+vMBOG
AlUdDgQWBBT6gO0F0i P2aOml5DZnu/ vOnEqevr zANBgk ghki GOwWOBAQQFAACCAQEA
VKwgl 9vpnoRh9Qu QI Gt OA3qEgV4eCf XdMuYxnmmmo0sdaBYBf Qr2RhZeQLX90vVBso
FAWK6CIVSXCt kqZTnill oM ya+gdhLbKgZnmxc+l 5/ j s88Sr br Bl mdzj +sOoy SVOkW
THEENZj dTCWKo2WNCr 23gCGdnb4RqZOFTCOf 0ZQ' 2Xnpcbvhz2/ K7wl DRI5k1wr sRW
RRws QEh4LYMFI g0aBs4gnRLZ8yt wr vvr hQTVr AA/ MeonmUJEPhc! YESg1Al WoCYZU
0i gKf Da9+4wEJ +PMEDhM2UVOT uPOr W t KWkec SVbo54z3VHYwwChz2j Cs8XGE6L1S
+XI xCZKFVdl VaMruaZTdFg==

----- END CERTI FI CATE- - - - -

% General Purpose Certificate: !! SUBCA certificate

----- BEG N CERTI FI CATE- - - - -

M | DODCCAI CgAw BAgl BAj ANBgkghki GOWOBAQUFADAY MUWDAYDVQOKEWDa XN

bz EMVA0 GA1 UECX MDVEF DMBWDQYDVQQDEWZ Sh290 Q0 EwHhc NMTUx MDE4AM AOM | 3
WhcNMTgx MDE3M AOM | 3W AuMUAWDAYDVQOKEWDaXN] bz EMVA0 GA1UECX MNDVEFD
MUAWDAYDVQQDEWVTdWI DQTCCASI wDQYJ KoZI hv c NAQEBBQADg g EPADCCAQo CggEB
AJ7hKnBf Do/ GOQAEYY/ 1pt pg28Dej UE0ZI Dor Dk ADP2vKf Rl Okal SnOs2Pl e01i p
7pHFur FVUx/ p8t eMCkmvnbr SBf y Ur WO Yf Qe GCELb4d3dSWAj Gakm6 MBI NRk O7 HP
s+l WTuJSeUZxov6DPa92Y/ 6HLay X151 q8ZL+KwmA90S5NeTi 1t Bbr cc3Hq8VR2 Ay
879nDD0OgDOs QUKL c7E/ | A7SBj owl nt a6FUxzgJ5ye5MynRf RYAH+c4qZJxwHTc
/tSnj i QJI M7X5dt ehU/ XPEEEbs78peXFyzAbhCQt CRBVTnhc8WN j q84xu8Cej 7
LbXGBKI HSPOuDe32CV0no EUCAWEAAaNg MFAWDWYDVROTACQH BAUWAWEB/ z ALBgNV



HQB EBAMCAYYWHWYDVROj BBgwFoAU+0oNBdI j 9nj pi e@@Z7v79JhKnL68WHQYDVROO
BBYEFFOv8xt HRoj MilJ650Q2PFBeD50H MAOGCSqGSI h3DQEBBQUAA4I BAQAZ/ WBP
Wjs4vu@j CnVEOV1PVQe/ VNS54P/ f pr QRel ceawi BCHA3DOSRgHqUWI Ul qBLv4sD
@BegnyTnS576C8YC/ j N7Vbl 30hf 6RAqP7CWIBEf 9sWPRC/ +Oy6e8Ai nr K+sVd2dp/
LLDWoBhS2bQFLW yRvCIFgycz XRdF+r hKTKeEVXGs 7C/ YK/ 9z+/ 00r VISGZAS+v
aPpzZW o0C3459t 51t 8Y3i E6G j BvnyxBwMf 01/ 5gCubMszi 7X/ kXdnggNf T5bBBnv
yj WE2ZS8Ns HAhwDZprDJ gx4ghr Hebw3i UmtpK9f ceZ/ HTYasxt cr 4NUvvxwXc 60y
Wt pg3g2Xf G-qFB

----- END CERTI FI CATE- - - - -

Step 2. After Step-2 on the PKI-Client, take the CSR from the client and provide it for signing on
the SUBCA using this command:

crypto pki server SUBCA request pkcsl0 terninal pem
This command suggests that the SUBCA accepts a certificate signing request from the terminal,
and once granted, the certificate data is printed in PEM format.

SUBCA# crypto pki server SUBCA request pkcslO terminal pem
PKCS10 request in base64 or pem

% Ent er Base64 encoded or PEM formatted PKCS10 enrol |l nent request.
% End with a blank line or "quit" on a line by itself.

M | C2z CCAc MCAQAWD TEOVAWGAL UEChMFQRI z Y28x DDAKBgNVBAS TALRBQz ENVAS G
A1UECX METUd NVDETMBEGAL UEAX MKUEt J L UNs aVWud DEx MA0 GA1 UEBRVDMT A0 MCMG
CSqGS| b3DQEJI AR YWJEL JLUNs aWudCOx LmNpc 2Nv Lni\v b TCCASI wDQYJKoZI hveN
AQEBBQADg g EPADCCAQo Cgg EBANWa 7g+DIx G575 My020wWl Fdv9+ni Z6R4l i vbt 7vo
AbWBj pzQ M4l V3r 6ul TIumhBvV7x1 +1Zi j XPOEqqQZLNboYv37UTJIgnB3DGO67|
8RTN9Df DQoHi qvht NuC5S3SCC/ hv Cx FXnf NXqC3dkf uVkVWJi LZY87R6] 44j U0
t TL5d8t 61 z2L0BeekzKJl Os73gONx0VgQy ! / W Di EwLOx F4DNHURaYy OxBWIc7/ B
psDCf 7376mbh7XXz0LB++E8SvvM Li 6+yQzYv1Lagr 0b8CAuE+t CDxG5Oni NDi S82
JXsVd43vKRFWB5Wssr El gkuWAVS017 Xl wk+UDX21dt Fdf UCAWEAAaAhMBBGCSqG
S| b3DQEJ D ESMBAWDY YDVROPACQH BAQDAGWMAOGCSGSI b3DQEBBQUAAAI BAQA+
UgkqUzZar 9TdnB81 7AHku5n79l 4208cuhwOccehxE6j neh9P+Tt b9Me71 7L8Y2i R
yYyJHsL7n6t j K2+d | g7RJdoxG8l 8aMZS1r uXOBqFBr nb70Sz 1nf Xpi Tyh88j yca
HW 8BuaYuQbZl j 53BWQGRpNn7J/ / kt nODAVBEUh9H: t MuYYX7BCct 05BLaqi COw
n+kKHZxz GXy 7JSZpU Dt vPPnnugWK7i Voy 3vt V6GoFOr xRoo05QVFehSO/ mdNFQ
nMXAOeTEguj SaQ 4i W e/ Uxr uQ 3p/ eHr 67M ZXLRI 0YDFgaQd7vD7f CsDx5pquKkV
j NEUT6FNHdsngr AKgodO

qui t

% Enrol | nent request pending, reqld=1

If the CA is in auto-grant mode, the granted certificate is displayed in PEM format above. When
the CA is in manual granting mode, the certificate request is marked as pending, is assigned an id
value and queued into enroliment request queue.

SUBCA#show crypto pki server SUBCA requests
Enrol | nent Request Dat abase:

Router certificates requests:

Reql D State Fi nger print Subj ect Nare

1 pendi ng 7710276982EA176324393D863C9E350E seri al Nunber =104+host nane=PKI - d i ent -
1. cisco.comcn=PKI - i ent, ou=MAVT, ou=TAC, 0=Ci sco

Step 3. Manually grant this request using this command:

SUBCA# crypto pki server SUBCA grant 1

% Granted certificate:

----- BEG N CERTI FI CATE- - - - -

M | DcDCCAIl i gAwi BAgl BAz ANBgk ghki G3w0 BAQQFADAUMUAWDAYDVQRKEWDaXNj
bz EMVIA0 GA1 UECX NDVEFDMAWDAYDVQQDEWVTd W) DQT Ae FwOx NTEWMTky MDMLMDZa



FWOXNj EwMITgy MDMLMDZaMHUX Dj AMBgNVBAO TBUNp ¢ 2 Nv MwwCg Y DVQQL EWNUQUIVK
DTALBgNVBAs TBELHTVQx Ez ARBgNVBAMTCl BLSS1Dbd | bnQx MTAKBgNVBAUTAz Ew
NDAj Bgkghki GwOBCQ WFI BLSS1Dbd | bnQx MS5] aXNj by5j b20wggEi MAOGCSqG
S| b3DQEBAQUAA4| BDWAWggEKAo0I BAQDc Gu4PgycRue7Dl NNt MNRXb/ f pi GekeJdYr

27e76AGLvI 6¢0JTL+IVd6+r pUybpoQle8SPt W01z 9BKgk GSzW6 AL 9+1Ey YIvNw
Xj uey PEU5/ (@BWOKR4gr 4bThguUt 0ggv4bws RV53zV6gt 3ZH71 ZFVqCYi 2WPQDeo+
O 1Kt LUy +Xf Lepc9i 9AXnpMyi ZTr 04D cdFYEM Plow4AhMCOVRe Az RLEWV sQV
i XO wabAwn+9++pm+1189CW vhPEr 7zPy4uvskM2L9S20K9GE AuLhPr Qg8RuTp4j

QkvN V7FXeN7ykRWOVt r LKxJYJLI gLOt Nel5cCvl A19t XoRXX1AgMBAAG U BQ
MA4GALUd DWEB/ WQEAW FoDAf BgNVHSMEGDAWBRTr / MoR0Oal zHSeuaEN xQXg+aB
4j AdBgNVHQUEFgQUK+9/ | r| L+TyYxvsgxz Pww hmS5UnDQYJKoZI hvc NAQEEBQAD
ggEBAI r Lr zFLnnDz7ul aluRh03r 6dSCFy9Xk Ok6ZaHf ksbENoDikcgl wKoAs SFOE
r QMAAWSgXVU7 PEsqOntu8zEv7uui gMAD4AnDP69Hsy ToPj xVcoG7PSy KJYnXRgkVa
I YyMaSaRKW hb2uW 3XPLz S0/ ZBOGAGIr MBVzaqLf LAZgnQUVJIvws Nof e+ASoj k9
mMCRs EHD8W/uAz c nwYKXx3j 3x/ T7j bB3i bPf bYKQql S12XFHhJoK+Hf SA2f yZBFLF
syN B20a0bvc71Yl YOQuYwz 3XOM HD6vARTOAf 0ZI Q¢ i 2dy1kHc+51 | dhLsn/ bA5
yUo7WknAEBLQoYI f 9i U9qOnmgk MU=

----- END CERTI FI CATE- - - - -

Note: Manual enrolliment of a Sub-CA to a Root-CA is not possible.

Note: A CA in a disabled state due to disabled HTTP server can manually grant the
certificate requests.

Enrollment using SCEP

PKI Client configuration is:

crypto pki trustpoint MAVI
enroll nent url http://172.16.1.2:80
seri al - nunber
i p-address none
password 7 110A1016141D5A5E57
subj ect - name CN=PKI - d i ent, OU=MGMI, QU=TAC, O=Ci sco
revocation-check crl
rsakeypair PKI-Key 2048

PKI Server configuration is:

SUBCA# show run all | section pki server
crypto pki server SUBCA
dat abase | evel conplete
dat abase archive pkcsl2 password 7 01100F175804575D72
i ssuer - nane CN=SubCA, OU=TAC, O=Ci sco
lifetine crl 12
lifetine certificate 365
lifetine ca-certificate 1095
lifetine enroll ment-request 168
node sub-cs
aut o-rol | over 85
dat abase url ftp:://10.1.1. 1/ CA SUB/
dat abase url crl ftp:://10.1.1.1/ CA SUB/
dat abase url crl publish ftp:://10.1.1. 1/ WWV CRL/ SUB/

Default mode of certificate request granting is manual:

SUBCA# show crypto pki server
Certificate Server SUBCA:



Status: enabl ed

State: enabl ed

Server's configuration is |locked (enter "shut" to unlock it)
| ssuer nane: CN=SubCA, OU=TAC, O=Ci sco

CA cert fingerprint: DBEGAFAC 9E1C3697 01C5466B 78EODFE3
Server configured in subordinate server node

Upper CA cert fingerprint: CDODE4C7 955EFD60 296B7204 41FB6EF6
Granting node is: manual

Last certificate issued serial nunber (hex): 4

CA certificate expiration timer: 21:42:27 CET Cct 17 2018

CRL Next Update timer: 09:42:37 CET Cct 20 2015

Current primary storage dir: unix:/SUB/

Current storage dir for .crl files: unix:/SUB/

Dat abase Level: Conplete - all issued certs witten as <serial nunp. cer
Aut o- Rol | over configured, overlap period 85 days

Autorol | over timer: 21:42:27 CET Jul 24 2018

Manual grant

Step 1. PKI Client: As a first step, which is mandatory, authenticate the trustpoint on the PKI client:

PKI-Client-1(config)# crypto pki authenticate MV
Trustpoint 'MAVMI' is a subordinate CA and holds a non self signed cert
Certificate has the follow ng attributes:

Fi ngerprint MD5: DBEGAFAC 9E1C3697 01C5466B 78EODFE3

Fi ngerprint SHAl: EAD41B32 BB37BCl1l 6EOFBC13 41701BFE 200DC46E

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

Step 2. PKI-Client: Following the trustpoint authentication, the PKI client can be enrolled for a
certificate.

Note: If auto-enroll is configured, the client will automatically perform enroliment.

config term nal
crypto pki enroll MaMI

Behind the scenes, these events take place:

- IOS looks for an RSA key-pair named PKI-Key. If it exists, it is picked up for requesting an
identity certificate. If not, IOS creates a 2048 bit key-pair named PKI-Key, and then use it for
requesting an identity certificate.

- 10S creates a certificate signing request in PKCS10 format.

- 1OS then encrypts this CSR using a random symmetric key. The random symmetric key is
encrypted using the public key of the recipient, which is the SUBCA (SUBCA's public key is
available due to trustpoint authentication). The encrypted CSR, the encrypted random
symmetric key and the recipient information is put together in PKCS#7 enveloped data.

- This PKCS#7 enveloped data is signed using a temporary self-signed certificate during the
initial enroliment. The PKCS#7 enveloped data, the signing certificate used by the client and
the client’s signature are put together in a PKCS#7 signed data packet. This is base64
encoded, and then URL encoded. The resulting blob of data is sent as “message” argument in
HTTP URI sent to the CA:



GET /cgi-bin/pkiclient.exe?operati on=PKI Cper ati on&essage=M 1 ... HTTP/ 1.0

Step 3. PKI-Server:
When the 10S PKI Server receives the request, it checks these:

1. Checks if the enroliment request database contains a certificate request with the same
transaction id associated with the new request.

Note: A transaction id is an MD5 hash of the public-key, for which an identity certificate is
being requested by the client.

2. Checks if the enrollment request database contains a certificate request with the same
challenge-password as the one sent by the client.

Note: If (1) returns true or both (1) and (2) together return true, then a CA server is capable
of rejecting the request on the grounds of duplicate identity request. However, in such a case
IOS PKI Server replaces the older request with the newer request.

Step 4. PKI-Server:

Manually grant the requests on the PKI server:

To view the request:

show crypto pki server SUBCA requests
To grant a specific request or all of the requests:

crypto pki server SUBCA grant <id|all>
Step 5. PKI-Client:

Meanwhile, a PKI client starts a POLL timer. Here, 10S performs GetCertinitial at regular intervals
till SCEP CertRep = GRANTED along with the granted certificate is received by the client.

Once the granted certificate is received, IOS automatically installs it.
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