Install UTD Security Virtual | mage on cEdge
Routers

Contents

Introduction

Prereguisites
Requirements
Components Used

Backaround Information
Routers that run Cisco 10S XE SD-WAN Software (16.x)
Routers that run Cisco |0S XE Software (17.x)

Configure
Step 1. Upload Virtual Image
Step 2. Add Security Policy and Container Profile Sub-Template to Device Template
Step 3. Update or Attach the Device Template With the Security Policy and Container Profile
Verify
Common issues
ISSUE 1. Error: Following Devices do not have Container Software Services
ISSUE 2. Available Memory Insufficient
ISSUE 3. Illegal Reference
ISSUE 4. UTD isInstalled and Cctive but not Enabled
Video

Related I nfor mation

I ntroduction

This document describes how to install Unified Threat Defense (UTD) Security Virtual Image to enable
security features on Cisco I0S® XE SD-WAN Devices.

Prerequisites

» Before you use these features, upload the relevant Security Virtual Image to vManage repository.

* Cisco Edge router must be on vmanage mode with template pre attached.

» Create a Security Policy Template for Intrusion Prevention System (IPS), Intrusion Detection System
(IDS), URL Filtering (URL-F), or Advanced Maware Protection (AMP) Filtering.

Requirements

* 4000 Integrated Services Router Cisco 10S XE SD-WAN (I1SR4k)
1000 Integrated Services Router Cisco |10S XE SD-WAN (ISR1K)
1000v Cloud Services Router (CSR1kv),

1000v Integrated Services Router (ISRv)

Cisco Edge platforms that support 8GB DRAM.



Components Used

» Cisco UTD Virtual Image
» vManage controller
 Cisco Edge routers with control connections with controllers.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

Cisco UTD image needs a Security policy on the device template to be installed, and security features
enabled such as Intrusion Prevention System (1PS), Intrusion Detection System (IDS), URL Filtering (URL-
F), and Advanced Malware Protection (AMP) on Cisco Edge routers.

Download the Cisco UTD Snort IP Engine software from Software Cisco

Use the Cisco UTD virtual image supported regex for the current Cisco 10S XE version. Use the command
show utd engine standard version to validate the recommended and supported UTD image.

<#root>

RouterQl#

show utd engi ne standard version

IOS-XE Recommended UTD Version: 1.0.13_SvV2.9.16.1_XE17.3
IOS-XE Supported UTD Regex: A1\.O\.([0-9]+)_SV(.*)_XE17.3%

% Note The path to download the image depends if the router runs Cisco |OS XE SD-WAN Software
(16.x) or Universal Cisco IOS XE software (17.x).

Routersthat run Cisco |OS XE SD-WAN Softwar e (16.x)

The path to get the Cisco UTD Snort IPS Engine software is Routers/ Software-Defined WAN (SD-WAN)/
XE SD-WAN Routers/ and the Series Integrated Router.


https://software.cisco.com/download/home

Downloads Home [ Routers / Software-Defined WAN [SD-WAN}'
Cisco Interfaces and Maodules Cloud Connectors

Meraki vMX
Cloud and Systems Management Cloud Edge SD-WAN
Collaboration Endpoints Data Center Interconnect Platforms XE SD-WAN Routers
Conferencing Industrial Routers and Gateways vEdge Router
Connected Safety and Security Mobile Internet Routers
Contact Center Network Functions Virtualization
Data Center Analytics Service Provider Core Routers
Hyperconverged Infrastructure Service Provider Edge Routers
105 and NX-0S Software Service Provider Infrastructure Software
Optical Networking Small Business Routers

Choose the model type for the Cisco Edge router.

% Note Series Aggregation Services Routers (ASR) are not available for UTD Features.

Downloads Home [ Routers f Software-Defined WAN [(SD-WAN) [ XE SD-WAN Routers

Cisco Interfaces and Modules

Meraki vMX ASR 1000 Series 105 XE SD-WAN
Cloud and Systems Management SD-WAN . CSR 1000V Series 105 XE SD-WAN
Collaboration Endpoints ISR 1000 Series 105 XE SD=WaAN
Conferencing vEdge Router ISR 4000 Series 105 XE SD-WAN

Connected Safety and Security
Contact Center

Data Center Analytics
Hyperconverged Infrastructure
105 and NX-05 Software

Optical Networking

Routers

After you choose the type router model, select the Cisco |OS XE SD-WAN softwar e option to get the UTD
package for Cisco Edges on 16.x version.

Downloads Home / Routers / Software-Defined WAN (SD-WAN) / XE SD-WAN Routers / ISR 4000 Series 10S XE SD-WAN

Select a Software Type
10S XE In-Service Software Upgrade (ISSU) Matrix

IIOS XE SD-WAN Software |

10S XE Software

% Note The download path to chose the Cisco UTD virtual image for 16.x code for Cisco Edge routers
shows also Cisco |OS XE softwar e option. That is the path to choose upgrade codes of Cisco Edge
for 17.x only, but thereis not located the UTD virtual image for version 17.x. Cisco unified regular
Cisco IOS XE and Cisco 10S XE SD-WAN codes on 17.x and latest, so the path to get the Cisco
UTD virtual image for 17.x is the same as regular Cisco 10S XE codes.

Choose the current version of the Cisco Edge, and download the UTD package for that version.



Downloads Home [ Routers / Software-Defined WAN (SD-WAN) [ XE SD-WAN Routers [ ISR 4000 Series 105 XE SI’J-WANI/ 105 XE SD-WAN Software- 16.12.5(MD)

(a ) ISR 4000 Series I0S XE SD-WAN

Collogse Al ) Release 16.12.5 MD Related Links and Documentation
Release Novtes for 19.2.4
Release Notes for 16.12.5

A My Notifications

Suggested Release s
Latest Release i File Information Release Date Size
16.12.5(MD) Cisco ISR 4200 Series 105 XE SD-WAN Software 20-Jan-2021 482.84 MB RV
Esrd 200-uemk.16.12.5.5PA bin
All Release o Advisories [
16 > Cisco ISR 4300 Series 10S XE SD-WAN Software 29-Jan-2021 557.83 MB R
isrd300-ucmks. 16.12.5.5PA.bin
Defarred Release k4 Advisories ]
16 > Cisco ISR 4400 Series 105 XE SD-WAMN Software 29-Jan-2021 621.88 MB v B
isrdd00-ucmk.16.12.5.5PA bin
Advisories ]
Cigco ISR 4400v2 Series |05 XE SD-WAN Software 29-Jan-2021 623.49 MB v B
Esrd400v2=-ucmk.16.12.5.5PA bin
Advisories ]
UTD Engine for 105 XE SD-WAN 29-Jan-2021 52.01 MB + v K
secapp-ucmk9.16.12.05.1.0.18_5V2.9.16.1 _XE16.12.x86_64.tar
Advisories [

Routersthat run Cisco |OS XE Software (17.x)

Cisco IOS XE Release 17.2.1r, and the latest use the universalk9 image to deploy both Cisco 10S XE SD-
WAN and Cisco 10S XE on Cisco |0S XE devices.
UTD Snort IPS Engine softwar eislocated in Routers > Branch Routers> SeriesIntegrated Router.

Downloads Home | Routers / Branch Routers |

Cisco Interfaces and Modules

ch Routers 1000 Series Integrated Services Routers
e e S (T

Cloud Connectors 1800 Serias Integrated Services Routers
Goaboration Endpoints Cloud Edge 1900 Series Integrated Services Routers
Conferencing Data Center Interconnect Platforms 2900 Series Integrated Services Routers
Connected Safety and Security Industrial Routers and Gateways 3900 Series Integrated Services Routers
Contact Center Mabile Internet Routers 4000 Series Integrated Senvices Routers
Cata Center Analytics Network Functions Virtualization 5000 Series Enterprise Network Compute System
Hyperconverged Infrastructure Senvice Provider Core Routers B00 Series Routers
leSEpdiAS S Sl Vars Service Provider Edge Routers 900 Series Integrated Services Routers
(el 2 S AL Service Provider Infrastructure Software Catalyst 8200 Series Edge Platforms

| .
Small Business Routers Catalvst 8300 Series Edae Platforms

After you choose the model type of the router, select the UTD Snort | PS Engine Software.



Software Download

Downloads Home | Routers / Branch Routers / 4000 Series Integrated Services Routers [/ 4221 Integrated Services Router

Downloads Home
Select a Software Type

I0S XE In-Service Software Upgrade (ISSU) Matrix
I0S XE Patch Upgrades

I0S XE ROMMON Software

I0S XE SD-WAN Software

10S XE Software

UTD Snort IPS Engine Software |

UTD Snort Subscriber Signature Package

Very High Bitrate (VDSL) PHY Firmware

Very High Bitrate DSL (VDSL) Firmware

Select the current version of the router, and download the UTD package for version selected.

Software Download

Downloads Home|/ Routers / Branch Routers [/ 4000 Series Integrated Services Routers [/ 4221 Integrated Services Router | UTD Snort IPS Engine Software- 17.7.1a

(a ) 4221 Integrated Services Router
( Expand Al | Collapse Al j Release 17.7.1a Related Links and Documentation
A My MNotifications - Mo related links or documentation -
Latest Release b
Fuii-16.9.8 File Information Release Date Size
16.6.7a UTD Engine OVA for 17.7.1 release 30-Nov-2021 147.72 MB
iosxe-utd.17.07.01a.1.0.3_5V2.9.16.1_XE17.7_x86_64.ova
All Release b Advisories [§
16.6 > UTD Engine for 105 XE 30-Nov-2021 52.51 MB
secapp-utd.17.07.012.1.0.3_8V2.9.16.1_XE17.7.x86_64.tar
17 > Advisories [
16 >

% Note: Cisco ISR1100X Series Routers (Cisco Nutella Routers SR1100X-4G/6G) that run Cisco 10S
XE Software instead of Viptela Code are based on x86_x64. The Cisco UTD virtual image published
for ISR4K can work on them. Y ou can install the same Cisco UTD image code version supported
regex for the current Cisco |OS XE SD-WAN version on the Nutella router. Use the command show
utd engine standard version to validate the recommended and supported regex Cisco UTD image.

Configure

Step 1. Upload Virtual Image



Ensure your virtual image matches with the current Cisco 10S XE SD-WAN code on the Cisco Edge and
upload it in to vmanage repository.
Navigate to M aintenance > Softwar e Repository > Virtual Image > Upload Virtual | mage > vM anage.

# MAINTENANCE | SOFTWARE REPOSITORY

Virtual Images

@ Add Custom VNF Package

Search Options

Software Images

@ Upload Virtual Image -

Remote Server - viManage

Network Function Type

Do not refresh the Web Browser or click Web Browser Back button while image is being uploaded

File Uploading (Total:1)

secapp-utd. 17.04.01b.1.0.9_5V2 9.16.1_XE17 4 x86_64 tar

Please wait. Server (5 Processing

Once the Cisco UTD virtual image was successfully uploaded, double check it is on the repository.

8 MAINTENANCE | SOFTWARE REPOSITORY | Virtual image uploaded successfully o I

Software Images Virtual Images

© Upload Virtual Image ~ | © Add Custom VNF Package

Q Search Options




Cisco vManage

£ MAINTENANCE | 50¢

© Upload Virtual Image = | @ Add Custom VNF Package 0 9

Q,

Step 2. Add Security Policy and Container Profile Sub-Template to Device Template

Add the security policy previously created to the device templete. The security policy must have aIPS/IDS,
URL-F, or AMP Filtering policy on it to the device template. Open the container profile automatically. Use
the default container profile or modify it if needed.

Security Policy installpartition -

Container Profile * Factory_Default_UTD_Template v ﬂ

<

Step 3. Update or Attach the Device Template With the Security Policy and Container
Profile

Update or attach the template to the Cisco Edge router. Notice on config diff that the app-hosting
configuration and UTD engine for the feature IPS/IDS, URL-F, or AMP Filtering is configured.

v06_copy copy




Template status change to Done-scheduled due the vmanage noticed that the configuration applied has
UTD engine features, so vmanage determine that the Cisco Edge needs the Virtual Image installed to use the
UTD security features.

Push Feature Template Configuration | & Validation Success -

Total Task: 1| Done - Scheduled : 1

After the template is moved to the schedule state, a new task in progr ess appears in the task menu. The new
task isthe Lxc installation, it means that the vmanage starts automatically the installation of the virtual
image to the Cisco Edge before push the new configuration.

admin =

X

Active (1) Completed (29)

Q L
Sortby Start Time g '@ E

Last Updated: 05 Mov 2021 11:35:18 am

£ Lxe Install (Total 1)

In progress: 1

Start: 05 Nov 2021 11:34:45 am By: system
From: 1.1.1.9

Oncethe LX container isinstalled, the vManage push the pre-schedule configuration with the UTD features.
Thereisnot anew task for this due the configuration was previously scheduled.



B TASK VIEW

Lxg Install | Validation Success - Initisted By: system  From: 1.1.1.5

Total Task: 1 | Success : 1

. e

Q S#mch Options. + Total Rows: 1
7070700 Dong - Lxg ingtal 05 Nowv 2021 12:06:03 PM CST
e UOTR2 UTC) Total mesber of Container ap@s to B installed: 1. Contaimer spps to Be installed are following: [app-hosting-UTD-Snort-Feature-xB6_64-1.0.13_SV2.9.16.1_XE17.3]
[S=Hew=2021 18:86:03 UTC] Started 11 luc countainer (app=hosting=UTD=Snort=Featisre-xB6_64=1.0.13_5V2.9.16.1_XEI7.3) installation
[5-#ov=2021 18:06:@3 UTC] Checking if fox is enabled on device
[ 1 18:86:94 UTC
[8-#ov-2021 18:06:93 UTCY Container app image: app-hosting UTD-Snort-Feature-xB6_f4_1.0.13_Sv2.5.16.1_XE17.3_secapp-uwtd.17.03.03.1.0.13_5vi. 9. 16, 1_xF17. 5. xB0_g4. var
[5-Hav-2021 18:06:29 UTCH Connection Instance: 4, Color: bir-internet
[S=Hev=2021 18:06:70 UTCY| Bownloading Ktto://1.1.1.0:8080/ sof tuare /Eackane, Luc/ape-hostina_ UTD=-Seart=Feature=u86 64 1.9.13 5¥2.9.16.1 XELT.3 secagp-utd.17.83.03.1.8.13 SV2.9.16.1 XE17.3, u86_64. tarTdevicelon70. T0.70.1
Verify
£ CONFIGURATION | DEVICES
WAN Edge List Controllers Unclaimed WAN Edges
—
[I! Change Mode = | * Upload WAN Edge List § [ Export Bootstrap Configuration | [ Sync Smart Account
Q (7070.701 * Search Options
cnvpi Epmove | amcsisems | voumne Lo | stn | tose — Soperiontor L oweeomn L viom |
HA HA SAASRouterDl 70.70.70.1 0 wManage testZBFW In Sync valid

Verify if the Cisco UTD version isinstalled:

<#root>

RouterQ2#

show utd engi ne standard version

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.0.12_SV2.9.16.1_XE17.4
I0S-XE Supported UTD Regex: A1\.O\.([0-9]+)_SV(.*)_XE17.4%
UTD Installed Version: 1.0.12_SV2.9.16.1_XE17.4

<LLLLL L L L L L L L L

% Note UTD Installed version cannot be on UNSUPPORTED state.

Check if UTD ison running state with next output:

<#root>

Router02#

show app-hosting |ist

App id State



utd RUNNING

<LLLLLLL L L L L L L L L L L

The next command summarizes the previous commands and shows the current status and version:

<#root>

RouterQ2#

show app-hosting detail appid utd

App id : utd
Owner T ioxm
State : RUNNING

<LLLLLLLL L L L L L L L

AppTication
Type 1 LXC
Name : UTD-Snort-Feature
Version : 1.0.12_SvV2.9.16.1_XE17.4
<<LLLLLLLLLLLLLLL
Description : Unified Threat Defense
Path : /bootflash/.UTD_IMAGES/iox-utd_1.0.12_SV2.9.16.1_XE17.4.tar
URL Path :

Activated profile name : cloud-Tow

Resource reservation

Memory : 2048 MB
Disk : 861 MB
CPU :
CPU-percent 1 7%
VCPU : 0

Show utd engine standard status command shows the health status of the UTD engine and list time it get
the signature update.

<#root>

RouterQ2#

show utd engi ne standard status

Engine version : 1.0.6_SV2.9.13.0_XE17.2
Profile : Cloud-Low

System memory :
Usage : 20.10 %
Status : Green



Number of engines 11

Engine Running Health Reason

Engine(#1): Yes Green None

<LLLLLLLLLLLLLLL L L

Overall system status: Green

<LLLLLLL L L L L L L L <

Signature update status:

Current signature package version: 29130.156.s
Last update status: Successful
Last successful update time: Wed Nov 25 07:27:35 2020 EDT

<LLLLLLL L L L L L L L <

Last failed update time: None
Last failed update reason: None
Next update scheduled at: None
Current status: Idle

Verify the features enabled use the next command:

<#root>

RouterQ2#

show pl atform hardware gfp active feature utd config

Global configuration
NAT64: disabled
Drop pkts: disabled
MuTlti-tenancy: enabled
Data plane initialized: yes
TLS Decryption Policy: disabled
Divert controller mode: enabled
SN threads: 12
CFT 1dinst_id 0 feat id 2 fo id 2 chunk id 13
Max flows: 55000
SN Health: channel: Threat Defense : Green
SN Health: channel: Service : Down

Context Id: 0, Name: Global domain Security Context

Ctx Flags: (0x1c70001)
Engine: Standard
State : Enabled
SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IPS
Domain Filtering : Not Enabled



URL Filtering : Enabled

<LLLLLLL L L LKL

File Inspection : Enabled

<LLLLLLL L L LKL

A11 Interfaces : Enabled

Common issues

ISSUE 1. Error: Following Devices do not have Container Softwar e Services

Activate the virtual image.

Navigate to maintenance > softwar e > activate

Following devices do not have container software services,
Click ‘Skip Devices' fo continue activate image.

» (SAASRouter0l)

The virtual image send an error: Devices so not have container softwarerevices, If the Cisco Edge router
selected does not have a security policy with the container profile sub-template.



Additional Templates

AppQoE Choose... h
Global Template * Factory_Default_Global_CISCO_Template - O
Cisco Banner Choose... -
Cisco SNMP Choose... hd
CLI Add-On Template Choose... A
Policy Choose... b
Probes Choose... -
Security Policy CHI_Security_Policy_2 -

« —_

Security Policy Please check the Seftware Downlead page to ensure your device container versions are up-lo-date with the device version if applicable. Itis always recommended that these

are aligned. This is an informative message and no action may be required

Container Profile *

l Factory_Default_UTD_Template -

Thistemplate is automatically added if you use a Security Policy that includes security features such as
Intrusion Prevention System (IPS), Intrusion Detection System (IDS), URL Filtering (URL-F), and
Advanced Malware Protection (AMP) that needs UTD package. Not all the Security features available needs
UTD engine such like simple ZBFW feature.



Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance

Application Firewall | Intrusion Prevention | TLS/SSL Decryption

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access

Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption
—

Direct Internet Access

Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

\ Custom
Build your ala carte policy by combining a variety of security policy blocks

Once you push the template with the container profile sub-template, the vmanage automatically install the
virtual image.

ISSUE 2. Available Memory | nsufficient

Make sure the Cisco Edge router has 8 GB DRAM memory, if not, the Lxc Install process send a Deviceis
not configured to accept new configuration. Available memory insufficient error. The requirements for
Cisco Edge routersto use UTD featuresis to have minimum of 8 GB of DRAM.

B Taskview
Lxc Install | Validation Success ~ Initiated By: systesn  Froem: 1.1

Total Task: 1 | Fadlure : 1

Q Total Rows
© Faiun
[5=Hov=20821 king if iox is enabled on device
for iox to be enabled on device
1/1 ke countainer (app=hesting=UTD=Snort=Feature=x85_64=1.8,13_5¥2.9.16.1_NE17.3).
is not configured to accept mew configuration. Available sesory insufficient, required CPU:T percent, reserved (PU:0 percent, available CPU:T5 percent, required sesory:2097152 KB, rese

On this case, the CSRv have only 4 GB of DRAM. After upgrade of the memory to 8GB DRAM, the
installation is a success.

Verify the current total memory with show sdwan system status output:

<#root>

RouterQl#

show sdwan system st at us



Memory usage: 8107024K total, 3598816K used, 4508208K free
349492K buffers, 2787420K cache

N Note Sufficient free memory must be availableto install UTD. If theinstalled DRAM is adequate but
installation is still failing due to lack of memory, check current usage in show processes memory
platform sorted

ISSUE 3. Illegal Reference

Make sure that the VPNS/V RFs used on any of the Security Policy features are already configured in the
Cisco Edge router to avoid an illegal reference for the Security Policy sequences.

Cisco vManage

n CONFIGURATION | TEMPLATES Server error: illegal reference /nes:devices
fdevice{vip_internal_temp_device_CSR-FDCDD4AE-

Device Template Total 4DB9-B79B-8FF7-45DF437CBBED-ec4f8809-8efc-
Conﬁg brovew _ - - ——— — D e
testZBFW 1 AT 518 anfinfine oo

Device list (Total: 1 devices)

CSR-FDCDD4AE-4DB9-
B79B-8FF7-45DF437CBBED
SAASRouter01170.70.70.1

In this example, the Security Policy has an Intrusion Prevention Policy for VPN/VRF 1, but the devices does
not have any VRF 1 configured. So, the vmanage send an illegal reference for that policy sequence.

L} CONFIGURATION | SECURITY  Edit intrusion Prevention Policy
Target Policy Behavior
‘[ Signature Set. Security
nspection Mode:  Detection LogLevel  Warning

Actions Alerts
Signatures

Intrusion Prevention - Policy Rule Configuration @

Policy Name

Signature Set Security -~ @ Inspection Mode

need 3

After configure the VRF mentioned on the Security Policies, the Illegal reference does not appear and the
template is pushed successfully.

|SSUE 4. UTD islInstalled and Cctive but not Enabled

The device has a security policy configured, and UTD isinstalled and active but it is not enabled.



Thisissueisrelated to issue number 3, nevertheless, vManage allowed the configuration to make reference
to VRFsthat are not configured in the device and the policy is not applied to any VRF.

To determine if router faces this issue, you need to see UTD active. UTD not enabled message and the
policy does not make reference to any VRF.

<#root>

RouterQl#

show utd engi ne standard status

UTD engine standard is not enabled

<LLLLL L L L L L L

ISRO1#show sdwan virtual-application utd

VERSION ACTIVE PREVIOUS TIMESTAMP

1.0.16_SvV2.9.16.1_XE17.3 true true 2022-06-10T13:29:43-00:00

For the resolution, verify the target VPNs and make sure to apply the policy to a VRF configured.
Video

Install UTD Security Virtual Image on cEdge Routers

Related | nfor mation

« Router Security: Snort IPS on Routers
* Cisco SD-WAN Security Configuration Guide, Cisco |OS XE Release
e Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220280-install-utd-security-virtual-image-on-ce.html
https://community.cisco.com:443/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-by-step-configuration/ta-p/3369186
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-virtual-image.html
https://www.cisco.com/c/en/us/support/index.html

