Configure Layer3 EVPN over SR MPLS
[eBGP] in Nexus 9300
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Introduction

This document describes how to deploy L3 Ethernet VPN (EVPN) over Segment Routing (SR)
Multiprotocol Label Switching on Nexus 9300 with external BGP.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Border Gateway Protocol (BGP)
- L3VPN

- EVPN

- SR

Components Used
The information in this document is based on these software and hardware versions:

- SPINE Hardware - 9336C-FX that runs Release 10.2(2)
- LEAF Hardware - 93240YC-FX2 that runs Release 10.2(2)
- CLIENT - 92160YC-X (Host-1), Catlyst-3850 (Host-2)
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.



Background Information

MPLS L3VPN Recap
A VPN is:

- An IP-based network that delivers private network services over a public infrastructure.
- A set of sites that are allowed to communicate with each other privately over the Internet or
other public or private networks.

Conventional VPNSs are created by the configuration of a full mesh of tunnels or permanent virtual
circuits (PVCs) to all sites in a VPN. This type of VPN is not easy to maintain or expand, as the
addition of a new site requires a change to each edge device in the VPN.

MPLS-based VPNs are created in Layer 3 and are based on the peer model. The peer model
enables the service provider and the CE to exchange Layer 3 routing information. The service
provider relays the data between the CE sites without CE involvement.

MPLS VPNs are easier to manage and expand than conventional VPNs. When a new site is
added to an MPLS VPN, only the edge router of the service provider that provides services to the
customer site needs to be updated.

These are the components of the MPLS VPN:

- Provider (P) router- Router in the core of the provider network. PE routers run MPLS switching
and do not attach VPN labels to routed packets. VPN labels are used to direct data packets to
the correct private network or CE edge router.

- Provider Edge (PE) router- Router that attaches the VPN label to incoming packets based on
the interface or subinterface on which they are received, and also attaches the MPLS core
labels. A PE router attaches directly to a router.

- Customer (C) router- Router in the Internet service provider (ISP) or enterprise network.

- Customer Edge (CE) router- Edge router on the network of the ISP that connects to the PE
router on the network. A CE router must interface with a PE router.

Overview of EVPN with L3VPN (MPLS SR)

Data Center (DC) deployments have adopted Virtual Extensible LAN (VXLAN) EVPN or MPLS
EVPN for its benefits such as EVPN control-plane learning, multitenancy, seamless mobility,
redundancy, and easier POD additions. Similarly, the CORE is either a Label Distribution Protocol
(LDP)-based MPLS L3VPN network or a transition from the traditional MPLS L3VPN LDP-based
underlay to a more sophisticated solution like SR.

SR is adopted for its benefits such as:

- Unified interior gateway protocol (IGP) and MPLS control planes
- Simpler traffic engineering methods



- Easier configuration
- Software-Defined Networking (SDN) adoption

EVPN (RFC 7432) is BGP MPLS-based solution that has been used for next-generation Ethernet
services in a virtualized data center network. It uses several blocks such as Route.

Distinguisher (RD), Route Target (RT), and Virtual Routing and Forwarding (VRF) from MPLS
technologies that exist.

L3 EVPN over SR which was introduced in NXOS 7.0(3)I6(1) release uses the EVPN Type-5 route
with MPLS encapsulation. It offers Multi-tenant, Scalability, and High Performance for evolved
data center services.

Note: In DC, the data plane can be VXLAN or MPLS.

Traditional MPLS L3 VPN MPLS L3 VPN over SR
Main build blocks: RD, RT, and VRF Main build blocks: RD, RT, and VRF
Underlay Layer for Transport: IGP, LDP, and RSVP-TE Underlay Layer for Transport: IGP/BGP-LU and S
Overlay Layer for Service: VPNv4 and VPNv6 Overlay Layer for Service: EVPN

Network Diagram

172.25.0.21 S8 172.25.0.22

SID 16021

H1 H2 H3
Vlan 301 Vlan 301 Vlan 301
10.1.12.100/24 10.2.12.100/24 10.3.12.100

High-Level Configuration

1. Install Features



2. Configure IP address - Underlay
3. Configure IGP/MP - BGP
4. Configure VLAN and EVPN Overlay

5. Configure e-BGP between Hosts and LEAFs

Enabling Features

install feature-set mpls.

featureset mpls.

Feature bgp

feature mpls segment:routing

Feature mgls évpn

Feature interfaos-ian

Feature lacp.

feature mpls oam

Feature mals sagment. routing tratfic-engineering

vian 1,301-310

segment-routing

mels

obal-block 16000 24000
qonnected-prefix-sid-map
address-family ipvd

172.25.0.1/32 absclute 16001
ip prefix-fist node-sid-loopback seq 10 permit 172.25.0.1/32
i a3-path pecess-ist LOCALLY-ORIGINATE s6q 1 permit 655347
ip a5-path acoess-kst LOCALLY-DRIGINATE s0q 2 peemit “45°
route-map NOBE-SI0-MED permit 10

match ip address prefin-list node-sid-loophadk

set metric 100
route-map NODE-SID-MED permit 20
route-map SET_NH permit §

match commnity MATCH-65534.65534,
set bp next-hop uncharged
route-map SET_NH permis 10

match as-path LOZALLY-DRIGINATE
sut i next-hop 172.25.0.1

wrf context WPN-A
e ey
address-family iged unicast
route-target import 301:301
route-target import 301:301 evpn
foute-target export 301301
Toute-target expedt 301301 evpn
wrf contet VPN
rd auto
adeiress-family igd unicast
Toute-target imgort 302:302
route-target import 302:302 evpn
route-target export 302:302
route-target export 302302 evpn

Enabling Features

install feature-set mpls.
feature-set mpls

feature bgp

Feature mpls segment-routing
feature mpls evpn

feature interface-vian

feature lacp

feature mpls cam

i

pls segr
vlan 1,301-310
segment-routing
mpls
glabal-block 16000 24000
connected-prefix-sid-map
address-family ipvd
172.25.0.2/32 absalute 16002
ip prefix-list node-sid-loopback seq 10 permit 172.25.0.2/32
Ip as-path accessist LOCALLY-ORIGINATE seq 1 permit "A65534
ip as-path access-list LOCALLY-ORIGINATE seq 2 permit 5"
raute-map NODE-SID-MED per mit 10
match ip address preficlist node-sid-loopback
st matric 100
Faute-map NODE-SID-MED pat it 20
raute-map SET_NH permit &

match cammunity MATCH-65534:65534
setip next-hop unchanged
route-map SET_NH permit 10
rateh as-path LOCALLY-DRIGINATE
setip next-hap 172.25.002
wrf cantet VPN A
il dites
addreid-Family ipvd unicist
raute-target import 301:301
rowbe-target import 301:301 evpr
roube-target export 301:301
route-target export 301:301 evpn
wrf cantet VRN-8
el e
address-Family ipvd unicast
raube-target import 302:302
raube-target import 302:302 evpn
roube-target export 302:302
route:target export 302:302 evpn

Leal-1
linterface Confgaration
interface Wian 304
ip decess-group deny-to-core_ra in
wrl mamber VPH-A
ne lp redirects
i addreis 10.1.12.1/24
i directed-broadeast ip-dir-beast
D arp timeout 720

interface Wian302

0 ecess-groun deny-1o-oore_ra in
wrl ratreiber VRN-B

o ip redirects

i address 10.1.13.1/24

i directed-broadeast ip-dir-beast
W arp timeaut 720

interface Ethermetl/31

discription connected 1o spinel - 1/53 - 192.168.1.10
miy 3216

logging event port link-status

o ip redirects

i sddeess 192.168.1.5/30

i arp thmeout 14400

mpls Ip forwarding

interface Ethermeti /32

deseription connected 1o spined - 1/53 - 192.168.1.14
miu 9216

bogging event port link-status.

ne ip redirects

i sddress 192.168.1.13/30

i arp timeout L4400

mpls Ip forwarding

no thutdown

interface Ethernetl 35

switchport

switchport mode trunk.

switchport runk allowed visn 301-310
A shusdown

interface loopbackD

i address 1722501052
ne hist

Leaf-2

Interface Configuration
interface Vian301

o shutdown

i BiOEE-EroUp deny-1o-Core_fain
wrf member VPR-A

o Ip redirects

ip address 10.2.12.1,/24

ip directed-broad cast ip-dir-beast
Ip arp timecut 720

interface Vian302

o shutdown

Ip access-group deny-ta-cere_rain
vri member VPR-B

o ip redirects

Ipaddress 10.2.13.1/24

ip directed-broad cast ip-dis-beast
ip arp timeocut 720

Interface Ethernetl/3

switchport

switchpart mode trunk

switchpart trunk allawed vian 301-310
i shiuitdewn

Interface Ethernetl 31
description connected to spinell - 1/54 - 192.168.2.10
iy 9216
Iogging evenit port link-status
o Ip redirects
ip address 1921682930
ip arp timesut 1
mipls ip forwarding
interface Ethermet]/32
description connected to Spine2 - 1/52 - 192.168.2.14
mitu 8216
legging event port link-status
o ip redirects
ipaddress 192 168.2 1330
Iparp tmecut 14400
mpls ip forwarding
interface Ethernetl/36
switchpart mede trunk
switchpart runk alawed vian 301-310
interface lnopbackd
ipaddress 172.25.0.2/32

BEPJEVEN Configuration

router bgp 65534
router-id 172.35.001
disable-policy-baiching
besfpath as-path multipath-relax
bestpath med missing-ai-worst
log-fighbar-changes
aent-history detad size large
nexthop suppress-default-resolution
addires-family il unicast
netwerk 172.25.0.1/32
maximum:paths 4
maximum-aths ibgo 4
allocate-label route-map node-sid-label
addiress-family i labeled-unicas
prefin-pricrity high
address-family EZvpn evpn
template peer EBGP-SPRNE
remeti-as G487
duserigtion EBGP-PEERING. t0-AGG
address-family ipvd unicast
allowas-in 1
send-commuanity
send-commusnity extended
route-map NODE-SID-MED cut

e advertise iocal-labeled - route
saft-reconfiguration inbound
ddvess-tamily ipvd labeled-unicast
allcrmas-in 1
send-commusnity
send-community extended
route-rmap NODE-SID-MED out
soft-reconfiguration inbound always
address: Family I2vpn evpr
allowas-in 1

filter-list LOCALLY-ORIGINATE out
route-map SET_NH cut
encapiulation mpls
neighbor 192.168.1.10
inheris peer EBGP-SPINE
neighbor 192.168.1.14
inheriy peer EBGP-SPINE

BGP/EVPM Configuration

router bgp 65534

router-id 172.25.0.2
disable-policy-batehing

bestpath as-path mulipath-relax
bestpath med missing-as-waorst
log-neighbor-changes
event-history detail size large
nexthop suppress-default-resclution
address-family ipvd unicast

network 172.25.0.2/32

miaximum-paths 4

maximum-paths ibgp 4
allocate-label route-map node-sid-label
address-family ipwd labeled-unicast

prefipriority high
address-Tamily I2vpn evpn
template peer EBGP-SPINE
remote-as 4087

description EBGP-PEERING-10-AGG
addreis-faenily ipwd unicast

allowas-in 1

samd-cammunity

send-camimunity sxtended

routé-map NODE-SID-MED sut

no advertise local-labeled-route
soft-reconfiguration inbaund
address-family ipvd labeled unicast
Allpwas-in 1
send-cammunity
send-cammunity extended
routE-mag NODE-SID-MED sait
seft-reconfiguration inbaund alwayd
address-family 2vpn evpn
allowas-in 1
send-community
send-cammunity extended
filter-list LOCALLY-QRIGINATE out
route-map SET_NH out
encapsulation mpls
neighbor 192.168.2.10
inherit peer EBGP-5FINE
neighbor 192.168.2.14
inherit peer EBGP-5PINE

wrf VRRA
bestpath aa-path multipath-rela
Allgeate-index 2001
address-famiy ipvd unicast
network 10.1.12.0/24
advertise Rvpn evpn
mairum-paths 4
el VPN-B
bestpath as-path muttipath-relax
allocate-index 2002
add resa-Family ipwd unicast
metwork 10.1.13.0/24
advertise [2vpn evpn
maximum-paths 4

wrf VPRA
bestpath as-path mu tipath-rela
allocate-index 2001
address-family ipvd unicast
network 10.2.12.0/24
advertise IZvpn evpn
maximurm-paths 4
wrf VEN-B.
bestpath as-path mu tipath-rela
allscate-index 2002
address-family ipvé unicast
notwork 10.2.13.0/24
advertise IZvps evpn
raximurn-paths 4



Enabling Features

install feature-set mpls

feature-set mpls

feature bgp
feature mpls segment-routing
feature mpls evpn
feature interface-vlan
feature lacp
feature mpls oam
feature mpls segment-routing traffic-engineering
vlan 1
segment-routing

mipls

global-block 16000 24000
oonnected-prefix-sid-map
address-family ipvd
172.25.0.21/32 absolute 16021

ip prefin-list NH-RESTRICT s6q 5 permit 0.0.0.0/0
ip prefix-list node-sid-loopback seq 5 permit 172.25.0.21/32
route-map NH-RESTRICT deny 10

match ip address prefiz-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map NH_UNCHG permit 10

set ip next-hop unchanged

Enabling Feature

install feature-set mpls

feature-set mpls

feature bgp

feature mpls segment-routing

feature mpls evpn

feature interface-vlan
feature lacp
feature mpls oam
feature mpls segment-routing traffic-engineering
vian 1
segment-routing

mipls

global-block 16000 24000
connected-prefix-sid-map
address-family ipvd
172.25.0.22/32 absolute 16021

ip prefic-list NH-RESTRICT seq 5 permit 0.0.0.0/0
ip prefix-list node-sid-loopback seq 5 permit 172.25.0.22/32
route-map NH-RESTRICT deny 10

match ip address prefic-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map NH_UNCHG permit 10

set ip next-hop unchanged

Spine-1
Interface Configuration

interface Ethernetl/53
description connested to Leafl - 1/31 - 192.168.1.8
miu 3216
logging event port link-status
no ip redirects
ip address 192.168.1,10/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface Ethernetd/54
description connected to Leaf2- 1/31 - 192.168.29
miu 9216
logging event port link-status
no ip redirects
ip address 192.168.2,10/30
ip arp timeout 14400
mpls ip farwarding
no shutdown

Interface loopbadk0

ip address 172.25.0.21/32

no shutdown

Spine-2
Interface Configuration

interface Ethernetl/52
description connected to Leaf2 - 131 - 192.168.2.13
mtu 9216
logging event port link-status
na ip redirects
ip address 192.168.2.14/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface Ethernetl/53
description connected to Leaf2- 1/32 - 192.168.1.13
mitu 9216
logging event port link-status
no ip redirects
ip address 192.168.1.14/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface loopbackd
ip address 172.25.0.22/32
no shut

BGP/EVPN Configuration

router bgp 64087
router-id 172.25.0.21
bestpath as-path multipath-refax
bestpath med missing-as-worst
log-nelghbar-changes
nexthop suppress-default-resolution
address-family ipvd unicast
network 172.25.0.21/32
maximurm-paths 4
nexthop route-map NH-RESTRICT
allocate-label route-map node-sid-label
ddress-family ipvd labebed-uni
prefix-priority high
sddress-family [2vpn evpn
retain route-target all
template peer EBGP-ACCESS
remote-as 65534
description EBGP-PEERING-to-ACCESS
address-family ipwd unicast
disable-peer-as-chedk
send-community
send-community extended
default-originate
no advertise local-labeled-route

seft-reconfiguration inbound
address-family ipwd labeled-unicast
disable-pear-as-ched:
send-community
send-community extended
soft-reconfiguration inbound
address-family 12vpn evpn
disable-peer-as-ched
send-community
send-community extended
route-map NH_UNCHG out
encapsulatien mpls
neighbor 192.168.1.9
inherit pedr EBGP-ACCESS
neighbor 192 168.2.9
inherit peer EBGP-ACCESS

BGP/EVPN Configuration

router bgp 64087
router-id 172.25.0.22
bestpath as-path multipath-relax
bestpath med missing-as-worst
log-neighbor-changes
nexthop suppress-default-resalution
address-family ipvd unicast
network 172.25.0.22/32
maximum-paths 4
nexthop reute-map NH-RESTRICT
allocate-label route-map node-sid-label
address-family ipvd labeled-unicast
prefix-priority high
address-family I2vpn evpn
retain route-target all
template peer EBGP-ACCESS
remate-as 65534
description EBGP-PEERING-to-ACCESS
address-family ipvd unicast
disable-peer-as-chedk
send-community
send-community extended
default-originate
no advertise local-labeled-route

soft-reconfiguration inbound

address-family ipvd labeled-unicast
disable-peer-as-check
send-community
send-community extended
soft-reconfiguration inbound

address-family [2vpn evpn
disable-peer-as-check
send-community
send-community extended
route-map NH_UNCHG out
encapsulation mpls

neighbor 192.168.1.13
inherit peer EBGP-ACCESS
neighbor 192.168.2.13
inherit peer EBGP-ACCESS



Host-1 Configuration

install feature-set mpls

feature mpls

interface Ethernet1/53

switchport

switchport mode trunk

switchport trunk allowed vlan 301-310
no shut

interface vlan 301

no shutdown

no ip redirects

ip address 10.1.12.100/24

ip directed-broadcast ip-dir-bcast
ip arp timeout 720

Verify

Host-2 Configuration

install feature-set mpls

feature mpls

interface Ethernetl/54

switchport

switchport mode trunk

switchport trunk allowed vlan 301-310
no shut

interface vian 301

no shutdown

no ip redirects

ip address 10.2.12.100/24

ip directed-broadcast ip-dir-bcast
ip arp timeout 720

Use this section in order to confirm that your configuration works properly.

H1(config)# show ip int brief

IP Interface Status for VRF "default"(1)
Interface IP Address  Interface Status
Vian301 10.1.12.100 protocol-up/link-up/admin-up

H1(config)# ping 10.2.12.100

PING 10.2.12.100 (10.2.12.100): 56 data bytes

64 bytes from 10.2.12.100; icmp_seq=0 ttl=251 time=0.994 ms
64 bytes from 10.2.12.100: icmp_seq=1 ttl=251 time=0.586 ms
64 bytes from 10.2.12.100: icmp_seq=2 ttl=251 time=0.677 ms
64 bytes from 10.2.12.100: icmp_seq=3 ttl=251 time=0.615 ms
64 bytes from 10.2.12.100: icmp_seq=4 ttl=251 time=0.597 ms

---10.2.12.100 ping statistics -—

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.586/0.693/0.994 ms

Troubleshoot

H2(config)# show ip int brief

IP Interface Status for VRF "default"(1)
Interface IP Address  Interface Status
Vian301 10.2.12.100 protocol-up/link-up/admin-up

H2(config)# ping 10.1.12.100

PING 10.1.12.100 (10.1.12.100}): 56 data bytes

64 bytes from 10.1.12.100; icmp_seq=0 ttI=251 time=1.043 ms
64 bytes from 10.1.12.100: icmp_seq=1 ttl=251 time=1.933 ms
64 bytes from 10.1.12.100: icmp_seq=2 ttl=251 time=0.865 ms
&4 bytes from 10.1.12.100: icmp_seq=3 tti=251 time=0.668 ms
64 bytes from 10.1.12.100: icmp_seq=4 ttl=251 time=0.713 ms

---10.1.12.100 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/1.044/1.933 ms

This section provides information you can use to troubleshoot your configuration.

spinel(config-router-af)# show mpls switching

Legend:
(P)=Protected, (F}=FRR active, (*)=more labels in stack.

IPV4:

In-Label Out-Label FEC name Out-Interface  Mext-Hop
VRF default

16001 Pop Label 172.25.0.1/32 Eth1/53 10.1.1.9
16002 Pop Label 172.25.0.2/32 Eth1/54 10.2.1.9
In-Label VRF

492287 default

Block  Label-Range
1 16000 - 24000

spinel(config-router-af}# show bgp |2vpn evpn
BGP routing table information for VRF default, address family L2ZVPN EVPN
BGP table version is 17, Local Router ID is 172.25.0.21

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 172.25.0.1:3
*>e[5]:[0):[0]:[24):[12.1.12.0)/224

172.25.0.1 4294567295 0655341
Route Distinguisher: 172.25.0.1:4
*>e[5]:{0]:[0]:[24]:[12.1.13.0)/224

172.25.0.1 4294967295 0655341
Route Distinguisher: 172.25.0.2:3
*>e[5]:[0]:[0):[24]):[10.2.12.0)/224

172.25.0.2 4294967295 0655341
Route Distinguisher: 172.25.0.2:4
*>¢[5]:{0]:(0]):[24):(10.2.13.0)/224

172.25.0.2 4294567295 0655341
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