Configure Nexus L2 EVPN over SR MPLS
with VPC Anycast Gateway
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Introduction

This document describes how to deploy L2 Ethernet VPN over Segment Routing (SR)
Multiprotocol Label Switching with virtual Port Channel on Nexus9K.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Border Gateway Protocol (BGP)

- Open Shortest Path First (OSPF)

- MPLS

- Label Distribution Protocol (LDP)

- Resource Reservation Protocol (RSVP)
- EVPN

- SR

- vPC

Components Used
The information in this document is based on these software and hardware versions:

- Nexus switch 92360C that runs Release 9.3(10) for H1 and H3.
- Nexus switch 93180YC-FX that runs Release 10.2(3) for Spine.
- Nexus switch 93240YC that runs Release 10.2(3) for Leaf.
The information in this document was created from the devices in a specific lab environment. All of



the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

VPLS/L2-EVPN is a Multipoint-to-Multipoint Layer 2 VPN Service that connects multiple branches
of a Customer, in a single logical switched architecture over an IP/MPLS network.

Overview of Layer2 EVPN-MPLS SR

EVPN (RFC 7432) is BGP MPLS-based solution which has been used for next generation
Ethernet services in virtualized data center network. It uses several blocks such as Route
Distinguisher (RD), Route Target (RT), and Virtual Routing and Forwarding (VRF) from MPLS
technologies that exist.

In contrast to VPLS , EVPN enables control-plane based MAC learn in the core. In EVPN, PEs
that participate in the EVPN instances learn custom MAC routes in control-plane with Multiprotocol
(MP)-BGP protocol. Control-plane MAC learn provides a number of benefits that allow EVPN to
address the VPLS shortcomings, which includes support for multihome with per-flow load
balancing.

SR L2 EVPN is new feature available in NXOS 9.3(1) that is supported on Nexus 9300 FX2 series
platform.

Limitations for L2 EVPN over SR MPLS

- SR L2 EVPN flooding is based on the ingress replication mechanism

- It uses EVPN Type 3 Route for BUM Traffic

- MPLS core does not support multicast

- Address Resolution Protocol (ARP) suppression is not supported

. Consistency check on VPC is not supported

- The same L2 EVPN instance (EVI) and L3 EVI cannot be configured together

Configure

Network Diagram
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High-Level Configuration

. Install Features

. Configure IP address - Underlay

. Configure IGP - OSPF

. Configure MP - BGP

. Configure VLAN and EVPN Overlay

. Configure e-BGP between Hosts and LEAFs
. Configure VPC on LEAF 1 and 2
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Ensble Feature, Label-Range, Route-map, Label-index Irterfate Configuration BGP/EVPN Configuration
interface Ethernetl 45
descrigtion conneched io Leal] - 1745 - 192.168.1.5

Installl feature-set mpls i S216

allow feature-set mals Iogging evert port Bink-itst

feature-set mpls s Ip redinects

feature bgp Ip address 192 168.1.10/30 rauter bgn 6087

Teature mpls segment-routing

feature mpls evpn

feature interface-vian

festure mpls oam

feature mpls segment-rauting traffic-engineering

segment-routing
mpls
Blebal-block 16000 24000
eonnected-préfix-iid-mag
address-Family ipvd
172.25.0.21/32 absolute 16021

Ip prefixlisy NH-RESTRICT s0q 5 permit 0.0,0.0/0
ip prefiz-list node-sid-loopback seq 5 permit 172.25.0.21/32
route-map NH-RESTRICT deny 10
match ip address prefix-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map MH_UNCHG permit 10
et ip next-hop unchanged

ip arp timecut 14500
repls ip forwanding
Interface Ethernet] /a6
descrigtion connected 1o Leaf2- 1746 - 192.168.2.9
mitu 9216
logging evert port kinkstatus
no Ip redirects
ip address 192.168.2.10/30
Ip arp timecut 14400
mipls |p forwarding
Interface [thernet/52
dascrigtion connected 1o Leald - 1752 - 192.1683.9
mitu 5216
logging evert part Bink-statu
i redingets
Ip address 192 168.3.10/30
Ip arp timecut 14400
repls i forwanding
interface loopbacky
Ip address 172 75.0.21/32
icam mionitor scale

router-id 172.25.0.21
bestpath as-path multipath-relax
bestpath med missing-as-worst
log-neighbor-changes
nexthop suppress-default-resolution
address-family ipys unicast
metwark 172.25.0.21/32
maximum-paths 4
mExthap foute-map NH-RESTRICT
alloeate-label route-rmap node-sid-label
address-familly ipvd labeled-unlicast
prefix-priority high
address farmiy Livpn evpn
retain route-target all
neighbor 192.168.1.9
inherit peer EBGP-ACCESS
neighbor 192.168.2.9
inherit peer EBGP-ACCESS
neighbor 192.168.3.9
imherit peer EBGP-ACCESS

template peer EBGP-ACCESS
remate-as 65534
description EBGP-FEERING-to-ACCESS
address-family ipvd unicast
disable-peer-ad-check
send-comemunity
send-community extended
default-sriginate
no advertise local-labeled route
soft-reconfiguration inbound
addreds-farmily ipwd labeled-unicast
disable-peer-as-check
send-comemuanity
send-community extended
soft-reconfiguration Inbound
address-family 12vpn evpn
disable-peer-as-check
send-gomemuanity
send-tomenunity extended
route-map NH_UNCHG out
encapsulation mpls



Enable Featur R Labelind

install festure-set mpls

Spined
Interface Configuration

Etharmetlf47

deseription eomnected to Leafl - 1/47 - 192.168.1.13

allow feature-set mals
feature-set mpls
feature bgp
feature mpls segment-routing
feature mpls evpn
feature interface-vian
feature mals oam
feature mals segrient-routing traffic-enginesting

segrment-routing
mals
global-block 16000 24000
connected-prefix-sid-map
addrass-family ipvé
172.25.0.22/32 absolute 16022

ip prefix-list NH-RESTRICT se&q 5 permit 0.0.0.0/0

ip prefix-list node-sid-loopback veq 5 permit 172.25.0.22/32

route-map NH-RESTRICT deny 10

match ip address prefis-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map NH_UNCHG permit 10

set ip next-hop unchanged

1722500502 skiclute 16001
wlan 301
i autn

ip prefix-lisk node-sid-boopback seq 10 permit 172.25.0.15/32
ip 3-path sceen-ist LOCALLY-ORIGINATE 1eq 1 permit “*65534°
i ipath acosi-list LOCALLY-ORIGINATE weq I permit **5"
reaste-map NODE-SI-MED permit 10

match Ip address prefic-list nodesid-loopback

st mansic 100

rowste-map NODE-SIMMED perenit 20
rosie-map SET_NH permit 5

match community MATCH 6553485534

set ip Pet-hop unchanged

route-map SET_NH permét 10

match ax-path LOCALLY-ORIGNATE

st lp next-hop 172 35.0.15

Erable Feature, Label-Range, Route-map. Label-Inde.

irstall featureset mpls
[

featre-36t maly

™ overtay even

Teatare bpp

Taatere =l ingment-rosting

Teatere mals evpn

Teature intesface-vian

Foatere lacp

Featere vz

Teatune mals oam

Teature o overlay

Torwarding aoytast-gateway mac 0000 0000 1111
whan 1308310
segmant reutiog
mt
phobal-block 16000 24000
eonfnited piefi- G mag
[ ——
1TEI50.15/32 abeolvte 16001
wian 301
e

ip prefincist node-shHooptack 164 10 permit 172.15.0.15/32
19 as-gath asoess.list EOCALLY. ORIGINATE seq 1 permin "AE5534°
19 0-puth steess I LOCALLY.ORMGINATE 1eq 2 pressit “45*
route-map NOGE-S0-MLD permit 10

maich ip sddress peetio st node-sid-beophack

st metsie 100

route-map NODL-3I0-MILD pemit 10
route-map SET_HH permit §

manich eommusity MATCH-B5518 65524

11 ip et b enchanged
route-map SET_NM penmit 10

mantch as-puth LOCMLY-ORIGINATE

a1 ip et e 7225 015

i contest VP-4

i 30001

il conbt VP8

rdatn.
adress family iged unicast
roun-anges import H2:303
roube-target import 302302 evpn
Toute- LANgeT Expoit 302302
Tt taget export 302302 evpn

miu 5216

logging event pert link-status

noip rediredts

ip addross 192.168.1,14/30
ip arp timecut 14400

mpls i farwarding

Enterface Exhermetl/48

description connected to LeatZ - 1/45 - 192.168.2.13

mtu 5216

logging event por link-status

no ip redirets

ip address 192.168.2.14/30
ip amp timeout 14400

mipls |p faraarding

interface EXbeimetl53

description connected to Leafd - 1753 - 192.168.3.13

mitu 5216

legging event port link-status

ne ip redinects

ip address 192.168.3.14/30
ip arp timeout 14400

mipls ip forwarding
interface loopbackD

ip address 172.25.0.22/32

earmn monitor scale

st -1
VP Configuration

e domsin 21
poer-awitch

peerkespalive destination 10088 738 743 source 10 88 333 242

peer-gatewy

ip arp pynchraning

interface Exhernet] 43

switchport

switchport mode trunk

switchgort trunk alliowed vian 301-310
channel-group 10 mode active
Interface CEhernenl /51

wwitchport

awitchport mode trunk

switchport trunk allowed vian 301-310
channelgroup 3 mode acth
inerface pori-channei10
switchport

wwitchport made trunk

iwitthpert tunk slowed vlin 301-310
spanning:ree port type retwork

Pt peer-fink
Interface port-channel 0

switchpert mode trunk

switchpart trunk alowed vian 201-310
vt I

VP Configuration
Ve domain 21
peerswitch

prer-brepuioe deibnaton 1048 1181 wouree 1046 158 1a3

switehpent turk allowed vias 301310
pnring-tree port bype netwerk
W Py bk

vwitchport mads tank
‘switchport truns aliowed vias 301-310
0

e
Interiacn [tharratl/39
switehport
switchpent mede k.
veitebyert i allened visa 301310

vwitchport mode trunk
switchport tnank alloweed vian 301-310
bl pring 30 ode active

Interiace Configuration

inteeface Ethermett/45

router bgp 64087
router-id 172.25.0.22
bestpath as-path multipath-relax
bestpath med missing-as-werst
log-neighbor-changes
nexthop suppsess-delault-resolution
address-family ipvd unicast
network 172.25.0.22/32
maximum-paths 4
nexthop route-map NH-RESTRICT

address-family ipvd labeled-unlcast

prefix-priority high
address-family I2vpn evpn

retain route-target all
neighbar 192 168.1.13

inherit peer EBGP-ACCESS
neighbor 192,168,213

inherit peer EBGP-ACCESS
neighbor 192.166.3.13

inherit peer EBGP-ACCESS

dencription conmacted bo iping L - 145 - 192.LELLI0

miu g

Iogging event port bnk-siatun
o ip redirects.

1D advess 192.168.0.5/30
p g timet 144068

dencription convexted b ipined - 147 - 192160116

mi ST

0 i redirects

I wdieas 80142 1724

I directed-brosdcatt ip-drteast

o s redhnesss

Ip arp imeost 720

Fabris forwarding mode anycast-gateway

interface lopback

Ip addreis 172.35.04/32

Ip addeess 172.25.0.15/32 secondary
intertace 1

loopback
Ipaddress 172.25.0.200/57
manior ke

Interface Configuration

ineertace
i ackdes 172,35 0.3/83
i ackdness 172.25.0.15/12 sacondary

interface

irteriacs loopbatit

o address 172.25.0.000/K
Icam monisor scae

Irteriace Ethernet/as
eicription onsheted to ipined - 148 -
mau S216

Bgging swent port lisk-status
el pedicects

i adkdrens 192,168 2.10/80
ANt 14400
s ip Porwarding
naphetdwn

irneriace Ethermeri/6

dmeription sonnncted to Spirel- 146 - 102 J6E 210

9216

Bagging ewent port lisk status
s ek

i ackdnes 19216829030

Inceriace Vianl
i rechvects.
oo oirncts

Inaertaze Vian30L

o0 shungiown

el mambar VPH-A

noip redivects

i acksvess 101 AR 1724

i et broadeant i dit-beast

ool ety

i arp timeont 720

ibrbe formascinng rrecede ampcast g¥lEwaY

rowter bgp 65538
router-id 172.250.0

addteui-Tamily ipred unian

metwerk 172.25.0.1/32

metwork 172.25.0.15/32

metwerk 172250301132

it aths &
manimum-paths itgp 4

allocate-label rovie-map node-sid-label
gty iped Libdled-unicain

neighbor 192,168,110
inherin poer EBGP-SHNE
nesghbor 192.168.1.14
Inheris poer LVGP-31NE

Wl VEHA
estpath a5-path maltipath.relas
200

addreii-family i unicaat
network 10.1.12.0/24
advertise | 7vpn evon
mazimum-path 4

estpath as-path multipath-relio
2002
addreii-famiby ipvd unicast
network 10.113.0/24

advertise [Zvpn evpn
maximum-paths 4

setin-nterfaoe bopback

reuter bgp 65534
oerid 1723503
disabie: policy batching
Evtpuath s path seltipath-relas
WLIEED 14 aritpuath mud mikidlng-di-wanit
Iog-nesghbor-charges
event-history detail size lage
theop supprens-defauis-revclution
‘ackdrens-family kgl unicast
network 172250232
Petwerk 172 5.0 15781
mabwerk 172250201002
masmum-gaihs &
masdmum-gaths ibgs 4
loeste-label route-mi rede-sid Label
addresy-famity il labeled-unicans
et priodity high
ackdrasi-Ramily L2vin s
neighbor 197168230
Inher peer ERGP-SFNE
meghier 190 3682 14
infoerit poer EBGR-SINE

o PH-A
bestpath aa-ath multipath-relas
allocate-index 5001
aadeess-family i uricast
wtock 02020024
advertine Idvpn evpn
. paths 4
w VS
beatpath a3-path multipath-relas
hocate-indes 2002
aadreis-damily iped uricast
retwork 30.2.150/28
adveriine [Zepn evon
i paths 4
oo
3050
encapusdation mpls
Sirarc-irnertace loopet

template peer EBGP-ACCESS
remote-as 65534
description EBGP-PEERING-to-ACCESS
address-family ipvd unicast
disable-peer-as-theck
send-cormmunity
send-community extended
default-ariginate
no advertise kel labeled-route
softreconfiguration inbound
address-family ipv4 labeled-unicast
disable-peer-as-check
send-comemunity
send-tomemunity extended
soft-reconfiguration inbound
address-family 12vpn evpn
disable-peer-as-check
send-comemunity
send-camamunity extended
route-map NH_UNCHG out
encapsulation mals.

reuner bgp 5534
template peey EBGP SPINE
remaieas S087
Snncription EBGP-PEERING-to-AGE
address-family ipwd unicast
allrwaa-in 1

send-community extordied
rouie-map HODE SIB-MED out
no advertive kcal-lsbeled-route
soft-reconfipurstion inbound
address famity ipvd |abeled-unicast
alorwain 1
send-community
send-aemmuniy e
Toute-map HODESI-MED out
saft-reconfiguration inbound abwarys
sdelreds- larrly | v v
allorwain 1
send-community
send-community extmded
b list LOCALLY.CRIGINATE et
route-map SET_NH out
encapvebation mpty

router bgp 65534
temphate per ERGPSHHE
semote-a1 B30T
dacription [NGP-PLIAING 10 A0S
ackdress-family il unicast
allowasin

send-community extended
route. map NODE 510 MED ut
st reconfigoration imbound shways
‘adkdress-family v evn
allowasin 1
serd ety
serd-communcy extended
flter 51 LOCALLY- GRIGMATE cut
reute-map SET_NH ou
encapuulation mpi



ingtall feature-set mpli
mpls
v averlay evan
Feature bigp
Feature mpls segment.routing

Feature nv averlay

fabeic forwarding aerycast-gateway-muc 0000,0000.1113
vian 1,301
segmentrouting

Mpli

ghobal-block 16600 24000

eonnected-prefic-skd-map

address-tasity ipwd
172.25.0.3/32 absolute 16003

vian 301

o e

Ip prefix-ins node-vid-loopback veq 10 permis 17225 03/32

i i-path decini-liit LOCALLY-QRIGINATE deq | parmit "265534"

ip as:path accesslist LOCALLY ORIGINATE seq 2 permit "25°
route-map MOGE-SID-MED permit 10

masch ip addon prafic-li node-rid-looptack
et matiie 100

route:map MODE-SID-MED permit 20
route-map SET_NH permit &

erateh eommusity MATCH B5534 65534

set ip neat-hop unchanged
route-map SET_NH permit 10

match an-path LOCALLY-ORIGINATE

40 ip nta-hop 172.25.0.3

wrd contest WPN-R

4 30001

wri contest WFN-B

i ate

adddris-Family g uniest
Poute-taget import 307302
Fosite-taged import 302302 evpn
route-tarpet export B00: 300
Fauite-aaget pent 00300 £ph

Host-1 (H1) Configuration

interface Ethernetl/30
switchport
switchport mode trunk

switchport trunk allowed vlan 301-310

channel-group 30 mode active
no shutdown

interface Vlan301
no shutdown
no ip redirects
ip address 10.1.12.100/24

interface Ethernet1/32
switchport
switchport mode trunk

switchport trunk allowed vlan 301-310

channel-group 30 mode active
no shutdown

interface port-channel30
switchport
switchport maode trunk

switchport trunk allowed vlan 301-310

Verity

Leat-3
Intertage:
D BCcess o denyte-gere,_1a in
wrf member VPH-A
i i reclinests.
i address 10.1.92.3/24
fabeic forwarding mede amcast-gateway
Interface Vian®id
0 Beeeia i Seny-ts-geve_ra in
wif member VPH.B
o ip redireits
i s 10.3.10.0/722
i deected beeadeast i dir-beast
9 arp timecut 720
[thernetl/ar
wwitchport
switehport mode trusk
vwitchport trunk aliowed vian 301-310
interface Echemetl/ 52
description eoneeeted to Spise] - 452 - 192162390
miu $216
logging wvent port fink-1ta5u
e ip recirects
i akdness 192.168.3.9/30
9 arp timecut 14400
mpli ip forwarding

imedace Erhemetl/53

description connected to Spinel - 1/53 - 200114
miu $216

Roging svert ort ink kit

o ip rechreris

i sddress 192168010750

i 8P timecut 14400

mpls ip formarding

o shabdram

Imterface kopbadid
i address 1235008
Ien manitor seale

BGR/EVPN Configaration
roter BED 65534
royterd 172,150
diable-policy-batching
bestpath 3. path misipath relax
bestpath med missing-as-worst
log-rerighbor-changes
event-histoey detail sive laege
neathop suppress-defas t-resoiution
ackirens-family |ped unicast
ratwork 172.35.0.3/32
masdmum-paths &
masimim-paths igp 4
Allocate-lybel route-map node-vid-label
ckdress-umity ip labsled unicast
peedin:priosity high
addresi-lamiy [2vpn even
reighber 101168380
imherit peer EBGP-SANE
nelghior 152.188.3.14
isherit peed EBGP-SANE
el VPHLA
bestgath as-pati mustipa thrrefax
allpeate-index 1001
address. family iped usleant
avertise von evon
marimum-paths 4

el VPHB
testpath 31-path mustipath-relax
alleate-index 2002
address: family ipvd unicast
netwark 10.3.13.0/24
adhwrtisg Kvpn vpn
manimuen: paths &
v
o 2000
e prulation Mt

Host-3 (H3) Configuration

interface Vlan301
no shutdown
no ip redirects
ip address 10.1.12.200/24

interface Ethernet1/33
switchport
switchport mode trunk

switchport trunk allowed vlan 301-310

no shutdown

tempiate prer EBGP-SHNE
remmote-as GA0GT
description EBGP-PEERING to-AGG.
addvera-Famity igwd ericast
aliowas-in
send-community
send-communy extended
route-map HOOE-510-MED cut
i adveriise local labeded-route
soft-recondiguration inbound
addeeii-Fam by igwd bibeled-unkcait
liewasin 1
send-community
send-communy extended
Feuti-map NOOE-SID-MED it
solt-reconfiguration inbaund swa
address-famity L2vpn evpn
aliowaiin
send com musiny
sEnd-communy extended
route-map SET_NH 0wt
ercaptuation mply

Use this section in order to confirm that your configuration works properly
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Troubleshoot
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This section provides information you can use to troubleshoot your configuration.
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Leaf2 she mac address-table
Legend:
* . primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC Leaf3¥ show mac address-table
age - seconds since last seen,s - primary entry using vPC Peer-Link, Legend:

(T} - True, (F) - False, € - ControlPlane MAC, ~ - vsan,
(NA)- Not Applicable
VLAN  MACAddress  Type age Secure NTFY Ports

- primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,# - prirary entry using vPC Peer-Link,
[T} - True, [F} - False, C- ControlPlane MAC, ~ - vsan,

Leaf 18 sho mac address-table
VLAN  MACAddress Type age Secure NTFY Ports

chernednnna rmree e

- [MA)- Mot Applicable
4 301  Odea.bd27.6285 dynamic NA F F Po3d + 301 00eabd27.6285 dynamic NA F F Podd WLAN MACAddress Type age Secure NTFY Ports
€ 301 Odea.bd2? 86ef dynamic NA FF sr-peer{172.25.0.3) C 301 00ea.bd2?86ef dynamic NA FF srpeer17115.0.3) sesasssia
G - 0000.0000.1111 static - FF aup-ethiiR) G - 00000001111 static - FF sup-ethl{R) C 301 00es bd27.6285 dynarnic MA F F srpeer(172.25.0.15)
G 301 cOl4.feadbed7 static - F o F vPCPeer-Lnk{R) G - cDldfead.bcB? static - FF sup-ethl(R) * 301 00eabd27BGel dynamic NA FF Ethl/47
G - cDldfeadcal? static - F F sup-ethl{R) G 301 c014fead bcET static - F F sup-ethl{R) G - 000000001111 static - F F sup-ethl(R)
G 301 014 fead.eal7 static - FF sug-ethiR) G 301 eDlAfead.cal? static - FF wPCPeer-Link(R) G - cOldfeadcadd static - FF sup-ethl{R)

Leafist Leaf2é G 301 cOldfeadcadf static - FF sup-ethifR)
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